Chapter 1: The FSTC BIPS Project---Issues, Solutions, Approach, and Results


1.1	Issues





Internet technology is making sweeping changes in global communications and how business is conducted. Increasingly, these changes are being felt by financial institutions as their customers request financial services that are more convenient (“anytime, anyplace”) and less expensive. Customers are also requesting more varied and personalized services over which they have more control and which provide them with more and better financial information. The financial industry must become competitive in the Internet environment if it is to meet these customer desires and reap the benefits of technology for both income opportunities and operational efficiencies.


However, banking services provided over the Internet must meet financial industry requirements as well as customer requests in order to be useful. If existing accepted financial payments systems that are mature and have commercially reasonable security can be safely integrated with Internet commerce activities, the banking industry can provide services over the Internet with the equivalent confidence, trust, and affordability that is provided by traditional bank payment systems. Any method of Internet commerce must therefore replicate and build on the functions and features of existing non-Internet commerce. Some of these features are discussed in Sections 1.1.1 through 1.1.5.


1.1.1	Authentication of Parties





In traditional business activities, banks routinely act on behalf of parties that are unknown to each other. For example, when a buyer in the United States does not know a supplier in Singapore, a bank acting on behalf of each customer can vouch for the standing of their customer in negotiating the terms of the trade. Commerce on the Internet is even more likely to take place between parties who are unknown to each other, and the open and anonymous nature of the Internet makes it imperative that parties involved in a commercial transaction be authenticated. By extending their traditional role of authenticator of their own customers to commerce over the Internet, banks can enable spontaneous Internet commerce.


1.1.2 Standardized Financial Communications





Many banks currently provide communications channels for their customers over the Internet, but these communications are largely provided using proprietary methods such as value-added networks that are only available to members of that network. A method of Internet commerce based on a non-proprietary, standard protocol that multiple banks agree upon would provide assurance and a level of security for bank payment transactions that could be controlled and measured much more easily. In addition, a standard protocol would provide an infrastructure that developers could build to offer competitive choices while using standardized communications. This standard protocol would benefit all industries, including the banking, software, and hardware industries, and ultimately the users of those products and services.


1.1.3 Risk Management





Banks have traditionally been in the business of risk management. They are experienced in determining the risk involved in a variety of situations, calculating the risk, and providing risk management services. Commerce over the Internet is different from face-to-face commerce in that the perceived risk is greater when the trading partners cannot see each other. Security, reliability, and availability are three of the major constraints to the explosive growth of payments systems on the Internet. Banks must therefore apply their risk management experience and policies to the Internet environment. 


1.1.4 Gaps in Existing Standards





A number of Internet protocols and standards have been developed to enable Internet-based electronic commerce. No single standard addresses all banking requirements over the Internet.


1.1.5 Flexible Products and Services





To make the Internet an effective tool for electronic commerce, meet customer demands for convenience, and realize potential revenue opportunities, banks must provide their current (and possibly additional) products and services over the Internet. Banks already offer a variety of methods that they and their customers can use to communicate payment instructions and other information, such as the telephone, personal computer applications, direct computer access, automatic teller machines (ATMs), and bank teller personnel. Bank customers routinely use these options to perform a variety of banking functions. Banks need to offer that same richness of function over the Internet while maintaining security and customer confidence. Customers should be able to communicate the same requests for various types of payment and other information over the Internet as easily and effectively as they do today over the telephone. The Internet and other new technologies can enable robust communication if done in a standard way with commercially reasonable security.


1.2 Solutions





The Financial Services Technology Consortium (FSTC), which provides a vehicle for its members to research problems and solutions through the formation of projects, is addressing the needs of bank customers and the financial industry for Internet commerce by sponsoring the Bank Internet Payment System (BIPS) project. The BIPS Project Team has produced the technical specification presented in this document to allow banks and their customers to communicate financial instructions over the Internet in a standard, non-proprietary way. 


How can this specification address the issues involved in Internet commerce? The Internet is used today for shopping and buying, but most of the payment activities are credit card transactions for low-dollar purchases. However, credit card transactions do not meet the financial commerce needs of many corporations, even though corporations are increasingly using the Internet for solicitation of products and services and the negotiation and award of contracts. For instance, credit card transactions may not be satisfactory or appropriate for corporate invoice and payroll payments. In addition, corporations often engage in high-dollar and high-volume wholesale transactions that may attract attempts at Internet fraud. Thus, there is a need and an opportunity to go beyond credit card transactions and allow for other payment mechanisms to be used appropriately over the Internet. This specification provides such a mechanism.


BIPS allows a corporation to easily rely on its bank to authenticate the parties in a transaction, select the most appropriate way to make a payment, and execute that payment according to the terms and conditions the corporation sets. Obviously, a standard protocol that a bank can use to communicate with a corporation can also be used by a consumer to communicate instructions to their bank. 


A BIPS implementation would provide a number of benefits for customers of banks, including:


safe, simple, and efficient payment mechanisms;


inexpensive transactions, including less costly options than paper mail for transactions such as bill payment;


more timely transport mechanisms than paper mail for transactions such as bill payment;


convenient banking services;


flexibility in payments options such as dated payments;


convenient, “anytime, anywhere” payment initiation;


easy integration of electronic payments with internal accounting functions;


close alignment with the emerging business models of online shopping;


a common interface that can be used to communicate with all of a customer's financial institutions (i.e., a solution that is interoperable across multiple financial institutions); and


high availability of information for tracking and financial management.





A BIPS implementation would provide a number of benefits for the financial industry, including:


new revenue opportunities;


the ability to reach customers globally rather than just locally;


new possibilities for reducing payments infrastructure costs;


reduction in the number and complexity of new electronic payment customer interfaces;


the availability of a specification that many developers can build to, thus providing a larger variety of competitive, innovative, lower-cost payment products;


support for new products and services, such as home banking and smartcard-based products;


the ability to provide customers with more customization and control, thereby gaining the opportunity to maintain and extend existing customer relationships as well as develop new customer relationships; 


the ability to provide Internet payment service providers with a cost-effective way to transfer money to their customers; 


the creation of transaction record data that can be used by related software to quickly detect and react to the misuse of the system (e.g., fraud); and


increased availability of information for tracking and financial management.


1.3	Approach





In order to address the issues involved in developing an Internet financial payment system, the BIPS Project Team adopted an approach that was specifically tailored to the problem at hand. The four key aspects of the approach were:


leverage existing payments systems (Section 1.3.1); 


use existing standards and technologies when possible (Section 1.3.2);


use working prototypes to test and validate the protocol and specification (Section 1.3.3); and


focus on the core concept and basic features of BIPS while building flexibility into the specification and protocol, rather than attempting to demonstrate the total functionality that BIPS could provide when expanded to its full potential (Section 1.3.4).


1.3.1 Leverage Existing Payments Systems





Rather than trying to create an entirely new payment mechanism for the Internet, the BIPS Project Team chose instead to connect current bank payments mechanisms to users over the Internet. These traditional existing systems not only provide a high level of confidence, trust, and affordability, but using them with minimal changes will make it easy for a bank to gain entry to the Internet.


1.3.2 Use of Existing Standards and Technologies





The BIPS specification and protocol had to address the issues of security, authentication over the Internet, and the increased flexibility of payment mechanisms. The BIPS Project Team saw that there was a clear advantage in applying existing standards and technologies to these problems whenever possible and specifying new technologies only where there were gaps in existing Internet protocols and bank systems.


The BIPS Project Team identified a need to develop (1) a protocol to allow for an industry-standard interface to exchange information between a bank and various payment initiators over the Internet, and (2) a bank system to receive, secure, and translate the requests for payment from the Internet and route payment to appropriate bank payment processing systems.


In addition to the protocol, the other piece that was needed to connect the well-established, traditional bank systems was a “payment server” specification that could interpret the protocol and translate the protocol into bank payment processing systems transactions. Existing standards and technologies were sought to satisfy these functions, and new development was considered to be an option only where there were gaps in existing Internet protocols and bank systems. To this end, the Joint Electronic Payments Initiative (JEPI), Secure Electronic Transactions (SET), Financial Services Markup Language (FSML), Extensible Markup Language (XML), Open Financial Exchange (OFX), and Gold standards were all reviewed in light of the BIPS requirements, and the project team adopted those approaches and concepts that were useful in the creation of the BIPS protocol and specification. For reasons of universality and flexibility, BIPS conforms to the XML standard; however, many features of the other standards were incorporated for security, ease of use, or flexibility. 


1.3.3 Working Prototypes





It was apparent to the BIPS Project Team that there were advantages in creating the protocol and specification through prototyping and testing in working prototypes using actual banks and customers. As has been proven by the Internet Engineering Task Force (IETF), the process of developing, verifying, and testing protocols and specifications through implementations as well as through discussions strengthens and adds validity to the end result. This approach was used for the BIPS project in developing the protocol and specification, and the working prototypes resulted in important modifications to some of the initial ideas and plans. 


The incremental approach selected by the BIPS Project Team allowed for the systematic testing of various components of the protocol and server specification. The scope of each working prototype was limited in order to accomplish specific goals. For example, the initial version of the first BIPS working prototype was constructed primarily to test the basic functionality of the BIPS protocol and learn about the server architecture. Succeeding working prototypes tested additional functionality to increase knowledge about the use of the protocol and the server architecture specification. The working prototypes were all designed to be low-volume, controlled tests. Specifically, no prototypes were designed to act as production systems. The BIPS Project Team felt that any working prototype that approached being a full production system would inhibit the team’s ability to make the changes necessary to create the most correct solution. Instead, smaller model systems were developed, each of which met specific goals and gathered specific knowledge that was incorporated into later working prototypes and the developing specification. 


The BIPS project is involved with three working prototypes to date: the Glenview State Bank Prototype, the Mellon Bank Prototype, and the Citibank Prototype. The Glenview working prototype demonstrated that a corporation can initiate dividend payments to its stockholders by sending a BIPS payment instruction over the Internet by electronic mail (E-mail) to the BIPS server at the corporation’s bank. (See Appendix L for a full description of this working prototype.) The Mellon working prototype (Appendix M) is demonstrating that customers of a utility company can initiate the payment of their utility bill by visiting a World Wide Web (Web) site and sending a BIPS payment instruction over the Internet from that Web site to the BIPS server at the utility company’s bank. The Citibank Prototype (Appendix N) will demonstrate business-to-business payments. 


The actual building and testing of these working prototypes is proving extremely instructive and has yielded valuable experiences and lessons learned for the BIPS Project Team. The insights culled from the working prototypes to date have been evaluated and, where appropriate, this specification has been modified to reflect them.


1.3.4 Focus 


In order to build the strongest possible foundation for the specification, the BIPS Project Team did not attempt to fulfill all of what they saw as the full potential of BIPS. Instead, the team concentrated on building a sufficient level of functionality on top of a flexible protocol and specification that would allow for future growth and product/service differentiation. For example, the working prototypes generated by the BIPS project were all domestic (United States) in nature, but the protocol is easily flexible enough to allow for international payments as well. In Chapter 7 the team clearly defines what it sees as the future growth path of BIPS. While BIPS can be used as a payments infrastructure in its current form, it is hoped that other projects conducted by the BIPS Project Team or similar groups will take the protocol and specification to its ultimate end.





1.4	Results





The final outcome of the BIPS project is a non-proprietary protocol for sending payment instructions safely over the Internet, a specification for a payment server to enable the processing of the payment instructions, and a set of working prototypes that demonstrate the viability of the protocol and the feasibility of building payment servers based on this specification.  Refer to the Licensing Agreement at the front of this document for terms of use.
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