Appendix R: Implementation Example

This section briefly describes one example of how BIPS services could be implemented with a bank’s payment infrastructure. There are many other possible implementation configurations. The specifics of any implementation will vary depending on the requirements of each bank and the structure of its payment processing environment. The example given in this appendix illustrates just one possible configuration for a BIPS implementation.

The implementation example discussed in this section is shown in Figure R.1.  This example uses the Web as the transport mechanism for BIPS messages; other possible transport mechanisms include E-mail and FTP.  Section R.1 concerns security considerations, Section R.2 concerns payment application considerations, and Section R.3 concerns payment system interface considerations.
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Figure R.1 Example of a BIPS implementation.

R.1 Security Considerations 

The implementation described in this appendix requires several levels of security to prevent fraudulent misuse of BIPS and the bank’s other networked systems. This implementation provides firewall protection through use of the router and gateway server.

The router performs packet filtering, which is configured to allow external Internet access that is directed to the gateway server. More sophisticated routers can also be used to filter out communications based on the application content of the message (i.e., routers could be used to only allow access and use of the BIPS-enabled payment services).

The gateway server provides a second level of firewall protection. Internet users are only able to access the services provided by the gateway. The gateway in turn accesses the services as required of the other internal bank systems, including the BIPS server. This method prevents external Internet users from getting direct access to the bank’s critical systems. Both the gateway server and router also log all communications to add further security protection measures.

Consideration must also be given to physical and access security. The BIPS server and internal local area network (LAN) are physically located in a secured location that will only allow access to trusted employees. The bank system administration sets up accounts and permissions for only those needed to control the system and business operation of the BIPS server. The server operating system provides for this type of security. 

The BIPS-enabled, Web-based application requires the customer to identify himself by the entry of login, password, and other information only known by the customer and the bank. This ensures accurate identification of the customer. The communication between the client and gateway may be secured through use of encryption technology, probably SSL, which is available in all popular Web browsers and Web servers. 

BIPS provides for transaction integrity using digital certificates. The bank establishes a relationship with a CA for the origination of the certificates. The customers’ certificates must be delivered to the customers; this could be done through separate channels or through the Web-based application, depending on the requirements of the bank and the bank’s customers. This implementation example uses a certificate server that acts as a certificate database and digital signature verification service.

R.2 BIPS Payment Application Considerations

This implementation example uses a BIPS Web applet to provide the client user interface application to the bank’s customers for making electronic payments. BIPS services will likely be integrated with other banking services such as bill presentment and personal computer (PC) banking. 

R.3 Payment System Interface Considerations

The BIPS PSI serves as the gateway between BIPS and the bank’s payment processing systems. These payment systems can be third-party or internally developed bank systems. The number and type of payment systems will vary between banks, as will the rules that determine which payment system to use for a given transaction. This PSI interface must be custom developed to meet the specific site requirements. 

In this example, the BIPS server is interfaced to the bank’s payment processing system. A transaction switch provides the interface into the payment system networks. 
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