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1. Overview and Scope

The Device Security service provides the services necessary for strong authentication, authorization,
replay prevention and privacy of UPnP™ SOAP actions. Under this architecture, a Device enforces
its own access control but its access control policy is established and maintained by an administrative
application, the Security Console (see SecurityConsole:0.93), which uses some of the actions provided
as part of this service. Nothing prevents a device with the proper user interface capabilities from
providing its own administration interface, although presumably it is a valuable ability to administer
access from one location for an entire household network. Inwhat follows, the term “ Security
Console” refersto any Control Point that chooses to exercise theadministrative functions defined here
in DeviceSecurity.

DeviceSecurity implements access control for itself and for other Services in the same Device (or
embedded Device). There are two classes of access control grant defined here: ownership and normal
permission. Each security-aware Device has an ownership list capable of holding at least one entry.
Any Security Console listed as an owner has full rights to the Device, specifically to al actions
including the DeviceSecurity actions that specify other access control. In addition to the owner list,
the Device usually has an access control list (ACL) maintained by DeviceSecurity. Entriesinthe ACL
grant a Security Console or other Control Point symbolic permissions that, in turn, grant access to sets
of actions. Those permissions typically grant less than the full access that ownership grants. A
Security Console, at the option of the Device vendor, might also be granted the permission to delegate
rights to others without having to be afull owner of the device or to define named groups of Control
Points to be granted access as a group in asingle operation. These last two capabilities depend on the
implementation of certificate processing by the Device and that is an optional feature of
DeviceSecurity.

A device implementing DeviceSecurity will need to support the basic cryptographic algorithms used in
this service:

1. AES128-hit, for symmetric bulk encryption, labeled “AES-128-CBC”, with blocks padded as
described in section 4.8 below.

2. SHA1HMAC, for symmetric signatures and for TakeOwnership, labeled “ SHAL-HMAC”

3. RSA 1024-bit, for identification and for establishing secure sessions, and possibly for other
operations, labeled “RSA”. In the current version of this DeviceSecurity specification, there
is no reason for adevice to have a public-key algorithm signature key. Therefore adevice will
offer apublic confidentiality key but does not need to offer asignature key at thistime. [In
particular, actions that are authorized by public-key algorithm signatures do not have digitally
signed responses.] The algorithm identifier “RSA” when used for encryption in this service
implies (RSA, PKCS#1) and when used for signing implies (RSA, SHA-1, PKCS#1).

Other agorithms may be added to thislist, if these develop flaws and need to be supplanted. For
example, if another hash algorithm were to be added, one would need to identify it and also identify
RSA using it for signing. So, for example, if one adds the hash algorithm FOOBLA, ae would need to
add RSA-FOOBLA and FOOBLA-HMAC to the algorithm list.

Thelogic of operation, from the point of view of the security-aware device, is asfollows:

1. If adevice hasadisplay or printing capability and also has a source of randomness, then itis
preferable for the device to generate a new password and new public key pair on any power
up when itisin factory reset state. It would then display or print the generated password
and the hash of the new public key. For devices without those abilities, the password and
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public key pair will have been created by the manufacturer and will remain constant over the
lifetime of the device. Inthat case, the manufacturer will have printed the password and the
Security 1D (hash of the device's public key) on a card or alabel attached to the device case,
or both. The password does not need to be longer than about 6 upper case alphanumeric
characters, provided it was generated randomly for that device and is used by TakeOwnership
shortly after the device is plugged into the network. [Note: passwords or keys are not to be
used in common across a set of devices. Such usage would be a security flaw.]

The device announces itself via SSDP, perhaps giving real details or perhaps describing itself
only as “Security Aware Device”, if the device wants to prevent inventory by an
unauthorized control point.

A Security Console (SC), presumably that of the device's owner, calls the GetPublicKeys,
GetL ifetimeSequenceBase and TakeOwnership actions, supplying the device' spassword to
prove authorization to take control of the device. Asaresult of a successful TakeOwnership
action, that Security Console is listed as the device’'s Owner. An Owner is a control point
that is empowered to edit the device’'s Access Control List (ACL). Subsequent
TakeOwnership attempts MUST beignored. If the device generated its password
dynamically, then the password used in this TakeOwnership action should not be valid again.

The owning SC establishes a set of session keys by calling GetL ifdimeSequenceBase and
SetSessionKeys. These session keyswill be used for digitally signing future action messages
using XM L-Signature with symmetric key signature.

The owning SC will then be free to use the GetA CL Sizes action to discover whether access
permissions can be granted by ACL entries directly or need to be encoded as certificates,
because the device hastoo little room to store an ACL.

The owning SC will probably also invoke GetDefinedPermissions in order to learn what
permissions it might grantto chosen Control Points.

If the SC grants access by certificate, that operation happens without invoking any actions on
the device. Otherwise, the SC grants access to desired Control Points (CPs) by way of
AddACLEntry. It aso reads the current ACL contents, for display to its human operator, by
using ReadACL. The actions WriteACL, ReplaceACLEntry and DeleteACLEntry are also
available for ACL editing. These actionswill be omitted from DeviceSecurity in those
implementations that do not provide any memory for an ACL.

A CP that wants to conduct a control session with a security aware device may call
GetAlgorithmsAndProtocols, in order to confirm interoperability, and will then call
SetSessionKeys, to establish a secure session with the device. These sessions do not hold
network connections open and could be very longlived, depending on the storage capacity of
the Device and the CP.

Once a CP has established a session with the device, it invokes actions by sending normal
action messages, digitally signed using XM L-Signature with a symmetric signature key (e.g.,
HMAC) established during SetSessionK eys and with a sequence number initialized by that
action. The sequence numbers during a session must be monotonically increasing but need not
be sequential.

If a CP needs an action message to be confidential, it uses the DecryptAndExecute action, one
argument of which is the ciphertext of an encrypted action. The reply from that action isthen
encrypted and returned in the reply to the DecryptAndExecute action.
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12.

13.

14.

A session may be ended intentionally, by ExpireSessionKeys, or may time out at the device's
discretion.

In the event that the device’ s owner wants to share ownership, either with another person or
(for fault-tolerance) with another SC operated by him- or her-self, a current owning SC can
invoke GrantOwnership. This assumes that GetACL Sizes shows that there isroom in the
device to record the additional owner. Ownership can be revoked via RevokeOwnership.
Current owners can be listed via the action ListOwners.

Should a device be sold to someone elsg, it can be reinitialized via the FactorySecurityReset
action. It isstrongly recommended that a device also include some physical means for
achieving the same end, although that means should not necessarilybe convenient (e.g., might
require opening the case). The physical Reset mechanism isto cover the case when a Security
Console takes ownership of the device, has not granted any access or any co-ownership, and
then diesirretrievably, leaving the device owned by an SC that can never again be used.

It is conceivable that a device manufacturer might want to define some UPnP maintenance
actionsto which it alone retains authority. To do this under UPnP DeviceSecurity, the
manufacturer needs to create a sepaate device with its own instance of DeviceSecurity and
take ownership of that sub-device at time of manufacture. Simply initiaizing the normal ACL
with access permissions granted to the manufacturer’ s key(s) does not allow the manufacturer
to retain control, since a device owner can delete any entriesin the normal ACL. This
separate sub-device would not have its ACL affected by FactorySecurityReset.

Enhancements

15.

16.

1.1.

Version

0.1

0.9

0.91

A device may, if it chooses, define named sets of permissions, called Profiles, and a Secuiity
Console may read those definitions via GetDefinedProfiles. These Profiles could be role
names, for example, like Parent, Child, or Administrator. The Profile names can be used in the
user interface provided by the Security Console.

If a CP has certificates to present to the device, in order to gain access, and if the device shows
via GetACL Sizesthat it has certificate cache memory available, the CP may send those
certificates to the device via the CacheCertificate action. Such certificates would then be
available on the device over multiple subsequent actions. Implementation of certificate caches
is up to the device, but it would make sense to validate certificates at the time they are cached.
It might also make sense to derive implied ACL entriesfrom validated certificates and current
ACL entries, and store those derived entries at the time a certificate is cached.

Change Log

Date By Change

14 Dec 2001 CME Combined AccessControl, KeyExchange, SecurityOwnership
and Decryption servicesinto one; revised the explanatory text;
added a Glossary;

22 Nov 02 CME Versionfor 45 day review. Remove earlier change log detail.

2 Feb 2003 CME Remove ACLVersion as a state variable. Add explanatory text
about ACL Version meaning and use, whereit isused. Add an
additional explanatory paragraph to section 1.
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0.92 29June2003 CME Various updates from the faceto-face meeting in San Jose 6/18-
19/2003 with text contributed by participants at that meeting.
Remove the chattiness of pronounssuch as“we” and “you”. Fix
theremaining XML along the same lines decided on 6/18-19.

0.93 4 August 2003 CME Add boilerplate for public review. Explain certificate signature
options.

1.2. Acknowledgements

The authors and the chair of the UPnP Security Working Committee would like to acknowledge
significant contributions made by other UPnP members to help complete thiswork. Markus Wischy
of Siemens was one of the initiators of this effort, and he made many important contributions along the
way, including work on securing device discovery and leading one of the sample implementation
development teams. Andrew Fiddian-Green of Siemens provided detailed technical feedback on the
specification and single-handedly developed one of the sample implementations. S$ny Electronics, LG
Electronics, GlobespanVirata, and Atinav contributed sample implementations and provided feedback
on the specification. Microsoft contributed to the specification and aso enhanced the certification test
tool to enable testing of secure devices.
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2. Service Modeling Definitions

2.1.  Service Type
The following service type identifies a service that is compliant with this template:

urn:schemas-upnp-or g:service:DeviceSecurity: 1

The shorthand DeviceSecurity:0.93 is used herein to refer to this srvice type.

2.2. Namespaces

The XML in this document should be read asiif the following namespace definitions were in effect.
xmlns="urn:schemas-upnp-org service:DeviceSecurity:1”
xmlns:us="urn:schemas-upnp-org service:DeviceSecurity:1”

xmins:.ds=" http://www.w3.0rg/2000/09/xmldsig#”

2.3. Referenced Specifications

Unless explicitly stated otherwise herein, implementation of the mandatory provisions of any standard
referenced by this specification shall be mandatory for compliance with this specification.

This specification references the UPnP Device Architecture version 1.0 and XM L-Signature.

http://www.upnp.org/download/UPnPDA 10 20000613.htm

http://www.w3.org/Signature/

2.4, MustUnderstand

If MustUnderstand="1" is present on the <us:Securitylnfo> header, the header must be processed in
accordance with this specification or an error must be generated. This attribute is not expected to be
used, except possibly in some future implementations in which <us:Securitylnfo> is directed at an
intermediate agent.

2.5. State Variables

DeviceSecurity:0.93 defines state variables given in the table below. In addition to the state
represented by these variables, there is other persistent state (such as ACL, ACLVersion and owner
list). Notethat al of the security-relevant data for adevice (ACL, ACLVersion,
LifetimeSequenceBase, owner list and maybe the certificate cache) are expected to be in nonrvolatile
memory so that they would survive power failures. Success of modifications to those data should not
be reported until after successful update of that nonvolatile memory. ACLVersion can be computed
from the ACL itself (e.g., asthe hash of the ACL) at the discretion of the manufacturer and in those
cases need not be stored in non-volatile memory.
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Note: The QueryStateVariable featureisnot intended to be supported in the DeviceSecurity
service.

Table 1: State variable

Variable Name Req. or | datatype | Allowed Default
Opt.* Value Value

NumberOfOwners R i4 >=0 0
LifetimeSequenceBase R string

TimeHint (0] string

Total ACLSize R i4

FreeACLSize R i4
TotalOwnerListSize R i4 >0
FreeOwnerListSize R i4

Total CertCacheSize R i4
FreeCertCacheSize R i4
A_ARG_TYPE_string R string
A_ARG_TYPE_base64 R bin.base64
A_ARG_TYPE_int R i4
A_ARG_TYPE_boolean R boolean

! R = Required, O = Optional, X = Non-standard.

2.5.1. NumberOfOwners
A device must maintain a variable which is the count of the number of currently registeed owners.

2.5.2. LifetimeSequenceBase

Thisvariable is a non-repeating value that is used to prevent replay for TakeOwnership and
SetSessionKeys. Note that if the manufacturer desires to use a sequence number for the
LifetimeSequenceBase, this number would have to be held in non-volatile memory where write
operations can be expensive and can a so be limited in total number performed over the lifetime of the
part. Since the value need only be non-repeating, one can for example increment the non-volatile value
by some quantity, N, and then keep the old LifetimeSequenceBase value in volatile memory, to be
incremented by 1 until it reaches the non-volatile value.

Thereisaminor security advantage to having LifetimeSequenceBase be unpredictable. A manufacturer
is free to make it so, for example by hashing some sequence counter with a secret value (e.g., the
device' s private key) or, if thereis enough CPU power, by digitally signing a sequence counter and
using that signature (or its hash) as the LifetimeSequenceBase.

2.5.3. TimeHint

Thisvariableisfor devices that have no internal source of time but want to be able to handle
certificates and ACL entries that have expiration times. A trusted Security Console or Control Point is
able to reset this variable on occasion, to give the device arough sense of the date and time.
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The format of atime hintisasgiven in section4.2.1, eg., 2002-01-26T15:32:41Z.

2.5.4. TotalACLSize

This variable should be the sum of the current FreeACL Size and the number of entries already in the
ACL. For devicesthat have chosen not to store an ACL locally, thiscan be 0. If TotalACLSizeisO,
then the device should not offer the ACL editing actions.

2.5.5. FreeACLSize

This variable should be the number of ACL entries of average size (for that device, as afunction of the
number and size of permissions) that the device has remaining memory to store.

2.5.6. TotalOwnerListSize

Thisvariable is the number of owner otsin the device’s owner list. It must be at least 1. Every
security aware device must be able to accept one owner. Multiple owners are optional but the space to
record 3 or more ownersis recommended, for convenience and fault tolerance.

2.5.7. FreeOwnerListSize
This variable isthe number of owner sotsin the device's owner listthat are still available to befilled.

2.5.8. TotalCertCacheSize

This variable should be the number of certificates currently cached in the device plus the value of
FreeCertCacheSize.

2.5.9. FreeCertCacheSize

This variable should be the estimated number of certificates of average size that would fit in the
memory remaining for certificate cache on the device. A device that has no memory for certificate
cache would set this and Total CertCacheSize to O.

2.5.10. A_ARG_TYPE_string
Thisisan arbitrary string parameter, not relatedto any real state variable.

2.5.11. A_ARG_TYPE_base64

Thisisan arbitrary string parameter, not related to any real state variable, carrying the BASE64
representation of a binary byte string or, in some cases, an XML document (so that it doesn’t need to
be escaped on a character by character basis). Refer to RFC1521 for adefinition of BASE64. As
defined in that spec (primarily for email transmissions) BASE64 encodings are assumed to be limited
in length, with a newline inserted as needed to make sure no lineis over 76 charactersin length.
However, UPnP is not attempting to transmit data by email and need not break linesto that length. In
particular, one can generate BASE64 with no white space. One can use BASE64 with no line breaksin
normal UPnP messages and must use BASE64 without added white space when building canonical
public key encodings (see sections4.7 and 4.9).
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2.5.12. A_ARG_TYPE int
Thisisan arbitrary 32-bit integer parameter, not related to any rea state variable.

2.5.13. A_ARG_TYPE_boolean
Thisisan arbitrary Boolean parameter, not related to any rea state variable.

2.6. Eventing and Moderation

Table 2: Event Moderation

Variable Name Evented  \Moderated Max Event | Logical Min Delta
Event Rate! Combination per Event?

NumberOfOwners Yes No 1

LifetimeSequenceBase Yes No

TimeHint No NA

TotalACLSize No NA

FreeACLSize Yes No

TotalOwnerListSize No N/A

FreeOwnerListSize Yes No 1

TotalCertCacheSize No NA

FreeCertCacheSize Yes No

Non-standard state TBD TBD TBD TBD TBD

variables implemented by an

UPNP vendor go here.

! Determined by N, where Rate = (Event)/(N secs).
2(N) * (allowedVaueRange Step).

2.7. Actions

The DeviceSecurity service is to be added to a UPnP device when its actions need security. The
actions of DeviceSecurity fall into two categories: those used only to maintain data defined and used by
DeviceSecurity itself and those that can be used to interact with the device to which DeviceSecurity
has been added. Similarly, Control Points that access a secured Device are characterized in two
categories: Security Consoles (SC), for those whose only purpose is to manipulate the data that is
private to the DeviceSecurity service and Control Points (CP), for those whose purposeis to interact
with the device being secured. In the tables below, actions are grouped accordingly.

Table 3: Actions invoked by both Control Point and Security Console

Name Req. or Opt.* | Authoriz.

GetPublicKeys R N
GetAlgorithmsAndProtocols R N
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GetACLSizes
CacheCertificate
SetTimeHint

GetL ifetimeSequenceBase
SetSessionK eys
ExpireSessionK eys
DecryptAndExecute

n|lolz|l=m| O] 0O

0 (2

X|D[W| W] OW|O|O=

Non-standard actions implemented by an UPnP vendor go
here.

! R = Required, O = Optional, X = Non-standard, N = Not to be used.

Table 4: Actions invoked by a Security Console only

Name Req. or Opt. * | Authoriz.

TakeOwnership R ]
GetDefinedPermissions R o
GetDefinedProfiles (0] O
ReadACL 0? o
WriteACL 0? R
AddACLEntry 0? R
DeleteACLEntry 0? R
ReplaceACLEntry 0? R
FactorySecurityReset R R
GrantOwnership (0] R
RevokeOwnership (0] R
ListOwners o O
Non-standard actions implemented by an UPnP vendor go | X o
here.

! R =Required, O = Optional, X = Non-standard.

2 The ACL editing Actions may be omitted from a DeviceSecurity instance if that device declares that
it hasno ACL (see section 2.9.3). If the device does have an ACL, then the ACL editing actions are
required.

The Authoriz column indicates whether a given action may be, must be or must not be authorized.

Note (1): TakeOwnership and SetSessionK eys are special cases in that they must be signed but do not
require authorization via ACL entry. TakeOwnership cannot be authorized because it works only
when adeviceis unowned and an unowned device cannot have any ACL entries granting authorization.
SetSessionK eys might be access controlled, at the vendor’ s discretion, if one isworried about the
creation of too many session keys (perhaps as part of a denial-of-service attack), but if it is not itself
authorized, no attacker can use that to get access to a secured action.
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Note (2): DecryptAndExecute does not require its own authorization and must not be signed with the
same session key used inside the encrypted SOAP bady because that would introduce a conflict in
freshness values. The encrypted SOAP body it carries should be signed and authorized, if the action in
that body requiresit. DecryptAndExecute used for tunneling might need to be signed, but in that case
the signature keys of the outer and inner message would be different.

2.8.  Cryptographic Notation for Selected Actions

To help explain the cryptographic aspects of some actions, a compact notation is used. There are
typicaly three parties involved, a device, a control point, and a security console. The letters D, C and
S are used to indicate these, respectively. The public key of aparty isindicated by P, the private key
by K. Thus Py isthe public key of the device, while Kp isits private key. Session encryption keys are
represented by K subscripted with both parties; thus Kpc would be a session key used from the device
to the control point, and K¢p the session key used from the control point to the device. Similarly,
session signing keys are represented by S with the appropriate subscripts.

Encryption is represented by [], while signing is represented by {} . These operations are prefixed by
the key used. So, for example, Py[K{ m}] represents a message m, signed with the private key of
control point C, and encrypted with the public key of device D. Concatenation is represented by |. In
some cases, encryption requires an Initialization Vector (IV) in which case the key used will be
subscripted with the IV as well, to indicate encryption under both the key and V.

Finally, the transmission of a message m from A to B iswritten as A® B:m

2.9. Actions Invoked by Both CP and SC

2.9.1. GetPublicKeys

GetPublicKeys retrieves the set of public keys corresponding to private keys held by the device. This
spec has defined a use only for a confidentiality key for the device, so one should expect to receive
only one key in response.

2.9.1.1. Arguments

Argument(s) Direction relatedStateVariabl
e
KeyArg OUTR A_ARG_TYPE_string
R=Retva

The KeyArg argument is an escaped XML string (see section 3.2) containing key definition elements.
Within this string, the Modulus and Exponent values are BASE64 encoded.

<Keys>
<Confidentiality>
<ds: RSAKeyVal ue>
<ds: Mbdul us>xA7SEU+e0y..</ ds: Modul us>
<ds: Exponent >AQAB</ ds: Exponent >
</ ds: RSAKeyVal ue>
</ Confidentiality>
<Si gni ng>
<ds: RSAKeyVal ue>
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<ds: Modul us>xA7SEU+e0y ..</ ds: Modul us>
<ds: Exponent >AQAB</ ds: Exponent >
</ ds: RSAKeyVal ue>
</ Si gni ng>
</ Keys>

In this version of the Security specification, devices have only confidentiality keys. The structure of a
<Keys> block is designed to permit devices to have signing keys as well, should that need arisein
future versions of this service. If thereisno signing key, then the<Si gni ng> element is omitted.

The device's confidentiality key is used for the TakeOwnership and SetSessionK eys actions.

Note: If adeviceisaso acontrol point, that control point has asigning key, but the signing key is
announced to a Security Console via a different mechanism (PresentKey) and would not be presented
in this <Keys> element. (See SecurityConsole:0.93 for details.)

Note: when forming the hash of one of these key values, the key must be put into canonical encoding
according to therules of section4.7.

2.9.1.2. Effecton State

None.

2.9.1.3. Errors

errorCode | errorDescription Description
501 Action Failed See UPnP Device Architecture section on Control.
800-899 TBD (Specified by UPnP vendor.)

2.9.2. GetAlgorithmsAndProtocols

GetAlgorithmsAndProtocols retrieves a description of the algorithms and protocols supported by the
device.

2.9.2.1. Arguments

Argument(s) Direction relatedStateVariabl
e
Supported OUTR A_ARG_TYPE_string
R =Retvd

The Supported parameter is an escaped XML string (see section 3.2) giving agorithms and protocols
supported by this device, in the format below. Thelist of al currently defined protocol and agorithm
IDsis given below.

<Support ed>
<Pr ot ocol s>
<p>UPnP</ p>
<p>TLS</ p>
<p>| PSEC</ p>
</ Pr ot ocol s>
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<HashAl gori t hns>
<p>SHAl</ p>

</ HashAl gori t hns>

<Encrypti onAl gorit hns>
<p>NULL</ p>
<p>RSA</ p>
<p>AES- 128- CBC</ p>

</ Encrypti onAl gorithns>

<Si gni ngAl gori t hns>
<p>NULL</ p>
<p>RSA</ p>
<p>SHA1- HVAC</ p>

</ Si gni ngAl gori t hns>

</ Support ed>

Note 1: The “RSA” ID refersto (RSA, PKCS#1V 1.5) for encryption and (RSA, PKCS#1, SHA1L) for
signing. Should another algorithm tuple be defined for encryption or signing, that tuple would need a
different algorithm ID.

Note 2: A NULL entry indicates that although the encryption or signing is supported, it is not
required. If thereisno NULL entry, then that feature is required. If thereisno agorithm listed, then
the feature is not supported.

2.9.2.2. Effect on State

None.

2.9.2.3.Errors

errorCode | errorDescription Description

501 Action Failed See UPnP Device Architecture section on Control.
800-899 TBD (Specified by UPnP vendor.)

2.9.3. GetACLSizes
This action returns the current and total allocation sizes for ACLs and related storage.

A device can have three different blocks of memory holding ACL and related data:
1. thedevice ACL
2. theowner list (effectively an ACL for both the ACL and the owner list itself)
3. acaertificate cache (for holding certificates that extend the base ACL via delegation)

This action returns the values of those memory allocations, both total and current, in units of number
of entries. The FreeACL Size and FreeCertCacheSize values are estimates only, since ACL entries and
certificates can be of variable length, although in many devices they will be of fixed length. An owner
list entry isfixed length and should have definite list sizes.

2 CBC: Cipher Block Chaining — see the Glossary.
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2.9.3.1. Arguments

Argument(s) Direction relatedStateVariabl
e
ArgTota ACLSize ouT Total ACLSize
ArgFreeACLSize ouT FreeACLSize
ArgTotalOwnerListSize ouT TotalOwnerListSize
ArgFreeOwnerListSize ouT FreeOwnerListSize
ArgTotalCertCacheSize ouT TotalCertCacheSize
ArgFreeCertCacheSize ouT FreeCertCacheSize

A device devel oper is free to define memory structures within the device. There is no reason to reveal
those definitionsto acaller. Therefore, sizes returned in this call are in units of number of entries.
Some methods of storing ACL entries and certs allow for arbitrary permission fields, with arbitrary
parameter lists, perhaps stored as linked lists. Such amemory structure is not fi»ed length and any
device choosing such a structure should estimate the average size of an ACL entry or cert (for that
device) and report an estimate of the memory remaining for such structures. A CP or SC wishing to
deliver an excessively large ACL entry or cert must therefore expect the possibility of an error for lack
of memory even if the corresponding free size was non-0.

In the minimum persistent memory configuration, a device will remember one owner and that one
owner will issue all permissions by cetificate (since thereisno ACL). Ownershave<al | / >
permission by default and therefore do not need ACL entries for themselves. (see, section4.5.1).

If a device has the memory for it, it may maintain a certificate cache. A CP or SC that wishesto can
then submit one or more certificates to the device viathe CacheCertificate action. Such certificates
would remain on the device in the cache until that storage was required for other purposes or the
certificates expire. An advanced device could pre-compute an effective ACL fromits ACL and the
cached certificates, and use that effective ACL in subsequent action authorization computations, but
that is a performance choice and of no security import.

2.9.3.2. Effect on State

None.

2.9.3.3. Errors

errorCode | errorDescription Description

501 Action Failed See UPnP Device Architecture section on Control.

701 Not authorized The caller was not authorized to perform this action.

711 Signature Failure A signature failed to verify

712 Signature Missing | This command needs to be signed and authorized

714 Invalid Sequence The sequence base or number isincorrect

715 Invalid Control The control URL within the signature block does not match the
URL one used to deliver the action.

800-899 TBD (Specified by UPNnP vendor.)
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2.9.4. CacheCertificate

An authorization certificate (see section4.4.1) isasigned ACL entry, by which one SC delegates some
or al of the rightsit has been granted to another SC or CP. It can be generated by the device owner
when the device has too little ACL spaceto hold al the entries that ACL would need. It can also be
generated by a non-owner who has been given some rights and who wants to allow someone else to
have some of those rights.

A name certificate isgenerated by a SC and is used to define a named group of control points (or SCs).
Each name certificate declares one key (or other named group) to be a member of the group being
defined.

Thisaction isoptional. A device may, at the manufacturer’s discrdion, offer memory for a cache of
certificates and report that decision via GetACL Sizes. If the device does not offer memory for a
certificate cache, this action should not be offered.

Support for certificatesis optional. When they are supported, they can be communicated from the CP
to the Device within the XM L-Signature signature block, or they can be sent ahead, via
CacheCertificate. If they are cached, then individual messages need not carry them and therefore can be
smaller. Such certificates would remain on the device in the cache until that storage was required for
other purposes or the certificates expire.

If CacheCertificateis offered, it is up to the manufacturer’s discretion whether it should be access
controlled. One might want to employ access control in order to ward off Denia of Service attacks by
using up adevice's certificate cache memory. One might want not to employ access control in order to
keep from complicating the design of the device's permissions.

2.9.4.1. Arguments

Argument(s) Direction relatedStateVariabl

Certificates IN A_ARG_TYPE_string

The Certificates argument is an XML structure, communicated as a properly escaped string (see,
section 3.2) in this parameter. The argument is a sequence of one or more certificates (e.g., achain of
certificates that grants a subject some permission(s)). [A “subject” isthe grantee of some rights and
can be an individua key or anamed group of keys.] Those certificates are defined in section4.4. The
structure is of the form:

<Sequence>
<cert> . . . </cert> <ds:Signature> . . . </ds:Signature>
<cert> . . . </cert> <ds:Signature> . . . </ds:Signature>

</ Sequence>

It is expected that a device will verify the signature on theoffered certificates and cache only the
certificate bodies of verified certificates, rejecting certificates that do not verify. Itisup to the device
whether to accept any valid certificates if they were in a<Sequence> with invalid certificates but it
is recommended that valid certificates be accepted even if other certificates cached at the sametime are
invalid. If acertificate isinvalid because its time has expired, it is up to the Control Point offering the
certificate to get that certificate replaced or renewed. That is not the responsibility of the device.
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294.2.

Effect on State

If successful, the provided certificates are added to the device's certificate cache. Advanced devices can
also pre-compute an effective ACL given the new certificate cache ard the current ACL, and then use
that new effective ACL for future authorization decisions when the caller provides no additional
certificates with the call.

Caching of certificates viathis action is independent of any decision on the part of the device tocache
certificates that are presented within an XM L-Signature element. Automatic caching of certificates
offered in XML-Signature signature elements will not save on message size, because the CP will not
know that the device has done this caching, but the device can cache certificate bodies whose signatures
have been verified and thereby save signature verification time in future uses of those cached

certificates.

2.9.43.

Errors

errorCode |err0rDescription Description

402 Invalid Args See UPnP Device Architecture section on Control.

501 Action Failed See UPnP Device Architecture section on Control.

602 Not Implemented | Optional action, not implemented

701 Not authorized The caller was not authorized to perform this action.

711 Signature Failure A signature failed to verify

712 Signature Missing | This command needs to be signed and authorized

714 Invalid Sequence The sequence base or number isincorrect

715 Invalid Control The control URL within the signature block does not match the
URL one used to deliver the action.

731 Wrong device The certificate offered is not for this device.

751 No memory Thereisinsufficient memory to accept the offered certificate.

800-899 TBD (Specified by UPNnP vendor.)

2.9.5. SetTimeHint

This optional action should be provided by those devices that have no local source of time but will

need time for processing ACL entries or certificates that contain validity dates and times. A Security
Console (SC) or other control point on discovering such a device can provide the date and time
periodically, assuming it has been authorized to do so. Thisdate and timeisto be used in vaidity tests
of certificatesor ACL entries. Thetimeinterval between updates of the TimeHint can be a
configuration parameter of a Security Console and not something for the device to be concerned about.
The device merely accepts times as offered and assumes that to be the time until the next SetTimeHint.
No attempt is expected to be made to actually count time, treating SetTimeHint as a clock setting

function.

This action should be permitted only to those SCs and CPs the owner trusts, since otherwise an

attacker might submit false timesin order to recover expired access.

See section 4.2 for an explanation of time limitsin ACL entries.
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2.9.5.1. Arguments

Argument(s) Direction relatedStateVariabl

ArgTimeHint IN TimeHint

The offered TimeHint replaces the stored TimeHint, assuming the caller was authorized to make this
action call. Timesareto bein theformat givenin section4.2.1 eg.: “2001-12-24T18:13:10Z".

Note that a device containing a hardware calendar clock need not offer SetTimeHint and its associated
state variable, TimeHint. If a device doesinclude a calendar clock, how that clock is set is up to the
device manufacturer who would probably not use SetTimeHint for that purpose.

2.9.5.2. Effect on State

The TimeHint variable is updated by the value provided. Thereis no requirement that changes to
TimeHint be monotonic increasing.

2.9.5.3.Errors

errorCode |errorDescription Description

402 Invalid Args See UPnP Device Architecture section on Control.

501 Action Failed See UPnP Device Architecture section on Control.

602 Not Implemented | Optional action, not implemented

701 Not Authorized Caller is not authorized to paform this action

711 Signature Failure The signature failed to verify

712 Signature Missing | This command needs to be signed and authorized.

714 Invalid Sequence The sequence base or number isincorrect

715 Invalid Control The control URL within the signature block does not match the
URL one used to deliver the action.

781 No Such Session The signature key 1D does not correspond to avalid session.

800-899 TBD (Specified by UPnP vendor.)

2.9.6. GetLifetimeSequenceBase
This action retrieves the current value of the LifetimeSequenceBase state variable.

2.9.6.1. Arguments

Argument(s) Direction relatedStateVariabl
e
ArgLifetimeSequenceBase OUTR LifetimeSequenceBase
R =Retvd
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The LifetimeSequenceBase variable holds a persistent, non-repeating string value that is changed (e.g.,
incremented) with each use. Itisused in apublic-key <Fr eshness> block and in computing the
main parameter of TakeOwnership, in order to prevent replay.

This action must not be access controlled. Itisused by a Security Console prior toa TakeOwnership
action. Prior to TakeOwnership, adevice can not have an ACL entry granting the permission to access
this action.

The LifetimeSegquenceBase must also not be reset by FactorySecurityReset. It isto be unique over the
full lifetime of the device. However, if the device is capable of generating a new publickey pair, then
the LifetimeSequenceBase can be reset on generation of anew key pair, since adevice is known (under
UPNP Security) only by its public key. With anew public-key, one hasin effect anew device.

See sections 2.5.2 and 2.11 for further discussion of LifetimeSequenceBase.

2.9.6.2. Effecton State
Thereis no effect on state.

2.9.6.3. Errors

errorCode | errorDescription Description
501 Action Failed See UPnP Device Architecture section on Control.
800-899 TBD (Specified by UPnP vendor.)

2.9.7. SetSessionKeys

SetSessionK eys allows a Control Point to establish symmetric keys for subsequent signed or
encrypted operations. These will typically be:

1. signed SOAP action cdls,
2. encrypted SOAP envelopes made via DecryptAndExecute,

3. and optionally other protocols (e.g., IPsec, TLS or whatever else the device manufacturer
wants to provision)

A session will remain valid until either the CP or the Device discadsit. The CP discardsit via
ExpireSessionKeys. The Device discardsit silently, but the fact of that discard is apparent to the CP
the next time it tries to use that session and gets an error return that thereis no such session.
Typically, adevicewill discard sessions only when they are inactive for along time or when the
Deviceis out of session description memory.

2.9.7.1. Arguments

Argument(s) Direction relatedStateVariabl
e

EncipheredBulkK ey IN A_ARG_TYPE_base64

BulkAlgorithm IN A_ARG_TYPE_string

Ciphertext IN A_ARG_TYPE_base64
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CPKeyID IN A_ARG_TYPE_int

DeviceKeylD OUTR A_ARG_TYPE_int

SequenceBase ouT A_ARG_TYPE_string
R = Retvd

Using the cryptographic notation, one can write this as:
C® D: K{SetSessionKeys (Pp[Kguk, Vauk], Algorithmgyy, Keuk veuk[Keys], CPKeyl D)}
D® C: S SetSessionKeysResponse(DeviceKeyl D, SequenceBase}

where Keys isthe XML key structure described below.

The EncipheredBulkK ey (Pp[Kguk, 1Veuk]) is described in section 4.6, below. It carries asymmetric
session key and 1V for the Ciphertext.

The BulkAlgorithm (Algorithmgy) argument is the name of the symmetric algorithm used to encipher
the Ciphertext. The name specifies agorithm, key length and encryption mode. For example, AES
128-CBC is arecommended algorithm, key length and mode.

The Ciphertext (Kgukvoux[Keys]) is bulk encrypted with the symmetric algorithm, symmetric key and
1V given in thefirst two parameters. (See4.8 and 4.6.1) It is encoded as aBASE64 string. Its plaintext
(SessionKeys) isan XML structure as follows (for example):

<Sessi onKeys>
<Confidentiality>
<Al gori t hnPAES- 128- CBC</ Al gori t hn
<KeyToDevi ce>XXXXXXXX</ KeyToDevi ce>
<KeyFr omDevi ce>YYYYYYYYY</ KeyFr onDevi ce>
</ Confidentiality>
<Si gni ng>
<Al gori t hm>SHAL- HVAC</ Al gori t hn
<KeyToDevi ce>XXXXXXXX</ KeyToDevi ce>
<KeyFr onDevi ce>YYYYYYYYY</ KeyFr onDevi ce>
</ Si gni ng>
</ Sessi onKeys>

Key fieldsin the plaintext block above are in network standard byte order (most significant byte first)
and BASE64 encoded.

CPKeyID isan integer type input parameter that contains the index into or search key of akey table
on the control point. It is made available to the device for use in event or discovery messages, should
those be encrypted by session key, so that the CP can be informed about the key that was used. For
the reply to amessage, the CP can assume that the same session was used in reply asin the call

message.

DeviceKeyID is an integer type output parameter that contains a unique session key identifier for the
newly opened session. The Control Point must refer to this key identifier when it terminates the
session by making a call to ExpireSessionK eys and when it uses ane of these session keys, in XML-
Signature blocks or in DecryptAndExecute actions.

SequenceBase is a string type output parameter (possibly an integer encoded as a string) that contains
astring unique to that device for this session. That string might bea large random byte string or might

© 2002 Contributing Members of the UPnP Forum. All Rights Reserved



DeviceSecurity:0.93 23

be monotonic index counting up from the birth of the device. Itsonly requirement is that it be unique
(at least statistically) over the lifetime of the device and refer to this session. Its purposeisto help
prevent replay attacks within sessions. See section 5.2 for afull description of the use of the
SequenceBase.

The action call must be signed by the private signing key of the Control Point (i.e. verified by its public
signing key). Most actions will be signed and verified by symmetric keys, established with a
SetSessionKeys call, but this one must use public key verification.

The LifetimeSequenceBase is a non-repesting value, maintained by the device. It isused in thisaction
within the <Fr eshness> block of the public key signature to prevent replay attacks.

A successful reply to this action, if signed, should be signed by the session key established in this call
(<Signing><KeyFromDevice>). An error reply to this action can be sent unsigned.

It is up to the device manufacturer whether this action requires authorization. A session key is not
granted any power per se It isassociated with the public key that verified the SetSessionK eys action
call. If that public key is authorized, then the associated session key is authorized. However, the
session keys (and SequenceBase) must be kept in memory and that memory might be a scarce resource.
In that case, the device may choose to exercise access control over the SetSessionKeys actian to
prevent aresource exhaustion attack.

A manufacturer isfreeto restrict the allocation of sessions and to define error codes to reflect those
restrictions. For example, it is possible that a manufacturer could permit only one active session per
control point public key. In that case, it is recommended that an otherwise successful request for a
new session override any previous session (in case the control point had reinitialized and forgotten
both the existence and the values of the previous session). It isalso possible for adeviceto discard a
session at any time, forcing establishment of a new session, although excessively rapid dropping of
sessions would create agreat deal of needless overhead.

2.9.7.2. Effect on State

SetSessionK eys defines new session keys and key 1Ds maintained by the device until
ExpireSessionKeysis called.

For this session, the SequenceBase (generated during the call) is remembered and the sequence numbers
for messages in this session are set to 0. Subsequent messages using this session must have the same
SequenceBase and monotonically increasing (but not necessarily contiguous) sequence numbersin each
direction in order to be accepted asfresh. That is, the CP should keep two sequence number counters,
onethat it uses and onethat the device uses. A device may keep one or two sequence counters, since
each message has precisely one reply and the device could use the incoming sequence counter value as
the reply counter value.

After asuccessful SetSessionKeys, the LifetimeSequenceBase isincremented (see2.5.2) so that every
new session is created by a fresh command.

2.9.7.3. Errors

errorCode | errorDescription Description

402 Invalid Args See UPnP Device Architecture section on Control.
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501 Action Failed See UPnP Device Architecture section on Control.
701 Action Not Caller is not authorized to perform this action. This probably
Authorized means that the caller has no access rights at all on this device.
711 Signature Failure The signature failed to verify
712 Signature Missing This action must be signed by an asymmetric key.
714 Invalid Sequence LifetimeSequenceBase is incorrect, probable replay attack
715 Invalid Control URL The control URL in the signature block did not match the
Control URL used to ddiver this action.
721 Algorithm Not A requested algorithm is not supported.
Supported
722 No IPSEC Thisdeviceis not capable of IPSEC.
800-899 TBD (Specified by UPNnP vendor.)

2.9.8. ExpireSessionKeys

ExpireSessionK eys permits a control point to inform a device explicitly that it no longer intends to use
asession. The device should then destroy the keying information and free any resources associated
with it.

2.9.8.1. Arguments

Argument(s) Direction relatedStateVariabl

DeviceKeylD IN A_ARG_TYPE int

DeviceKeyID isthe device' s session key identifier returned by SetSessionKeys. After this call, the
device will have forgotten all of the indicated session keys and those keys are therefore unusable.

This call can be honored only from the owner of that session, in order to prevent denia of service
annoyances.

2.9.8.2. Effecton State

If the call was successfully authorized, ExpireSessionK eys removes the corresponding session from the
table of session key information. Note: if the session being expired was used in this call, the reply
keys for that session should be deleted only after encrypting and/or signing the reply.

With the removal of that session, if there are other things (encrypted events, IPSEC security
associations, etc.) that rely on keys that had been defined in the session just removed, then those other
things will probably need to be removed or stopped as well.

2.9.8.3. Errors

errorCode | errorDescription Description
402 Invalid Args See UPnP Device Architecture section on Control.
501 Action Failed See UPnP Device Architecture section on Control.
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701 Action Not Caller is not authorized to perform this action.
Authorized

711 Signature Failure The signature failed to verify

712 Signature Missing | This action must be signed

714 Invalid Sequence SessionSequence or SequenceNumber is incorrect, probable replay

attack

715 Invalid Control The control URL in the signature block did not match the Control
URL URL used to deliver this action.

781 No Such Session The signature key 1D does not correspond to a valid session.

800-899 TBD (Specified by UPNnP vendor.)

2.9.9. DecryptAndExecute

DecryptAndExecute provides secrecy of a SOAP message by tunneling it inside an action argument.
Specifically, that message is held in the Request argument and any reply from that message is returned
in the Reply argument. The Request and Reply arguments are encrypted. The payload message is
probably signed, but the signing of that message is independent of the operation of
DecryptAndExecute itself. The DecryptAndExecute message may also be signed, in special
circumstances (e.g., when a message needs to be signed to be authorized to get through a SOAP
intermediary or a gateway device). Inthislatter case, the key that signs the DecryptAndExecute
message will doubtless be a different key from the onethat signs the payload, since they are being
processed by different devices.

There are three input arguments to DecryptAndExecute: the key 1D of the key being used, an IV value
for the symmetric encryption and a Ciphertext block containing a SOAP messageto be executed. The
output arguments are an output 1V value and a Ciphertext block holding the reply from that SOAP
message. It isassumed that the caller has done SetSessionK eys before doing DecryptAndExecute, in
order to get the DeviceKeylD for the session keys being used.

2.9.9.1. Arguments

Argument(s) Direction relatedStateVariabl
e
DeviceKeylD IN A_ARG_TYPE_int
Request IN A_ARG_TYPE_baset4
Inlv IN A_ARG_TYPE_baset4
Reply OUTR A_ARG_TYPE_base64
outlv ouT A_ARG_TYPE_baset4
R =Retva

Using the cryptographic notation, this action and response can be written:
C® D: DecryptAndExecute(DeviceKeyl D, Kcp jnivl Scof HTTP-SOAP-Request}],InlV)
D® C: DecryptAndExecuteResponse(Kpc ounvSoc{ HTTP-SOAP-Response} ],0utl V)

The Reguest and Reply arguments contain Ciphertext. The former is encrypted using the indicated “to
device’” session key, and the latter using the corresponding “from device” key. Both ciphertexts are
encoded as BASE64 strings. Plaintexts are to be padded as described in section4.8.
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The plaintext within Request or Reply isafull SOAP HTTP message. The plaintext isto be NULL-
terminated, for the convenience of HTTP processors written in C. It isto be passed back into the
HTTP processor, XML parser and SOAP engine, recursivey.

Note: Thereis a conflict with sequence numbersif the DecryptAndExecute call itself is signed with the
same DeviceKeyID asthe internal (encrypted) message. The preferred solution isto not sign the
DecryptAndExecute call itself, but to only sign theinternal message. An alternate solution isto use
different session keys for the two signatures.

2.9.9.2. Effecton State

The embedded action may affect the state or may not. DecryptAndExecute does not, itself, modify
the device's state.

2.9.93. Errors

errorCode | errorDescription Description

402 Invalid Args See UPnP Device Architecture section on Control.

501 Action Failed See UPnP Device Architecture section on Control.

701 Not authorized The caller was not authorized to perform this action.

711 Signature Failure A signature failed to verify

712 Signature Missing | This command needs to be signed and authorized

714 Invalid Sequence The sequence base or number isincorrect

715 Invalid Control The control URL within the signature block does not match the

URL one used to deliver the action.

741 Invalid Key The Action Ciphertext did not decipher to valid XML. The
probable cause is that the incorrect key was used.

781 No Such Session The signature key 1D does not correspond to avalid session.

800-899 TBD (Specified by UPnP vendor.)

Note: errors returned by DecryptAndExecute pertain to the execution of that action by itself and not
the action contained in Reguest. One needs to decrypt and parse the Reply to discover whether the
internal action produced an error and, if so, which one.

2.10. Actions Invoked by SC only

2.10.1. TakeOwnership
This action permits a Security Console to claim ownership of an unowned, security-aware device. It
must be digitally signed by the Security Console private signing key. [An unowned device can nd yet
set up sessions, so the signature must be by public key algorithm.]
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2.10.1.1. Arguments

Argument(s) Direction relatedStateVariabl
e

HMACAIgorithm IN A_ARG_TYPE_string

EncryptedHMACValue IN A_ARG_TYPE base64

Using the cryptographic notation, this action can be written as:
S® D: K{ TakeOwnership(“*SHA1-HMAC” ,P,[SHA1-HM A C(secret, (PgPp|nonce))])}
D® S TakeOwnershipResponse

The HMACAIgorithm, currently only SHA1-HMAC, gives the hash algorithm used to construct the
EncryptedHMACValue.

The EncryptedHMACVaue is formed by encrypting a value formed according to RFC2104, using the
hash algorithm named in HMACAIgorithm. The value is a BASE64 encoding of HMAC( Secret,
(SCPublicKey | DevicePublicKey | LifetimeSequenceBase) ), where the first argument to HMAC isthe
key and the second is the value being hashed. In this computation, both the Secret and the
LifetimeSegquenceBase are printable strings, while the PublicKey blocks are XML structures with no
white space.

Specificaly, let
H = SHA1-HMAC( Secret, (SCPublicKey | DevicePublicKey | LifetimeSequenceBase) )

where SCPublicKey isthe (XML formatted) Security Console signing public key and
DevicePublicKey isthe (XML formatted) Device confidentiality public key. The Secret isthe device's
ownership password (a UTF-8 string). The LifetimeSequenceBase is the string returned by the device
from GetLifetimeSequenceBase, which needsto be called just before TakeOwnership. The operator “|”
isnormal string concatenation.

Thisvalue H is then encrypted in the public key of thedevice, using PKCS#1 V1.5 padding, as
described in section 4.6 and 4.6.2.

The reply message to this action is not intended to be signed.

The LifetimeSequenceBase changes with each call to TakeOwnerstip, whether successful or not, so
that the value, H, will not ever repeat..

Device manufacturers should note that the secret val ue used needs to be unique to the device and large
enough to withstand repeated guessing attacks mounted by a computer when thedevice first comes
online. The computation of H insures that no other CP-Device pair could produce that value and that
even that pair would not produce the same value of H at afuturetime. Therefore, H can not be used in
areplay attack. By encrypting H to form EncryptedHMACV alue, no attacker could learn something
from observing someone else's TakeOwnership message.

An attack on TakeOwnership then requires either possession of the secret (e.g., from seeing it written
in device documentation or on alabd on the physical device) or a network-mediated guessing attack on
the secret. That attack will require 2 network round trips, one to get a new LifetimeSequenceBase and
the second to try a new guessed Secret. |If these two round trips take 1 millisecond exch, for example,
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then the following table shows how long a secret of a given sizeis expected to withstand attack,
assuming that the secret value is random and expressed as BASE32 characters:

# chars | Time
2 5sec
4 9min
6 6 days
8 17
years

If the Device generatesits own keys and Secret values (which it can, if it has a source of randomness
and an output device capable of displaying or printing a key hash and a secret value), then the exposure
time does not accumulate. The exposure time is only tha time between when a device is plugged in

and when TakeOwnership by the proper SecurityConsole succeeds. After that time, the device will
not respond to TakeOwnership, even if the secret were correct, so an attacker would learn nothing
from repeated attempts.

If the Device comes with a permanent built in secret, then exposure time accumulates over all times
that the device is on the network and not yet owned, presumably times that occur only when the
device changes hands from the store to the first owner and then to a second owner. These times should
be years apart.

The use of a secret shared between the device and the Security Console provides a common mechanism
for taking ownership. This mechanism must be availablein al devices. However, thisisnotto
preclude the possibility of adevice and security console product, from the same vendor, constructed to
permit the taking of ownership in some more efficient manner. For example, one might have a security
console that is portable and that can be touched to an electrical contact on the device to achieve taking
of ownership. Any alternative TakeOwnership mechanism must be analyzed for security to insure
that it does not represent a security hole. For example, an exchange of keys over a dedicated point-to-
point physical connection can be as secure as the TakeOwnership protocol defined here and can be
more convenient for some users and some devices, at the cost of the additiona hardware interface.

The security of the default TakeOwnership process requires that the user interface for TakeOwnership
should require a user to verify the hash of the device key before supplying the device password.

2.10.1.2. Effect on State

If the device was aready owned, the signature fails or the secret does not match, the action is rgected
without processing. If the device was not owned, the secret matches and the signature verifies by the
included Security Console public key, then the device enters the hash of the Security Consol€’ s signing
public key asthefirst (and currently only) owner of the device and FreeOwnerListSize is updated

appropriately.

The device’'s ACL is not affected by this action, but thereis an implicit effect. Every owner istreated
asif it had <al | / > permissions, by virtue of being listed in the owner table, and therefore does not
need an entry in the device’' sACL.

After a TakeOwnership call, the LifetimeSequenceBase is updated, whether the call was successful or
not. Thisisto prevent reuse of the EncryptedHMACValue by any eavesdropper.
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2.10.1.3. Errors

errorCode |errorDescription Description

402 Invalid Args See UPnP Device Architecture section on Control.

501 Action Failed See UPnP Device Architecture section on Control.

711 Signature Failure The signature failed to verify

712 Signature Missing | This action must be signed by an asymmetric signing key.

714 Invalid Sequence LifetimeSequenceBase value isincorrect

715 Invalid Control The control URL in the signature block did not match the Control
URL URL used to deliver this action.

721 Algorithm Not The HMAC agorithm chosen is not supported
Supported

761 Device Owned Action not allowed on a device aready owned.

762 HMAC failed The HMAC valuefailed to verify

800-899 TBD (Specified by UPnP vendor.)

2.10.2.GetDefinedPermissions
This action may or may not be access controlled according to the device manufacturer’s desire.

This action returns alist of permissions defined by the manufacturer for the device. The permission
<al | / >, which means “all permissions’, is defined for all devices and is not included in the list
returned.

2.10.2.1 Arguments

relatedStateVariabl
e

A_ARG_TYPE_string

Direction

Argument(s)

Permissions OUTR

R = RetVa

The Permissions parameter is a string (escaped XML element— see section 3.2) of the form:

<Def i nedPer m ssi ons xm ns: nfgr=".">
<Per m ssi on>
<Ul nane>basi c</ U nane>
<ACLEntry> <nfgr:pl/> </ ACLEntry>

<Short Descri pti on>
This perm ssion allows the user to
control volune and channel .
</ Short Descri pti on>
</ Per m ssi on>
</ Def i nedPer m ssi ons>

Thisisthe set of all manufacturer-defined device permissions. The <UIname> element is the name of
the permission to be displayed by the Security Console during ACL editing. The <ACLErtry> name
isthe permission to be included in an ACL entry or certificate, to represent this permission. The short
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description isavailable e.g. for use asatool tip. The full description, if present, is available for the user
to read via a browser window.

There should be as many <Permission> elements inside the <DefinedPermissions> element as are
defined on the device. Each <Permission> describes a single permission. A permission might be of the
form, for example:

<nfgr:read/> <nfgr:wite/> <nfgr:read-ACL/ > <nfgr: power-on-off/>
<nfgr:operate/> <nfgr:reset/> or <APWG APDevi ceAl | />

and will be in the device manufacturer’ s namespace or in the namespace of the UPnP WC, whichever
defined the permission.

Advanced devices may parameterize these permissions, but normal devices are assumed to name
permissions as XML elements with no sub-structure. See section 4.5, below, for a discussion of
permission parameters.

2.10.2.2 Effect on State

None.
2.10.2.3Errors
errorCode | errorDescription Description
501 Action Failed See UPnP Device Architecture section on Control.
701 Not authorized The caller was not authorized to perform this action.
711 Signature Failure A signature failed to verify
712 Signature Missing | This command needs to be signed and autharized
714 Invalid Sequence The seguence base or number isincorrect
715 Invalid Control The control URL within the signature block does not match the
URL one used to deliver the action.
781 No Such Session The signature key ID does not correspond to a valid session.
800-899 TBD (Specified by UPnP vendor.)

2.10.3. GetDefinedProfiles

This action may or may not be access controlled at the manufacturer’ s discretion. If the manufacturer
has defined profiles (named sets of permissions, probably relating to roles s.ch as “reader”,
“reviewer”, “guest”, “child”, “parent”, “homeowner”, etc.), then this action returns the set of defined
profiles and their definitions.

Profiles are optional. They can be provided by a device manufacturer when the set of permissionsis
too large to permit simple administration. They can be used to indicate a manufacturer’ s idea of the
permissions that usersin various roles should receive, without binding the device owner to those
selections.
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2.10.3.1.Arguments

Argument(s) Direction relatedStateVariabl
e
Profiles OUTR A_ARG_TYPE_string
R =Retvd

Profilesisan XML structure (escaped for transmission as a string — see section 3.2) ligting al defined
named profiles, giving for each one the name of the profile, the setof permissions which isthe
definition of that profile and explanatory text defining the profile for the user, for example:

<Profiles xmns:nfgr=".">
<Profile>
<Ul nane>par ent </ U nane>
<Defini ti on><nfgr: pl/><nfgr:p2/><nfgr:p3/></Definition>

<Short Descri pti on>
This is the normal setting for parents.
</ Short Descri pti on>
</Profile>
<Profile>
<Ul nane>chi | d</ U nane>
<Defini ti on><nfgr: p2/></Definition>

<Short Descri pti on>
This is the normal setting for a young child.
</ Short Descri pti on>
</Profile>

</ Profil es>
Thetext in a<Ul nanme> element is the role label that could be displayed by a Security Console that
uses defined profiles for permission editing. The <Definition> is the set of permissions that constitute
the profile and this set will appear in an ACL entry or certificate. The <ShortDescription> might be
used as atool tip. The <FullDescriptionURL> can give the user afull description to read, viaa
browser window.

2.10.3.2.Effect on State

None.

2.10.3.3Errors
errorCode | ErrorDescription Description
501 Action Failed See UPnP Device Architecture section on Control.
602 Not Implemented | Optional action, not implemented
701 Not authorized The caller was not authorized to perform this action.
711 Signature Failure A signature failed to verify
712 Signature Missing | This command needs to be signed and authorized
714 Invalid Sequence The sequence base or number isincorrect
715 Invalid Control The control URL within the signature block does not match the

URL one used to deliver the action.
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781 No Such Session The signature key 1D does not correspond to avalid session.
800-899 TBD (Specified by UPnP vendor.)

2.10.4.ReadACL

This action returns adevice’s ACL and the current version of that ACL. The version returned here
must be supplied as an input argument to WriteACL, DeleteACLEntry or ReplaceACLEntry since
those actions assume current knowledge of the ACL state. With any edit of the ACL, theversion is
changed, and that change should not be predictable. For example, one might use the BASE64 encoding
of the hash of the entire ACL asits Version. AddACLEntry does not need to know the current sate
of the ACL and therefore does not need to be preceded by a ReadACL call.

ReadACL may or may not be access controlled, at the device manufacturer’ s discretion.
The ACL editing Actions may be omitted from a DeviceSecurity instance if that device declares that it
has no ACL (see section 2.9.3),

2.10.4.1. Arguments

Argument(s) Direction relatedStateVariabl
e
Version OUTR A_ARG_TYPE_string
ACL ouT A_ARG_TYPE_string
R =Retva

TheVersionisastring. See section2.11.3 for details about ACLVersion.

The ACL isan XML structure (escaped to form a string — see section 3.2) of the form:
<acl > {<entry> ...</entry>}* </acl>

where the ACL Entry is defined in section 4.2, below.

2.10.4.2 Effect on State

None.

2.10.4.3Errors

errorCode | errorDescription Description

501 Action Failed See UPnP Device Architecture section on Control.

602 Not Implemented | Optional action, not implemented

701 Action Not Caller is not authorized to perform this action.
Authorized

711 Signature Failure The signature failed to verify

712 Signature Missing | Thisaction must be signed

714 Invalid Sequence SessionSequence or SequenceNumber is incorrect, probable replay

attack

715 Invalid Control The control URL in the signature block did not match the Control

URL URL used to deliver this action.

© 2002 Contributing Members of the UPnP Forum. All Rights Reserved



DeviceSecurity:0.93 33

781 No Such Session The signature key 1D does not correspond to avalid session.
800-899 TBD (Specified by UPnP vendor.)

2.10.5.WriteACL

This action replaces the existing ACL of the device with anew ACL assuming the caller knows the
correct current version of the ACL being replaced. This action must be available only to authorized
entities (owners and possibly delegates).

The ACL editing Actions may be omitted from a DeviceSecurity instance if that device declares that it
has no ACL (see section 2.9.3),

2.10.5.1. Arguments
Argument(s) Direction relatedStateVariabl
e
Version IN A_ARG_TYPE_string
ACL IN A_ARG_TYPE_string
NewVersion OUTR A_ARG_TYPE string
R =Retvd

For details about Version and NewVersion, see section2.11.3.

The ACL isan XML structure (escaped to form a string — see section 3.2) of the form:
<acl > {<entry> ...</entry>}* </acl >

where the ACL Entry is defined in section 4.2, below.

2.10.5.2 Effect on State
If the call is successful, the ACL given in the arguments replaces the existing ACL.

2.10.5.3Errors

errorCode | errorDescription Description

402 Invalid Argument One of the input argumentsisinvalid.

501 Action Failed See UPnP Device Architecture section on Control.

602 Not Implemented | Optional action, not implemented

701 Action Not Caller is not authorized to perform this action.
Authorized

711 Signature Failure The signature failed to verify

712 Signature Missing | Thisaction must be signed

714 Invalid Sequence SessionSequence or SequenceNumber is incorrect, probable replay

attack

715 Invalid Control The control URL in the signature block did not matchthe Control

URL URL used to deliver this action.
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774 Incorrect The TargetACLVersion given did not match ACLVersion at the
ACLVersion time of this call.

781 No Such Session The signature key 1D does not correspond to avalid session.

800-899 TBD (Specified by UPnP vendor.)

2.10.6.AddACLEntry

This action must be invoked by authorized entities (owners and possibly delegates). The provided
ACL entry is added to the device’'s ACL, assuming it is not already present, is correctly formatted and
has memory in which to be held.

The ACL editing Actions may be omitted from a DeviceSecurity instance if that device declares that it
has no ACL (see section 2.9.3),

2.10.6.1. Arguments

Argument(s) Direction relatedStateVariabl

Entry IN A_ARG_TYPE_string

The ACL entry isan XML element, as described in section4.2, encoded for transmission as a string —
see section 3.2.

This ACL modification action is the exception to the rule that a correct ACLVersion vdue must be
provided as an input. The entriesin an ACL are treated, logically, as an unordered set. A subject
receives the union of the permissions assigned to it by whatever entries grant it permission. Therefore,
adding an entry to the ACL does not require any position or index into the ACL and does not require
knowledge of the previous state of the ACL. Asaresult, the caller is not required to submit an
ACLVersion value

AddACLEntry does not refer to any existing entry and therefore the caller doesnot need to
demonstrate knowledge of the state of the ACL (which iswhat ACLVersion isused to do). See section
2.11.3for details about ACLVersion.

2.10.6.2 Effect on State

If successful, the device ACL is modified to include the new entry and ACLVersion is changed to
reflect the change in state of the ACL. The new ACLVersion is not returned to the caller since the
caller may not have known the state of the ACL prior to performing this action and may not know
what the device does when adding an entry.

2.10.6.3Errors
errorCode | errorDescription Description
402 Invalid Args See UPnP Device Architecture section on Control.
501 Action Failed See UPnP Device Architecture section on Control.
602 Not Implemented | Optional action, not implemented
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701 Not Authorized The action in question was not issued by an authorized party (in
this case, an owner of the device)
711 Signature Failure The signature failed to verify
712 Signature Missing | This action must be signed
714 Invalid Sequence SessionSequence or SequenceNumber is incorrect, probable replay
attack
715 Invalid Control The control URL in the signature block did not match the Control
URL URL used to deliver this action.
751 Insufficient Thereisinsufficient memory to add anew ACL entry.
memory
771 Entry aready The offered ACL entry is already present in the ACL
present
773 Malformed entry The offered ACL entry has aformat error
781 No Such Session The signature key 1D does not correspond to avalid session.
800-899 TBD (Specified by UPnP vendor.)

2.10.7.DeleteACLENtry

This action must be invoked by authorized entities (owners and possibly delegates). The
TargetACLVersion provided must match the current ACL Version, to guarantee that the caller based its
DeleteACLEnNtry decision on the correct current contents of the ACL.

The ACL editing Actions may be omitted from a DeviceSecurity instance if that device declares that it
has no ACL (see section 2.9.3),

2.10.7.1. Arguments
Argument(s) Direction relatedStateVariabl
e
TargetACLVersion IN A_ARG_TYPE_string
Index IN A_ARG_TYPE int
NewACLVersion OUTR A_ARG_TYPE_string
R =Retvd

For details of TargetACLVersion and NewACLVersion, see section2.11.3.

The Index into the ACL starts at 0 and counts entries. Thefirst entry is0, the second is 1, etc.

2.10.7.2 Effect on State

If the action invocation is successful, the indicated ACL entry is deleted and the ACLVersion is
changed. The nature of the change is up to the device manufacturer and is not to be assumed byany
control point. The BASE64 encoding of the hash of the ACL isrecommended as agood ACLVersion.
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2.10.7.3.Errors

errorCode |errorDescription Description

402 Invalid Args See UPnP Device Architecture section on Control.
501 Action Failed See UPnP Device Architecture section on Control.
602 Not Implemented | Optional action, not implemented
701 Not Authorized The action in question was not issued by an authorized party (in
this case, an owner of the device)
711 Signature Failure The signature failed to verify
712 Signature Missing | This action must be signed by an asymmetric key.
714 Invalid Sequence SessionSequence or SequenceNumber is incorrect, probable replay
attack
715 Invalid Control The control URL in the signature block did not match the Control
URL URL used to deliver this action.
772 Entry does not The indicated ACL entry does not exist.
exist
774 Incorrect The TargetACL Version given did not match ACLVersion at the
ACLVersion time of this call.
781 No Such Session The signature key |D does not correspond to avalid session.
800-899 TBD (Specified by UPnP vendor.)

2.10.8.ReplaceACLEnNtry

This action must be invoked by authorized entities (owners and possibly delegates). If successful, it
replaces one ACL entry with anew value. That modification of the ACL causesthe ACL Version to
be changed. If the new ACL entry isin the same index location as the one being replaced, then
NewACLVersion should be the new ACLVersion. See section2.11.3 for details about ACLVersion.

The ACL editing Actions may be omitted from a DeviceSecurity instance if that device declares that it
has no ACL (see section 2.9.3),

2.10.8.1.Arguments

Argument(s) Direction relatedStateVariabl
e
TargetACLVersion IN A_ARG_TYPE_string
Index IN A_ARG_TYPE_int
Entry IN A_ARG_TYPE_string
NewACLVersion OUTR A_ARG_TYPE_string
R =Retva

For details of TargetACLVersion and NewACLVersion, see section2.11.3.

The ACL entry isan XML element, as described in section4.2, encoded for transmission asa string —
see section 3.2.

The Index into the ACL starts at 0 and counts entries. Thefirst entry is 0, the second is 1, etc.
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2.10.8.2.Effect on State

If the action invocation is successful, then the indicated entry in the device ACL isreplaced by the
entry given in the call. On that change, the ACL Versionischanged. The nature of the change up to
the device manufacturer and is not to be assumed by any control point. For exampk, one can use the
BASE64 encoding of the hash of the ACL asthe ACL Version.

2.10.8.3.Errors

errorCode | errorDescription Description

402 Invalid Args See UPnP Device Architecture section on Control

501 Action Failed See UPnP Device Architecture section on Control

602 Not Implemented | Optional action, not implemented

701 Not Authorized The action in question was not issued by an authorized party (in

this case, an owner of the device)

711 Signature Failure The signature failed to verify

712 SignatureMissing | Thisaction must be signed.

714 Invalid Sequence SessionSequence or SequenceNumber isincorrect, probable replay

attack.

715 Invalid Control The control URL in the signature block did not match the Control
URL URL used to deliver this action.

772 Entry does not Theindicated ACL entry does not exist.
exist

773 Malformed entry The offered ACL entry has aformat error

774 Incorrect The TargetACLVersion given did not match ACLVersion at the
ACLVersion time of this call.

781 No Such Session The signature key 1D does not correspond to avalid session.

800-899 TBD (Specified by UPnP vendor.)

2.10.9.FactorySecurityReset
This action must be executed by an owner of the device.

FactorySecurityReset is intended to return the device to initial conditions, once the device is
disconnected from the network (or, perhaps, on next power-up). Thisis designed to support sale of a
device to another party. The reason for waiting until network disconnect or power-up reset to take
effect isto prevent some attacker who has |learned the device's TakeOwnership secret from taking
ownership of the devicein the time interval between FactorySecurityReset and disconnection.

2.10.9.1Arguments

There are no arguments.

2.10.9.2 Effect on State

If signed by an owner of the device, this action causes the device’s ACL to be cleared and all but the
caller to be erased from the ownership list. Thetiming of the removal of the last owner (thus enabling
the TakeOwnership action) is up to the device manufacturer, but that action should not occur while the
deviceis till connected to the network, if the manufacturer is concerned about |eaving awindow of
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attack open. For example, the last owner could be removed immediately, if the devicefirst cutsitself
off from the network and remains off the network until the rnext power-up.

2.10.9.3Errors

errorCode |err0rDescription Description

501 Action Failed See UPnP Device Architecture section on Control.

701 Not Authorized The action in question was not issued by an authorized party (in
this case, an owner of the device)

711 Signature Failure The signature failed to verify

712 SignatureMissing | Thisaction must be signed.

714 Invalid Sequence SessionSequence or SequenceNumber isincorrect, probable replay
attack.

715 Invalid Control The control URL in the signature block did not match the Control

URL URL used to deliver this action.
781 No Such Session The signature key 1D does not correspond to avalid session.
800-899 TBD (Specified by UPnP vendor.)

2.10.10.GrantOwnership

Some devices will alow multiple owners. Those that do must support this action. If thisactionis
supported, then it must be invoked by an owner of the device.

The effect of this action isto add the indicated key to the list of owners, assuming it is not already
listed and there is memory for it. If thereis no more room in the ownership table, an error (751) is
returned and the ownership table is not changed.

2.10.10.1 Arguments

Argument(s) Direction relatedStateVariabl
e

HashAlgorithm IN A_ARG_TYPE_string

KeyHash IN A_ARG_TY PE_baset4

The HashAlgorithm identifies the hash algorithm used for the key hash. Currently, the only algorithm
supported is SHA1.

The KeyHash is a BASE64 encoded binary string, which is the hash of the respective control point or
security consol€’ s signing key [cf., section4.7], for example:

dRDPBgZz TFq7J1 2Q@N YNghcf j 8=

2.10.10.2 Effect on State

If the action is properly authorized and if the indicated key hash is not already alisted owner, thenitis
added to the list of owners. Otherwise, there is no change and the appropriate error return is given.
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The device’ s ACL itself is not affected by this action, but thereis an implicit effect. Every owner is
treated asif it had <al | / > permissions, by virtue of being listed in the owner table, and therefore does
not need an entry in the device’ sACL.

2.10.10.3Errors

errorCode |err0rDescription Description

402 Invalid Args See UPnP Device Architecture section on Control.

501 Action Failed See UPnP Device Architecture section on Control.

602 Not Implemented | Optional action, not implemented

701 Not authorized The action was not properly authorized

711 Signature Failure The signature failed to verify.

712 SignatureMissing | Thisaction must be signed.

714 Invalid Sequence SessionSequence or SequenceNumber is incorrect, probable rephy

attack.

715 Invalid Control The control URL in the signature block did not match the Control
URL URL used to deliver this action.

751 Out Of Memory Insufficient memory for an additional owner

765 Already present Theindicated key is aready an owner

781 No Such Session The signature key 1D does not correspond to avalid session.

800-899 TBD (Specified by UPnP vendor.)

2.10.11.RevokeOwnership

Devicesthat allow multiple owners must offer this action. This action must be invoked only by a
present owner of the device. The owner must not be the same as the one being revoked. If the last
owner wants to revoke his or her own ownership, then the action FactorySecurityReset must be used.

2.10.11.1 Arguments

Argument(s) Direction relatedStateVariabl
e

HashAlgorithm IN A_ARG_TYPE_string

KeyHash IN A_ARG_TYPE_base64

The HashAlgorithm identifies the hash algorithm used for the key hash. Currently, the only algorithm
supported is SHA1.

The KeyHash is a BASE64 encoded binary string, which is the hash of the respective contrd point or
security consol€'s signing key [cf., section4.7], for example:

dRDPBgZz TFq7J1 2Q@N YNghcf j 8=
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2.10.11.2 Effect on State

If the action is properly authorized and the indicated key islisted as an owner of the device, then that
key hash is removed from the ownership table.

2.10.11.3Errors

errorCode |err0rDescription Description

402 Invalid Args See UPnP Device Architecture section on Control.

501 Action Failed See UPnP Device Architecture section on Control.

602 Not Implemented | Optional action, not implemented

701 Not authorized The action was not properly authorized

711 Signature Failure The signature failed to verify.

712 SignatureMissing | Thisaction must be signed.

714 Invalid Sequence SessionSequence or SequenceNumber isincarect, probable replay
attack.

715 Invalid Control The control URL in the signature block did not match the Control

URL URL used to deliver this action.

763 May not delete self | The key specified isthe same key used to authorize this action.
The caller may not delete itself viathis action. Use
FactorySecurityReset instead.

764 No such entry Theindicated key is not listed as an owner.

781 No Such Session The signature key 1D does not correspond to avalid session.

800-899 TBD (Specified by UPNP vendor.)

2.10.12.ListOwners

This action may be access controlled through the normal device ACL, at the discretion of the device
manufacturer.

The function of the action isto return alist of the key hashes of all owners of the device.

2.10.12.1 Arguments

Argument(s) Direction relatedStateVariabl
e
ArgNumberOfOwners OUTR NumberOfOwners
Owners ouT A_ARG_TYPE_string
R =Retva

If properly authorized, the action returns the number of owners of the device and the hashes of their
keys. Thelist of ownersisin the form of an XML element, properly escaped to be returned as a string
(see section 3.2):

<Onaner s>

<hash><al gori t hneSHA1</ al gori t hne<val ue>dRDPBgZzTFq7Jl 2Q2N YNghcf j 8=</
val ue></ hash>

</ Omner s>
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2.10.12.2 Effect on State

None

2.10.12.3Errors

errorCode |errorDescription Description

501 Action Failed See UPnP Device Architecture section on Control.

602 Not Implemented | Optional action, not implemented

701 Not authorized The caller was not authorized to perform this action.

711 Signature Failure The signature failed to verify.

712 SignatureMissing | Thisaction must be signed.

714 Invalid Sequence SessionSequence or SequenceNumber is incorrect, probable replay

attack.

715 Invalid Control The control URL in the signature block did not match the Control
URL URL used to deliver this action.

781 No Such Session The signature key 1D does not correspond to avalid session.

800-899 TBD (Specified by UPnP vendor.)
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2.11. Relationships among Actions

A security-aware device will be discovered using SSDP, by various Cortrol Points and Security
Consoles. It may or may not disclose al of its characteristics at that time, but it will disclose at |east
its own public keys and expose at a minimum the GetPublicK eys and TakeOwnership actions.

We assume here a device that hasno generally available actions. In that case, the device must first be
dealt with by a Security Console and only later by Control Points. If adevice has generally available
actions, then those are made available at all times and are not affected by theoperation of
DeviceSecurity.

2.11.1. Relationships among Actions invoked by Security Console

A Security Console (SC) discovers adevice using SSDP and callsGetPublicK eysto get the device's
confidentiality public key. With that key and under direction from a hurman user (who must bein
possession of a secret (password) known by that device), the Security Console calls

GetL ifetimeSequenceBase followed by TakeOwner ship, to acquire the ability to edit the device's
Access Control List (ACL). It might also call GetAlgorithmsAndProtocols, to verify that it has
algorithms in common with the device.

ACL editing usually involvesinitial calsto GetACL Sizes, GetDefinedPer missions, ReadACL and
maybe GetDefinedPr ofiles, followed by one or more of AAdACLEntry, DeleteACL Entry or
ReplaceACLEntry. Through that ACL editing, control points will have been granted access to the
device.

If the Security Console operator wants to share ownership of the device (i.e., the permission to edit the
ACL and the ownership list), the SC can cal GrantOwner ship. If the SC wants to revoke a prior
grant of co-ownership, then it can call RevokeOwner ship. At any time, it can cal ListOwners, to get
alist of current device owners.

If the owning SC has created ACL entries with expiration dates and the device offersthe SetTimeHint
action (implying that it has no internal clock), the SC might call SetTimeHint periodically. The net
resultisavery low resolution clock. The actual period between callstoSetTimeHint isup to the SC
(probably the SC operator) and depends on how much accuracy of expiration times that operator
desires. Freguencies of update on the order of 1 day should not be unusual.

A Security Console can grant rights to another SC, without granting it co-ownership. That second SC
can then grant rights on that device to various Control Points it knows about. It grants those rights by
certificate, sinceit is not allowed to edit the ACL. If the device offers space for a certificate cache, as
determined by the return values of GetACL Sizes, the second SC might plant those certificatesin the
device's certificate cache, using CacheCertificate.

2.11.2. Relationships among Actions invoked by normal Control Point

A control point (CP) that desires to operate a secured device must first have been given permission to
do so by some Security Console. Assume here that that has happened, as described in section2.11.1.

A control point should first call GetPublicK eys and GetAlgorithmsAndProtocolsfor the target
device. If GetAlgorithmsAndProtocolspermitsa“NULL” encryption algorithm, then the CP does
not need to encrypt all actions, otherwise it does need to.
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Assuming no need to encrypt an action, the CP must till digitally signitin order to prove
authorization. SOAP messagges could be digitally signed by public key algorithm, using the CP's
private signing key. However, that isinefficient, especially for real-time operation of deviceswith
limited processing power. Therefore, the CP should first set up session keys.

The CP generates keys at random and callsGetL ifetimeSequenceBase followed by

Set SessionK eys to communicate those to the device, along with asession ID that is meaningful to the
CP. The CPreceives, in return, a session D meaningful to the device. That session ID isthen used in
the <ds:KeyInfo> field of the XML-Signature signature block to indicate which symmetric signing key
was used in that signature. A well-behaved CP that knows it has stopped using a device, might call
ExpireSessionK eys, in order to free memory on that device.

If the CP is empowered for this device by certificate instead of ACL entry (which it would know by
having received certificates from a Security Console (see SecurityConsole:0.93)), then it will include
those certificates in any XM L-Signature <ds:KeyInfo> block, unless it can first cache them at the
deviceviaacdl to CacheCertificate.

If the CP needs to encrypt an action, either because the device demands that for all actions or because
the CP knows that the action invocation or one of its argumentsis confidential, then it can use
DecryptAndExecute, with existing session keys. In that case, the CP builds a signed SOAP message
asif it wereto be sent in the clear and then encrypts that XML document.

2.11.3. ACLVersion

The ACLVersion vdueis used in ACL reading or editing (sections2.10.4, 2.10.5, 2.10.7, 2.10.8) and is
affected by AJdACLEntry (section2.10.6). Itisavauethat is associated with a particular ACL
content. [For example, it could be the BASE64 encoding of the hash of the ACL, in whatever form the
device storesit.] The ACLVersion value serves the same purpose as a locking mechanism to resolve
conflicts in case there are multiple simultaneous editors of the ACL, but without forcing usto create
lock and unlock actions, timeouts to resolve cases when someone forgets to do an unlock action, etc.

The vaue of the ACLVersionisirrelevant. No SC should read that value and attempt to learn anything
fromit. Rather, it should be treated as an opaque string that must be presented in some ACL editing
commands. If it matches the current ACLVersion in the device, then that action is allowed to proceed.
If it does not match, the action fails and the SC needs to do another ReadACL to learn the new state of
the ACL.

In normal operation, this need to do another ReadACL should almost never occur. Race conditions
rarely happen. However, that rarity also leads to the most serious bugs unless the race condition is
correctly handled by the code.

The suggestion that the ACLVersion be the hash of the ACL as stored in the device satisfies the full
purpose of the ACLV ersion— namely that when the SC submits a correct ACLVersion, the device can
know that the SC’s own copy of the ACL matches the device's copy. This lets the device know that
the SC made its editing decision based on correct data (the ACL state). If the two copies differ, then
the two ACLVersion values must differ. How thisis achieved is up to the device manufacturer. The
hash of the ACL contentsis offered as one way to achieve this.

The ACLVersion returned to the SC after an edit assumes that the caller’ s version of the ACL will be
the same asthe device's. That is, after WriteACL, that the device keeps the ACL asthe caller
presented it; after ReplaceACLEntry, that the new entry isin the same slot as the old entry; after
DeleteACLEntry, that the ACL entries after the del eted one wae moved up in the array to close the
gap. If the actual behavior of the ACL edit is not this, then the SC will not have the same ACL asthe
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device and it must NOT be given acorrect ACLVersion. In this case, the ACLVersion returned should
be the empty string.

2.12. Common Error Codes

The following table lists error codes common to actions for this service type. If an action resultsin
multiple errors, the most-specific error should be returned. These are the most commonly used errors,
although there are other error codes defined and used in some of the actions.

When an action defined by some other device typeis secured, it can also return these errors (or the
equivalent, as defined by the service template in question).

Add these:

606 - Action not authorized: The action requested requires authorization and the sender was not
authorized.

607 - Signature failure: The sender's signature failed to verify.

608 - Signature missing: The action requested requires a digital signature and there was none provided.
609 - Not encrypted: This action requires confidentiality but the action was not delivered encrypted.
610 - Invalid sequence: The <sequence> provided was not valid.

611 - Invalid control URL: The control URL within the <freshness> element does not match the
controlURL of the action actually invoked (or the controlURL in the HTTP header).

612 - No such session: The session key reference is to a nonrexistent session. This could be because
the device has expired a session, in which case the control point needsto open a new one.

errorCode |err0rDescription Description

402 Invalid Args See UPnP Device Architecture section on Control.

501 Action Failed See UPnP Device Architecture section on Control.

701 Not authorized The caller was not authorized to perform this action.

711 Signature Failure The signature failed to verify.

712 Signature Missing | This action must be signed.

714 Invalid Sequence SessionSequence isincorrect, probable replay attack.

715 Invalid Control The control URL in the signature block did not match the Control
URL URL used to deliver this action.

781 No Such Session The signature key 1D does not correspond to a valid session.

800-899 TBD (Specified by UPNnP vendor.)
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3. Supporting Information

3.1. Glossary
ACL: Access Control List—alist of ACL Entries
ACL Entry: adatarecord listing one principal, a set of permissions and, optionally, validity dates

Authentication: The second element of IAA (Identify, Authenticate, Authorize). In this document,
the word “authentication” refersto verification that a message or message portion was signed by a
particular key (either asymmetric or symmetric).

CBC: Cipher Block Chaining —a mode of encryption that hides the existence of repetitions of some
plaintext block. CBC is standard for encryption of blocks of datalonger than one plaintext block
(where ablock istypically 64 or 128 bitsin length).

Component: generic term for something that is a control point, adevice or both
Control point: acomponent that discovers devices, initiates SOAP actions, subscribesto events, etc.
Delegate: a Control Point or Security Console to which some privilege has been delegated.

Device: acomponent that advertisesitself via SSDP, receives and acts on SOAP actions, publishes
events to subscribed control points, etc.

DSig: Digita signature element in an XML document— see referencesin 3.2
IV: an initialization vector, for a CBC mode encipherment
Owner: aprincipal permitted to edit the device’s ACL

Principal: apublic signing key, represented by its cryptographic hash except in adigital signature
when it appearsin full. Thesigning key “speaksfor” the device or person that controlsit.

Security I D: the SHA-1 hash of apublic key. When printed in full, this Security ID should be
encoded as 8 groups of 4 BASE32 digts each. Since BASE32 is not a standard representation, it is
defined in section 3.3 of this spec.

Security Console: an application that allows the user to manage the security aspects of Devices and
Control Pointsin a UPnP network.

3.2. XML Strings as UPnP Arguments

The UPnP V.1 schemas for SOAP as a transport protocol for calling UPnP actions with their
respective arguments do not permit arguments that are themselves XML. Some of the security related
actions described in this document require the arguments themselves to be XML strings. i.e. these
XML argument strings are embedded in the surrounding SOAP XML. To ensure that embedded XML
argument strings do not “break” the surrounding SOAP XML, it is necessary that the embedded XML
is“escaped” asfollows:

The ‘<’ character isencoded as‘ &It;’

The ‘> character is encoded as ‘& gt;’
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The ‘&’ character is encoded as ‘ & amp;’

3.3. BASES32 Encoding

There are large binary byte strings, such as random strings, public key values, symmetric key values
and hash values that are used throughout UPnP™ Security. These values are communicated, within
XML, as BASE64 throughout. Thereis one case when such avalue is exposed to a user, and that is
the Security 1D (the hash of the key of a control point or device). For display to auser, BASE32
encodingis specified. This appears more familiar to a user, since the alphabetic characters are all upper
case (asin product registration codes) and digits that are easily confused with letters are omitted.
Strictly speaking, UPnP specs do not deal with user interfaces. However, correct functioning of UPnP
Security depends on the user’s ability to compare two copies of a Security 1D, produced from the
same underlying byte string by code from two different vendors. Therefore, that encoding to be used
for printing or display must be standardized.

A 160-hit hash value is represented as a sequence of 32 5-bit quantities, with the left-most 5-bitsbeing
the 5 most significant bits of the 160-bit quantity, etc. The 5-bit quantity is encoded using 32
characters: A...Z, 2...5, 7, 9, in that order, so that 0 becomes“A”, 1 becomes“B”, 31 becomes“9".
The resulting string of letters and numbers will resemble a product registration key, with which the
user is expected to be familiar, and omits the digits 0, 1, 6 and 8which can be confused with O, I, G
and B. These are printed as a sequence of 8 groups of 4 characters each, separated by dashes. In some
cases, e.g., inasummary listing of devices or control points, one might use only the left-most group of
4 characters, which should be enough to resolve ambiguities.

For example, the SHA-1 hash value (in hex):

193d 9354 ca84 f119 d9ee cl1l7b c¢307 8c71 8a7b a70c
would be (in BASE32):

DE7Z- GVGK- QTYR- TWPO- YF54- GB4M OGFH XJYM

and might be truncated to: DE7Z or DE7Z- GVGK for resolving ambiguities (e.g., in alist of discovered
devices), while the full security ID might be used while verifying the correctness of a control point key.

3.4. Namespaces

In XML, an element name is not just the local part but that part combined with a namespace ID
(explicit or default) to form aqualified name. XML processing requires that one deals with qualified
names rather than merely local parts. See the UPnP architecture document for more details.
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4. Data Structures

XML data structures are defined below for an Access Control List (ACL) (section4.2) and
Authorization Certificate (cert) (section4.4.1. These data structures are used frequently in the actions
described in this document.

4.1. Namespaces

In what follows, a namespace for the manufacturer isindicated, since a manufacturer defines
permissionsin his or her namespace or in the namespace of the working committee defining the DCP
for that device.

4.2. Access Control List (ACL) Structure

An ACL isacaollection of entries. Each ACL entry is communicated as an XML element of the form
(with white space added for readability here, but not needed and therefore not desired in the computer
to-computer text). [The ACL will presumably be held in device memoty in some parsed form,
different from the wire format, and the ACL is not a signed construct like a certificate, so the presence
or absence of white space is strictly amatter of transmission efficiency.]

<entry>
<subj ect > {<hash>, <nane> or <any/>} </subject>
<may- not - del egat e/ >
<access> {nfgr def’d perm ssion elenents or <all/>} </access>
<val i d> {optional <not-before> and/or <not-after> el ements}
</valid>
</entry>

where permissions are expressed as XML elements. In the simplest case, these will be without any
internal structure, although device manufacturers are free to use parameters inside these elements if
parameterization is necessary. Dates/timesin validity limits are expressed in the following form, so
that devices comparing dates/times need only do string comparisons of single tokens (contiguous non
white-space character strings). [See section4.2.1 for details] For example:

<not - bef or e>2001- 10- 23T05: 17: 32Z</ not - bef or e>
<not - af t er >2003- 12- 31T23: 59: 59Z</ not - af t er >

while a<hash> element includes the name of the hash algorithm and the hash value (base64 encoded),
asfor example:

<hash><al gori t hn>SHA1</ al gori t hnr<val ue>dRDPBgZzTFq7Jl 2Q@N YNghcf j 8=</
val ue></ hash>

The <subj ect > element specifies the principal being granted authority on this device. If the subject
isahash, then the principal is a specific public key and the hash value is the hash of that public key. If
the subject is<any/ >, then the permissions granted in this entry apply to all control points, whether
they sign their command messages or not.

The syntax of a<nane> element is, for example:

<nane>
<hash>
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<al gori t hneSHAl1</ al gori t hn»
<val ue>dRDPBgZzTFq7J1 2QN YNghcf j 8=</ val ue>
</ hash>
<t ext >nane text</text>
</ name>
where “text” is the case-sensitive text of the name. If adevice manufacturer’sintention isto have a
name that is case insensitive, then that manufacturer are responsible for transforming that name into all
onecase. Thehashis of the key of the person (or deviceor application) that defined the name. That
hash identifies the namespace in which the name is defined. Names are trandlated to hashes or other
names by name definition certificates (section4.4.2) and in that manner a named group is populated. A
device processing a use of a name does not need to be aware of the entire group, only of the
membership status of the particular key that is claiming some relevant permission. Therefore, no
deviceislikely to see an entire group’ sdefinitions.

It is possible for a device to define other <subj ect > types. The three given here are required, but
one might define a different<subj ect > type if that device or device class has some special form of
authentication. For example, one device might allow authentication by physical touch or by having a
communication comein over adedicated USB connector and might define a<subj ect > typeto
represent that authentication.

If present, the optional <may- not - del egat e/ > isaflag that implies that the subject may not
delegate thisright further. Although thisis provided in the definition of the ACL and certificate, the
Working Committee has reviewed its uses and decided that use of thisflagin an ACL entry or
certificate is probably unwise. That is because an individual who wants to delegate rights on to
someone else will find some way to do that, e.g., by sharing his or her private key with someone else.
Aslong as delegation is permitted by default, if someone gets accessto aresourceit islikdy to be by
his or her own private key with afull certificate chain showing the path of that delegation. All of that
information can be available in an audit log, but if delegation is prohibited and is therefore achieved by
sharing of private key, this ability to audit behavior is thwarted.

The<access> element is required and gives the permission(s) being granted to the subject. The
element <al | / > may be used to represent all defined permissions.

The<val i d> elementisoptiona and, if present, givestime limits on the grant of authorization. If
present, it can include one or both of the <not-after> and <not-before> elements. Since an ACL entry
can be deleted at will, avaidity interval is not often needed. However, if some grant of accessisto be
for a specific timeinterval and the human defining the ACL does not desire to be forced to delete that
entry at the expiration time, the time limit can be included at entry definition time. The use of time
limitsimplies a source of time for the device. [See SetTimeHint in section 2.9.5.]

If an ACL entry does have an expiration time, <not-after>, and the entry expires, it is up to the device
manufacturer whether to remove that entry from the ACL (and modify ACLVersion appropriately), or
leaveit in place.

4.2.1. Note on date and time format: 1SO 8601

The date and time format used here is conformant with SO 8601, but simplified. Dates and times
must be expressed in the form: yyyy-mm-ddThh:mm:ssZ (indicating UTC).

1SO 8601 allows a number of options for specification of the time, including different levels of
precision and different time zones. In UPnP Security, one must use only the one format, precision and
time zone given, so that date and time values can be compared as text strings without the need to parse
the date and time.
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4.3. Owner List

Each device has alist of Owners. The entriesin the owner list are hashes of signing keys. Thislistis
effectively an ACL onthe ACL. Itisaso an extension of the ACL, giving each owner<al | / >
permissions. It isreported via ListOwners as the following XML element giving full <hash> details as
shown in the example below, but can be stored asjust the list of binary hash values, especialy if the
device supports only one hash algorithm (SHA-1, to start with).

<Onner s>

<hash><al gori t hneSHA1</ al gori t hnr<val ue>dRDPBgZzTFq7Jl 2Q2N YNghcf j 8=</
val ue></ hash>

<hash><al gori t hneSHA1</ al gori t hnp<val ue>Gd48BqQz AMPN4FKWAFs| MVIX SGA=</
val ue></ hash>

</ Omner s>

4.4. Certificates

There are two forms of certificaes defined for UPnP Security: an authorization certificate and a name
definition certificate. In the text below, these are shown with white space to make them easier to read.
However, when they are transmitted from computer to computer they shall be incanonicalized form
(cf., section 5.2.2), with no white space.

Certificates are signed using <ds:Signature> detached signature form, as defined by XM L-Signature.
Note that the us:Id must be unique over the document in which it gopears and that document may
contain an arbitrary number of other certificates. Therefore, it is good practice to use aglobally unique
us:ld for that ID value.

This specification defines <ds:Signature> forms for public-key signatures and for session-key
(symmetric-key) signatures [section 5.2]. Either can be used to sign a certificate, although the public
key formismore general. A certificate does not include a <freshness> element, sinceit isnot a
message. It hasa<valid> element instead. If one wantsto think of a certificate as amessage, it isone
addressed “to whom it may concern” and meant to be delivered multiple times and at an arbitrary time
in the future (subject to any constraint imposed by the <valid> element).

Publickey: A public-key signed certificate is generdly verifiable, since the key used to verify
it (the public key of akey pair) can be shared an arbitrary number of times without damaging
its security. Therefore, thisisthe most general form of cetificate signature. However,
public-key verification operations take much more time to execute than symmetrickey
operations, so there is a performance disadvantage with public-key signatures.

Symmetrickey: A symmetric-key signed certificate can be verified only by adevice holding
acopy of the key used. Sharing the same symmetric key among more than the two endpoints
of asession isbad key hygiene, so this security specification does not provide for that mode
of operation. Asaresult, acertificatethat isintended to be used by multiple devices (eg., a
group name certificate or an authorization certificate specifying multiple <device> targets),
should be signed by public-key. Others can be signed by symmetric key, gaining a significant
performance advantage, assuming those session keys will live aslong as the certificateis
supposed to be active. Note: a session key isindicated by akey 1D private to the device
doing the verification. Should some other device attempt to verify such a signatureand
happen to have a session key of that 1D, the verification will fail because those keyswill be
different.

© 2002 Contributing Members of the UPnP Forum. All Rights Reserved



DeviceSecurity:0.93 50

4.4.1. Authorization Certificate

An authorization certificate for UPnP is the equivalent of asigned ACL entry. It differsfrom an ACL
entry in that the issuer needs to be specified as does the target device. In addition, a certificate is likely
to have avalidity element, while an ACL entry isunlikely to. E.g.,

<entry>
<subj ect >
<hash><al gori t hmPSHA1</ al gori t hn»
<val ue>dRDPBgZzTFq7Jl 2QN YNghcf j 8=</ val ue></ hash>
</ subj ect >

<access xmns:nfgr="."> <nfgr:display/> <nfgr:play/> </access>
</entry>
might become
<cert us:Id=".">

<i ssuer >

<hash><al gori t hnPSHA1</ al gori t hn»
<val ue>Gd48BqQz AMPn4FkWAFs| MUIXSGA=</ val ue></ hash>
</i ssuer>
<subj ect >
<hash><al gori t hneSHA1</ al gori t hn»
<val ue>dRDPBgZzTFq7Jl 2Q2N YNghcf j 8=</ val ue></ hash>
</ subj ect >
<t ag>
<devi ce>
<hash><al gori t hm>SHAl</ al gori t hre
<val ue>2j mj 71 5r SwoyVb/ vl WAYKK/ YBwk=</ val ue></ hash>
</ devi ce>
<access xmns:nfgr="."> <nfgr:display/> <nfgr:play/> </access>
</tag>
<val i d>
<not - af t er >2002- 10- 01T17: 00: 00Z</ not - af t er >
</valid>
</cert>
<ds: Signature> ...</ds: Si gnat ure>

The public signature verification key will be carried in the XML-Signature <ds:Keylnfo> element of
the <ds:Signature>. Other referencestoit, e.g., in<i ssuer >, will be as the hash of the key in order
to save space. (See4.7).

4.4.2. Name Definition Certificate
Each name definition certificate adds one key (or one whole group) to anamed group. A key is added

by referring to its hash. A named group is added by referring to its name.

The format for a name definition certificate is, for example:

<cert us:Ild=".">
<def i ne>
<nane>
<hash><al gori t hnPSHA1</ al gori t hn»
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<val ue>Gd48BqQz AMPn4FkWhFs| Mx SGA=</ val ue></ hash>
<t ext >Narme Text </t ext >
</ name>
</ def i ne>
<subj ect >
<hash><al gori t hn>SHAl</ al gori t hre
<val ue>dRDPBgZzTFq7Jl 2Q@2N YNghcf j 8=</ val ue></ hash>
</ subj ect >
<val i d>
<not - af t er >2002- 10- 01T17: 00: 00Z</ not - af t er >
</valid>
</cert>
<ds: Si gnature> ...</ds: Si gnat ure>

The <subject> can be either a <hash> (specifying one key) or a<name>. Note that thereis no <tag>
field. This certificate does not grant any authorization. It merely adds a member to agroup. That
group must be granted authorization, by name, in either an ACL entry or an authorization certificate.

The certificate must be signed by the key that hashes to the hash value given in the <define><name> as
the namespace owner. No other key is allowed to add names to some key’ s namespace.

4.5. Permission Language

The permission field of acertificate, <t ag>, and of an ACL entry, <access>, consists of a sequence
of XML elements. Five specia elements of apermission field are available to device manufacturersto
use. One of these is mandatory. The others are optional.

4.5.1. <all>

This element stands for the set of all possible XML elements. In other languages it might be expressed
as"*”. <all>ismandatory to implement.

4.52. <set>

This optional element lists a set of possible XML elements. The<access> elementisimplicitly a
<set >, but <set > can be used anywhere within a<t ag>. For example,

<t ag>
<devi ce>
<hash><al gori t hneSHA1</ al gori t hne
</ val ue>2j nj 71 5r SwoyVb/ vl| WAYKK/ YBwk=</ val ue>
</ hash>
</ devi ce>
<access xmns:nfgr=".">
<nfgr:fil eAccess>
<file>C\My Docunents\tenp.doc</file>
<set >
<nfgr:read/ >
<nfgr:del etel/ >
<nfgr:createl/ >
</ set>
</nfgr:fil eAccess>
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</ access>
</tag>

45.3. <elt>
This element is an escape for atext set element. That is, the set

<set> <elt> 10 </elt> <elt> 24 </elt> </set>
isthe set consisting of two strings, “10” and “24”. If this had been written
<set> 10 24 </set>

then by the rules of XML there would be only one set element, the string “10 24”.

4.5.4. <prefix>

This optional element has one text datum. It stands for the set of all possible text data items that start
with the given text. For example,

<prefix> c:\fromnet\docunent s\upnp\ </prefix>

might refer to all pathnames and therefore files below the pathname given (in this case, presumably
UPnP documents fetched from the network).

4,5.5. <range>

This optional element refers to a set of possible text items, in a specific format, and within a specific
range. Thisistheleast likely permissions element to be used, but isincluded in order to cover any
desires to specify access control policies based on times of day or some numeric control value (e.g., a
maximum volume some control point is allowed to set on a TV).

<range> {format} {limt}* </range>

{format}:: <nuneric> | <date> | <tinme> ;

{limt}:: <l ow"mnimum excl usive val ue”</|ow> |
<l ow equal >" m ni num i ncl usi ve val ue” </ | ow equal > |
<hi gh>* maxi num excl usi ve val ue” </ hi gh> |
<hi gh- equal >* maxi mum i ncl usi ve val ue” </ hi gh-equal > ;

For example,

<access xm ns:nfgr=
<range>
<nureri c>
<l ow equal >0</ | ow equal >
<hi gh>9</ hi gh>
</ nuneric>
</ range>
</ nfgr:vol une>
</ access>

1> <nfgr:vol ume>

might allow the subject to set the volume to any value between 0 and 8, inclusive.

Times must bein device local timein the format HH:MM:SS, for example:

23:59: 59
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Dates must be in device local timein the format yyyy-mm-ddThh:mm:ssZ, for example:
2001- 12-29723: 59: 592

Notice that dates and times in those formats can be compared by normal string comparison, for the
purpose of the <r ange> element.

4.6. RSA Encryption Padding

The TakeOwnership and SetSessionK eys actions use public key cryptography for confidentiality,
rather than symmetric session keys.

The padding used is a so known as PK CS#1 (V1.5). The process of doing that padding is shownin
Figure 1, below.

MSB LSB

0 | 2 | Random non-0 padding [ O | Payload

« 0: asingle byte of all 0 (0x00)
* 2: asingle byte with the value 2 (0x02)

* Random non-0 padding: random bytesto fill out the
block, with no bytes of 0. (Seethetext for details.)

* Payload: the value being encrypted. Thisvaries
depending on use. (Seethe text for details.)

Figure 1: RSA encryption padding layout

The purpose of this padding is to encode the operation type (2 = encrypt) and the length of the
payload. One discoversthe length of the payload, after decryption, by scanning the raw decrypted
value, which is exactly the size of the RSA modulus, from|eft to right, starting with the 3¢ byte (the
first byte of random non-0 padding), looking for the first byte of 0. What isto theright of that O byte
isthe payload.

There are two ways to detect errors in the decryption operation just from this padding |If the most
significant two bytes are not 0 and 2 respectively, then there was an error. Also if the payload has an
improper length (alength of O or alength greater than the buffer provided to the RSA decrypt
operation for holding the decrypted payload), then there was an error. A standard cryptographic API
will probably have error codes for these two conditions. These errors, if reported back to the caller
(the attacker), have been used in an attack on RSA encryption using PKCS#1 and those attacksare
addressed in section 4.6.3.

The non-0 random padding has bits which are 0, of course, but has no bytes that are 0. This padding
can be generated by taking bytes from arandom (or good pseudo-random) source and using them inthe
padding if they are non-0 and discarding any that are 0.
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4.6.1. SetSessionKeys

SetSessionK eys must create atemporary (single use) session key and communicate that to the
receiver. Thisisaccomplished by embedding the session key (bulk key) along with anlV (initialization
vector, for CBC mode) in ablock that is encrypted with the public key. That IV and session key
become the payload for the padded RSA block as shown in Figure 1. This payload will be significantly
less than the size of the RSA modulus. See Figure 2, below, for details.

MSB LSB

Payload = v Key

«|V: aninitial value for CBC mode, the size of a cipher
block in the symmetric cipher (e.g., 128 bitsfor AES)

» Key: the key for the symmetric cipher (e.g., 256 bitsfor
full strength AES)

« All bytes of these two values are in network standard byte
order (also known as“bigendian”). That is, the most
significant byte isto the left in each value.

Figure 2: EncipheredBulkK ey Payload

4.6.2. TakeOwnership

TakeOwnership communicates a value small enough that it is encrypted directly by the public key,
using padding as shown in Figure 1. The HMAC value, H, being communicated by TakeOwnership is
the Payload in Figure 1. See section 2.10.1 for details of the computation of that HMAC value, H.

4.6.3. Counteracting attacks on PKCS#1 V 1.5 padding

As noted above, there are attacks based on PKCS#1 V 1.5 because it creates error conditions that might
be reported. If those errors are reported to the attacker, this allows information about the private key
to bereveded. Thisclass of attack based on PKCS padding has the attacker generating false
ciphertexts (or modifying legitimate ciphertexts) and submitting those to the device. There are three
possible outcomes from such a modification of the ciphertext:

1. Thedecrypted block will not start with bytes 0x00 0x02. This should happeninall but 1in
65536 times.

2. The decrypted block will start with 0x00 0x02, but the length of payload will be wrong
(because the first 0x00 after the header will be in the wrong place).

3. The header will be correct and the payload will be the correct length, but the bytes of the
payload will be wrong. In the case of UPnP Security, when this happens, TakeOwnership
will fail asif the caller had the wrong secret password and SetSessionKeys will most likely
give an error about incorrect XML. The actual choice of error code will depend on the
implementation.
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If the device returns errors that allow the attacker to tell which of these three cases has occurred, then
the attacker can, with enough probes, learn bits of the device's private key.

The solution to thisis to keep the attacker from learning which of these cases has occurred.

One simple way to achieve that result isto force all three errorsinto error #3. That is, if one hasa
cryptographic library that returns error codes corresponding to cases #1 and #2 above, then instead of
giving thet error back to the caller in any form, the code should generate a completely random payload
and then use that payload as if there had been no error. Thiswill produce an error, as in case #3, but
the attacker will not have learned anything from this useof PK CS#1.

4.6.4. Historical note about padding and padding attacks

This use of PKCS#1 was not in early versions of this spec. The padding used there was nonstandard
but provably avoided all forms of this kind of attack. PKCS#1 is now being used becauseit isso
completely pervasive in the industry that some implementations of cryptographic libraries offer
nothing else and, in particular, offer no opportunity for implementing the padding mechanism that was
specified in the original versions of this spec.

Because PKCS#1 opens us to a class of attacks, a procedureis specified in section4.6.3 to counteract
that class of attacks.

4.7.  Public Keys and their hashes

A public key is expressed as an XML structure of the form, for example:

<RSAKeyVal ue>
<Modul us>xA7SEU+e0y..</ Modul us>
<Exponent >AQAB</ Exponent >
</ RSAKeyVal ue>
That is, the modulus and exponent are each expressed as the BASE64 encoding of the longinteger
value. That value, after BASE64 decoding, is a byte string in network-byte-order (most significant
byte first). These values are unsigned large integers. However, some cryptographic routines use multk
precision routines that assume all multi-precision integers are signed.

Implementations of DeviceSecurity use the hash of this public key, which means they need to take the
hash of some canonical encoding. It isto be expected that many implementations will keep public keys
in abinary form for normal use, and not to keep the XML by which they were communicated.
However, for later use (e.g., in TakeOwnership) the implementation needs to generate the XML from
that binary form. That generation needs to be the same for every implementation. Therefore, the
following process for generating the XML from a public key isto be followed:

1. Each multi-precision integer isin network byte order (most significant byte first) and if the
high order bit of the unsigned byte stringisa 1, that string is prefixed with one byte of 0. In
other words, the multi-precision number is the minimal expression of the value, assuming that
it will beinterpreted as a signed integer.

2. Multi-precision values are encoded as BASE64, by the rules given in section4.9, below.
3. Theencoding is XML with no white space.

4. The hash includes the <RSAKeyValue> open and close tags.
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5. There are no namespace declarations or prefixes used in this structure. This <RSAKeyValue>
is conformant with <ds:RSAKeyValue> except for namespace indication.

In the examples given in this document, white space has been added (carriage return, line feed and
spaces) to increase the XML’ s readability in this document. When actually transmitted as an argument
or as acomponent of some other XML structure, there is to be no white space in the <RSAKeyVaue>
element.

4.8. Symmetric cipher mode and padding

This version of UPnP Security has have chosen AES with 128bit keys and 128-bit block size for the
mandatory symmetric cipher and CBC (Cipher Block Chaining) as the cipher mode.

When ablock cipher is applied to an arbitrary byte string, one must handle the case that the byte string
isnot an integral number of blockslong. Therefore, one uses a padding mechanism to pad out plaintext
to an integral number of blocks. This padding must be removed after decryption d the ciphertext byte
string. Therefore, it is common practice to put the count of padding bytes into the padding itself, in a
known place — specifically into the last byte. The rest of the padding is arbitrary. Note that since
there must be at least one byte of padding (in order to carry the count of number of padding bytes), a
plaintext block that is already an integral number of cipher blocks will be increased in size by awhole
cipher block.

The following conventional padding algorithm is used:

A plaintext string of bytes that needs to be encrypted has padding appended to it. Thereisaminimum
of 1 byte of padding and a maximum of the same number of bytes as the encryption algorithm block.
[That maximum padding size is used when the plaintext is aready an integral number of encryption
algorithm blocksin length.] The last byte of the padding is the number of bytes of padding. The other
bytes of the padding are arbitrary. If the sender has access to a good source of random bytes, it can use
random bytes. Otherwise, it can use any bytesit chooses, including constant values.

This padding is removed after decryption by going to the last byte of the decrypted byte string and
reading from that byte the number of padding bytes that were added. That maeny bytesis then
removed from the end of the decrypted byte string. The bytes that remain are the original plaintext.

4.9. Canonical BASE64 Encoding

BASE64 encoding is defined in RFC1521. The concern of that RFC is the encoding of binary values
for successful transport through e-mail handlers. Since some of those email handlers would break lines
that were longer than 80 characters, RFC1521 specifies that all BASE64 encodings should be limited to
76 character maximum line lengths.

UPnP does not use e-mail transport but rather HTTP, an 8-bit channel with no line-length restrictions.
The breaking of linesis difficult to canonicalize, especially since a BASE64 value will be used within
XML elements that may add to the line length.

For the purposes of UPnP Security, canonical BASE64 will include no white space (no spaces, tabs or
end-of-line characters—in short, no ASCI| character codes less than or equal to 32 decimal).

In addition, when one encodes the last bytes of binary into BASE64, there are three possikilities.
BASE64 encodes blocks of three binary bytesinto four ASCII characters. If there are fewer than three
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bytes | eft to be encoded, BASE64 encodes whatever bytes there are and uses the character
indicate how many bytes were actually encoded, as by the following table:

# binary #"=" characters | Example
bytes
3 0 Y21l
2 1 eHk=
1 2 ==

o

to

When building that last group of 4 encoded charactersin all but the 3-byte case, the last encoded
character contains bits from the last binary byte and what should be the next byte. For canonical form
BASE®64, that “next byte” must be abyte of 0. That “next byte” could be random and the BASE64
string would convert back to the same binary string, but for the purpose of building canonical BASE6G4

those choices must be limited.
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5. Theory of Operation

UPNP™ consists of a number of different protocols, for different functions. Thereis SSDP for
discovery, SOAP for control, GENA for event subscription and reporting and HTTP for presentation
pages and bulk data transfer. The UPnP Security Working Committee has addressed all of these
protocols, but DeviceSecurity speaks only to securing SOAP control actions.

The SOAP interface to a security-aware device is protected in the following ways:

1. Authorization: any control point must be authorized to perform a secured action before that
action will be accepted from that control point. Some actions may be permitted to <a:any/>,
that isto all control points whether they sign control messages or not, but that is up to the
device owner through actions at the Security Console (assuming the manufacturer declares the
action to be access controlled).

2. Integrity protection: any signed message isintegrity protected as a side-effect of its
signature.

3. Replay prevention: once a secure session is established, via SetSessionK eys, thereisa
sequence number available for replay prevention. The sequence number isin two parts: an
arbitrary string (possibly along random number) generated by the device as part of creating
the session, and an unsigned 32-bit integer that counts from 0. For replay prevention of the
non-session actions, TakeOwnership and SetSessionK eys, the LifetimeSequenceBase state
variable provides a non-repeating value over the lifetime of the device.

4. Confidentiality: When confidentiality isrequired, DeviceSecurity provides an action,
DecryptAndExecute, that carries a Ciphertext as one argument, and inside that Ciphertext
thereis a complete UPnP message of some other action. The other action is executed, if it is
authorized, and any reply from that action is encrypted with keys from the same session to
return to the caller as the reply from DecryptAndExecute. This mechanism was necessary in
order to keep from doing damage to the UPnP V1 Device Architecture. However, itis useful
in certain edge cases and is likely to remain even if the V1 Device Architecture were to change
to allow other forms of encryption.

In order to enforce authorization, two things are required.
1. Each authorized control point must digitally sign SOAP messages.

2. Some application with a user interface must allow the device/network owner to configure
security policy on devices on that owned network. This application is called a Security
Console. It operates both as a control point (calling some of the actions described in this
document) and as a device (see SecurityConsole:0.93).

For performance reasons, most operations will use session keys: symmetric keys (e.g., AESor SHAL
HMAC) to be used instead of the device's or control point’s public keys.

5.1. Access Control Lists and Certificates

Each device is responsible for its own access control decisions. Those decisions are made according to
a security policy, established in turn by the device's owner, through the actions of a Security Console.
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The security policy for adevice is encoded in the form of three data structures, of decreasing power (of
granted access):

1. thelist of device owners
2. anAccess Control List (ACL)
3. authorization certificates

Thelist of device ownersisthelist of (the hashes of) thosesignature keys that are permitted to edit
the ACL of the device. By default, each of these keysis given total permission to operate the device as
well.

The ACL lists those signature keys (of a CP, usually, but sometimes of a SC) that are being granted
less than full ownership privilege. Each ACL entry lists asignature key (indicated by its hash) and one
or more permissions being granted that key. These permissions are defined by the device manufacturer
and correspond to some set of actions that the signature key is allowed to perform. The mapping from
defined permission to set of permitted actions is left up to the manufacturer to specify. An ACL entry
might also contain limiting specifications: validity date/time limits and, possibly, the prohibition
against further delegation. These limitations are not expected in normal ACL entries, but they are
available for advanced SC-Device interaction.

There are times when permission cannot be granted by editing an ACL entry. For example, some SC
might have been granted only limited permission at a device and might want to grant that permission to
some CP or some SC might be an owner of a device that has no memory for ACL storage. The SC
would then issue a certificate to grant that permission to the CP. It is possible for the user interface for
this certificate generation to be indistinguishable from the user interface for ACL editing, so that the
user would not need to know details of the mechanisms involved.

Certificates must be communicated to the device that is doing the access control test. They can be
communicated directly, viaa CacheCertificate call to the device itself, but they will probably be
communicated to the control point being empowered, for that control point to pass along to the device.
The control point can pass those certificates to the device via CacheCertificate or within an XML
Signature<ds: Keyl nf o> element. The former has a performance advantage, in the case of repeated
authorized actions, but may not be allowed due to device memory constraints. The communication of
certificates from the Security Console to the Control Point is provided via the SecurityConsole:0.93
service.

5.1.1. ACL and Certificate Processing Model

Historically, some ACLs were processed in some order and can include statements such as “ stop
processing here”. The ACLs defined here follow the capability model, as do the certificates defined
here. That is, each ACL entry (section 4.2) or certificate (section 4.4) grants some permission. No
ACL entry or certificate can override some other entry’s permission. That is, thisisastrictly
monatonic permission granting model. Therefore, for example, when one adds anew ACL entry via
AddACLERtry, that entry is always added at the end of the ACL.

In this model, a given person’ s rights are the union of the rights of all of his ACL entries or certificates.
This processing model for ACLs is necessary to make ACL entries have the same semantics as
certificates.

Revocation of agrant of rights is accomplished in different ways with ACL entries and certificates.
When apermission is granted by ACL entry, one can revoke that permission by editing or deleting that
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entry. When apermission is granted by certificate, the permissioncan be revoked only by having the
certificate expire and not be renewed.

Since certificate revocation is by date and time and since some UPnP devices will not have calendar
clocks, revocation of permissions granted by certificate is not to be considered aprecise operation.

5.2.  Signature block format

There must be no more than one <us: Securitylnfo> header element per SOAP actor. If thereis more
than one such element targeted at the device, the device should fail the message. This document does
not specify the use of <us:Securitylnfo> for intermediary actors but does not preclude such a
specification at alater date.

Actions that are access controlled must be digitally signed by the issuing control point, using XML
Signature format. That digital signature appliesto two fields, a <Freshness> block, shown below, and
the SOAP <body>. The <Securitylnfo> element, including the signature and the Freshness element, is
carried in the SOAP header. The Freshness element exists to defeat replay attacks. A unique valueis
used for each message. That value has three parts:

1. aSequenceNumber, which is monotonically increasing through a session in each direction. It
isa32-bit value and that implies a maximum of 4 billion messagesin a session beforeit expires
and anew session must be created. Both CPs and devices keep their own sequence numbers,
which are not necessarily related to each other. [Under this protocoal, in which each
transaction isinitiated by a CP, adeviceis free to keep only one sequence number counte
(the CP's) and use that for its own sequence numbering while a CP should keep two (since a
reply to a message might get lost in transit).] Message verification checks that the new
sequence number is higher than the previous sequence number in this sesson from the other
entity.

2. aSequenceBase, which is a non-repeating value generated by the device at the time the session
iscreated. Thisvalue, perhaps alarge random number, prevents replay between sessions.

3. acontrolURL, the URL to which the call isbang addressed. The called device should confirm
that the URL given in this element matches the URL actually being called, thus preventing
redirection attacks.

Note that the digest and signature valuesin the examples below were not calculated from this example,
so they will fail to verify.

There are two forms of signature defined. The most common form should use a symmetric session key
for signatures and would look like:

<Securityl nfo>
<Freshness xm ns="urn: schenas- upnp-or g: servi ce: Devi ceSecurity: 1"
xm ns: us="ur n: schemas- upnp- or g: servi ce: Devi ceSecurity:1”
us: | d=" Fr eshness” ><SequenceBase>XXX.
. XXX</ SequenceBase><SequenceNunber >YYY.
. YYY</ SequenceNunber ><cont r ol URL>ht t p: // ZZZ.
. ZZZ</ cont r ol URL></ Fr eshness>

<Si gnature xm ns="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >

<Si gnedl nfo xm ns="htt p://ww. w3. or g/ 2000/ 09/ xm dsi g#" >

<Canoni cal i zat i onMet hod Al gorithm="htt p://ww. w3. or g/ 2001/ 10/ xmi - exc-
cl4n#"></ Canoni cal i zat i onMet hod>
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<Si gnat ur eMet hod
Al gorithm="http://ww:. w3. or g/ 2000/ 09/ xm dsi g#hmac-
shal" ></ Si gnat ur eMet hod>
<Ref erence URI ="#Body" >
<Tr ansf or n>
<Transform
Al gorithne"http://ww. wW3. or g/ 2001/ 10/ xm - exc- c14n#></ Tr ansf or nmp
</ Tr ansf or n>
<Di gest Met hod
Al gorithne"http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal" ></ Di gest Met hod>
<Di gest Val ue>Si Gg1/ kFnf x7a@4XWj56r dUQY yo=</ Di gest Val ue>
</ Ref er ence>
<Ref erence URI ="#Fr eshness" >
<Tr ansf or ns>
<Transform
Al gorithne"http://ww. wW3. or g/ 2001/ 10/ xm - exc- c14n#></ Tr ansf or e
</ Tr ansf or ns>
<Di gest Met hod
Al gorithne"http://wwmw. w3. or g/ 2000/ 09/ xm dsi g#shal" ></ Di gest Met hod>
<Di gest Val ue>f YLMut Gy/ KVdDzsEPTqc YKxOvz M=</ Di gest Val ue>
</ Ref er ence>
</ Si gnedl nf 0>
<Si gnat ur eVal ue>t TFeDXxEb9LI Xol 8DFgu8bkzed6Q=</ Si gnat ur eVal ue>
<ds: Keyl nf 0>
<KeyName>17</ KeyNare>
</ ds: Keyl nf 0>
</ Si gnat ur e>
</ Securityl nf o>

The KeyName above isasession key ID. For messages going to the device, it is the DeviceKeyID.
For messages coming from the device to the CP, it isthe CPKeylID. Note: according to the XML-
Signature schema, <KeyName> isastring. The decimal value 17 is also a string, besides being a
number.

In some cases, it is hecessary to sign a message using a public key algorithm(e.g., in SetSessionKeys or
TakeOwnership). In those cases, there is no sequence base or number, so freshnessis established via
the LifetimeSequenceBase. Replies to these messages are not signed by public key algorithms, so there
is no device-to-CP freshness counter for public-key signatures. A public-key signature block would
look like:

<Securityl nfo>
<Freshness xm ns="urn:schenas- upnp-org: servi ce: Devi ceSecurity: 1"
xm ns: us="ur n: schemas- upnp- or g: servi ce: Devi ceSecurity:1”
us: | d=" Freshness” ><Li f et i neSequenceBase>XXX.
. XXX</ Li f et i meSequenceBase><control URL>ht t p: // ZZZ.
. ZZZ</ cont r ol URL></ Freshness>
<Si gnature xm ns="http://ww. w3. or g/ 2000/ 09/ xni dsi g#" >
<Si gnedl nfo xm ns="http://ww. w3. or g/ 2000/ 09/ xni dsi g#" >
<Canoni cal i zat i onMet hod
Al gorithne"http://ww. w3. org/ 2001/ 10/ xm - exc-
cl4n#" ></ Canoni cal i zat i onMet hod>
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<Si gnat ur eMet hod
Al gorithn"http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa
shal" ></ Si gnat ur eMet hod>
<Ref erence URI ="#Body" >
<Tr ansf or n>
<Transform
Al gorithne"http://ww. wW3. or g/ 2001/ 10/ xm - exc- c14n#></ Tr ansf or nmp
</ Tr ansf or n>
<Di gest Met hod
Al gorithne"http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal" ></ Di gest Met hod>
<Di gest Val ue>Si Gg1/ kFnf x7a@4XW)56r dUQ yo=< Di gest Val ue>
</ Ref er ence>
<Ref erence URI ="#Fr eshness" >
<Tr ansf or ns>
<Transform
Al gorithne"http://ww. wW3. or g/ 2001/ 10/ xm - exc- c14n#></ Tr ansf or e
</ Tr ansf or ns>
<Di gest Met hod
Al gorithne"http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal" ></ Di gest Met hod>
<Di gest Val ue>f YLMut Gy/ KVdDzsEPTqc YKxOvz M=</ Di gest Val ue>
</ Ref er ence>
</ Si gnedl nf 0>

<Si gnat ur eVal ue>Tx3dGYKl 8UW x00Q+f EOaYKI Mcr 2UTCO6shC/ duR9OX YkFY2za5UEVr
f 8022nMBEqQ7LQy3LQFILSEpLpCht XZEgQ==</ Si gnat ur eVal ue>
<Keyl nf 0>
<KeyVal ue>
<RSAKeyVal ue>

<Modul us>t PK7xYLJqgnV7sal t Sus77dar | xI HHMWNaj VEdxI w7Ym nUyp/ pl hKI t Fr 1j Xz
oz Xf PW3ZWN6Jf pdbyDwl J74Q==</ Modul us>
<Exponent >AQAB</ Exponent >
</ RSAKeyVal ue>
</ KeyVal ue>
</ Keyl nf 0>
</ Si gnat ur e>
</ Securityl nfo>

In both cases, the <SignatureVaue> is computed over the <Signedinfo> block. As shown here, that
block is formatted for easy reading in this document. As actually transmitted, no white space should
be used. However, if thereis any white space, the hash must include that white space, under the rules
of Exclusive Canonicalization. Note: by the rules of section5.2.2, the <us:Freshhess>,
<ds:Signedinfo> and <soap:Body> must bein Exc-C14N form on output from any UPnP control
point or intermediary that is conformant with this specification.

5.2.1. Sequence Numbering

Every message under a given key needs a unique sequence number. Otherwiseg, it is possible for there
to be replay attacks.

UPNP Security defines a sequence number as two components: the SequenceBase and the
SequenceNumber.
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A message is considered fresh if the sender uses the correct SequenceBase for the session key indicated
and if its SequenceNumber is greater than thelast one used accepted from the sender. That is, a
message with a very high sequence number but an invalid signature would not bump the sequence
number memory.

The SequenceBase is a string, presumably random, generated by the device when anew set of sesion
keysisestablished. The CPis generating those session keys and the device generates the
SequenceBase so that only if both of them reuse matching old values will uniqueness of sequence
numbering be violated.

Within one session, messages are differertiated from one another by SequenceNumber, which is a 32
bit value. Thisvalue starts at 0, when a session is created, and should increase with each message sent
under that session.

If that SequenceNumber should reach 2%, then the session should expire automatically (without
requiring an ExpireSessionKeys action).

When areply is signed, that reply needs a <Freshness> block. The SequenceNumber in that reply
message should be greater than the SequenceNumber used in the last reply.

Within agiven session, there is no set relationship between a SequenceNumber sent by aCP and a
SequenceNumber sent by adevice. SequenceNumber values from both entities should be strictly
increasing, but need not increment by 1 or any other fixed delta. Note that if a deviee manufacturer
chooses to keep only one sequence number in memory for both messages and replies and then
increment that value, that procedure conforms to this requirement— as would an implementation that
keeps two counters, one for messages and one for replies. A CP, however, must not assume that there
isasingle counter, in order to be fully general.

If an action is signed using a public key algorithm, the LifetimeSequenceBase is used as both the
sequence base and number for freshness of that action’s sgnature. Thisimpliesthat one must fetch a
new LifetimeSegquenceBase before each public key operation.

5.2.2. Hashing and Canonicalization

In order to form a signature over an XML document, that document must be canonicalized. The
appropriate canonicalization method for XM L-Signature is Exclusive XML Canonicalization
Version 1.0; W3C Recommendation 18 July 2002. This canonicalization does not apply to an entire
document, but rather to signed portions of a document.

This method of canonicalization can be very expensive, when performed at the receiver, so some small
devices may have difficulty doing that work. To accommodate those devices, the sender (or re-sender)
of a UPnP secured message must transmit messages whose signed elements are canonical according to
Exclusive XML Canonicalization Version 1.0 so that areceiver can use the bytes asthey arrived in the
incoming message without doing any canonicalization. At the same time, the signature will verify while
some other receiver whose stack automatically does Exclusive C14N will also verify signatures.

Part of canonicalization isthe processing of line endings. It is strongly recommended that XML
transmissions in security-aware UPNnP not use any line endings or other formatting white space,
especialy in any signed elements. These are messages between two computers, not for human
consumption. If one does use line endings, care must be taken to ensure that they conform to the
Exclusive XML Canonicalization form.
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The use of SOAP intermediariesis outside the scope of this document. An intermediary that does not
output messages canonicalized as specified here will cause signatures not to verify. One might want to
use DecryptAndExecute to tunnel signed messages through such an intermediary.

5.2.3. UPnP Certificate Transport

It is possible to communicate certificates from a Control Point to a Device only via callsto the action,
CacheCertificate. However, that assumes that the Device has room for a cache of certificates. Caching
certificates would be wise if they will be used multiple times to authorize the same control point.

If the Device has inadequate room for a certificate cache or if the control point needs to use certificates
only once, then it makes sense to transmit the certificates within the XM L-Signature

<ds: Si gnat ur e> element. XML-Signature provides a mechanism for that transport, within a

<ds: Keyl nf 0> element.

UPNP certificates are strongly similar to SPKI certificates, but are not the same. They have slightly
different syntax and are encoded in XML rather than canonical Sexpressions. Therefore, anew
element typeis defined for carrying UPnP certificates (both authorization and group membership
(name) certificates).

<UPnPData> . . . </UPnPData>

This element carries a certificate sequence. The resulting<Key| nf o> block (defined within
xmlns=http://www.w3.0rg/2000/09/xmldsig#) is then, for example:

<Keyl nf 0>
<KeyNane>17</ KeyNanme>
<UPnPDat a xnm ns="ur n: schemas- upnp-
org: service: Devi ceSecurity: 1”">

<Sequence>
<cert> . . </cert><ds:Signature> . . </ds:Signature>
<cert> . . </cert><ds:Signature> . . </ds:Signature>

</ Sequence>
</ UPnPDat a>
</ Keyl nf 0>
Note that the XM L-Signature specification allows<Key| nf 0> to contain multiple elements, but each
one needs to refer to the same signing key. These certificates are assumed to be offered in support of
the signing key, completing a proof of its authorization to perform the action it is trying to do.

5.2.4. IDs for XML-Signature

XM L-Signature is used for UPnP message authentication (see section 5.2) and for certificate signatures
(see section 5.2.3).

An implementation must not trust information without verifying that it was signed by an
appropriately authorized key.

The global usld attribute is defined to be of type ID and is therefore required to be unique within the
document that containsit. Use of the us:Id attribute for XML-Signature references is the only method
supported in DeviceSecurity.
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5.2.5. Signature Processing Model

XM L-Signature is used for UPnP message authentication (see section5.2) and for certificate signatures
(see section 5.2.3).

If amessage is signed and the signature fails, then if the action requires authori zation, that action must
respond with a SOAP fault response.

If acertificate signature fails, then that certificate is not added to the device's cache of certificate
bodies. Thisdoes not invalidate other certificates transmitted at the same time or themessage in which
the certificate was being carried. If the certificate isrejected, then it islikely to expect an action needing
that certificate not to be successfully authorized and to fail on that account, but the failure would be
failure of authorization rather than failure of certificate signature.
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6. XML Service Description

<?xm version="1.0"?>
<scpd xm ns="urn:schemas- upnp-org: servi ce-1-0">
<specVersion> <!-- UPnP version 1.0 -->
<ngj or >1</ maj or >
<ni nor >0</ m nor >
</ specVer si on>
<acti onLi st >
<action>
<nane>Cet Publ i cKeys</ nane>
<argunent Li st >
<ar gunent >
<nane>KeyAr g</ nane>

<rel at edSt at eVari abl e>A ARG TYPE string</rel at edSt at eVari abl e>
<di rection>out </ di recti on>
<retval />
</ ar gunent >
</ argunent Li st >
</ action>
<action>
<nane>Cet Al gori t hnsAndPr ot ocol s</ nane>
<ar gunent Li st >
<ar gunent >
<name>Suppor t ed</ nanme>

<rel at edSt at eVari abl e>A ARG TYPE string</rel at edSt at eVari abl e>
<di recti on>out </ di rection>
<retval />
</ ar gunent >
</ argunent Li st >
</action>
<action>
<nane>Cet ACLSi zes</ nane>
<argunent Li st >
<ar gunent >
<nane>Ar gTot al ACLSi ze</ nane>
<rel at edSt at eVari abl e>Tot al ACLSi ze</r el at edSt at eVari abl e>
<di recti on>out </ di recti on>
</ ar gunent >
<ar gunent >
<nane>Ar gFr eeACLSi ze</ nane>
<rel at edSt at eVari abl e>Fr eeACLSi ze</rel at edSt at eVari abl e>
<di recti on>out </ di recti on>
</ ar gunent >
<ar gunent >
<nanme>Ar gTot al Oaner Li st Si ze</ nane>

<rel at edSt at eVari abl e>Tot al Owner Li st Si ze</rel at edSt at eVari abl e>

© 2002 Contributing Members of the UPnP Forum. All Rights Reserved

66



DeviceSecurity:0.93 67

<di recti on>out </ di recti on>
</ ar gunent >
<ar gunent >
<nanme>Ar gFr eeOaner Li st Si ze</ nane>

<rel at edSt at eVari abl e>Fr eeOnner Li st Si ze</r el at edSt at eVari abl e>
<di recti on>out </ di recti on>
</ ar gunent >
<ar gunent >
<nane>Ar gTot al Cert CacheSi ze</ nane>

<rel at edSt at eVari abl e>Tot al Cert CacheSi ze</rel at edSt at eVari abl e>
<di recti on>out </ di recti on>
</ ar gunent >
<ar gunent >
<nanme>Ar gFr eeCert CacheSi ze</ nane>

<r el at edSt at eVari abl e>Fr eeCer t CacheSi ze</r el at edSt at eVari abl e>
<di rection>out </ di rection>
</ ar gunent >
</ ar gunent Li st >
</ action>
<action>
<nane>CacheCerti fi cat e</ nane>
<argunent Li st >
<ar gunent >
<nanme>Certifi cat es</ nane>

<rel at edSt at eVari abl e>A ARG TYPE string</rel at edSt at eVari abl e>
<di recti on>i n</direction>
</ ar gunent >
</ argunent Li st >
</ action>
<acti on>
<nane>Set Ti neH nt </ nane>
<ar gunent Li st >
<ar gunent >
<nane>Ar gTi neH nt </ nane>
<rel at edSt at eVari abl e>Ti neH nt </ rel at edSt at eVar i abl e>
<di recti on>i n</direction>
</ ar gunent >
</ argunent Li st >
</ action>
<acti on>
<nane>Cet Li f et i neSequenceBase</ nane>
<ar gunent Li st >
<ar gunent >
<nane>Ar gLi f et i neSequenceBase</ nane>

<rel at edSt at eVari abl e>Li f et i nreSequenceBase</r el at edSt at eVari abl e>
<di recti on>out </ di rection>
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<retval />
</ ar gunent >
</ argunentLi st>
</ action>
<action>
<nane>Set Sessi onKeys</ nane>
<argunent Li st >
<ar gunent >
<nane>Enci pher edBul kKey</ name>

<rel at edSt at eVari abl e>A ARG TYPE base64</rel at edSt at eVari abl e>
<di rection>j n</direction>
</ ar gunent >
<ar gunent >
<nane>Bul kAl gori t hnx/ nane>

<rel at edSt at eVari abl e>A ARG TYPE string</rel at edSt at eVari abl e>
<direction>in</direction>
</ ar gunent >
<ar gunent >
<nane>C phert ext </ name>

<r el at edSt at eVar i abl e>A ARG TYPE base64</r el at edSt at eVari abl e>

<di rection>i n</direction>

</ ar gunent >

<ar gunent >
<nanme>CPKey| D</ nane>
<rel at edSt at eVari abl e>A ARG TYPE i nt</rel at edSt at eVari abl e>
<di rection>i n</direction>

</ ar gunent >

<ar gunent >
<name>Devi ceKeyl D</ nane>
<rel at edSt at eVari abl e>A ARG TYPE i nt</rel at edSt at eVari abl e>
<di rection>out </ di rection>
<retval />

</ ar gunent >

<ar gunent >
<name>SequenceBase</ nanme>

<rel at edSt at eVari abl e>A ARG TYPE string</rel at edSt at eVari abl e>
<di r ecti on>out </ di recti on>
</ ar gunent >
</ argunent Li st >
</ action>
<acti on>
<nane>Expi r eSessi onKeys</ nane>
<ar gunent Li st >
<ar gunent >
<nane>Devi ceKeyl D</ nanme>
<rel at edSt at eVari abl e>A ARG TYPE i nt</rel at edSt at eVari abl e>
<di recti on>i n</direction>
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</ ar gunent >
</ argunentLi st>
</ action>
<action>
<nane>Decr ypt AndExecut e</ nane>
<argunent Li st >
<ar gunent >
<nane>Devi ceKeyl D</ nane>
<rel at edSt at eVari abl e>A ARG TYPE i nt</rel at edSt at eVari abl e>
<di rection>j n</direction>
</ ar gunent >
<ar gunent >
<nanme>Request </ nhane>

<rel at edSt at eVari abl e>A ARG TYPE base64</r el at edSt at eVari abl e>
<di rection>j n</direction>
</ ar gunent >
<ar gunent >
<nane>| nl </ nane>

<rel at edSt at eVari abl e>A ARG TYPE base64</r el at edSt at eVari abl e>
<direction>in</direction>
</ ar gunent >
<ar gunent >
<name>Repl y</ name>

<r el at edSt at eVar i abl e>A ARG TYPE base64</r el at edSt at eVari abl e>
<di rection>out </ di rection>
<retval />
</ ar gunent >
<ar gunent >
<nane>Qut | V</ nane>

<r el at edSt at eVar i abl e>A ARG TYPE base64</r el at edSt at eVari abl e>
<di r ecti on>out </ di rect i on>
</ ar gunent >
</ argunent Li st >
</ action>
<acti on>
<nanme>TakeOnmner shi p</ nane>
<ar gunent Li st >
<ar gunent >
<nane>HVACAI gor i t hnx/ nane>

<rel at edSt at eVari abl e>A ARG TYPE string</rel at edSt at eVari abl e>
<di recti on>i n</direction>
</ ar gunent >
<ar gunent >
<nane>Encr ypt edHVACVal ue</ nane>

<rel at edSt at eVari abl e>A ARG TYPE base64</rel at edSt at eVari abl e>
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<di rection> n</direction>
</ ar gunent >
</ argunentLi st>
</ action>
<action>
<nane>Cet Def i nedPer m ssi ons</ nane>
<argunent Li st >
<ar gunent >
<name>Per m ssi ons</ nane>

<rel at edSt at eVari abl e>A ARG TYPE string</rel at edSt at eVari abl e>
<di rection>out </ di recti on>
<retval />
</ ar gunent >
</ argunent Li st >
</ action>
<action>
<nane>Cet Def i nedPr of i | es</ nane>
<ar gunent Li st >
<ar gunent >
<name>Pr of i | es</ nane>

<rel at edSt at eVari abl e>A ARG TYPE string</rel at edSt at eVari abl e>
<di recti on>out </ di rection>
<retval />
</ ar gunent >
</ argunent Li st >
</ action>
<action>
<nane>ReadACL</ nane>
<argunent Li st >
<ar gunent >
<nane>Ver si on</ nane>

<r el at edSt at eVar i abl e>A ARG TYPE stri ng</rel at edSt at eVari abl e>
<di rection>out </ di rection>
<retval />
</ ar gunent >
<ar gunent >
<name>ACL</ nane>

<r el at edSt at eVari abl e>A ARG TYPE string</rel at edSt at eVari abl e>
<di r ecti on>out </ di rect i on>
</ ar gunent >
</ argunent Li st >
</ action>
<acti on>
<nane>W i t eACL</ nane>
<ar gunent Li st >
<ar gunent >
<nane>\er si on</ nane>
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<rel at edSt at eVari abl e>A ARG TYPE string</rel at edSt at eVari abl e>
<di rection>j n</direction>
</ ar gunent >
<ar gunent >
<name>ACL</ nane>

<rel at edSt at eVari abl e>A ARG TYPE string</rel at edSt at eVari abl e>
<direction>in</direction>
</ ar gunent >
<ar gunent >
<nanme>NewMer si on</ nanme>

<r el at edSt at eVar i abl e>A ARG TYPE string</rel at edSt at eVari abl e>
<di rection>out </ di recti on>
<retval />
</ ar gunent >
</ ar gunent Li st >
</ action>
<action>
<nanme>AddACLEnt r y</ nanme>
<argunent Li st >
<ar gunent >
<name>Ent r y</ nanme>

<r el at edSt at eVari abl e>A ARG TYPE string</rel at edSt at eVari abl e>
<di recti on>i n</direction>
</ ar gunent >
</ argunent Li st >
</ action>
<acti on>
<nane>Del et eACLEnt r y</ nane>
<ar gunent Li st >
<ar gunent >
<nane>Tar get ACLVer si on</ nane>

<rel at edSt at eVari abl e>A ARG TYPE string</rel at edSt at eVari abl e>

<di recti on>i n</direction>

</ ar gunent >

<ar gunent >
<nane>| ndex</ nane>
<rel atedSt at eVari abl e>A ARG TYPE i nt</rel at edSt at eVari abl e>
<di recti on>i n</direction>

</ ar gunent >

<ar gunent >
<nane>NewACL Ver si on</ nane>

<rel at edSt at eVari abl e>A ARG TYPE string</rel at edSt at eVari abl e>
<di recti on>out </ di recti on>
<retval />
</ ar gunent >
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</ argunent Li st >
</ action>
<action>
<nane>Repl aceACLEnt r y</ nane>
<argunent Li st >
<ar gunent >
<nane>Tar get ACLVer si on</ hane>

<rel at edSt at eVari abl e>A ARG TYPE string</rel at edSt at eVari abl e>

<di rection>j n</direction>

</ ar gunent >

<ar gunent >
<nane>| ndex</ nane>
<rel at edSt at eVari abl e>A ARG TYPE i nt</rel at edSt at eVari abl e>
<di rection>j n</direction>

</ ar gunent >

<ar gunent >
<nane>Ent r y</ nane>

<rel at edSt at eVari abl e>A ARG TYPE string</rel at edSt at eVari abl e>
<direction>in</direction>
</ ar gunent >
<ar gunent >
<name>NewACL Ver si on</ nane>

<r el at edSt at eVar i abl e>A ARG TYPE stri ng</rel at edSt at eVari abl e>
<di rection>out </ di recti on>
<retval />
</ ar gunent >
</ ar gunent Li st >
</action>
<action>
<nane>Fact or ySecurit yReset </ nane>
</action>
<action>
<nanme>Q& ant Oaner shi p</ nane>
<argunent Li st >
<ar gunent >
<nane>HashAl gori t hnx/ nane>

<r el at edSt at eVari abl e>A ARG TYPE string</rel at edSt at eVari abl e>
<di recti on>i n</direction>
</ ar gunent >
<ar gunent >
<name>KeyHash</ nane>

<r el at edSt at eVar i abl e>A ARG TYPE base64</r el at edSt at eVari abl e>
<di recti on>i n</direction>
</ ar gunent >
</ argunent Li st >
</ action>
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<action>
<nane>RevokeOnner shi p</ nane>
<argunent Li st >
<ar gunent >
<nane>HashAl gori t hnx/ nane>

<rel at edSt at eVari abl e>A ARG TYPE string</rel at edSt at eVari abl e>
<di rection>j n</direction>
</ ar gunent >
<ar gunent >
<nane>KeyHash</ nane>

<rel at edSt at eVari abl e>A ARG TYPE base64</r el at edSt at eVari abl e>
<di rection>i n</direction>
</ ar gunent >
</ argunent Li st >
</action>
<action>
<nane>Li st Oaner s</ nane>
<ar gunent Li st >
<ar gunent >
<nanme>Ar gNunber O Oaner s</ nanme>
<rel at edSt at eVari abl e>Nunber O Onner s</ r el at edSt at eVari abl e>
<di recti on>out </ di rection>
<retval />
</ ar gunent >
<ar gunent >
<nane>0aner s</ nanme>

<r el at edSt at eVar i abl e>A ARG TYPE stri ng</rel at edSt at eVari abl e>
<di rection>out </ di recti on>
</ ar gunent >
</ ar gunent Li st >
</action>
</actionList>
<servi ceSt at eTabl e>
<stateVari abl e sendEvent s="yes">
<nanme>Nunber O Oaner s</ nane>
<dat aType>i 4</ dat aType>
</stateVari abl e>
<stateVari abl e sendEvent s="yes">
<nane>Li f et i neSequenceBase</ nane>
<dat aType>stri ng</ dat aType>
</stateVari abl e>
<stateVari abl e sendEvent s="no">
<nane>Ti meH nt </ nane>
<dat aType>stri ng</ dat aType>
</stateVari abl e>
<stateVari abl e sendEvent s="no">
<nane>Tot al ACLSi ze</ nane>
<dat aType>i 4</ dat aType>
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</ st at eVari abl e>

<st at eVari abl e sendEvent s="yes">
<nane>Fr eeACLSi ze</ nane>
<dat aType>i 4</ dat aType>

</ st at eVari abl e>

<st at eVari abl e sendEvent s="no">
<nane>Tot al Owner Li st Si ze</ nane>
<dat aType>i 4</ dat aType>

</ st at eVari abl e>

<st at eVari abl e sendEvent s="yes">
<nane>Fr eeOnner Li st Si ze</ nane>
<dat aType>i 4</ dat aType>

</ st at eVari abl e>

<st at eVari abl e sendEvent s="no">
<nane>Tot al Cert CacheSi ze</ nane>
<dat aType>i 4</ dat aType>

</ st at eVari abl e>

<st at eVari abl e sendEvent s="yes">
<nane>Fr eeCer t CacheSi ze</ nane>
<dat aType>i 4</ dat aType>

</ st at eVari abl e>

<st at eVari abl e sendEvent s="no">
<nane>A_ ARG TYPE_ st ri ng</ nane>
<dat aType>st ri ng</ dat aType>

</ st at eVari abl e>

<st at eVari abl e sendEvent s="no">
<nanme>A ARG TYPE base64</ nane>
<dat aType>bi n. base64</ dat aType>

</ st at eVari abl e>

<st at eVari abl e sendEvent s="no">
<nane>A_ ARG TYPE_i nt </ nane>
<dat aType>i 4</ dat aType>

</ st at eVari abl e>

<st at eVari abl e sendEvent s="no">
<nane>A_ARG TYPE_bool ean</ nane>
<dat aType>bool ean</ dat aType>

</ st at eVari abl e>

</ servi ceSt at eTabl e>
</ m>
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