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1. Key Management Interoperability Protocol Use-Cases

1. Introduction

The purpose of this document is to describe use-cases to demonstrate the Key
Management Interoperability Protocol (KMIP). The use-cases shall indicate if all
concepts within the protocol are sound and can be used to implement typical scenarios in
real life. These use-cases are not intended to fully test an implementation of KMIP. Thus,
the use-cases do not contain typical QA scenarios which would stress an implementation.
The use-cases are based on v0.98 of the protocol.

2. Message exchange

The message exchange between clients and the server to test the following use-case
scenarios shall happen with TLV encoding over the http transport.

3. Centralized Management
1. Basic functionality

This use-case tests the basic features of KMIP including key and template creation,
attribute functionality, access methods, and batch operation.

1.  Use-case: Create / Destroy

Time | Request/Response messages

0 Create (symmetric key)
In: objectType="00000002" (Symmetric Key), CryptographicAlgorithm="00000003" (AES),
CryptographicLength="128", CryptographicUsageMask=00000012"

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (0)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000001 (Create)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Object Type (0x42000052), Type: Enumeration (0x04), Data: 0x00000002 (Symmetric Key)
Tag: Template-Attribute (0x4200008D), Type: Structure (0x80), Data:
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Cryptographic
Algorithm
Tag: Attribute Value (0x4200000B), Type: Enumeration (0x04), Data: 0x00000003 (AES)
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Cryptographic Length
Tag: Attribute Value (0x4200000B), Type: Integer (0x01l), Data: 0x00000080 (128)
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Cryptographic Usage
Mask

Copyright © 2009 Brocade, EMC, Hewlett Packard Development Corporation, IBM, LSI, NetApp and
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Tag: Attribute Value (0x4200000B), Type: Integer (0x01l), Data: 0x0000000C (Encrypt,
Decrypt)

42000073800000010E42000072800000003042000065800000001A420000660100000004000000004200006701000000
04000000624200000D0100000004000000014200000F80000000CC420000570400000004000000014200007480000000
B6420000520400000004000000024200008D80000000A042000008800000002D4200000A060000001743727970746F67
72617068696320416C676F726974686D4200000B04000000040000000342000008800000002A4200000A060000001443
727970746F67726170686963204C656E6774684200000B01000000040000008042000008800000002E4200000A060000
001843727970746F67726170686963205573616765204D61736B4200000B01000000040000000C

Out: objectType="00000002", uuidKey

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (0)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496DFEDC (Wed Jan 14
16:03:56 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01l), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000001 (Create)
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)
Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Object Type (0x42000052), Type: Enumeration (0x04), Data: 0x00000002 (Symmetric Key)
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
96789141-62bf-4352-b1c4-9d48dacdb77d

4200007680000000B042000075800000004142000065800000001A420000660100000004000000004200006701000000
04000000624200008E080000000800000000496DFEDC4200000D0100000004000000014200000F800000005D42000057
0400000004000000014200007A04000000040000000042000077800000003A420000520400000004000000024200008F

060000002439363738393134312D363262662D343335322D623163342D396434386461633462373764

1 Destroy (symmetric key)
In: wuidKey

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000014 (Destroy)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
96789141-62bf-4352-b1c4-9d48dacdb77d

42000073800000008542000072800000003042000065800000001A420000660100000004000000004200006701000000
04000000624200000D0100000004000000014200000F8000000043420000570400000004000000144200007480000000
2D4200008F060000002439363738393134312D363262662D343335322D623163342D396434386461633462373764

Out: uuidKey

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (0)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496DFEDD (Wed Jan 14
16:03:57 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000014 (Destroy)
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)
Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
96789141-62bf-4352-b1c4-9d48dacdb77d

4200007680000000A342000075800000004142000065800000001A420000660100000004000000004200006701000000

Copyright © 2009 Brocade, EMC, Hewlett Packard Development Corporation, IBM, LSI, NetApp and
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04000000624200008E080000000800000000496DFEDD4200000D0100000004000000014200000F800000005042000057
0400000004000000144200007A04000000040000000042000077800000002D4200008F06000000243936373839313431
2D363262662D343335322D623163342D396434386461633462373764

2.  Use-case: Register / Create / Get attributes / Destroy

Time | Request/Response messages

0 Register (template)
In: objectType="00000007", templateName = ‘Templatel’, attributes={ ObjectGroup="Group1’,
ApplicationSpecificID="ssl, www.example.com’, ContactInformation="Joe’, x-Purpose="demonstration’ }

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000003 (Register)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Object Type (0x42000052), Type: Enumeration (0x04), Data: 0x00000006 (Template)
Tag: Template Name (0x4200008C), Type: Text String (0x06), Data: Templatel
Tag: Template-Attribute (0x4200008D), Type: Structure (0x80), Data:
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Object Group
Tag: Attribute Value (0x4200000B), Type: Text String (0x06), Data: Groupl
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Application Specific
Identification
Tag: Attribute Value (0x4200000B), Type: Structure (0x80), Data:
Tag: Application Name Space (0x42000003), Type: Text String (0x06), Data: ssl
Tag: Application Identifier (0x42000002), Type: Text String (0x06), Data:
www.example.com
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Contact Information
Tag: Attribute Value (0x4200000B), Type: Text String (0x06), Data: Joe
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: x-Purpose
Tag: Attribute Value (0x4200000B), Type: Text String (0x06), Data: demonstration

42000073800000017142000072800000003042000065800000001A4200006601000000040000000042000067010000000
4000000624200000D0100000004000000014200000F800000012F42000057040000000400000003420000748000000119
420000520400000004000000064200008C060000000954656D706C617465314200008D80000000F142000008800000002
44200000A060000000C4F626A6563742047726F75704200000B060000000647726F757031420000088000000059420000
0A06000000234170706C69636174696F6E205370656369666963204964656E74696669636174696F6E4200000B8000000
02442000003060000000373736C42000002060000000F7777772E6578616D706C652E636F6D4200000880000000284200
000A0600000013436F6E7461637420496E666F726D6174696F6E4200000B06000000034A6F65420000088000000028420
0000A0600000009782D507572706F73654200000B060000000D64656D6F6E7374726174696F6E

Out: objectType="00000007’, uuidTemplate

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496DFEDE (Wed Jan 14
16:03:58 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000003 (Register)
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)
Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Object Type (0x42000052), Type: Enumeration (0x04), Data: 0x00000006 (Template)
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:

Copyright © 2009 Brocade, EMC, Hewlett Packard Development Corporation, IBM, LSI, NetApp and
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14856cce-fc2a-499b-9f2d-5¢6924838blf

4200007680000000B042000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496DFEDE4200000D0100000004000000014200000F800000005D4200005704

00000004000000034200007A040000000400000000420000778000000032420000520400000004000000064200008F060
000002431343835366363652D666332612D343939622D396632642D356336393234383338623166

1 Create (symmetric key using template)
In: objectType="00000002", templateName="Template1’, CryptographicAlgorithm="AES’,
CryptographicLength="128’, CryptographicUsageMask=00000012"

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000001 (Create)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Object Type (0x42000052), Type: Enumeration (0x04), Data: 0x00000002 (Symmetric Key)
Tag: Template-Attribute (0x4200008D), Type: Structure (0x80), Data:
Tag: Template Name (0x4200008C), Type: Text String (0x06), Data: Templatel
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Cryptographic
Algorithm
Tag: Attribute Value (0x4200000B), Type: Enumeration (0x04), Data: 0x00000003 (AES)
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Cryptographic Length
Tag: Attribute Value (0x4200000B), Type: Integer (0x01), Data: 0x00000080 (128)
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Cryptographic Usage
Mask
Tag: Attribute Value (0x4200000B), Type: Integer (0x01), Data: 0x0000000C (Encrypt,
Decrypt)

42000073800000012042000072800000003042000065800000001A4200006601000000040000000042000067010000000
4000000624200000D0100000004000000014200000F80000000DE420000570400000004000000014200007480000000C8
420000520400000004000000024200008D80000000B24200008C060000000954656D706C6174653142000008800000002
D4200000A060000001743727970746F6772617068696320416C676F726974686D4200000B040000000400000003420000
08800000002A4200000A060000001443727970746F67726170686963204C656E677468420000080100000004000000804
2000008800000002E4200000A060000001843727970746F67726170686963205573616765204D61736B4200000B010000
00040000000C

Out: objectType="00000002", uuidKey

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496DFEDF (Wed Jan 14
16:03:59 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000001 (Create)
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)
Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Object Type (0x42000052), Type: Enumeration (0x04), Data: 0x00000002 (Symmetric Key)
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
6£2bb284-0488-4d4f-b0a2-e1a9cb33b33f

4200007680000000B042000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496DFEDF4200000D0100000004000000014200000F800000005D4200005704

00000004000000014200007A04000000040000000042000077800000003A420000520400000004000000024200008F060
000002436663262623238342D303438382D346434662D623061322D653161396362333362333366

2 Get attributes
In: uuidKey, attributeNames={‘ObjectGroup’, ‘ApplicationSpecificID’, ‘ContactInformation’, ‘x-Purpose’}

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:

4
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:

Copyright © 2009 Brocade, EMC, Hewlett Packard Development Corporation, IBM, LSI, NetApp and
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Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (0)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000B (Get Attributes)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
6£2bb284-0488-4d4f-b0a2-e1a9cb33b33f
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Object Group
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Application Specific
Identification
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Contact Information
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: x-Purpose

009782D507572706F7365

Out: uuidKey, attributes={ ObjectGroup="Group1’, ApplicationSpecificID="ssl, www.example.com’,
ContactInformation="Joe Miller’, x-Purpose="demonstration’ }

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)

16:03:59 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000B (Get Attributes)
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)
Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
6£2bb284-0488-4d4f-b0a2-e1a9cb33b33f
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Object Group
Tag: Attribute Value (0x4200000B), Type: Text String (0x06), Data: Groupl
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:

Identification
Tag: Attribute Value (0x4200000B), Type: Structure (0x80), Data:
Tag: Application Name Space (0x42000003), Type: Text String (0x06), Data: ssl
Tag: Application Identifier (0x42000002), Type: Text String (0x06), Data:
www.example.com
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Contact Information
Tag: Attribute Value (0x4200000B), Type: Text String (0x06), Data: Joe
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: x-Purpose
Tag: Attribute Value (0x4200000B), Type: Text String (0x06), Data: demonstration

6F73654200000B060000000D64656D6F6E7374726174696F6E

Destroy (symmetric key)
In: uuidKey

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)

Copyright © 2009 Brocade, EMC, Hewlett Packard Development Corporation, IBM, LSI, NetApp and
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4200007380000000F442000072800000003042000065800000001A4200006601000000040000000042000067010000000
4000000624200000D0100000004000000014200000F80000000B24200005704000000040000000842000074800000009C
4200008F060000002436663262623238342D303438382D346434662D623061322D6531613963623333623333664200000
A060000000C4F626A6563742047726F75704200000A06000000234170706C69636174696F6E2053706563696669632049
64656E74696669636174696F6E4200000A0600000013436F6E7461637420496E666F726D6174696F6E4200000A0600000

Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496DFEDF (Wed Jan 14

Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Application Specific

42000076800000019442000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496DFEDF4200000D0100000004000000014200000F80000001414200005704
000000040000000B4200007A04000000040000000042000077800000011E4200008F060000002436663262623238342D3
03438382D346434662D623061322D6531613963623333623333664200000880000000244200000A060000000C4F626A65
63742047726F75704200000B060000000647726F7570314200000880000000594200000A06000000234170706C6963617
4696F6E205370656369666963204964656E74696669636174696F6E42000008800000002442000003060000000373736C
42000002060000000F7777772E6578616D706C652E636F6D4200000880000000284200000A0600000013436F6E7461637

420496E666F726D6174696F6E4200000B06000000034A6F654200000880000000284200000A0600000009782D50757270
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Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000014 (Destroy)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
6£2bb284-0488-4d4f-b0a2-e1a9cb33b33f

42000073800000008542000072800000003042000065800000001A4200006601000000040000000042000067010000000
4000000624200000D0100000004000000014200000F80000000434200005704000000040000001442000074800000002D
4200008F060000002436663262623238342D303438382D346434662D623061322D653161396362333362333366

Out: uuidKey

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (0)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496DFEDF (Wed Jan 14
16:03:59 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000014 (Destroy)
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)
Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
6£2bb284-0488-4d4f-b0a2-e1a9cb33b33f

4200007680000000A342000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496DFEDF4200000D0100000004000000014200000F80000000504200005704
00000004000000144200007A04000000040000000042000077800000002D4200008F060000002436663262623238342D3
03438382D346434662D623061322D653161396362333362333366

4 Destroy (template)

In: vuidTemplate

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000014 (Destroy)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
14856cce-fc2a-499b-9£2d-5¢c6924838b1f

42000073800000008542000072800000003042000065800000001A4200006601000000040000000042000067010000000
4000000624200000D0100000004000000014200000F80000000434200005704000000040000001442000074800000002D
4200008F060000002431343835366363652D666332612D343939622D396632642D356336393234383338623166

Out: uuidTemplate

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496DFEEQO (Wed Jan 14
16:04:00 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000014 (Destroy)
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)
Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
14856cce-fc2a-4990-9£2d-5¢6924838b1f

4200007680000000A342000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496DFEE04200000D0100000004000000014200000F80000000504200005704
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00000004000000144200007A04000000040000000042000077800000002D4200008F060000002431343835366363652D6
66332612D343939622D396632642D356336393234383338623166

3.  Use-case: Create / Locate / Get / Destroy

Time | Request/Response messages

0 Create (symmetric key)

In: objectType = ‘00000002°, attributes={ Name={ Name="Key1’, NameType="00000001" },
CryptographicAlgorithm="DES’, CryptographicLength="56", CryptographicUsageMask=‘00000012",
ContactInformation="Joe’ }

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000001 (Create)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Object Type (0x42000052), Type: Enumeration (0x04), Data: 0x00000002 (Symmetric Key)
Tag: Template-Attribute (0x4200008D), Type: Structure (0x80), Data:
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Name
Tag: Attribute Value (0x4200000B), Type: Structure (0x80), Data:
Tag: Name Value (0x42000050), Type: Text String (0x06), Data: Keyl
Tag: Name Type (0x4200004F), Type: Enumeration (0x04), Data: 0x00000001
(Uninterpreted text string)
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Cryptographic
Algorithm
Tag: Attribute Value (0x4200000B), Type: Enumeration (0x04), Data: 0x00000001 (DES)
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Cryptographic Length
Tag: Attribute Value (0x4200000B), Type: Integer (0x01), Data: 0x00000038 (56)
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Cryptographic Usage
Mask
Tag: Attribute Value (0x4200000B), Type: Integer (0x01), Data: 0x0000000C (Encrypt,
Decrypt)
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Contact Information
Tag: Attribute Value (0x4200000B), Type: Text String (0x06), Data: Joe

42000073800000017842000072800000003042000065800000001A4200006601000000040000000042000067010000000
4000000624200000D0100000004000000014200000F800000013642000057040000000400000001420000748000000120
420000520400000004000000024200008D800000010A4200000880000000304200000A06000000044E616D654200000B8
00000001A4200005006000000044B6579314200004F04000000040000000142000008800000002D4200000A0600000017
43727970746F6772617068696320416C676F726974686D4200000B04000000040000000142000008800000002A4200000
A060000001443727970746F67726170686963204C656E6774684200000B01000000040000003842000008800000002E42
00000A060000001843727970746F67726170686963205573616765204D61736B4200000801000000040000000C4200000
880000000284200000A0600000013436F6E7461637420496E666F726D6174696F6E4200000B06000000034A6F65

Out: objectType = ‘00000002°, uuidKey

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496E00OBB (Wed Jan 14
16:11:55 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000001 (Create)
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Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)
Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Object Type (0x42000052), Type: Enumeration (0x04), Data: 0x00000002 (Symmetric Key)
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
579639%9al1-798e-4b0a-badf-el6c5cb2cl8c

4200007680000000B042000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496E00BB4200000D0100000004000000014200000F800000005D4200005704

00000004000000014200007A04000000040000000042000077800000003A420000520400000004000000024200008F060
000002435373936333961312D373938652D346230612D626134662D653136633563623263313863

1 Locate (symmetric key)
In: objectType = ‘00000002, attributes={ Name={ Name=‘Key1’, NameType="00000002"} }
Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000008 (Locate)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Object Type
Tag: Attribute Value (0x4200000B), Type: Enumeration (0x04), Data: 0x00000002 (Symmetric
Key)
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Name
Tag: Attribute Value (0x4200000B), Type: Structure (0x80), Data:
Tag: Name Value (0x42000050), Type: Text String (0x06), Data: Keyl
Tag: Name Type (0x4200004F), Type: Enumeration (0x04), Data: 0x00000001 (Uninterpreted
text string)
4200007380000000BB42000072800000003042000065800000001A4200006601000000040000000042000067010000000
4000000624200000D0100000004000000014200000F800000007942000057040000000400000008420000748000000063
4200000880000000214200000A060000000B4F626A65637420547970654200000B0400000004000000024200000880000
000304200000A06000000044E616D654200000B800000001A4200005006000000044B6579314200004F04000000040000
0001
Out: uuidKey
Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496E00OBB (Wed Jan 14
16:11:55 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000008 (Locate)
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)
Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:

Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
579639%9al1-798e-4b0a-badf-el6c5cb2cl8c
4200007680000000A342000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496E00BB4200000D0100000004000000014200000F80000000504200005704
00000004000000084200007A04000000040000000042000077800000002D4200008F060000002435373936333961312D3
73938652D346230612D626134662D653136633563623263313863

2 Get (symmetric key)
In: uuidKey

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
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Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000A (Get)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
579639%9al1-798e-4b0a-badf-el6c5cb2cl8c

42000073800000008542000072800000003042000065800000001A4200006601000000040000000042000067010000000
4000000624200000D0100000004000000014200000F80000000434200005704000000040000000242000074800000002D
4200008F060000002435373936333961312D373938652D346230612D626134662D653136633563623263313863

Out: objectType = ‘00000002°, uuidKey, symmetricKey

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496E00BC (Wed Jan 14
16:11:56 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000A (Get)
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)
Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Object Type (0x42000052), Type: Enumeration (0x04), Data: 0x00000002 (Symmetric Key)
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
579639al1-798e-4b0a-badf-el6c5cb2cl8c
Tag: Symmetric Key (0x4200008A), Type: Structure (0x80), Data:
Tag: Key Block (0x4200003C), Type: Structure (0x80), Data:
Tag: Key Value Type (0x42000040), Type: Enumeration (0x04), Data: 0x00000001
Tag: Key Value (0x4200003F), Type: Structure (0x80), Data:
Tag: Key Material (0x4200003D), Type: Octet String (0x07), Data: FDE6BFOBE59D9D4F
Tag: Cryptographic Algorithm (0x42000025), Type: Enumeration (0x04), Data: 0x00000001
(DES)
Tag: Cryptographic Length (0x42000026), Type: Integer (0x01l), Data: 0x00000038 (56)

42000076800000010342000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496E00BC4200000D0100000004000000014200000F80000000B04200005704
000000040000000A4200007A04000000040000000042000077800000008D420000520400000004000000024200008F060
000002435373936333961312D373938652D346230612D626134662D6531366335636232633138634200008A800000004A

4200003C8000000041420000400400000004000000014200003F80000000114200003D0700000008FDE6BFOBES9D9D4F4
200002504000000040000000142000026010000000400000038

3 Destroy (symmetric key)
In: uuidKey

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (0)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000014 (Destroy)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
579639%9al1-798e-4b0a-badf-el6c5cb2cl8c

42000073800000008542000072800000003042000065800000001A4200006601000000040000000042000067010000000
4000000624200000D0100000004000000014200000F80000000434200005704000000040000001442000074800000002D
4200008F060000002435373936333961312D373938652D346230612D626134662D653136633563623263313863

Out: uuidKey

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496E00BC (Wed Jan 14
16:11:56 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
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Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000014 (Destroy)
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)
Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
579639%9al1-798e-4b0a-badf-el6c5cb2cl8c

4200007680000000A342000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496E00BC4200000D0100000004000000014200000F80000000504200005704
00000004000000144200007A04000000040000000042000077800000002D4200008F060000002435373936333961312D3
73938652D346230612D626134662D653136633563623263313863

4 Locate
In: uuidKey

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000008 (Locate)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Unique Identifier
Tag: Attribute Value (0x4200000B), Type: Text String (0x06), Data:
579639%9al1-798e-4b0a-badf-elb6c5cb2cl8c

4200007380000000A842000072800000003042000065800000001A4200006601000000040000000042000067010000000
4000000624200000D0100000004000000014200000F800000006642000057040000000400000008420000748000000050
4200000880000000474200000A0600000011556E69717565204964656E7469666965724200000B0600000024353739363
33961312D373938652D346230612D626134662D653136633563623263313863

Out: <empty response payload>

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496E00BC (Wed Jan 14
16:11:56 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000008 (Locate)
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)
Tag: Response Payload (0x42000077), Type: Structure (0x80), Data: null

42000076800000007642000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496E00BC4200000D0100000004000000014200000F80000000234200005704

00000004000000084200007A040000000400000000420000778000000000

4. Use-case: Dual client use-case, ID Placeholder linked Locate &
Get batch

Time | Request/Response messages

0 Client A:

Register (template)

In: objectType="00000007", templateName = ‘Templatel’, attributes={ CryptographicAlgorithm="AES’,
CryptographicLength="128" }

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:

Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
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Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (0)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000003 (Register)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Object Type (0x42000052), Type: Enumeration (0x04), Data: 0x00000006 (Template)
Tag: Template Name (0x4200008C), Type: Text String (0x06), Data: Templatel
Tag: Template-Attribute (0x4200008D), Type: Structure (0x80), Data:
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Cryptographic
Algorithm
Tag: Attribute Value (0x4200000B), Type: Enumeration (0x04), Data: 0x00000003 (AES)
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Cryptographic Length
Tag: Attribute Value (0x4200000B), Type: Integer (0x01), Data: 0x00000080 (128)

4200007380000000E942000072800000003042000065800000001A4200006601000000040000000042000067010000000
4000000624200000D0100000004000000014200000F80000000A742000057040000000400000003420000748000000091
420000520400000004000000064200008C060000000954656D706C617465314200008D800000006942000008800000002
D4200000A060000001743727970746F6772617068696320416C676F726974686D4200000B040000000400000003420000
08800000002A4200000A060000001443727970746F67726170686963204C656E6774684200000B010000000400000080

Out: objectType="00000007", uuidTemplate

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (0)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: O0x00000000496E01CF (Wed Jan 14
16:16:31 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000003 (Register)
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)
Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Object Type (0x42000052), Type: Enumeration (0x04), Data: 0x00000006 (Template)
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
7936e2b9-0185-43ab-81b1-2e644ae48996

4200007680000000B042000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496E01CF4200000D0100000004000000014200000F800000005D4200005704
00000004000000034200007A04000000040000000042000077800000003A420000520400000004000000064200008F060
000002437393336653262392D303138352D343361622D383162312D326536343461653438393936

1 Client A:

Create (symmetric key using template)
In: objectType="00000002", templateName = ‘Templatel’, attributes={ Name={ Name="Key1”’,
NameType="00000001" }, CryptographicUsageMask=‘00000004’, ContactInformation="Foo’ }

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000001 (Create)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Object Type (0x42000052), Type: Enumeration (0x04), Data: 0x00000002 (Symmetric Key)
Tag: Template-Attribute (0x4200008D), Type: Structure (0x80), Data:
Tag: Template Name (0x4200008C), Type: Text String (0x06), Data: Templatel
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Name
Tag: Attribute Value (0x4200000B), Type: Structure (0x80), Data:
Tag: Name Value (0x42000050), Type: Text String (0x06), Data: Keyl
Tag: Name Type (0x4200004F), Type: Enumeration (0x04), Data: 0x00000001
(Uninterpreted text string)
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Cryptographic Usage
Mask
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Tag: Attribute Value (0x4200000B), Type: Integer (0x01), Data: 0x00000004 (Encrypt)
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:

Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Contact Information

Tag: Attribute Value (0x4200000B), Type: Text String (0x06), Data: Foo

42000073800000012142000072800000003042000065800000001A4200006601000000040000000042000067010000000
4000000624200000D0100000004000000014200000F80000000DF420000570400000004000000014200007480000000C9
420000520400000004000000024200008D80000000B34200008C060000000954656D706C6174653142000008800000003
04200000A06000000044E616D654200000B800000001A4200005006000000044B6579314200004F040000000400000001
42000008800000002E4200000A060000001843727970746F67726170686963205573616765204D61736B4200000B01000
00004000000044200000880000000284200000A0600000013436F6E7461637420496E666F726D6174696F6E4200000B06
00000003466F6F

Out: objectType="00000002", uuidKey

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496E01DO (Wed Jan 14
16:16:32 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000001 (Create)
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)
Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Object Type (0x42000052), Type: Enumeration (0x04), Data: 0x00000002 (Symmetric Key)
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
adbdef8d-débc-488a-9ad8-0cff0bcbedcl

4200007680000000B042000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496E01D04200000D0100000004000000014200000F800000005D4200005704
00000004000000014200007A040000000400000000420000778000000032420000520400000004000000024200008F060
000002461646264656638642D643662632D343838612D396164382D306366663062636265396331

Client B:

Locate and Get (symmetric key by name)

In (header): batchOrderOption="TRUE’

In: attributes={ objectType = ‘00000002°, Name={ Name=‘Key1’, NameType="00000001"} }
In: <empty Get payload>

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Batch Order Option (0x42000010), Type: Boolean (0x05), Data: TRUE
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000002 (2)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000008 (Locate)
Tag: Unique Message ID (0x42000090), Type: Octet String (0x07), Data: 1FADF4F046275BOE
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Object Type
Tag: Attribute Value (0x4200000B), Type: Enumeration (0x04), Data: 0x00000002 (Symmetric
Key)
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Name
Tag: Attribute Value (0x4200000B), Type: Structure (0x80), Data:
Tag: Name Value (0x42000050), Type: Text String (0x06), Data: Keyl
Tag: Name Type (0x4200004F), Type: Enumeration (0x04), Data: 0x00000001 (Uninterpreted
text string)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000A (Get)
Tag: Unigque Message ID (0x42000090), Type: Octet String (0x07), Data: FDBE797C64556C51
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data: null

42000073800000010642000072800000003A42000065800000001A4200006601000000040000000042000067010000000
400000062420000100500000001014200000D0100000004000000024200000F800000008A420000570400000004000000
084200009007000000081FADF4F046275B0E4200007480000000634200000880000000214200000A060000000B4F626A6
563742054797065420000080400000004000000024200000880000000304200000A06000000044E616D654200000B8000
00001A4200005006000000044B6579314200004F0400000004000000014200000F8000000027420000570400000004000
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0000A420000900700000008FDBE797C64556C51420000748000000000

Out: uuidKey
Out: objectType="00000002", uuidKey, symmetricKey

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (O0)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496E01D1 (Wed Jan 14
16:16:33 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000002 (2)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000008 (Locate)
Tag: Unigque Message ID (0x42000090), Type: Octet String (0x07), Data: 1FADFAF046275BOE
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)
Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
adbdef8d-débc-488a-9ad8-0cffObcbedcl
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000A (Get)
Tag: Unique Message ID (0x42000090), Type: Octet String (0x07), Data: FDBE797C64556C51
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)
Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Object Type (0x42000052), Type: Enumeration (0x04), Data: 0x00000002 (Symmetric Key)
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
adbdef8d-débc-488a-9ad8-0cff0bcbedcl
Tag: Symmetric Key (0x4200008A), Type: Structure (0x80), Data:
Tag: Key Block (0x4200003C), Type: Structure (0x80), Data:
Tag: Key Value Type (0x42000040), Type: Enumeration (0x04), Data: 0x00000001
Tag: Key Value (0x4200003F), Type: Structure (0x80), Data:
Tag: Key Material (0x4200003D), Type: Octet String (0x07), Data:
5C6BB5838B5E8DFIACAB6DIF3913175E
Tag: Cryptographic Algorithm (0x42000025), Type: Enumeration (0x04), Data: 0x00000003
(AES)
Tag: Cryptographic Length (0x42000026), Type: Integer (0x01l), Data: 0x00000080 (128)

42000076800000018642000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496E01D14200000D0100000004000000024200000F80000000614200005704
00000004000000084200009007000000081FADF4F046275B0E4200007A04000000040000000042000077800000002D420
0008F060000002461646264656638642D643662632D343838612D396164382D3063666630626362653963314200000F80
000000C94200005704000000040000000A420000900700000008FDBE797C64556C514200007A040000000400000000420
000778000000095420000520400000004000000024200008F060000002461646264656638642D643662632D343838612D
396164382D3063666630626362653963314200008A80000000524200003C8000000049420000400400000004000000014
200003F80000000194200003D07000000105C6BB5838B5E8DFIAC4B6DIF3913175E420000250400000004000000034200
0026010000000400000080

3 Client B:

Get attribute list
In: uuidKey

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000C (Get Attribute List)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
adbdef8d-débc-488a-9ad8-0cff0bcbedcl

42000073800000008542000072800000003042000065800000001A4200006601000000040000000042000067010000000

4000000624200000D0100000004000000014200000F80000000434200005704000000040000000C42000074800000002D
4200008F060000002461646264656638642D643662632D343838612D396164382D306366663062636265396331

Out: uuidKey, attributes={ * }

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
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Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (0)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)

Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496E01D1 (Wed Jan 14

16:16:33 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:

Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000C (Get Attribute List)

Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)

Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:

adbdef8d-débc-488a-9ad8-0cff0bcbedcl

Tag: Attribute Name (0x4200000A
Tag: Attribute Name (0x4200000A
Tag: Attribute Name (0x4200000A
Tag: Attribute Name (0x4200000A
Tag: Attribute Name (0x4200000A
Tag: Attribute Name (0x4200000A
Tag: Attribute Name (0x4200000A
Tag: Attribute Name (0x4200000A
Tag: Attribute Name (0x4200000A
Tag: Attribute Name (0x4200000A

Type: Text String (0x06
Type: Text String (0x06
Type: Text String (0x06
Type: Text String (0x06
Type: Text String (0x06

’ Data: Cryptographic Length
4
4
r
, Type: Text String (0x06
4
’
r
’

’
, Data: Cryptographic Algorithm
, Data: State
, Data: Initial Date
, Data: Unique Identifier
, Data: Name
Type: Text String (0x06),
Type: Text String (0x06),
Type: Text String (0x06),
Type: Text String (0x06),

)
)
)
)
)
)
) Data: Cryptographic Usage Mask
) Data: Object Type

) Data: Contact Information

) Data: Last Changed Date
42000076800000019542000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496E01D14200000D0100000004000000014200000F80000001424200005704
000000040000000C4200007A04000000040000000042000077800000011F4200008F060000002461646264656638642D6
43662632D343838612D396164382D3063666630626362653963314200000A060000001443727970746F67726170686963
204C656E6774684200000A060000001743727970746F6772617068696320416C676F726974686D4200000A06000000055
3746174654200000A060000000C496E697469616C20446174654200000A0600000011556E69717565204964656E746966
6965724200000A06000000044E616D654200000A060000001843727970746F67726170686963205573616765204D61736
B4200000A060000000B4F626A65637420547970654200000A0600000013436F6E7461637420496E666F726D6174696F6E
4200000A06000000114C617374204368616E6765642044617465

Client B:

Get attributes
In: wuidKey, attributeNames={‘Name’, ‘ContactInformation’}

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000B (Get Attributes)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
adbdef8d-débc-488a-9ad8-0cffObcbedcl
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Name
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Contact Information

4200007380000000AE42000072800000003042000065800000001A4200006601000000040000000042000067010000000
4000000624200000D0100000004000000014200000F800000006C4200005704000000040000000B420000748000000056
4200008F060000002461646264656638642D643662632D343838612D396164382D3063666630626362653963314200000
A06000000044E616D654200000A0600000013436F6E7461637420496E666F726D6174696F6E

Out: uuidKey, attributes={ Name={ Name="Key1’, NameType="00000001" }, ContactInformation="Foo’ }

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496E01D2 (Wed Jan 14
16:16:34 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000B (Get Attributes)
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)
Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
adbdef8d-débc-488a-9ad8-0cffObcbedcl
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
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Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Name
Tag: Attribute Value (0x4200000B), Type: Structure (0x80), Data:
Tag: Name Value (0x42000050), Type: Text String (0x06), Data: Keyl

text string)
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:

Tag: Attribute Value (0x4200000B), Type: Text String (0x06), Data: Foo

600000013436F6E7461637420496E666F726D6174696F6E4200000B0600000003466F6F

Tag: Name Type (0x4200004F), Type: Enumeration (0x04), Data: 0x00000001

Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Contact Information

42000076800000010D42000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496E01D24200000D0100000004000000014200000F80000000BA4200005704
000000040000000B4200007A0400000004000000004200007780000000974200008F060000002461646264656638642D6
43662632D343838612D396164382D3063666630626362653963314200000880000000304200000A06000000044E616D65
4200000B800000001A4200005006000000044B6579314200004F0400000004000000014200000880000000284200000A0

5 Client B:

Add attribute [batch]
In: wuidKey, attribute={ x-attribute1="Valuel’}
In: wuidKey, attribute={ x-attribute2="Value2’ }

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:

Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000002 (2)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000D (Add

Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
adbdef8d-d6ébc-488a-9ad8-0cff0bcbe9cl
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:

Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000D (Add

Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
adbdef8d-débc-488a-9ad8-0cffObcbedcl
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:

56532

Out: uuidKey, attribute={ x-attribute1="Valuel’}
Out: uuidKey, attribute={ x-attribute2=Value2’ }

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:

16:16:34 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000002 (2)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000D (Add

Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000
Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
adbdef8d-débc-488a-9ad8-0cffObcbedcl
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Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)

Attribute)

Tag: Unigque Message ID (0x42000090), Type: Octet String (0x07), Data: 208BA9CS5EFCAA530

Tag: Attribute Name (0x4200000RA), Type: Text String (0x06), Data: x-attributel
Tag: Attribute Value (0x4200000B), Type: Text String (0x06), Data: Valuel

Attribute)

Tag: Unigque Message ID (0x42000090), Type: Octet String (0x07), Data: A3E3990370185CO0A

Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: x-attribute2
Tag: Attribute Value (0x4200000B), Type: Text String (0x06), Data: Value?2

42000073800000014D42000072800000003042000065800000001A4200006601000000040000000042000067010000000
4000000624200000D0100000004000000024200000F80000000814200005704000000040000000D420000900700000008
208BA9CS5EFCAA53042000074800000005A4200008F060000002461646264656638642D643662632D343838612D3961643
82D3063666630626362653963314200000880000000244200000A060000000C782D617474726962757465314200000B06
0000000656616C7565314200000F80000000814200005704000000040000000D420000900700000008A3E3990370185C0
A42000074800000005A4200008F060000002461646264656638642D643662632D343838612D396164382D306366663062
6362653963314200000880000000244200000A060000000C782D617474726962757465324200000B060000000656616C7

Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496E01D2 (Wed Jan 14

Attribute)

Tag: Unigque Message ID (0x42000090), Type: Octet String (0x07), Data: 208BA9CS5EFCAA530

(Success)

(Uninterpreted
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Tag: Attribute (0x42000008), Type: Structure (0x80), Data:

Tag: Attribute Value (0x4200000B), Type: Text String (0x06), Data: Valuel
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:

Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
adbdef8d-débc-488a-9ad8-0cff0bcbedcl
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:

Tag: Attribute Value (0x4200000B), Type: Text String (0x06), Data: Value2

Tag: Attribute Name (0x4200000RA), Type: Text String (0x06), Data: x-attributel

Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000D (Add Attribute)
Tag: Unique Message ID (0x42000090), Type: Octet String (0x07), Data: A3E3990370185COA
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)

Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: x-attribute2

42000076800000017842000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496E01D24200000D0100000004000000024200000F800000008E4200005704
000000040000000D420000900700000008208BA9CS5EFCAA5304200007A04000000040000000042000077800000005A420
0008F060000002461646264656638642D643662632D343838612D396164382D3063666630626362653963314200000880
000000244200000A060000000C782D617474726962757465314200000B060000000656616C7565314200000F800000008
E4200005704000000040000000D420000900700000008A3E3990370185C0A4200007A0400000004000000004200007780
0000005A4200008F060000002461646264656638642D643662632D343838612D396164382D30636666306263626539633
14200000880000000244200000A060000000C782D617474726962757465324200000B060000000656616C756532

6 Client B:

Modify attribute [batch]

In: wuidKey, attribute={ x-attribute1="ModifiedValuel’ }
In: wuidKey, attribute={ x-attribute2=‘ModifiedValue2’ }

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:

Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000002 (2)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:

Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
adbdef8d-débc-488a-9ad8-0cffObcbedcl
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:

Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:

Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
adbdef8d-débc-488a-9ad8-0cff0bcbedcl
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:

60000000E4D6F64696669656456616C756532

Out: uuidKey, attribute={ x-ttribute1="ModifiedValuel’ }
Out: uuidKey, attribute={ x-attribute2="ModifiedValue2’ }

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:

Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496E01D3
16:16:35 CET 2009)
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Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)

Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000E (Modify Attribute)
Tag: Unique Message ID (0x42000090), Type: Octet String (0x07), Data: DCECF6C9D300BlEB

Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: x-attributel
Tag: Attribute Value (0x4200000B), Type: Text String (0x06), Data: ModifiedvValuel

Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000E (Modify Attribute)
Tag: Unique Message ID (0x42000090), Type: Octet String (0x07), Data: 2270444ABF5E239F

Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: x-attribute2
Tag: Attribute Value (0x4200000B), Type: Text String (0x06), Data: ModifiedValue2

42000073800000015D42000072800000003042000065800000001A4200006601000000040000000042000067010000000
4000000624200000D0100000004000000024200000F80000000894200005704000000040000000E420000900700000008
DCECF6C9D300B1EB4200007480000000624200008F060000002461646264656638642D643662632D343838612D3961643
82D30636666306263626539633142000008800000002C4200000A060000000C782D617474726962757465314200000B06
0000000E4D6F64696669656456616C7565314200000F80000000894200005704000000040000000E42000090070000000
82270444ABF5E239F4200007480000000624200008F060000002461646264656638642D643662632D343838612D396164
382D30636666306263626539633142000008800000002C4200000A060000000C782D617474726962757465324200000B0

Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)

(Wed Jan 14
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Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000002 (2)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:

Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
adbdef8d-débc-488a-9ad8-0cffObcbedcl
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:

Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:

Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
adbdef8d-débc-488a-9ad8-0cff0bcbedcl
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:

6F64696669656456616C756532

Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000E (Modify Attribute)
Tag: Unigque Message ID (0x42000090), Type: Octet String (0x07), Data: DCECF6C9D300BlEB
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)

Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: x-attributel
Tag: Attribute Value (0x4200000B), Type: Text String (0x06), Data: ModifiedvValuel

Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000E (Modify Attribute)
Tag: Unique Message ID (0x42000090), Type: Octet String (0x07), Data: 2270444ABF5E239F
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)

Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: x-attribute2
Tag: Attribute Value (0x4200000B), Type: Text String (0x06), Data: ModifiedValue2

42000076800000018842000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496E01D34200000D0100000004000000024200000F80000000964200005704
000000040000000E420000900700000008DCECF6C9D300B1EB4200007A040000000400000000420000778000000062420
0008F060000002461646264656638642D643662632D343838612D396164382D3063666630626362653963314200000880
0000002C4200000A060000000C782D617474726962757465314200000B060000000E4D6F64696669656456616C7565314
200000F80000000964200005704000000040000000E4200009007000000082270444ABF5E239F4200007A040000000400
0000004200007780000000624200008F060000002461646264656638642D643662632D343838612D396164382D3063666
6306263626539633142000008800000002C4200000A060000000C782D617474726962757465324200000B060000000E4D

7 Client B:

Delete attribute [batch]
In: wuidKey, attributeNames={ ‘x-attributel’}
In: wuidKey, attributeNames={‘x-attribute2’}

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000
Tag: Protocol Version Minor (0x42000067), Type: Integer (
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000002 (2)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:

Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
adbdef8d-débc-488a-9ad8-0cfflbcbedcl
Tag: Attribute Name (0x4200000RA), Type: Text String (0x06), Data: x-attributel
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:

Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
adbdef8d-débc-488a-9ad8-0cffObcbedcl
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: x-attribute2

746532

Out: uuidKey, attributeNames={‘x-attributel’}
Out: uuidKey, attributeNames={x-attribute2’}

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
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0x01), Data: 0x00000062

Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000F (Delete Attribute)
Tag: Unique Message ID (0x42000090), Type: Octet String (0x07), Data: A1484069949CB587

Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000F (Delete Attribute)
Tag: Unigque Message ID (0x42000090), Type: Octet String (0x07), Data: 737E3D7E11C47049

42000073800000011D42000072800000003042000065800000001A4200006601000000040000000042000067010000000
4000000624200000D0100000004000000024200000F80000000694200005704000000040000000F420000900700000008
A1484069949CB5874200007480000000424200008F060000002461646264656638642D643662632D343838612D3961643
82D3063666630626362653963314200000A060000000C782D617474726962757465314200000F80000000694200005704
000000040000000F420000900700000008737E3D7E11C470494200007480000000424200008F060000002461646264656
638642D643662632D343838612D396164382D3063666630626362653963314200000A060000000C782D61747472696275

Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000
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Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062

16:16:35 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000002 (2)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:

Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
adbdef8d-débc-488a-9ad8-0cff0bcbedcl
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: x-attributel

Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:

Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
adbdef8d-débc-488a-9ad8-0cffObcbedcl
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: x-attribute2

6F64696669656456616C756532

Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496E01D3 (Wed Jan 14

Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000F (Delete Attribute)
Tag: Unique Message ID (0x42000090), Type: Octet String (0x07), Data: A1484069949CB587
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)

Tag: Attribute Value (0x4200000B), Type: Text String (0x06), Data: ModifiedValuel

Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000F (Delete Attribute)
Tag: Unique Message ID (0x42000090), Type: Octet String (0x07), Data: 737E3D7E11C47049
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)

’
Tag: Attribute Value (0x4200000B), Type: Text String (0x06), Data: ModifiedvValue2

42000076800000018842000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496E01D34200000D0100000004000000024200000F80000000964200005704
000000040000000F420000900700000008A1484069949CB5874200007A040000000400000000420000778000000062420
0008F060000002461646264656638642D643662632D343838612D396164382D3063666630626362653963314200000880
0000002C4200000A060000000C782D617474726962757465314200000B060000000E4D6F64696669656456616C7565314
200000F80000000964200005704000000040000000F420000900700000008737E3D7E11C470494200007A040000000400
0000004200007780000000624200008F060000002461646264656638642D643662632D343838612D396164382D3063666
6306263626539633142000008800000002C4200000A060000000C782D617474726962757465324200000B060000000E4D

8 Client A:

Destroy (symmetric key)
In: uuidKey

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000014 (Destroy)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
adbdef8d-débc-488a-9ad8-0cffObcbedcl

Out: uuidKey

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062

16:16:35 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000014 (Destroy)

Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
adbdef8d-débc-488a-9ad8-0cff0bcbedcl
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42000073800000008542000072800000003042000065800000001A4200006601000000040000000042000067010000000
4000000624200000D0100000004000000014200000F80000000434200005704000000040000001442000074800000002D
4200008F060000002461646264656638642D643662632D343838612D396164382D306366663062636265396331

Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496E01D3 (Wed Jan 14

Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)

4200007680000000A342000075800000004142000065800000001A4200006601000000040000000042000067010000000
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4000000624200008E080000000800000000496E01D34200000D0100000004000000014200000F80000000504200005704
00000004000000144200007A04000000040000000042000077800000002D4200008F060000002461646264656638642D6
43662632D343838612D396164382D306366663062636265396331

9 Client A:
Get (symmetric key)
In: uuidKey
Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000A (Get)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:

Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
adbdef8d-débc-488a-9ad8-0cff0bcbedcl
42000073800000008542000072800000003042000065800000001A4200006601000000040000000042000067010000000
4000000624200000D0100000004000000014200000F80000000434200005704000000040000000A42000074800000002D
4200008F060000002461646264656638642D643662632D343838612D396164382D306366663062636265396331
Out: Operation Failed, Item Not Found
Tag: Response Message (0x42000076), Type: Structure (0x80), Data:

Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:

Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)

Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)

Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496E01D3 (Wed Jan 14
16:16:35 CET 2009)

Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)

Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:

Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000A (Get)

Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000001 (Failed)

Tag: Result Reason (0x42000079), Type: Enumeration (0x04), Data: 0x00000001 (Item Not Found)

Tag: Result Message (0x42000078), Type: Text String (0x06), Data: No Cryptographic Object
found with given Unique Identifier
4200007680000000BD42000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496E01D34200000D0100000004000000014200000F800000006A4200005704
000000040000000A4200007A0400000004000000014200007904000000040000000142000078060000003A4E6F2043727
970746F67726170686963204F626A65637420666F756E64207769746820676976656E20556E69717565204964656E7469
66696572

10 Client A:

Destroy (template)

In: uuidTemplate

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000014 (Destroy)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
7936e2b9-0185-43ab-81b1-2e644ae48996

42000073800000008542000072800000003042000065800000001A4200006601000000040000000042000067010000000

4000000624200000D0100000004000000014200000F80000000434200005704000000040000001442000074800000002D
4200008F060000002437393336653262392D303138352D343361622D383162312D326536343461653438393936

Out: uuidTemplate

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
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Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (0)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496E01D5 (Wed Jan 14
16:16:37 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000014 (Destroy)
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)
Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
7936e2b9-0185-43ab-81b1-2e644ae48996

4200007680000000A342000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496E01D54200000D0100000004000000014200000F80000000504200005704
00000004000000144200007A04000000040000000042000077800000002D4200008F060000002437393336653262392D3
03138352D343361622D383162312D326536343461653438393936

11

Client A:
Get (template)

In: uuidTemplate

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000A (Get)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
7936e2b9-0185-43ab-81b1-2e644ae48996

42000073800000008542000072800000003042000065800000001A4200006601000000040000000042000067010000000
4000000624200000D0100000004000000014200000F80000000434200005704000000040000000242000074800000002D
4200008F060000002437393336653262392D303138352D343361622D383162312D326536343461653438393936

Out: Operation Failed, Item Not Found

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01), Data: 0x00000000 (0)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496E01D6 (Wed Jan 14
16:16:38 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000A (Get)
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000001 (Failed)
Tag: Result Reason (0x42000079), Type: Enumeration (0x04), Data: 0x00000001 (Item Not Found)
Tag: Result Message (0x42000078), Type: Text String (0x06), Data: No Cryptographic Object
found with given Unique Identifier

4200007680000000BD42000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496E01D64200000D0100000004000000014200000F800000006A4200005704
000000040000000A4200007A0400000004000000014200007904000000040000000142000078060000003A4E6F2043727
970746F67726170686963204F626A65637420666F756E64207769746820676976656E20556E69717565204964656E7469
66696572

2. Use-case: asynchronous locate

This use-case tests the asynchronous capabilities of KMIP using locate.

Time

Client A

1

Client A:

Copyright © 2009 Brocade, EMC, Hewlett Packard Development Corporation, IBM, LSI, NetApp and

Thales

23



Key Management Interoperability Protocol Use Cases — Draft version 0.98

Create (symmetric key)

In: objectType = ‘00000002°, attributes={ Name={ Name=‘Key1’, NameType="00000001" },
ObjectGroup=‘Group1”’,

CryptographicAlgorithm="AES’,

CryptographicLength="128’, CryptographicUsageMask=‘00000004" }

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01l), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000001 (Create)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Object Type (0x42000052), Type: Enumeration (0x04), Data: 0x00000002 (Symmetric Key)
Tag: Template-Attribute (0x4200008D), Type: Structure (0x80), Data:
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Name
Tag: Attribute Value (0x4200000B), Type: Structure (0x80), Data:
Tag: Name Value (0x42000050), Type: Text String (0x06), Data: Keyl
Tag: Name Type (0x4200004F), Type: Enumeration (0x04), Data: 0x00000001
(Uninterpreted text string)
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Object Group
Tag: Attribute Value (0x4200000B), Type: Text String (0x06), Data: Groupl
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Cryptographic
Algorithm
Tag: Attribute Value (0x4200000B), Type: Enumeration (0x04), Data: 0x00000003 (AES)
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Cryptographic Length
Tag: Attribute Value (0x4200000B), Type: Integer (0x01l), Data: 0x00000080 (128)
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Cryptographic Usage
Mask
Tag: Attribute Value (0x4200000B), Type: Integer (0x01l), Data: 0x00000004 (Encrypt)

42000073800000017442000072800000003042000065800000001A4200006601000000040000000042000067010000000
4000000624200000D0100000004000000014200000F80000001324200005704000000040000000142000074800000011C
420000520400000004000000024200008D80000001064200000880000000304200000A06000000044E616D654200000B8
00000001A4200005006000000044B6579314200004F0400000004000000014200000880000000244200000A060000000C
4F626A6563742047726F75704200000B060000000647726F75703142000008800000002D4200000A06000000174372797
0746F6772617068696320416C676F726974686D4200000B04000000040000000342000008800000002A4200000A060000
001443727970746F67726170686963204C656E6774684200000B01000000040000008042000008800000002E4200000A0
60000001843727970746F67726170686963205573616765204D61736B4200000B010000000400000004

Out: objectType = ‘00000002’, uuidKey

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (0)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496E0406 (Wed Jan 14
16:25:58 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000001 (Create)
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)
Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Object Type (0x42000052), Type: Enumeration (0x04), Data: 0x00000002 (Symmetric Key)
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
a8397a68-722b-4908-8£79-alb9%e0fccaf

4200007680000000B042000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496E04064200000D0100000004000000014200000F800000005D4200005704
00000004000000014200007A04000000040000000042000077800000003A420000520400000004000000024200008F060
000002461383339376136382D373232622D343930382D386637392D613162396265306663636166

Client B:
Locate (symmetric key by name)
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In: asynchronousIndicator="TRUE’, attributes={ objectType = ‘00000002°, Name={ Name="Key1’,
NameType="00000001"} }

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (0)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062 (98)
Tag: Asynchronous Indicator (0x42000007), Type: Boolean (0x05), Data: TRUE
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000008 (Locate)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Object Type
Tag: Attribute Value (0x4200000B), Type: Enumeration (0x04), Data: 0x00000002 (Symmetric
Key)
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Name
Tag: Attribute Value (0x4200000B), Type: Structure (0x80), Data:
Tag: Name Value (0x42000050), Type: Text String (0x06), Data: Keyl
Tag: Name Type (0x4200004F), Type: Enumeration (0x04), Data: 0x00000001 (Uninterpreted
text string)

4200007380000000C542000072800000003A42000065800000001A4200006601000000040000000042000067010000000
400000062420000070500000001014200000D0100000004000000014200000F8000000079420000570400000004000000
084200007480000000634200000880000000214200000A060000000B4F626A65637420547970654200000B04000000040
00000024200000880000000304200000A06000000044E616D654200000B800000001A4200005006000000044B65793142
00004F040000000400000001

Out: asyncCorrValuel

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496E0407 (Wed Jan 14
16:25:59 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000008 (Locate)
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000002 (Pending)
Tag: Asynchronous Correlation Value (0x42000006), Type: Octet String (0x07), Data:
6B41EF71666A081E

42000076800000007E42000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496E04074200000D0100000004000000014200000F800000002B4200005704
00000004000000084200007A0400000004000000024200000607000000086B41EF71666A081E

3 Client B:

Poll*
In: asyncCorrValuel

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (0)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000001A (Poll)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Asynchronous Correlation Value (0x42000006), Type: Octet String (0x07), Data:
6B41EF71666A081E

42000073800000006942000072800000003042000065800000001A4200006601000000040000000042000067010000000

4000000624200000D0100000004000000014200000F80000000274200005704000000040000001A420000748000000011
4200000607000000086B41EF71666A081E

Out: uuidKeyl
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Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496E0407 (Wed Jan 14
16:25:59 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000008 (Locate)
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)
Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
a8397a68-722b-4908-8f79-alb9%belfccaf

4200007680000000A342000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496E04074200000D0100000004000000014200000F80000000504200005704
00000004000000084200007A04000000040000000042000077800000002D4200008F060000002461383339376136382D3
73232622D343930382D386637392D613162396265306663636166

4 Client B:

Get (symmetric key)
In: wuidKeyl

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000A (Get)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
a8397a68-722b-4908-8f79-alb9%belfccaf

42000073800000008542000072800000003042000065800000001A4200006601000000040000000042000067010000000
4000000624200000D0100000004000000014200000F80000000434200005704000000040000000A42000074800000002D
4200008F060000002461383339376136382D373232622D343930382D386637392D613162396265306663636166

Out: objectType = ‘00000002°, vuidKeyl, symmetricKey

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (0)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496E0407 (Wed Jan 14
16:25:59 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000A (Get)
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)
Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Object Type (0x42000052), Type: Enumeration (0x04), Data: 0x00000002 (Symmetric Key)
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
a8397a68-722b-4908-8£f79-alb9%e0fccaf
Tag: Symmetric Key (0x4200008A), Type: Structure (0x80), Data:
Tag: Key Block (0x4200003C), Type: Structure (0x80), Data:
Tag: Key Value Type (0x42000040), Type: Enumeration (0x04), Data: 0x00000001
Tag: Key Value (0x4200003F), Type: Structure (0x80), Data:
Tag: Key Material (0x4200003D), Type: Octet String (0x07), Data:
0D3AA84EAD3FD5B82E776697CEFD3102
Tag: Cryptographic Algorithm (0x42000025), Type: Enumeration (0x04), Data: 0x00000003
(AES)
Tag: Cryptographic Length (0x42000026), Type: Integer (0x01), Data: 0x00000080 (128)

42000076800000010B42000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496E04074200000D0100000004000000014200000F80000000B84200005704
000000040000000A4200007A040000000400000000420000778000000095420000520400000004000000024200008F060
000002461383339376136382D373232622D343930382D386637392D6131623962653066636361664200008A8000000052
4200003Cc8000000049420000400400000004000000014200003F80000000194200003D07000000100D3AA84EAD3FD5B82
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E776697CEFD31024200002504000000040000000342000026010000000400000080

5 Client B:

Locate (symmetric key by group)
In: asynchronousIndicator="TRUE’, attributes={ objectType = ‘00000002°, ObjectGroup=‘Group1’ }

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (0)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062 (98)
Tag: Asynchronous Indicator (0x42000007), Type: Boolean (0x05), Data: TRUE
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000008 (Locate)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Object Type
Tag: Attribute Value (0x4200000B), Type: Enumeration (0x04), Data: 0x00000002 (Symmetric
Key)
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Object Group
Tag: Attribute Value (0x4200000B), Type: Text String (0x06), Data: Groupl

4200007380000000B942000072800000003A42000065800000001A4200006601000000040000000042000067010000000
400000062420000070500000001014200000D0100000004000000014200000F800000006D420000570400000004000000
084200007480000000574200000880000000214200000A060000000B4F626A65637420547970654200000804000000040
00000024200000880000000244200000A060000000C4F626A6563742047726F75704200000B060000000647726F757031

Out: asyncCorrValue2

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (0)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496E0407 (Wed Jan 14
16:25:59 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01l), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000008 (Locate)
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000002 (Pending)
Tag: Asynchronous Correlation Value (0x42000006), Type: Octet String (0x07), Data:
ECA9B3F4F4D5SELSF

42000076800000007E42000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496E04074200000D0100000004000000014200000F800000002B4200005704
00000004000000084200007A040000000400000002420000060700000008ECA9B3F4F4D5ELSF

6 Client B:

Poll*
In: asyncCorrValue2

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000001A (Poll)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Asynchronous Correlation Value (0x42000006), Type: Octet String (0x07), Data:
ECA9B3F4F4D5ELSF

42000073800000006942000072800000003042000065800000001A4200006601000000040000000042000067010000000

4000000624200000D0100000004000000014200000F80000000274200005704000000040000001A420000748000000011
420000060700000008ECA9B3F4F4D5SELSF

Out: uuidKey2
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Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496E0408 (Wed Jan 14
16:26:00 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000008 (Locate)
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)
Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
a8397a68-722b-4908-8f79-alb9%belfccaf

4200007680000000A342000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496E04084200000D0100000004000000014200000F80000000504200005704
00000004000000084200007A04000000040000000042000077800000002D4200008F060000002461383339376136382D3
73232622D343930382D386637392D613162396265306663636166

7 Client B:

Get (symmetric key)
In: wuidKey2

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01l), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000A (Get)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
a8397a68-722b-4908-8£79-alb9%e0fccaf

42000073800000008542000072800000003042000065800000001A4200006601000000040000000042000067010000000
4000000624200000D0100000004000000014200000F80000000434200005704000000040000000A42000074800000002D
4200008F060000002461383339376136382D373232622D343930382D386637392D613162396265306663636166

Out: objectType = ‘00000002, uuidKey2, symmetricKey

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (0)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496E0408 (Wed Jan 14
16:26:00 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x0000000A (Get)
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)
Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Object Type (0x42000052), Type: Enumeration (0x04), Data: 0x00000002 (Symmetric Key)
Tag: Unique Identifier (0x4200008F), Type: Text String (0x06), Data:
a8397a68-722b-4908-8f79-alb9%belfccaf
Tag: Symmetric Key (0x4200008A), Type: Structure (0x80), Data:
Tag: Key Block (0x4200003C), Type: Structure (0x80), Data:
Tag: Key Value Type (0x42000040), Type: Enumeration (0x04), Data: 0x00000001
Tag: Key Value (0x4200003F), Type: Structure (0x80), Data:
Tag: Key Material (0x4200003D), Type: Octet String (0x07), Data:
0D3AA84EAD3FD5B82E776697CEFD3102
Tag: Cryptographic Algorithm (0x42000025), Type: Enumeration (0x04), Data: 0x00000003
(AES)
Tag: Cryptographic Length (0x42000026), Type: Integer (0x01l), Data: 0x00000080 (128)

42000076800000010B42000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496E04084200000D0100000004000000014200000F80000000B84200005704
000000040000000A4200007A040000000400000000420000778000000095420000520400000004000000024200008F060
000002461383339376136382D373232622D343930382D386637392D6131623962653066636361664200008A8000000052
4200003Cc8000000049420000400400000004000000014200003F80000000194200003D07000000100D3AA84EAD3FD5B82
E776697CEFD31024200002504000000040000000342000026010000000400000080
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8 Client B:

Locate (symmetric key by name)
In: asynchronousIndicator="TRUE’, attributes={ objectType = ‘00000002°, Name= { Name=‘Key1’,
NameType="00000001" } }

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062 (98)
Tag: Asynchronous Indicator (0x42000007), Type: Boolean (0x05), Data: TRUE
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000008 (Locate)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Object Type
Tag: Attribute Value (0x4200000B), Type: Enumeration (0x04), Data: 0x00000002 (Symmetric
Key)
Tag: Attribute (0x42000008), Type: Structure (0x80), Data:
Tag: Attribute Name (0x4200000A), Type: Text String (0x06), Data: Name
Tag: Attribute Value (0x4200000B), Type: Structure (0x80), Data:
Tag: Name Value (0x42000050), Type: Text String (0x06), Data: Keyl
Tag: Name Type (0x4200004F), Type: Enumeration (0x04), Data: 0x00000001 (Uninterpreted
text string)

4200007380000000C542000072800000003A42000065800000001A4200006601000000040000000042000067010000000
400000062420000070500000001014200000D0100000004000000014200000F8000000079420000570400000004000000
084200007480000000634200000880000000214200000A060000000B4F626A65637420547970654200000B04000000040
00000024200000880000000304200000A06000000044E616D654200000B800000001A4200005006000000044B65793142
00004F040000000400000001

Out: asyncCorrValue5

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (O)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496E0408 (Wed Jan 14
16:26:00 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000008 (Locate)
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000002 (Pending)
Tag: Asynchronous Correlation Value (0x42000006), Type: Octet String (0x07), Data:
33E3FAF14A6358E7

42000076800000007E42000075800000004142000065800000001A4200006601000000040000000042000067010000000
4000000624200008E080000000800000000496E04084200000D0100000004000000014200000F800000002B4200005704
00000004000000084200007A04000000040000000242000006070000000833E3FAF14A6358E7

9 Client B:

Cancel
In: asyncCorrValue5

Tag: Request Message (0x42000073), Type: Structure (0x80), Data:
Tag: Request Header (0x42000072), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (0)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062 (98)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000019 (Cancel)
Tag: Request Payload (0x42000074), Type: Structure (0x80), Data:
Tag: Asynchronous Correlation Value (0x42000006), Type: Octet String (0x07), Data:
33E3FAF14A6358E7

42000073800000006942000072800000003042000065800000001A4200006601000000040000000042000067010000000
4000000624200000D0100000004000000014200000F800000002742000057040000000400000019420000748000000011
42000006070000000833E3FAF14A6358E7
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Out: asyncCorrValue5, CancelResult="00000001"

Tag: Response Message (0x42000076), Type: Structure (0x80), Data:
Tag: Response Header (0x42000075), Type: Structure (0x80), Data:
Tag: Protocol Version (0x42000065), Type: Structure (0x80), Data:
Tag: Protocol Version Major (0x42000066), Type: Integer (0x01l), Data: 0x00000000 (0)
Tag: Protocol Version Minor (0x42000067), Type: Integer (0x01l), Data: 0x00000062 (98)
Tag: Time Stamp (0x4200008E), Type: Date-Time (0x08), Data: 0x00000000496E0408 (Wed Jan 14
16:26:00 CET 2009)
Tag: Batch Count (0x4200000D), Type: Integer (0x01), Data: 0x00000001 (1)
Tag: Batch Item (0x4200000F), Type: Structure (0x80), Data:
Tag: Operation (0x42000057), Type: Enumeration (0x04), Data: 0x00000019 (Cancel)
Tag: Result Status (0x4200007A), Type: Enumeration (0x04), Data: 0x00000000 (Success)
Tag: Response Payload (0x42000077), Type: Structure (0x80), Data:
Tag: Asynchronous Correlation Value (0x42000006), Type: Octet String (0x07), Data:
33E3FAF14A6358E7
Tag: Cancellation Result (0x42000012), Type: Enumeration (0x04), Data: 0x00000001
(Cancelled)

4200007680000000944200007580000000414200006580000