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Executive Summary

This document extends the [ XKMS] protocol to encompass the bulk registration
operations necessary for interfacing with such systems as smart card management
systems.

X-BULK is defined in terms of structures expressed in the XML Schema Language and
web services description language [WSDL].

1 Introduction

11 Overview

XKMS currently addresses one-by-one registration (X-KRSS) and key information and
validation services (X-KISS). However, we feel that a standard must also address bulk
issuance cases and are proposing that an X-BULK specification, built on the basis of
X-KRSS be included in scope of the work.

The use cases where X-BULK is required include:

e Smart card factories for enterprise, wireless and cable-modem applications

e Device factories in general (e.g. TCPA-like TPM modules)

e To handle functionality analogous to separated RAs and CAs from the X.509 world
Key differences between X-KRSS and X-BULK include:

e X-BULK is required to correlate batches of requests and responses.

e X-KRSS doesn't support some legacy key registration formats (e.g. PKCS#10), which
are important for existing hardware modules.

e Authentication and response profiling should be at the level of the batch, not the
individual request.

e Batch status is not the same as key status.

e X-BULK addresses interfacing with card administration and deployment back-end
servers (a.k.a. card management systems).

X-BULK does however reuse element definitions from the current X-KRSS
specification.

Separating bulk from one-by-one registration has the benefit that the separately defined
messages required are simpler than if a single message format handling both one-by-one
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and bulk cases were to be defined. It is also better not to burden a client for one-by-one
operation with the additional complexity required in batch operation.

Demand for this functionality is shown by the emergence of a number of proprietary
solutions in this space.

Design criteria include:
e (Consistency with and reuse of [ XKMS]
e To handle batches of register requests and responses

e To handle legacy cryptographic formats prevalent in current hardware
environments, in particular, [PKCS#10] and [PKCS#1] as well as KeyInfo from
[XMLDSIG]

e To handle both client and server side key generation
e Simplicity and flexibility
1.2 Namepaces

For clarity, some examples of XML are not complete documents and namespace
declarations may be omitted from XML fragments. In this document, certain namespace
prefixes represent certain namespaces. References to XML schema defined herein use the
prefix “xbulk” and are in the namespace:

xmlns:xbulk=http://www.xmltrustcenter.org/xkms/docs/x-bulk-2001-07-04.xsd

This specification uses the elements already defined in the XKMS and XML Signature
namespaces. The XKMS namespace is represented by the prefix SO and is declared as
xmlns:sO=http://www.xmltrustcenter.org/xml/schema/2000-11-12-XKMS.sdl.

The XML Signature namespace is represented by the prefix ds and is declared as
xmlns:ds=http://www.w3.0rg/2000/09/xmldsig#. The XML Signature schema is defined
in http://www.w3.0rg/2000/09/xmldsig, and the <ds: Key| nf 0> element (and all of its
contents) are found at http:// www.w3.0rg/2000/09/xmldsig#sec-KeyInfo. The
corresponding XML Schema definition can be found in xmldsig-core-schema.xsd.

1.3 Bulk Operations Service Specification

X-BULK defines a batch element that can contain registration requests, responses and
status requests. The basic idea is that a single batch can contain a number of
independently referencable requests or responses. Batches are produced both from the
requestor and responder. A responder will process an entire batch and produce a single
batch of responses after processing.


http://www.xmltrustcenter.org/xkms/docs/x-bulk-2001-07-04.xsd
http://www.xmltrustcenter.org/xml/schema/2000-11-12-XKISS.sdl
http://www.w3.org/2000/09/xmldsig
http://www.w3.org/2000/09/xmldsig#sec-KeyInfo
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All batches MUST be authenticated; that is, the originator of a batch must be able to
protect the batch. Implementations MUST support the RSA algorithm for digitally
signing batches. Implementations MUST be capable of using the XKMS Register
operation for the registration of the keys used to authenticate batches.

Implementations MUST include an X509Data element in the Signature, which is used
together with the BatchID to ensure batch uniqueness. All such Signature elements
MUST be enveloped signatures, that is, they MUST authenticate the entire X-BULK
message.

The basic mode of operation is that a batch of requests is submitted. The responder
processes the batch and produces a response batch that contains one response for each
request in the batch. Other, more flexible modes of operation may be defined later (e.g.
allowing responses to be spread over multiple batches). This mode of "full batch
processing" is sufficient for most use cases and is considerably simpler than supporting
"selective batch processing."

Each batch has a header that identifies the batch (and can contain additional unprocessed
information).

In order to allow the requestor to track the progress of batch processing implementations
MAY support status requests. A status request is a request to determine the status of
processing of the referenced batch. The response gives a simple indication of the numbers
of requests from the batch that are in the various possible states (processed, failed, etc.).

A batch response contains one response for each request, not necessarily in the same
order as in the request batch. That is, requestors MUST be able to handle responses that
are not sorted in any particular way.

In many use cases, the requestor requires "additional information" to be "carried around"
with a batch or request, but which is not intended for processing by the responder.

Responders MAY also add more additional information to the specific responses.
Requestors MUST be able to handle such additional information.

The basic request and response structures are as in [ XKMS] and can support the same
level of functionality (registration of new keys, local/central key generation, revocation,
etc.).

1.4 Structure of this document

The remainder of this document describes the X-BULK messages, first the "outside"
elements, then the request specifics, the status messages and finally the response
elements. Finally the complete schema for X-BULK and the WSDL definition are
presented.
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2 BatchHeader

The header is common to all the elements in this document; it will optionally contain the
following information:

e A Batch ID
e A Batch Creation Date
e ProcessInfo contains additional processing information for the responder.

BatchID combined with the originating party X509Data (from the Signature) MUST be
unique at a given moment in time.

Things like customer name, that are not actually required for the batch to be processed,
MAY be included as <ProcessInfo>.

<Bat chHeader >
<Bat chl D>1234</ Bat chl D>
<Bat chTi me>22 May 2001</ Bat chTi ne>
<Pr ocessl nf o>
<Cust omer Name>ACME, | nc. </ Cust oner Nane>
</ Pr ocessl| nf o>
</ Bat chHeader >

3 BulkRegister

The <BulkRegister> is an XML element that will consist of a <BatchHeader>, a response
profile, a sequence of requests and <Signature> over the header and requests.

31 ResponseProfile - <Respond>

The format of the response to be sent for each request that does not contain an individual
<Respond> element. The <Respond> can, for example, indicate that the requests are for:

e  X509Cert (an X.509 certificate)

e RetrievalMethod (Certificate URLs (LDAP or HTTP))

The full set of allowed <Respond> values is defined in [ XKMS]. Implementations MUST
support: KeyName, KeyValue, X509Cert, X509Chain, RetrievalMethod and Private.

3.2 Requests

<Requests> consists of an unbounded number of <Request> elements. The number of
<Request> elements in a <Requests> MUST be an attribute to <Requests>. A request
MUST also contain the following:
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e A <KeyID>, which must be unique within the batch (this can anything; examples
include a smart card serial number , a MAC Address (cable modem), ICCID (used
by S/WIM cards) or even simply 1,2,3...).

o <Keylnfo>

A <Request> may also contain <Respond>, <ClientInfo>, and <ProcessInfo> elements.
<ClientInfo>, if present, MUST be ignored and treated as opaque data by the Responder.
This element must be returned in the corresponding <RegisterResult> element. This can
be used by the client for bookkeeping.

3.2.1 Keylnfo

The <KeyInfo> MUST contain a PKCS#10 request, or an X509SubjectName and key
data (in which case the key data can either be a <ds:KeyValue> or a PKCS#1 public key),
or an <X509SubjectName> without key data (server generated keys).

In addition, the following KeyInfo types from [ XMLDSIG] SHOULD be supported:
KeyName, KeyValue, RetrievalMethod, and X509Data.

3.3 Example

<Bul kRegi st er >
<Si gnedPart | D="top">

<Bat chHeader >
<Bat chl D>1234</ Bat chl D>
<Bat chTi me>22 May 2001</ Bat chTi ne>

<Pr ocessl nf o>
<Cust omer Name>ACVE, | nc. </ Cust oner Nane>
</ Processl nf 0>
</ Bat chHeader >

<Respond>
<string>Retrieval Met hod</stri ng>
</ Respond>

<Request s nunber =2>
<Request >
<Keyl D>1</ Key| D>
<ds: Keyl nf o>
<ds: X509Subj ect Nanme>
cn=Ni all,o=Baltinore, c=I E
</ ds: X509Subj ect Nane>
<PKCS1>MVAs DASFDAsf Bar QM SDG SDf bgwEJ RH=</ PKCS1>
</ ds: Keyl nf 0>
<Pr ocessl nf o>
<f oo>bar </ f oo>
</ Pr ocessl nf 0>
<d i entlnfo>hell o</ dientlnfo>
</ Request >

<Request >
<Keyl D>2</ key| D>
<ds: Keyl nf 0>
<PKCS10>MVAs DASFDAsf Bar QM SDG SDf bgwEJRH=</ PKCS10>
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</ ds: Keyl nf 0>
<Pr ocessl nf 0>
<f oo>baz</f oo>
</ Pr ocessl| nf 0>
<Cl i ent | nf o>goodbye</ d i ent | nf 0>
</ Request >
</ Request s>

</ Si gnedPart >

<Si gnat ur e>
<l-- Stuff -->

<Ref erence URI =" #t op" >

</ Si Qhat ure>
</ Bul kRegi st er >

4 BulkStatus

4.1 BulkStatusRequest

The <BulkStatusRequest> is a request for the current status of a batch. The batch is
identified by its header. The element consists of a <BatchHeader> and <Signature>.

The <BatchID> MUST be exactly the same as in the header of the corresponding
<BulkRegister> element.

4.2 Example

<Bul kSt at usRequest >
<Si gnedPart |D="top">

<Bat chHeader >
<Bat chl D>1234</ Bat chl D>
<Bat chTi me>22 May 2001</ Bat chTi ne>
<Pr ocessl nf o>
<Cust omer Name>ACME, | nc. </ Cust oner Nane>
</ Pr ocessl nf 0>
</ Bat chHeader >

</ Si gnedPart >
<Si gnat ur e>
<l-- Stuff -->
<Ref erence URI =" #t op" >

</ Si Qhat ure>
</ Bul kSt at usRequest >
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4.3 BulkStatus

The <BulkStatus> is a very simple element that contains the <BatchHeader> and the
<Status> of a batch. The <BatchHeader> MUST be exactly the same as the header in the
<BulkRegister> element. This will contain the following:

e The number of requests pending
e The number that have completed successfully
e The number that have failed

One application might be to use a XML style sheet to present this information to the
customer over a web page.

44 Example

<Bul kSt at us>
<Si gnedPart | D="top">

<Bat chHeader >
<Bat chl D>1234</ Bat chl D>
<Bat chTi me>22 May 2001</ Bat chTi ne>
<Pr ocessl nf o>
<Cust omer Name>ACME, | nc. </ Cust oner Nane>
</ Pr ocessl| nf o>
</ Bat chHeader >

<St at us>
<Pendi ng>856</ Pendi ng>
<Successf ul >142</ Successf ul >
<Fai | ed>2</ Fai | ed>
</ St at us>
</ Si gnedPart >

<Si gnat ur e>
<l-- Stuff -->

<Ref erence URI =" #t op" >
</ Si Qhat ure>

</ Bul kSt at us>

5 BulkRegisterResult

The <BulkRegisterResult> contains the header and a certificate response for each request
that was in the batch. The element contains a <BatchHeader>, <RegisterResults>, and
<Signature>.
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5.1 RegisterResults

The <RegisterResults> element contains one (and only one) <RegisterResult> for each
and every <Request> element in the corresponding <BulkRegister>. The number of
<RegisterResult> elements MUST be an attribute to <RegisterResults>.

<RegisterResult> is defined in [ XKMS]; its contents are dictated by the <Respond>
elements in the <BulkRegister>.

5.2 Example 1

This is a sample response to the first example request:

<Bul kRegi st er Resul t >
<Si gnedPart | D="top">

<Bat chHeader >
<Bat chl D>1234</ Bat chl D>
<Bat chTi me>22 May 2001</ Bat chTi nme>
<Pr ocessl nf o>
<Cust omer Name>ACME, | nc. </ Cust oner Nane>
</ Pr ocessl nf 0>
</ Bat chHeader >

<Regi st er Resul t s nunber =2>
<Regi st er Resul t >
<Resul t >Success</ Resul t >
<Answer >
<KeyBi ndi ng>
<St at us>Val i d</ St at us>
<Keyl D>1</ Key| D>
<ds: Keyl nf 0>
<ds: Retri eval Met hod
URI ="| dap://| dap. bal ti nore. coml c=US, o=Bal ti nore, cn=Ni al | "
Type="htt p: // wwv. W3. or g/ 2000/ 09/ xm dsi g#X509Dat a"/ >
</ ds: Keyl nf 0>
<Cientlnfo>hell o</ dientlnfo>
</ KeyBi ndi ng>
</ Answer >
</ Regi st er Resul t >

<Regi st er Resul t >
<Resul t >Success</ Resul t >
<Answer >
<KeyBi ndi ng>
<St at us>Val i d</ St at us>
<Keyl D>2</ Key| D>
<ds: Keyl nf 0>
<ds: Retri eval Met hod
URI =" | dap://| dap. bal tinore. com c=US, o=Bal ti nore, cn=G anfranco"
Type="htt p: //ww. w3. or g/ 2000/ 09/ xm dsi g#X509Dat a" / >
</ ds: Keyl nf 0>
<d i ent | nf o>goodbye</ d i ent | nf 0>
</ KeyBi ndi ng>
</ Answer >
</ Regi st er Resul t >
</ Regi st er Resul t s>

</ Si gnedPart >

<Si gnat ur e>
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<l-- Stuff -->
<Ref erence URI =" #t op" >
</ Si Qhat ure>

</ Bul kRegi st er Resul t >

1"
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5.3 Schema

<?xm version="1.0" encodi ng="UTF- 8" ?>

<schema

target Nanespace="http://ww. xm trust cent er. or g/ xkns/ docs/ x- bul k- 2001- 07- 04. xsd"
xm ns: ds="http://wwm. w3. or g/ 2000/ 09/ xm dsi g#"

xm ns: xkns="ht t p: / / www. xkns. or g/ schema/ xkns- 2001- 01- 20"

xm ns: xbul k="http://ww. xm trust center. or g/ xknms/ docs/ x- bul k- 2001- 07- 04. xsd"

xm ns="http://ww. w3. org/ 2000/ 10/ XM_Schena" >

<annot ati on>
<docunent ation xn:lang="en">
XML Schema for X-BULK version 1.1 draft 4
</ docunent ati on>
</ annot ati on>
<l-- Ceneral Stuff -->
<conpl exType nane="Bat chHeader Type" >
<choi ce m nCccurs="0" maxCccur s="unbounded" >
<sequence>
<el enent nanme="Batchl D' type="string"/>
<el enent name="Bat chTi ne" type="dateTi ne"/>
<el enent nane="Nunber Of Request s" type="positivelnteger"/>
<el ement ref ="xbul k: Processl nfo" m nCccurs="0"/>
</ sequence>
</ choi ce>
</ conpl exType>
<el enent nanme="Cientlnfo">
<conpl exType>
<sequence maxQccur s="unbounded" >
<any nanespace="##ot her"/>
</ sequence>
</ conpl exType>
</ el ement >
<l-- copied from XKM5, since not typed there -->
<el enent nanme="Keyl D' type="uri Reference"/>
<el ement name="Processl nfo">
<conpl exType>
<sequence m nCccurs="0" maxCccur s="unbounded" >
<any nanespace="##ot her"/>
</ sequence>
</ conpl exType>
</ el ement >
<el enent nane="Respond" >
<conpl exType>
<sequence>
<el enent nanme="string" type="string"
m nCccur s="0" maxOccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el ement >
<l-- Register Stuff -->
<el enent nane="Bul kRegi ster">
<conpl exType>
<sequence>
<el enent nane="Si gnedPart" >
<conpl exType>
<sequence>
<el enent nane="Bat chHeader" type="xbul k: Bat chHeader Type"/ >
<el enent ref="xbul k: Respond"/ >
<el enent nane="Requests">
<conpl exType>
<sequence>
<el enent ref="xbul k: Request"
maxCccur s="unbounded"/ >
</ sequence>
<attribute name="nunber" use="required"/>
</ conpl exType>
</ el ement >
</ sequence>
<attribute name="1D"' type="ID" use="required"/>
</ conpl exType>
</ el ement >
<el enent ref="ds:Signature"/>
</ sequence>
</ conpl exType>
</ el ement >
<el enent nanme="Request">
<conpl exType>
<sequence>
<el ement ref ="xbul k: Keyl D'/ >
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<el enent ref="ds: Keylnfo"/>
<el enent ref="xbul k: Respond" m nCccurs="0"/>
<el enent ref="xbul k: Processl| nfo" m nCccurs="0"/>
<el ement ref="xbulk: dientlnfo" m nCccurs="0"/>
</ sequence>
</ conpl exType>
</ el ement >
<l-- new types of ds:Keylnfo -->
<el enent name="PKCS1" type="binary"/>
<el enent nane="PKCS10" type="binary"/>
<l-- Status Specific Stuff -->
<el enent nanme="Bul kSt at usRequest " >
<conpl exType>
<sequence>
<el enent nane="Si gnedPart" >
<conpl exType>
<sequence>
<el enent nane="Bat chHeader" type="xbul k: Bat chHeader Type"/ >
</ sequence>
<attribute nanme="ID' type="ID" use="required"/>
</ conpl exType>
</ el ement >
<el enent ref="ds: Signature"/>
</ sequence>
</ conpl exType>
</ el ement >
<el enent nanme="Bul kSt at us" >
<conpl exType>
<sequence>
<el enent nane="Si gnedPart" >
<conpl exType>
<sequence>
<el enent nane="Bat chHeader" type="xbul k: Bat chHeader Type"/ >
<el ement ref="xbul k: Status"/>
</ sequence>
<attribute name="1D"' type="ID" use="required"/>
</ conpl exType>
</ el ement >
<el enent ref="ds:Signature"/>
</ sequence>
</ conpl exType>
</ el ement >
<el ement nane="St at us">
<conpl exType>
<sequence>
<el enent nane="Pendi ng" type="positivelnteger"/>
<el enent nane="Successful " type="positivelnteger"/>
<el enent nane="Fail ed" type="positivelnteger"/>
</ sequence>
</ conpl exType>
</ el ement >
<l-- Result Specific Stuff -->
<el enent nane="Bul kRegi ster Resul t ">
<conpl exType>
<sequence>
<el enent nane="Si gnedPart" >
<conpl exType>
<sequence>
<el enent nane="Bat chHeader" type="xbul k: Bat chHeader Type"/ >
<el enent nane="Regi st er Resul ts">
<conpl exType>
<sequence>
<el enent ref="xkns: Regi sterResul t"
nmaxCccur s="unbounded"/ >
</ sequence>
<attribute name="nunber" use="required"/>
</ conpl exType>
</ el ement >
</ sequence>
<attribute nanme="1D"' type="ID" use="required"/>
</ conpl exType>
</ el ement >
<el enent ref="ds:Signature"/>
</ sequence>
</ conpl exType>
</ el ement >
</ schema>
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6 WSDL

<?xm version="1.0" encodi ng="UTF- 8" ?>
<definitions xmns:s="http://ww.w3. org/ 2000/ 10/ XM_Schena. "
xm ns: http="http://schemas. xm soap. org/wsdl /http/"
xm ns: m nme="http://schemas. xm soap. or g/ wsdl / m me/ "
xm ns: soapenc="http://schemas. xn soap. or g/ soap/ encodi ng/ "
xm ns: soap="http://schemas. xm soap. or g/ wsdl / soap/ "
xm ns: ds="http://wwm. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xkns="ht t p: / / www. xkns. or g/ schema/ xkns- 2001- 01- 20"
xm ns: xbul k="http://ww. xm trustcenter. org/ xkns/ docs/ x- bul k- 2001- 07- 04. xsd"
target Nanespace="http://wwmv. xm trust cent er. or g/ xknms/ docs/ x- bul k- 2001- 07- 04. xsd"
xm ns="http://schemas. xn soap. org/ wsdl / ">

<types>
<s:schema target Nanespace="http://ww. xnm trustcenter. org/ xkns/ docs/ x- bul k-
2001- 07- 04. xsd"
attri but eFor nDef aul t ="unqual i fi ed" el ement For nDef aul t ="qual i fied">
<l-- Ceneral Stuff -->
<s: conpl exType nane="Bat chHeader Type" >
<s:choi ce m nCccurs="0" maxCccur s="unbounded" >
<s: sequence>
<s: el enment nane="Batchl D' type="string"/>
<s: el ement nanme="Bat chTi ne" type="dateTi me"/>
<s: el ement nanme="Nunber O Requests" type="positivelnteger"/>
<s:el ement ref="xbul k: Processl nfo" m nCccurs="0"/>
</ s: sequence>
</ s: choi ce>
</ s: conpl exType>
<s: el ement name="Cientlnfo">
<s:conpl exType>
<s:sequence nmaxQOccur s="unbounded" >
<s:any nanespace="##ot her"/>
</ s: sequence>
</ s: conpl exType>
</s:el ement>
<l-- copied from XKM5, since not typed there -->
<s: el enment nane="Keyl D' type="uri Reference"/>
<s: el ement nanme="Processl| nfo">
<s:conpl exType>
<s:sequence m nCccurs="0" maxCccur s="unbounded" >
<s:any nanespace="##ot her"/>
</ s: sequence>
</ s: conpl exType>
</s:el ement>
<s: el enent nane="Respond" >
<s: conpl exType>
<s: sequence>
<s:el ement nanme="string" type="string"
m nCccur s="0" maxCccur s="unbounded"/ >
</ s: sequence>
</ s: conpl exType>
</s:el ement>
<l-- Register Stuff -->
<s: el ement nane="Bul kRegi ster">
<s: conpl exType>
<s: sequence>
<s: el ement nane="Si gnedPart" >
<s:conpl exType>
<s: sequence>
<s: el ement nane="Bat chHeader"
t ype="xbul k: Bat chHeader Type"/ >
<s: el ement ref="xbul k: Respond"/>
<s: el ement nane="Requests">
<s:conpl exType>
<s:sequence>
<s: el ement ref="xbul k: Request "
maxQccur s="unbounded"/ >
</ s: sequence>
<s:attribute nane="nunber" use="required"/>
</ s: conpl exType>
</s:el ement>
</ s: sequence>
<s:attribute nane="1D" type="ID" use="required"/>
</ s: conpl exType>
</ s: el ement >
<s:elenment ref="ds: Signature"/>
</ s: sequence>
</ s: conpl exType>
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</ s: el ement >
<s: el ement nane="Request" >
<s: conpl exType>
<s: sequence>
<s: el ement ref="xbul k: Keyl D'/ >
<s: el ement ref="ds: Keylnfo"/>
<s: el ement ref="xbul k: Respond" m nCccurs="0"/>
<s: el ement ref="xbul k: Processl| nfo" m nCccurs="0"/>
<s:element ref="xbulk:dientlnfo" m nCccurs="0"/>
</ s: sequence>
</ s: conpl exType>
</s:el ement>
<l-- new types of ds:Keylnfo -->
<s: el ement nanme="PKCS1" type="binary"/>
<s: el ement nanme="PKCS10" type="binary"/>
<l-- Status Specific Stuff -->
<s: el ement nane="Bul kSt at usRequest " >
<s:conpl exType>
<s: sequence>
<s: el ement nane="Si gnedPart" >
<s:conpl exType>
<s: sequence>
<s: el ement nane="Bat chHeader"
t ype="xbul k: Bat chHeader Type"/ >
</ s: sequence>
<s:attribute name="1D" type="ID"' use="required"/>
</ s: conpl exType>
</ s: el ement >
<s: el ement ref="ds:Signature"/>
</ s: sequence>
</s: conpl exType>
</ s: el ement >
<s: el ement nanme="Bul kSt at us" >
<s:conpl exType>
<s: sequence>
<s: el ement nanme="Si gnedPart" >
<s:conpl exType>
<s: sequence>
<s: el ement nane="Bat chHeader"
t ype="xbul k: Bat chHeader Type"/ >
<s:el ement ref="xbul k: Status"/>
</ s: sequence>
<s:attribute name="1D" type="ID"' use="required"/>
</ s: conpl exType>
</s:el ement>
<s: el enment ref="ds:Signature"/>
</ s: sequence>
</ s: conpl exType>
</ s: el ement >
<s:el ement nanme="Status">
<s:conpl exType>
<s: sequence>
<s: el ement nane="Pendi ng" type="positivelnteger"/>
<s:el ement nanme="Successful" type="positivelnteger"/>
<s: el ement nane="Fail ed" type="positivelnteger"/>
</ s: sequence>
</ s: conpl exType>
</ s: el ement >
<l-- Result Specific Stuff -->
<s: el ement nanme="Bul kRegi st er Resul t">
<s:conpl exType>
<s: sequence>
<s: el ement nanme="Si gnedPart" >
<s:conpl exType>
<s: sequence>
<s: el ement nane="Bat chHeader"
t ype="xbul k: Bat chHeader Type"/ >
<s: el ement nane="Regi sterResul ts">
<s:conpl exType>
<s: sequence>
<s: el ement ref="xkns: Regi sterResul t'
maxQccur s="unbounded" / >
</ s: sequence>
<s:attribute nane="nunber" use="required"/>
</ s: conpl exType>
</ s: el ement >
</ s: sequence>
<s:attribute name="1D" type="ID" use="required"/>
</ s: conpl exType>
</ s: el ement >
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<s: el enment ref="ds: Signature"/>
</ s: sequence>
</ s: conpl exType>
</ s: el ement >
</ s: schema>
</types>
<nmessage nane="Bul kRegi st er Soapl n" >
<part nane="paraneters" el enment="xbul k: Bul kRegi ster"/>
</ message>
<nmessage nane="Bul kRegi st er SoapQut " >
<part nane="paraneters" el enent="xbul k: Bul kRegi st er Resul t"/ >
</ message>
<message nane="Bul kSt at usSoapl n" >
<part nanme="paraneters" el enent="xbul k: Bul kSt at usRequest "/ >
</ message>
<nmessage nane="Bul kSt at usSoapQut " >
<part nane="paraneters" el enment="xbul k: Bul kSt at us"/ >
</ message>
<port Type nanme="XBul kSoap" >
<operati on nane="Bul kRegi ster">
<i nput nessage="Bul kRegi st er Soapl n"/ >
<out put nessage="Bul kRegi st er SoapQut "/ >
</ operati on>
<operation nanme="Bul kSt at us" >
<i nput nessage="Bul kSt at usSoapl n"/ >
<out put nessage="Bul kSt at usSoapQut "/ >
</ operati on>
</ port Type>
<port Type nanme="XBul kHt t pPost "/ >
<port Type name="XBul kHtt pGet"/>
<bi ndi ng nane="XBul kSoap" type="xbul k: XBul kSoap" >
<soap: bi nding transport="http://schemas. xm soap. or g/ soap/ http"
styl e="docunment"/>
<operation nane="Bul kRegi ster">
<soap: operati on soapAction="http://id.baltinore.coniBul kRegi ster"
styl e="docunment"/ >
<i nput >
<soap: body use="literal"/>
</i nput >
<out put >
<soap: body use="literal"/>
</ out put >
</ operati on>
<operation nane="Bul kSt at us" >
<soap: operation soapAction="http://id.baltinore.coniBul kSt at us"
styl e="docunent"/ >
<I nput >
<soap: body use="literal"/>
</i nput >
<out put >
<soap: body use="literal"/>
</ out put >
</ operati on>
</ bi ndi ng>
<bi ndi ng nanme="XBul kHt t pPost " type="xbul k: XBul kHt t pPost " >
<htt p: bi ndi ng ver b="POST"/ >
</ bi ndi ng>
<bi ndi ng nanme="XBul kHt t pGet" type="xbul k: XBul kHt t pGet " >
<htt p: bi ndi ng ver b="GET"/ >
</ bi ndi ng>
<servi ce nanme="XBul k">
<port nane="XBul kSoap" bi ndi ng="xbul k: XBul kSoap" >
<soap: address | ocation="http://id.baltinore.conf Test/ XBul k. asnx"/ >
</ port>
<port nanme="XBul kHtt pPost" bi ndi ng="xbul k: XBul kHt t pPost " >
<soap: address | ocation="http://id.baltinore.conf Test/ XBul k. asnx"/ >
</ port>
<port nanme="XBul kHtt pGet " bi ndi ng="xbul k: XBul kHt t pGet " >
<soap: address | ocation="http://id.baltinore.con Test/ XBul k. asnx"/ >
</ port>
</ servi ce>
</definitions>
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