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Copyright 11 

Copyright 2000 – 2002 papiNet G.I.E (“papiNet”), International Digital Enterprise 12 
Alliance, Inc. (“IDEAlliance”), and American Forest & Paper Association, Inc. 13 
(“AF&PA”), collectively “Copyright Owner”. All rights reserved by the Copyright 14 
Owner under the laws of the United States, Belgium, the European Economic 15 
Community, and all states, domestic and foreign. This document may be 16 
downloaded and copied provided that all copies retain and display the copyright and 17 
any other proprietary notices contained in this document. This document may not 18 
be sold, modified, edited, or taken out of context such that it creates a false or 19 
misleading statement or impression as to the purpose or use of the papiNet 20 
specification, which is an open standard. Use of this Standard, in accord with the 21 
foregoing limited permission, shall not create for the user any rights in or to the 22 
copyright, which rights are exclusively reserved to the Copyright Owner. 23 

papiNet (formerly known as the European Paper Consortium for e-business - EPC), 24 
IDEAlliance (formerly known as the Graphic Communications Association - GCA), 25 
the parent organisation of IDEAlliance the Printing Industries of America (PIA), the 26 
American Forest and Paper Association (AF&PA), and the members of the papiNet 27 
Working Group (collectively and individually, "Presenters") make no representations 28 
or warranties, express or implied, including, but not limited to, warranties of 29 
merchantability, fitness for a particular purpose, title, or non-infringement. The 30 
presenters do not make any representation or warranty that the contents of this 31 
document are free from error, suitable for any purpose of any user, or that 32 
implementation of such contents will not infringe any third party patents, 33 
copyrights, trademarks or other rights. By making use of this document, the user 34 
assumes all risks and waives all claims against Presenters. 35 

In no event shall Presenters be liable to user (or other person) for direct, indirect, 36 
special or consequential damages arising from or related to any use of this 37 
document, including, without limitation, lost profits, business interruption, loss of 38 
programs, or other data on your information handling system even if Presenters are 39 
expressly advised of the possibility of such damages. 40 

Use of Documents in papiNet Implementations 41 

Documents may be used as templates for a papiNet implementation. The 42 
Presenters grant the right to modify and edit them to fit an actual implementation 43 
project provided all copies retain and display the copyright and any other 44 
proprietary notices contained in this document. Such modified documents must 45 
not be distributed beyond the trading partners implementing or maintaining a 46 
papiNet connection.  47 

Additional Copyright Information 48 

Additional copyrights may be referenced throughout this document in the 49 
appropriate section.50 
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Sponsoring Organisations 70 

papiNet G.I.E. 71 

papiNet started as a project within the Publishing part of the paper industry. A 72 
number of major paper suppliers, large German publishers and printers worked 73 
together to create a common standard for electronic business transactions. 74 
Soon there was a requirement to develop supporting software for handling the 75 
transactions via the Internet. This work turned out so well, that it was decided 76 
to enlarge the pilot project to encompass other parts of the industry. 77 
papiNet G.I.E. currently has 25 suppliers and wide cooperation with customers 78 
within the industry. 79 

IDEAlliance 80 

IDEAlliance is the leading global membership organisation for advancing the 81 
processes of information interoperability and dissemination of knowledge. 82 
IDEAlliance accomplishes this by engaging in and supporting the creation and 83 
adoption of globally recognised standards for information definition and 84 
exchange. Over the last 15 years, IDEAlliance’s B2B Standards Committee has 85 
been the recognized e-business and Electronic Data Interchange (EDI) 86 
standards development body in the North American paper, print, and 87 
publishing industry. More information about the IDEAlliance can be found at 88 
http://www.idealliance.org/. 89 

American Forest & Paper Association 90 

The American Forest & Paper Association (AF&PA) is the national trade 91 
association in the United States of the forest, paper, and wood products 92 
industry. AF&PA members include manufacturers of over 80 percent of the 93 
paper, wood and forest products produced in the United States. AF&PA acts as 94 
the clearinghouse for statistical information, as the leading force in technical, 95 
regulatory and policy issues, and as the national voice for the forestry, wood, 96 
and paper industries. More information about the AF&PA can be found at 97 
http://www.afandpa.org/. 98 
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Interoperability Guidelines99 

Interoperability Overview1 100 

The papiNet Standards Group has the vision of enterprises of any size and in any 101 
geographical location meeting and conducting the business of paper, printing, 102 
and publishing with each other through the exchange of XML based messages. 103 
The intent is to define a neutral method (one that is open and non-proprietary) 104 
for exchanging these electronic business messages. In addition to being neutral 105 
the message exchange process has to guarantee safe, secure delivery. 106 

These interoperability objectives can be summarized in the following way: 107 
• Participants in the messaging transfer process should be able to choose the 108 

technology they desire to use to communicate messages independent of 109 
other participants in the communications network. 110 

• Errors in transmission to the destination must be communicated. 111 
• Security must be assured: 112 

 Privacy - Protect against information being disclosed or revealed to any 113 
entity not authorized to have that information. 114 

 Authentication - Authenticate the claimed identity of the originator. 115 
 Authorization - Protect against the threat that unknown entities enter 116 
into the system and ensures that an entity performs only authorized 117 
actions within the system. 118 

 Integrity - Protect against the threat that the value of a data item 119 
might be changed en route. 120 

 Non-repudiation - Protect against one party to a transaction or 121 
communication later falsely denying that the transaction or 122 
communication occurred. 123 

Who should read this document 124 

Users who are designing a messaging service for use within a papiNet 125 
environment need to read this document. If you are only constructing the 126 
papiNet message (the payload to be sent in a messaging service) you most 127 
likely do not need this document. 128 

                                       
1 Portions of this section are extracted from Version 1.08 of the “ebXML Transport, Routing & 
Packaging – Message Service Specification” and as such are subject to the following copyright 
communication. 

Copyright © UN/CEFACT and OASIS, 2001. All Rights Reserved 
This document and translations of it MAY be copied and furnished to others, and derivative works 
that comment on or otherwise explain it or assist in its implementation MAY be prepared, copied, 
published and distributed, in whole or in part, without restriction of any kind, provided that the 
above copyright notice and this paragraph are included on all such copies and derivative works.  
However, this document itself MAY not be modified in any way, such as by removing the copyright 
notice or references to the ebXML, UN/CEFACT, or OASIS, except as required to translate it into 
languages other than English. 
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Historical Perspective 129 

During the initial phases of the papiNet initiative it was felt that messaging 130 
standards were not sufficiently robust enough either in their definition or in the 131 
availability of neutral components to achieve the papiNet interoperability 132 
objectives. So, it was decided to provide a messaging service that contained 133 
this functionality. 134 

As part of discussions associated with the joining of the European and North 135 
American initiatives2 this decision was reviewed. It was determined that the 136 
ability of participants, in the messaging transfer process, to choose the 137 
technology desired, when communicating with other participants, outweighed 138 
the benefits of a common messaging service. The papiNet Interoperability 139 
Guidelines are a direct result of that decision. All users of the papiNet standard 140 
are encouraged to follow these guidelines, suggest improvements, or inform 141 
papiNet of additional requirements (www.papinet.org). 142 

The tradition of providing open components to the industry has not been 143 
forgotten. In addition to the papiNet schemas we also provide stylesheets and 144 
a tool that can be used to communicate your use of the standard to your 145 
trading partners, all of these components are freely available. 146 

                                       
2 What began as a European and North American initiative has broadened into a process that is 
involving more countries and continents, every day. 

Envelope Future Direction 147 

While neutral communications components are more available and messaging 148 
standards are more robust. There still is a question of their ability to support 149 
“industrial strength” communications. Also, which messaging standard will 150 
provide long-term viability is still in question, albeit a less open-ended question 151 
than it was two years ago. 152 

With this in mind, the papiNet Standards Group will be migrating towards full 153 
support for the SOAP – ebXML messaging protocol. At this point in time we are 154 
supporting Version 2.0c of the ebXML Message Service (without Digital 155 
Signatures but augmented with S/MIME). 156 

papiNet’s Approach to Developing Interoperability Guidelines 157 

papiNet attempts to balance the benefits provided to the user community by 158 
providing a strict interoperability specification with the resultant drag on 159 
innovation and loss in functionality delivered to users. While it is our goal to 160 
cover the full spectrum of interoperability issues, this will take some time to 161 
complete and we anticipate a period of time where papiNet will be in a reactive 162 
mode. papiNet will work to minimize the amount of time that it takes to 163 



papiNet Interoperability Guidelines – Version 2.0 

Page: 4 of 29 
Publication Date: 07/10/02 

respond to issues (check www.papiNet.org for Interoperability Guideline 164 
updates). 165 

papiNet’s Interoperability Scope 166 

While transparency from the sender’s application all the way through to the 167 
receiver’s application would be ideal the papiNet Standards Group feels that the 168 
appropriate scope for the interoperability guidelines is assuring that the receiver 169 
of a papiNet message (the payload) is able to remove it from its envelope. How 170 
the receiver processes the message once it is unwrapped is outside the scope of 171 
papiNet interoperability recommendations. 172 

The Net

Communications Protocol Envelope

SOAP with Attachments MIME envelope

Firewall

Payload

SOAP-ebXML Envelope

SOAP-ebXML Body
SOAP-ebXML Header

Firewall

Message 
Service

Middleware

Message 
Service

Middleware

 173 

The graphic above3 illustrates the papiNet interoperability scope. Bounded on 174 
either side by the users’ particular message service, papiNet interoperability is 175 
achieved when the papiNet payload is unwrapped from its various envelopes. The 176 
bullets that follow further describe some of the elements of this graphic. 177 

• Message Service 178 
 The process that receives incoming messages and sends outgoing 179 
messages. 180 

• Middleware 181 
 The process that connects the message with the user’s information 182 
system. In some situations a single package will serve both a message 183 
service and a middleware function. 184 

                                       
3 “Slice” vertically through graphic to determine what wrappings are in place at a given point in the 
transmission process. 
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SOAP Packaging Specification 185 

The general structure and composition 186 
of a SOAP - ebXML message is 187 
illustrated to the right.4 A complete 188 
discussion of this information can be 189 
found in the ebXML Message Service 190 
documentation (ebMS_v2_0rev_C at 191 
this writing).  We’ll provide some 192 
background to this specification so 193 
that you can follow the papiNet 194 
interpretation. We’ll discuss the 195 
Header and Payload Container in this 196 
section and the Message Package in 197 
the following three sections. 198 

In XML, SOAP-ENV would be written 199 
as soap:Envelope. This means, “the 200 
envelope as described in the soap 201 
namespace”. This envelope is 202 
comprised of header and body elements (designated as SOAP-ENV:Header and 203 
SOAP-ENV:Body in the graphic). 204 

In the above graphic soap:Header is comprised of MessageHeader and Error 205 
elements both in the ebXML namespace (designated as “eb”). The Error element 206 
is optional and in the papiNet implementation would not be necessary. Other 207 
elements may also be referenced in the soap:Header. 208 

The graphic indicates that soap:Body contains eb:Manifest. The Manifest element 209 
contains information describing the message payload. Notice that there may be 210 
multiple payloads each identified as a separate MIME part. This approach serves 211 
to isolate the message payload from the routing information, supporting payload 212 
encryption, attachments, and other functions. 213 

                                       
4 From Message Service Specification, Version 2.0 rev C, OASIS ebXML Messaging Services Technical 
Committee, 21 February 2002 

Message Service Functionality and Envelope Protocols 214 

The mechanism that papiNet has selected to assure safe, secure delivery of 215 
business messages in a neutral manner is the SOAP – ebXML protocol. In addition 216 
to this standard we have determined that until an approved encryption standard 217 
is developed by the W3C/IETF the S/MIME (Version 2) extensions to the MIME 218 
standard should be used. 219 
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MIME and its extensions (S/MIME and S/MIME Certificates) 220 

MIME (Multipurpose Internet Mail Extension5) is a standard system for 221 
identifying the type of data contained in a file based on its extension. MIME is 222 
an Internet protocol that permits binary files to be sent across the Internet. 223 
These files include graphics, photos, sound and video files, as well as 224 
formatted text documents. MIME negotiates many different operating systems 225 
and types of software. 226 

The original MIME standard has been extended to include security and 227 
certificate functionality (S/MIME and S/MIME Certificates). Various issues are 228 
discussed in the documents referenced in the Technical References section with 229 
appropriate solutions. MIME has been implemented for decades and issues 230 
associated with its adoption have passed. 231 

SOAP and SOAP with Attachments 232 

SOAP is a lightweight protocol for the exchange of information in a 233 
decentralized, distributed environment. It is an XML based protocol that 234 
consists of three parts: an envelope that defines a framework for describing 235 
what is in a message and how to process it, a set of encoding rules for 236 
expressing instances of application-defined data-types, and a convention for 237 
representing remote procedure calls and responses. SOAP can be used in 238 
combination with a variety of other protocols. 239 

SOAP is general enough that most implementations will have no problem 240 
implementing it. An ebXML compliant Message Service uses a SOAP with 241 
Attachments MIME envelope with S/MIME extensions permitted to provide 242 
security. 243 

ebXML extensions to SOAP 244 

The ebXML Message Service standard suggests several extensions to the SOAP 245 
standard to provide needed functionality. With the exception of the Digital 246 
Signature standard papiNet suggest adherence to these extensions. 247 

Reliable Messaging 248 

Reliable messaging defines a process that two Message Service Handlers can use 249 
to reliably exchange messages, using acknowledgment, retry and duplicate 250 
detection and elimination mechanisms, resulting in the To Party receiving the 251 
message Once-And-Only-Once. The process is flexible, allowing for both 252 
store-and-forward and end-to-end reliable messaging. 253 

Reliability is achieved by a Receiving Message Service Handler responding to a 254 
message with an Acknowledgment Message. An Acknowledgment Message is any 255 
ebXML message containing an Acknowledgment element. Failure to receive an 256 

                                       
5 Although developed for email MIME is used for a variety of transport mechanisms. 
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Acknowledgment Message by a Sending Message Service Handler may trigger 257 
successive retries until such time as an Acknowledgment Message is received or 258 
the predetermined number of retries has been exceeded at which time the From 259 
Party must be notified of the probable delivery failure. 260 

Whenever an identical message may be received more than once, some method 261 
of duplicate detection and elimination is appropriate, usually through the 262 
mechanism of a persistent storage mechanism. This functionality while desirable 263 
in a message service is not necessary for interoperability. 264 

Reliable messaging through an ebXML containing an Acknowledgement 265 
element is the papiNet suggested approach. Users are cautioned to validate how 266 
their message service implements duplicate detection. 267 
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SOAP – ebXML Envelope Documentation 268 

What follows is the papiNet interpretation of the SOAP – ebXML envelope 269 
specification (we will refer to this as the “papiNet-SOAP-ebXML envelope”.  It is 270 
papiNet’s goal to be as consistent as possible with the official documentation (refer 271 
to the Technical Reference section); please bring any discrepancies to the attention 272 
of papiNet.org. 273 

The next several sections review the papiNet-SOAP-ebXML envelope standard. The 274 
discussion is organized in the following way: 275 

• General information. 276 
• The SOAP envelope elements. 277 

 papiNet Interoperability Guidelines require that these elements and 278 
attributes must be understood and properly processed. 279 

• The ebXML core envelope elements. 280 
 papiNet Interoperability Guidelines require that these elements and 281 
attributes must be understood and properly processed. 282 

• The ebXML extended envelope elements. 283 
• SOAP-ebXML attributes. 284 

General information 285 

Digital signatures 286 

All digital signature information described in this standard should be 287 
considered, at this time, to refer to the equivalent S/MIME facility. As the W3C 288 
digital signature standard becomes more defined S/MIME may be augmented 289 
by the W3C digital signature process. 290 

A review of the namespaces used 291 

You’ll run into a variety of namespaces in these sections: 292 
• eb – the ebXML namespace designator 293 
• pn – the papiNet namespace designator 294 
• soap – the SOAP namespace designator 295 
• tns – the “target namespace identifier” this is how SOAP refers to ebXML. 296 
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The SOAP Envelope Elements 297 

soap:Envelope 298 

The soap:Envelope is a simple 300 
structure that provides for an optional 302 
Header, a required Body, and 304 
enables you to define additional 306 
Envelope children elements. 308 

soap:Envelope contains the following 310 
elements: 312 

• Header, while this is an optional 314 
ebXML extension element is required for the papiNet-SOAP-ebXML 315 
envelope. 316 

• Body, required 317 
• other elements are permitted but not validated within the papiNet-SOAP-318 

ebXML envelope. 319 

soap:Header 320 

The SOAP Header element is the first 322 
child element of the SOAP Envelope 324 
element. 326 

The following ebXML extension elements 328 
are substituted for the ##other content of the soap:Header: 329 

• MessageHeader, required for the papiNet-SOAP-ebXML envelope. 330 
• SyncReply, permitted but not required, must be processed if existing. 331 

soap:Body 332 

The SOAP Body element is the second 333 
child element of the SOAP Envelope 334 
element. 335 

The following ebXML extension elements 336 
are substituted for the ##any content of 337 
the soap:Body: 338 

• Manifest, optional but required for the papiNet-SOAP-ebXML envelope. 339 
• SyncReply, permitted but not required. 340 
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The ebXML Core Envelope Elements 341 

Acknowledgment 342 

The optional 343 
Acknowledgment element is 344 
used by one Message Service 345 
Handler to indicate to another 346 
Message Service Handler that it 347 
has received a message.  The 348 
RefToMessageId element in 349 
an Acknowledgment element 350 
is used to identify the message 351 
being acknowledged by its 352 
MessageId. 353 

The Acknowledgment 354 
element consists of the following attributes: 355 

• id, optional 356 
• version, required 357 
• soap:mustUnderstand, required with a value of "1" 358 
• soap:actor, optional 359 

The Acknowledgement element consists of the following elements: 360 
• Timestamp, required 361 
• RefToMessageId, required 362 
• From, optional 363 
• ds:Reference, optional 364 
• other elements are permitted but not validated within the papiNet-SOAP-365 

ebXML envelope. 366 

AckRequested 367 

The optional AckRequested element is 368 
used by the Sending Message Service 369 
Handler to request a Receiving Message 370 
Service Handler, acting in the role of the actor URI identified in the SOAP actor 371 
attribute, returns an Acknowledgment Message. 372 

The AckRequested element contains the following attributes: 373 
• id, optional 374 
• version, required 375 
• soap:mustUnderstand, required with a value of "1" 376 
• soap: actor, optional 377 
• signed, required 378 

The AckRequested element is used to indicate to a Receiving Message 379 
Service Handler, acting in the role identified by the SOAP actor attribute, 380 
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whether an Acknowledgment Message is expected, and if so, whether the 381 
message should be signed by the Receiving Message Service Handler. 382 

An ebXML Message may have zero, one, or two instances of an AckRequested 383 
element.  A single Message Service Handler node should only insert one 384 
AckRequested element.  If there are two AckRequested elements present, 385 
they MUST have different values for their respective SOAP actor attributes.  At 386 
most one AckRequested element can be targeted at the actor URI meaning 387 
Next Message Service Handler and at most one AckRequested element can 388 
be targeted at the actor URI meaning To Party Message Service Handler for 389 
any given message. 390 

Action 391 

The required Action element identifies a process 392 
within a Service that processes the message. 393 
Action should be unique within the Service in which 394 
it is defined. The value of the Action element is 395 
specified by the designer of the service. 396 

In the context of the papiNet Standard Action is a value from 397 
pn:Document@DocumentName. 398 

ConversationId 399 

The required ConversationId element is a string 400 
identifying the set of related messages that make up 401 
a conversation between two parties. It must be 402 
unique within the context of the specified CPAId.  403 
The party initiating a conversation determines the value of the 404 
ConversationId element that shall be reflected in all messages pertaining to 405 
that conversation. 406 

The ConversationId remains constant for all messages within a conversation. 407 
The value used for a ConversationId is implementation dependent. 408 

In the context of the papiNet-SOAP-ebXML envelope the ConversationId is 409 
initiated with a papiNet message and follows through to the 410 
BusinessAcknowledgement after which the ConversationId is reinitiated. The 411 
ConversationId would encompass the original message, the ebXML 412 
acknowledgement, and the papiNet BusinessAcknowledgement. The implication 413 
of this approach is that multiple papiNet message documents in an envelope 414 
would not be allowed. 415 

CPAId 416 

The required CPAId element is a string that 417 
identifies the parameters governing the exchange of 418 
messages between the parties. The recipient of a 419 
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message must be able to resolve the CPAId to an individual set of 420 
parameters, taking into account the sender of the message. 421 

papiNet publishes a series of generic CPAs that can be referenced at 422 
www.papiNet.org 423 

CPAId URL Discussion 

BasicCPA www.papiNet.org/CPA/BasicCPA.xml Minimal CPA designed to 
support general papiNet 
communications. 

Description 424 

The Description element may be present zero or 425 
more times.  Its purpose is to provide a human 426 
readable description of the purpose or intent of the 427 
message.  The language of the description is defined 428 
by a required xml:lang attribute. Each occurrence should have a different 429 
value for xml:lang. 430 

In reference to the ErrorList element the content of the Description element 431 
provides a narrative description of the error. The XML parser or other software 432 
validating the message typically generates the message. The content is defined 433 
by the vendor/developer of the software that generated the Error element. 434 

DuplicateElimination 435 

The DuplicateElimination element, if present, identifies a 436 
request by the sender for the receiving Message Service 437 
Handler to check for duplicate messages. 438 

The DuplicateElimination element must be used by the From Party Message 439 
Service Handler to indicate whether the Receiving Message Service Handler  440 
must eliminate duplicates. If the value of duplicateElimination in the CPA is 441 
“never”, DuplicateElimination must not be present. 442 

If DuplicateElimination is present: 443 
• The To Party Message Service Handler must persist messages in a 444 

persistent store so duplicate messages will be presented to the To Party 445 
Application At-Most-Once 446 

• The To Party Message Service Handler must adopt a reliable messaging 447 
behaviour causing duplicate messages to be ignored. 448 

If DuplicateElimination is not present 449 
• The To Party Message Service Handler is not required to maintain the 450 

message in persistent store and is not required to check for duplicates. 451 
• A Receiving Message Service Handler is not required to check for duplicate 452 

message delivery.  Duplicate messages might be delivered to an 453 
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application and persistent storage of messages is not required - although 454 
elimination of duplicates is still allowed. 455 

If the To Party is unable to support the requested functionality, or if the value 456 
of duplicateElimination in the CPA does not match the implied value of the 457 
element, the To Party should report the error to the From Party using an 458 
errorCode of “Inconsistent” and a Severity of “Error”. 459 

The papiNet-SOAP-ebXML envelope standard mandates that 460 
DuplicateElimination be present. 461 

From 462 

The required From element 463 
identifies the party that originated 464 
the message. Both the To and 465 
From elements can contain logical 466 
identifiers, such as a DUNS 467 
number, or identifiers that also 468 
imply a physical location such as an 469 
email address. 470 

The From element contains the following elements: 471 
• PartyId, required 472 
• Role, permitted but not validated in the papiNet-SOAP-ebXML envelope 473 

If either the From or To elements contains multiple PartyId elements, all 474 
members of the list must identify the same organization.  Unless a single type 475 
value refers to multiple identification systems, the value of any given type 476 
attribute must be unique within the list of PartyId elements contained within 477 
either the From or To element.  478 

When used in the context of an Acknowledgment element, the From 479 
element contains the identifier of the party generating the Acknowledgment 480 
Message.  If the From element is omitted then the party sending the element 481 
is identified by the From element in the MessageHeader element. 482 

Manifest 483 

An element pointing to any data present 484 
either in the Payload Container(s) or 485 
elsewhere, e.g. on the web. 486 

In the context of the papiNet-SOAP-487 
ebXML envelope the Manifest element 488 
must be present because there is information associated with the message not 489 
present in the Header.  490 

The Manifest element contains the following elements: 491 
• Reference, required 492 
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• other elements are permitted but not validated within the papiNet-SOAP-493 
ebXML envelope. 494 

MessageData 495 

The required MessageData element 496 
provides a means of uniquely 497 
identifying an ebXML Message. 498 

MessageData contains the following 499 
elements: 500 

• MessageID, required 501 
• Timestamp, required 502 
• RefToMessageID, optional, must 503 

be processed if existing in the 504 
message 505 

• TimeToLive, optional, must be processed if existing in the message 506 

MessageHeader 507 

The required MessageHeader 508 
element contains routing 509 
information for the message as 510 
well as other context information 511 
about the message. 512 

MessageHeader contains the 513 
following attributes: 514 

• id, optional 515 
• version, required 516 
• soap:mustUnderstand, 517 

required 518 

MessageHeader contains the 519 
following elements: 520 

• From, required 521 
• To, required 522 
• CPAId, required 523 
• ConversationId, required 524 
• Service, required 525 
• Action, required 526 
• MessageData, required 527 
• DuplicateElimination, optional 528 
• Description, optional 529 
• other elements are permitted but not validated within the papiNet-SOAP-530 

ebXML envelope. 531 
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MessageId 532 

The required element MessageId is a globally 533 
unique identifier for each message.  534 

In the context of the papiNet-SOAP-ebXML envelope 535 
the MessageID would be equivalent to the deprecated TransferID which was 536 
“a unique ID provided by the communication software that identifies the 537 
transfer. This is used to provide a transactional transfer of the document in 538 
case of guaranteed delivery.” 539 

PartyId 540 

The PartyId element is the identifier for the party 541 
that originated the message (in the case of 542 
From/PartyId) or the receiver of the message (in 543 
the case of To/PartyId). 544 

PartyId contains the following attribute: 545 
• type - The type attribute indicates the domain of names to which the 546 

string in the content of the PartyId element belongs. 547 

In the context of  the papiNet-SOAP-ebXML envelope papiNet recognizes 548 
PartyID@type that conform to four different conventions: 549 

 Content that is equivalent to the content of the global papiNet 550 
attribute pn:@PartyIdentifierType. 551 

 The ebXML recommended type content, mentioned below. 552 
 An omitted type attribute as certain PartyIDs communicate their 553 
type explicitly (usually those PartyIDs that follow proper URI 554 
naming conventions). 555 

ebXML recommends that the value of the type attribute be a URI and that 556 
these values be taken from either the EDIRA (ISO 6523), EDIFACT ISO 9735 557 
or ANSI ASC X12 I05 registries. papiNet is developing recommendations that 558 
follow this approach. 559 

In the context of the papiNet-SOAP-ebXML envelope the From/PartyId is 560 
equivalent to the deprecated SenderURI and the To/PartyId is equivalent to 561 
the deprecated ReceiverURI. 562 
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Reference 563 

The Reference element is 564 
used to communicate 565 
information about the 566 
content of the message. 567 

The Reference element 568 
contains the following 569 
attributes: 570 

• id, optional 571 
• xlink:type – optional, 572 

this attribute defines the 573 
element as being an XLINK simple link. The value of 'simple' is fixed in the 574 
schema and cannot be changed. 575 

• xlink:href – required, has a value that is the URI of the payload object 576 
referenced. It shall conform to the XLINK specification criteria for a simple 577 
link. 578 

• xlink:role – this attribute identifies some resource that describes the 579 
payload object or its purpose. If present, then it shall have a value that is 580 
a valid URI in accordance with the XLINK specification, 581 

• Any other namespace-qualified attribute may be present. A Receiving 582 
Message Service Handler  may choose to ignore any foreign namespace 583 
attributes other than those defined above. 584 

The Reference element contains the following elements: 585 
• Schema, optional 586 
• Description, optional 587 
• other elements are permitted but not validated within the papiNet-SOAP-588 

ebXML envelope. 589 

RefToMessageId 590 

The RefToMessageId element has a cardinality of 591 
zero or one. When present, it must contain the 592 
MessageId value of an earlier ebXML Message to 593 
which this message relates. If there is no earlier 594 
related message, the element must not be present. 595 

In reference to the Acknowledgement element the required 596 
RefToMessageId element contains the MessageId of the message whose 597 
delivery is being reported. 598 
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Service 599 

The required Service element identifies the service 600 
that acts on the message and it is specified by the 601 
designer of the service. The designer of the service 602 
may be a standards organization, or an individual or 603 
enterprise. 604 

In the context of the papiNet-SOAP-ebXML envelope Service is either: 605 
• Production 606 
• Test 607 

Timestamp 608 

The required Timestamp is a value representing the time that 609 
the message header was created conforming to a dateTime and 610 
must be expressed as UTC.  Indicating UTC in the Timestamp 611 
element by including the ‘Z’ identifier is optional. 612 

In reference to the StatusResponse the Timestamp element contains the 613 
time the message, whose status is being reported, was received.  This must be 614 
omitted if the message, whose status is being reported, is “NotRecognized” or 615 
the request was “UnAuthorized”. 616 

To 617 

The required To element identifies 618 
the party that is the intended 619 
recipient of the message. Both To 620 
and From can contain logical 621 
identifiers, such as a DUNS 622 
number, or identifiers that also 623 
imply a physical location such as 624 
an email address. 625 

The To element contains the following elements: 626 
• PartyId, required 627 
• Role, permitted but not validated in the papiNet-SOAP-ebXML envelope 628 

If either the From or To elements contains multiple PartyId elements, all 629 
members of the list must identify the same organization.  Unless a single type 630 
value refers to multiple identification systems, the value of any given type 631 
attribute must be unique within the list of PartyId elements contained within 632 
either the From or To element. 633 
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 any ##other 634 

The following 635 
structure is included 636 
in the 637 
papiNet/ProcessingDirectives namespace for backwards compatibility and 638 
extensibility. 639 

@type Description of Value content  

AttachmentDescription The description of the attachment. optional 

Compression Specifies the compression method. optional 

ConverterProductName The product name of the software used to 
convert the internal ERP message to the XML 
format. 

optional 

ConverterVendorName The name of the vendor of the converter 
software. 

optional 

ConverterVersion The version of the converter software used. optional 

DTDSet A grouping of DTDs. optional 

DTDVersion The papiNet DTD version number as published 
in the reference. (V1R00, V1R10, or V2R00) 

optional 

ERPProductName The product name of the ERP software used for 
generating the source of the message. 

optional 

ERPVendorName The name of the vendor of the ERP software. optional 

ERPVersion The version number of the ERP software. optional 

KeyLength The length of the encryption key in bits. optional 

LogInfo The sender may enter an arbitrary value here 
that has a meaning only in the local domain to 
help retrieving documents based on the value 
assigned 

optional 

MessengerProductName The product name of the software used to 
transfer the message from the sender to the 
receiver. 

optional 

MessengerVendorName The name of the vendor of the messenger 
software used. 

optional 

MessengerVersion The version of the messenger software used. optional 

TransmissionProtocol The protocol used for the transmission. optional 

 640 
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The ebXML Extended Elements 641 

Error and ErrorList 642 

The ebXML Message Service error reporting and handling module is a layer of 643 
processing above the SOAP processor layer and as such is not considered 644 
within the scope of the papiNet-SOAP-ebXML envelope documentation. 645 

MessageOrder 646 

The MessageOrder element is 647 
an optional extension to the 648 
SOAP Header requesting the 649 
preservation of message order 650 
in this conversation. While 651 
MessageOrder is permitted within the papiNet-SOAP-ebXML envelope this 652 
type of processing is outside the scope of the papiNet-SOAP-ebXML envelope 653 
documentation. 654 

MessageOrder contains the following element: 655 
• SequenceNumber. required 656 

Role 657 

The Role element identifies the authorized role 658 
(fromAuthorizedRole or toAuthorizedRole) of the 659 
party sending (when present as a child of the From 660 
element) and/or receiving (when present as a child of 661 
the To element) the message. The value of the Role element is a non-empty 662 
string, which is specified in the CPA. 663 

Schema 664 

If the item being referenced has schema(s) of some kind that 665 
describe it then the Schema element should be present as a child of 666 
the Reference element. It provides a means of identifying the schema and its 667 
version defining the payload object identified by the parent Reference element. 668 

The Schema element contains the following attributes: 669 
•  location - the required URI of the schema 670 
•  version - a version identifier of the schema 671 

SequenceNumber 672 

The required SequenceNumber element indicates the 673 
sequence a Receiving Message Service Handler must 674 
process messages. The SequenceNumber is unique 675 
within the ConversationId and Message Service Handler. It is used with 676 
MessageOrder. 677 
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StatusRequest 678 

The optional StatusRequest 679 
element is an immediate child 680 
of a SOAP Body and is used to 681 
identify an earlier message 682 
whose status is being 683 
requested. 684 

StatusRequest contains the following element: 685 
• RefToMessageId, required 686 

StatusResponse 687 

The optional 688 
StatusResponse element is 689 
an immediate child of a 690 
SOAP Body and is used by 691 
one Message Service 692 
Handler to describe the 693 
status of processing of a 694 
message. 695 

The StatusResponse element 696 
contains the following attributes: 697 

• id, optional 698 
• version, required 699 
• messageStatus, required 700 

The StatusResponse element contains the following elements: 701 
• RefToMessageId, required 702 
• Timestamp, optional 703 

SyncReply 704 

The optional SyncReply element may be 705 
present on any outbound message sent using 706 
synchronous communication protocol. The 707 
SyncReply element may be present as a direct child descendant of the SOAP 708 
Header element.  It contains the following attributes: 709 

• id 710 
• version 711 
• soap:actor, required with the value of 712 

"http://schemas.xmlsoap.org/soap/actor/next" 713 
• soap:mustUnderstand - with a value of "1"  714 

If present, this element indicates to the receiving SOAP or ebXML Message 715 
Service Handler node the connection over which the message was received 716 
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should be kept open in expectation of a response message to be returned via 717 
the same connection. 718 

This element must not be used to override the value of syncReplyMode in the 719 
CPA.  If the value of syncReplyMode is “none” and a SyncReply element is 720 
present, the Receiving Message Service Handler should issue an error with 721 
errorCode of “Inconsistent” and a severity of “Error”. 722 

TimeToLive 723 

If the TimeToLive element is present, it must be used to indicate 724 
the time, expressed as UTC, by which a message should be 725 
delivered to the To Party Message Service Handler. 726 
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SOAP-ebXML Attributes 727 

id 728 

Each of the ebXML SOAP extension elements defined in this specification has 729 
an id attribute which is an XML ID that may be used to provide for the ability 730 
to uniquely identify the element within the message. This may be used when 731 
applying a digital signature to the papiNet-SOAP-ebXML message as individual 732 
ebXML SOAP extension elements can be targeted for inclusion or exclusion by 733 
specifying a URI of "#<idvalue>" in the Reference element. 734 

messageStatus 735 

The required messageStatus attribute identifies the status of the message 736 
identified by the RefToMessageId element.  It shall be set to one of the 737 
following values: 738 

• UnAuthorized – the Message Status Request is not authorized or accepted 739 
• NotRecognized – the message identified by the RefToMessageId element 740 

in the StatusResponse element is not recognized 741 
• Received – the message identified by the RefToMessageId element in the 742 

StatusResponse element has been received by the MSH 743 
• Processed – the message identified by the RefToMessageId element in the 744 

StatusResponse element has been processed by the MSH 745 
• Forwarded – the message identified by the RefToMessageId element in the 746 

StatusResponse element has been forwarded by the Message Service 747 
Handler to another Message Service Handler. 748 

signed 749 

The required signed attribute is used by a From Party to indicate whether or 750 
not a message received by the To Party Message Service Handler should result 751 
in the To Party returning a signed Acknowledgment Message – containing a 752 
XMLDSIG6 Signature element.  Valid values for signed are: 753 

• true - a signed Acknowledgment Message is requested, or 754 
• false - an unsigned Acknowledgment Message is requested. 755 

Before setting the value of the signed attribute in AckRequested, the Sending 756 
Message Service Handler should check if the Receiving Message Service 757 
Handler supports Acknowledgment Messages of the type requested. 758 

When a Receiving Message Service Handler receives a message with signed 759 
attribute set to true or false then it should verify it is able to support the type 760 
of Acknowledgment Message requested. 761 

                                       
6 Until XMLDSIG (digital signatures) is embraced by the papiNet-SOAP-ebXML envelope. S/MIME 
signatures will be the approach taken. 



papiNet Interoperability Guidelines – Version 2.0 

Page: 23 of 29 
Publication Date: 07/10/02 

If the Receiving Message Service Handler can produce the Acknowledgment 762 
Message of the type requested, then it must return to the Sending Message 763 
Service Handler a message containing an Acknowledgment element. 764 

If the Receiving Message Service Handler cannot return an Acknowledgment 765 
Message as requested it must report the error to the Sending Message Service 766 
Handler using an errorCode of “Inconsistent” and a severity of either “Error” 767 
if inconsistent with the CPA, or “Warning” if not supported. 768 

soap:actor 769 

The URI urn:oasis:names:tc:ebxml-msg:actor:nextMSH when used in the 770 
context of the SOAP actor attribute value shall be interpreted to mean an 771 
entity that acts in the role of an instance of the ebXML Message Service 772 
Handler conforming to this specification. 773 

• This actor URI has been established to allow for the possibility that SOAP 774 
nodes that are NOT ebXML Message Service Handler nodes may 775 
participate in the message path of an ebXML Message. An example might 776 
be a SOAP node that digitally signs or encrypts a message. 777 

• All ebXML Message Service Handler nodes must act in this role. 778 

The URI urn:oasis:names:tc:ebxml-msg:actor:toPartyMSH when used in the 779 
context of the SOAP actor attribute value shall be interpreted to mean an 780 
instance of an ebXML Message Service Handler node, conforming to this 781 
specification, acting in the role of the Party identified in the 782 
MessageHeader/To/PartyId element of the same message.  An ebXML Message 783 
Service Handler may be configured to act in this role. 784 

• The Message Service Handler that is the ultimate destination of ebXML 785 
messages must act in the role of the To Party Message Service Handler 786 
actor URI in addition to acting in the default actor as defined by SOAP. 787 

soap:mustUnderstand 788 

The REQUIRED SOAP mustUnderstand attribute on SOAP Header extensions, 789 
namespace qualified to the SOAP namespace, indicates whether the contents 790 
of the element must be understood by a receiving process or else the message 791 
must be rejected in accordance with SOAP.  This attribute with a value of '1' 792 
(true) indicates the element must be understood or rejected.  This attribute 793 
with a value of '0' (false), the default, indicates the element may be ignored if 794 
not understood. 795 

version 796 

The REQUIRED version attribute indicates the version of the ebXML Message 797 
Service Header Specification to which the ebXML SOAP Header extensions 798 
conform.  Its purpose is to provide future versioning capabilities.  For 799 
conformance to this specification, all of the version attributes on any SOAP 800 
extension elements defined in this specification must have a value of  "2.0".  801 
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An ebXML message MAY contain SOAP header extension elements that have a 802 
value other than "2.0".  An implementation conforming to this specification 803 
that receives a message with ebXML SOAP extensions qualified with a version 804 
other than "2.0" may process the message if it recognizes the version 805 
identified and is capable of processing it.  It must respond with an error if it 806 
does not recognize the identified version. 807 

 808 
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Technical references associated with these standards. 809 

To implement the papiNet Interoperability Guidelines you may need to reference the 810 
following documents: 811 

• SOAP 812 
 http://www.w3.org/TR/SOAP 813 

• SOAP with Attachments 814 
 http://www.w3.org/TR/SOAP-attachments 815 

• S/MIME 816 
 http://www.imc.org/rfc2311 817 

• S/MIME certificates 818 
 http://www.imc.org/rfc2312 819 

• ebXML Messaging Service Version 2.0 820 
 http://www.oasis-open.org/committees/ebxml-821 
msg/documents/ebMS_v2_0rev_c.pdf 822 

• Collaboration Protocol Agreement 823 
 http://www.ebxml.org/specs/ebCCP.doc 824 

• XLink 825 
 http://www.w3.org/TR/xlink/ 826 

Any questions you might have should first be addressed by reviewing the standards 827 
documents and then by enquiring for technical assistance at www.papinet.org. 828 
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Sample XML with SOAP Envelope 829 

SOAPAction: "ebXML" 830 
Content-type: multipart/related; boundary="BoundarY"; type="text/xml"; 831 
        start="<papiNet_envelope_example>" 832 
 833 
--BoundarY 834 
Content-ID: < papiNet_envelope_example > 835 
Content-Type: text/xml 836 
 837 
<?xml version = "1.0" encoding = "UTF-8"?> 838 
<soap:Envelope xmlns:soap = "http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi = 839 
"http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation = 840 
"http://schemas.xmlsoap.org/soap/envelope/ 841 
http://schemas.xmlsoap.org/soap/envelope/"> 842 
 <soap:Header xmlns:eb = "http://www.oasis-open.org/committees/ebxml-843 
msg/schema/msg-header-2_0.xsd" xsi:schemaLocation = "http://www.oasis-844 
open.org/committees/ebxml-msg/schema/msg-header-2_0.xsd       http://www.oasis-845 
open.org/committees/ebxml-msg/schema/msg-header-2_0.xsd"> 846 
  <eb:MessageHeader eb:version = "2.0" soap:mustUnderstand = "1"> 847 
   <eb:From> 848 
    <eb:PartyId>oid:1.3.6.1.4.1.13099</eb:PartyId> 849 
   </eb:From> 850 
   <eb:To> 851 
    <eb:PartyId eb:type = "DunsNumber">125811117</eb:PartyId> 852 
   </eb:To> 853 
   <eb:CPAId>papiNetBasicCPA</eb:CPAId> 854 
   <eb:ConversationId>oid:1.3.6.1.4.1.13099.999.1</eb:ConversationId> 855 
   <eb:Service>PurchaseOrder</eb:Service> 856 
   <eb:Action>Test</eb:Action> 857 
   <eb:MessageData> 858 
    <eb:MessageId>oid:1.3.6.1.4.1.13099.998.1</eb:MessageId> 859 
    <eb:Timestamp>2002-05-14T14:51:00</eb:Timestamp> 860 
   </eb:MessageData> 861 
   <eb:DuplicateElimination/> 862 
  </eb:MessageHeader> 863 
 </soap:Header> 864 
 <soap:Body xmlns:eb = "http://www.oasis-open.org/committees/ebxml-865 
msg/schema/msg-header-2_0.xsd" xsi:schemaLocation = "http://www.oasis-866 
open.org/committees/ebxml-msg/schema/msg-header-2_0.xsd       http://www.oasis-867 
open.org/committees/ebxml-msg/schema/msg-header-2_0.xsd"> 868 
  <eb:Manifest eb:version = "2.0"> 869 
   <eb:Reference xmlns:xlink = "http://www.w3.org/1999/xlink" xlink:href = 870 
"cid:papiNet_message_fragment.xml"/> 871 
   <eb:Reference xmlns:xlink = "http://www.w3.org/1999/xlink" xlink:href = 872 
"//www.papinet.org/envelope/#DTDVersion"> 873 
    <eb:Description xml:lang = "en-US">V2R00</eb:Description> 874 
   </eb:Reference> 875 
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  </eb:Manifest> 876 
 </soap:Body> 877 
</soap:Envelope>878 
--BoundarY 879 
Content-ID: <papinet_message_fragment.xml> 880 
Content-Type: text/xml 881 
 882 
<?xml version="1.0" encoding="UTF-8"?> 883 
<PurchaseOrder xmlns="http://www.papiNet.org/papiNet" 884 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 885 
xsi:schemaLocation=http://www.papiNet.org/papiNet PurchaseOrderV2R00.xsd 886 
 <PurchaseOrderHeader> 887 
…  888 

</PurchaseOrderHeader> 889 
 <PurchaseOrderLine> 890 
…  891 

</PurchaseOrderLine> 892 
 <PurchaseOrderSummary> 893 
…  894 

</PurchaseOrderSummary> 895 
</PurchaseOrder> 896 
 897 
--BoundarY–– 898 
 899 

Mapping the V1R10 Envelope to the V2R00 Envelope  900 

 901 

papiNet Envelope S/MIME, SOAP-ebXML mapping, or comments 

TransmissionInformation/ 
TransmissionCharacteristics/ 

 

 @TransmissionProtocol MessageHeader/ProcessingDirectives with @type =
‘TransmissionProtocol’ and appropriate content. 

 @TransmissionMode MessageHeader/MessageMode/DuplicateEliminatio
n 

 TransferID MessageHeader/MessageData/MessageID 

 SenderURI MessageHeader/From/PartyId 

 ReceiverURI MessageHeader/To/PartyId 

 TransmissionTimeStamp MessageHeader/MessageData/Timestamp 

TransmissionInformation/ 
TransmissionOrganisationIdentifiers/ 

 

 SenderOrganisation MessageHeader/From/PartyId 

 SenderOrganisationUnit Not supported through envelope content. 

 ReceiverOrganisation MessageHeader/To/PartyId 
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papiNet Envelope S/MIME, SOAP-ebXML mapping, or comments 

 ReceiverOrganisationUnit Not supported through envelope content. 

TransmissionInformation/ 
TransmissionSecurityCharacteristics/ 

 

 @HashAlgorithm S/MIME – Content-Type micalg parameter 

 @SignatureAlgorithm S/MIME – DigestEncryptionAlgorithmIdentifier 

 @CryptoAlgorithm S/MIME – ContentEncryptionAlgorithmIdentifier 

 KeyLength S/MIME oid 

CommunicationSoftware/  

 ConverterProductName  MessageHeader/ProcessingDirectives with @type =
‘ConverterProductName’ and appropriate content.  

 ConverterVendorName  MessageHeader/ProcessingDirectives with @type =
‘ConverterVendorName’ and appropriate content. 

 ConverterVersion  MessageHeader/ProcessingDirectives with @type =
‘ConverterVersion’ and appropriate content. 

 MessengerProductName MessageHeader/ProcessingDirectives with @type =
‘MessengerProductName’ and appropriate content. 

 MessengerVendorName MessageHeader/ProcessingDirectives with @type =
‘MessengerVendorName’ and appropriate content. 

 MessengerVersion MessageHeader/ProcessingDirectives with @type =
‘MessengerVersion’ and appropriate content. 

Payload/MessageMetaData/Amendments
/ 

 

 Ammendment@Element 

 Ammendment@KindOfChange 

 Ammendment@DateTime 

 Ammendment/PreviousValue 

Handled by the ConversationId concept. This type 
of tracking is removed from the envelope and is 
managed using persistant storage. 

Payload/MessageMetaData/DocumentInf
o  

 

 @MessageName MessageHeader/Service 

 @TestFlag MessageHeader/Action 

 @Type MessageHeader/Service@type 

 LogInfo MessageHeader/ProcessingDirectives with @type =
‘LogInfo’ and appropriate content. 

 DTDVersionNumber  MessageHeader/ProcessingDirectives with @type =
‘DTDVersionNumber’ and appropriate content. 
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papiNet Envelope S/MIME, SOAP-ebXML mapping, or comments 

 ApplicationSoftware/  

  ERPProductName  MessageHeader/ProcessingDirectives with @type =
‘ERPProductName’ and appropriate content. 

  ERPVendorName  MessageHeader/ProcessingDirectives with @type =
‘ERPVendorName’ and appropriate content. 

  ERPVersion  MessageHeader/ProcessingDirectives with @type =
‘ERPVersion’ and appropriate content. 

 DTDSet MessageHeader/ProcessingDirectives with @type =
‘DTDSet’ and appropriate content. 

 Compression MessageHeader/ProcessingDirectives with @type =
‘Compression’ and appropriate content. 

AttachmentDescription MessageHeader/ProcessingDirectives with @type =
‘AttachmentDescription’ and appropriate content. 

 902 

 903 


	Copyright
	Use of Documents in papiNet Implementations
	Additional Copyright Information

	Sponsoring Organisations
	Interoperability Guidelines
	Interoperability Overview
	papiNet’s Interoperability Scope
	SOAP Packaging Specification
	Message Service Functionality and Envelope Protocols
	Reliable Messaging

	SOAP – ebXML Envelope Documentation
	General information
	The SOAP Envelope Elements
	The ebXML Core Envelope Elements
	The ebXML Extended Elements
	SOAP-ebXML Attributes

	Technical references associated with these standards.
	Sample XML with SOAP Envelope
	Mapping the V1R10 Envelope to the V2R00 Envelope

