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Interoperability Guidelines

Copyright

Copyright 2000 - 2002 papiNet G.I.E ("papiNet”), International Digital Enterprise
Alliance, Inc. ("IDEAlliance”), and American Forest & Paper Association, Inc.
(“"AF&PA"), collectively “"Copyright Owner”. All rights reserved by the Copyright
Owner under the laws of the United States, Belgium, the European Economic
Community, and all states, domestic and foreign. This document may be
downloaded and copied provided that all copies retain and display the copyright and
any other proprietary notices contained in this document. This document may not
be sold, modified, edited, or taken out of context such that it creates a false or
misleading statement or impression as to the purpose or use of the papiNet
specification, which is an open standard. Use of this Standard, in accord with the
foregoing limited permission, shall not create for the user any rights in or to the
copyright, which rights are exclusively reserved to the Copyright Owner.

papiNet (formerly known as the European Paper Consortium for e-business - EPC),
IDEAIlliance (formerly known as the Graphic Communications Association - GCA),
the parent organisation of IDEAIlliance the Printing Industries of America (PIA), the
American Forest and Paper Association (AF&PA), and the members of the papiNet
Working Group (collectively and individually, "Presenters") make no representations
or warranties, express or implied, including, but not limited to, warranties of
merchantability, fitness for a particular purpose, title, or non-infringement. The
presenters do not make any representation or warranty that the contents of this
document are free from error, suitable for any purpose of any user, or that
implementation of such contents will not infringe any third party patents,
copyrights, trademarks or other rights. By making use of this document, the user
assumes all risks and waives all claims against Presenters.

In no event shall Presenters be liable to user (or other person) for direct, indirect,
special or consequential damages arising from or related to any use of this
document, including, without limitation, lost profits, business interruption, loss of
programs, or other data on your information handling system even if Presenters are
expressly advised of the possibility of such damages.

Use of Documents in papiNet Implementations

Documents may be used as templates for a papiNet implementation. The
Presenters grant the right to modify and edit them to fit an actual implementation
project provided all copies retain and display the copyright and any other
proprietary notices contained in this document. Such modified documents must
not be distributed beyond the trading partners implementing or maintaining a
papiNet connection.

Additional Copyright Information

Additional copyrights may be referenced throughout this document in the
appropriate section.
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% | Interoperability Guidelines

100 Interoperability Overview!

101 The papiNet Standards Group has the vision of enterprises of any size and in any
102 geographical location meeting and conducting the jiness of paper, printing,
103 and publishing with each other through the exc based messages.
104 The intent is to define a neutral method (one t d non-proprietary)
105 for exchanging these electronic business messages. ition to being neutral
106 the message exchange process has to guarante

107 These interoperability objectives can be g

108 Participants in the messaging trap

109

110

111

112

113

114

115

116

117

118

119

120

121

122

123

124

125

126

127

128 likely do not need this\document.

1 portions of this section|afe extracted from Version 1.08 of the “ebXML Transport, Routing &
Packaging - Message Service Specification” and as such are subject to the following copyright
communication.
Copyright © UN/CEFACT and OASIS, 2001. All Rights Reserved
This document and translations of it MAY be copied and furnished to others, and derivative works
that comment on or otherwise explain it or assist in its implementation MAY be prepared, copied,
published and distributed, in whole or in part, without restriction of any kind, provided that the
above copyright notice and this paragraph are included on all such copies and derivative works.
However, this document itself MAY not be modified in any way, such as by removing the copyright
notice or references to the ebXML, UN/CEFACT, or OASIS, except as required to translate it into
languages other than English.
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Historical Perspective

During the initial phases of the papiNet initiative it was felt that messaging
standards were not sufficiently robust enough either in their definition or in the

this functionality.

As part of discussions associated with the joi
American initiatives? this decision was revie
ability of participants, in the messaging
technology desired, when communicatj

2 more available and messaging
estion of their ability to support
" communicati hich messaging standard will

viability is still estion, albeit a less open-ended question

standards a
“industrial s
provide lond
than it was

With this in mind, the papiNe} dards Group will be migrating towards full
support for the SOAP ‘ ssaging protocol. At this point in time we are

providing a strict interoperability specification with the resultant drag on
innovation and loss in functionality delivered to users. While it is our goal to
cover the full spéctrum of interoperability issues, this will take some time to
complete and we anticipate a period of time where papiNet will be in a reactive
mode. papiNet will work to minimize the amount of time that it takes to

2 What began as a European and North American initiative has broadened into a process that is
involving more countries and continents, every day.
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respond to issues (check www.papiNet.org for Interoperability Guideline
updates).

papiNet’s Interoperability Scope

While transparency from the sender’s application/all
receiver’s application would be ideal the papiNe ;
appropriate scope for the interoperability guidelin
of a papiNet message (the payload) is able to remo
the receiver processes the message once it/is) Un
papiNet interoperability recommendation%

Communications Protocol Envelope

SOAP with Attachments MIME envelope

Message
Service

Message
Service

—®

| SOAP-ebXML Envelope |
SOAP-ebXML Header
SOAP-ebXML Body

Payload

Middleware

Firewall The Net H Firewall

The graphic above3 illustrates AL il\Lé interoperability scope. Bounded on
either side by the users’ particular message service, papiNet interoperability is
achieved when the papi is unwrapped from its various envelopes. The

o Middleware
<+ The process that connects the message with the user’s information
system/ In some situations a single package will serve both a message
service and a middleware function.

3 “Slice” vertically through graphic to determine what wrappings are in place at a given point in the
transmission process.
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SOAP Packaging Specification Y
The genera| structure and composition Communications Protocol Envelope (HTTP, SMTP, etc.)
Of a SOAP - ebXML message is SOAFR with Attachments MIME envelope
MIME Part
illustrated to the right.4 A complete A em— " “F‘,‘:i::g:
discussion of this information can be T A

found in the ebXML Message Service | |
documentation (ebMS_v2_0rev_C at | |
this writing). We'll provide some I eb Etc. |
background to this specification so | |

eb:MessageHeader

Header
Container

eb.Error

other:Etc.
that you can follow the papiNet
interpretation. We'll discuss the SOAP-ENV: Bady
Header and Payload Container in th| ( [ comaniest |
section and the Message Packat | eb.Ete, |
the following three sections. ( | other. Etc |

In XML, SOAP-ENV would b
as soap:Envelope. This m
envelope as described in

MIME Part(s
Payload(s) Payload
Container(s)

V|V
tl\cys SOAP-ENV:Header and

of MessageHeader and Error

SOAP-ENV:Boc¢

In the above g

elements both|i ace ( nated as “eb”). The Error element
is optional and i i i entation” would not be necessary. Other
elements may he soap:Header.

The graphic indicates that soap:B ntains eb:Manifest. The Manifest element
contains information describ essage payload. Notice that there may be

multiple payloads each i ed as a separate MIME part. This approach serves
to isolate the messag load/from the routing information, supporting payload
encryption, attac mé and other functions

Message Service Functionality and Envelope Protocols

The mechanism that papiNet has selected to assure safe, secure delivery of
business messages’in a neutral manner is the SOAP - ebXML protocol. In addition
to this standard we have determined that until an approved encryption standard
is developed by the W3C/IETF the S/MIME (Version 2) extensions to the MIME
standard should be used.

4 From Message Service Specification, Version 2.0 rev C, OASIS ebXML Messaging Services Technical
Committee, 21 February 2002
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MIME and its extensions (S/MIME and S/MIME Certificates)

These files include graphics, photos, sound and vide s,/as well as
formatted text documents. MIME negotiates operating systems
and types of software.

certificate functionality (S/MIME and S/
discussed in the documents referenced

ed protocol that
mework for describing
oding rules for

g, and a convention for
. SOAP can be used in

combinatio

SOAP is ge
implementi
Attachments
security.

note proceédure calls and r;
a variety of other 0

tamdard suggests several extensions to the SOAP
eded functionality. With the exception of the Digital

standard to provjde n
[ suggest adherence to these extensions.

Signature stan ar[@p

Reliable Mess gi'ng

Reliable messaging ines a process that two Message Service Handlers can use
to reliably exchange messages, using acknowledgment, retry and duplicate
detection and elimjnation mechanisms, resulting in the To Party receiving the
message Once-And-Only-Once. The process is flexible, allowing for both
store-and-forward and end-to-end reliable messaging.

Reliability is achieved by a Receiving Message Service Handler responding to a
message with an Acknowledgment Message. An Acknowledgment Message is any
ebXML message containing an Acknowledgment element. Failure to receive an

5 Although developed for email MIME is used for a variety of transport mechanisms.
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Acknowledgment Message by a Sending Message Service Handler may trigger

successive retries until such time as an Acknowledgment Message is received or
the predetermined number of retries has been exceeded a ich time the From
Party must be notified of the probable delivery failure.

Whenever an identical message may be received morg {

, nce, some method

hrough the
mechanism of a persistent storage mechanism.
in @ message service is not necessary for inter.
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SOAP - ebXML Envelope Documentation Y

What follows is the papiNet interpretation of the SOAP - ebX nvelope

specification (we will refer to this as the “papiNet-SOAP-eb nvelope”. Itis
papiNet’s goal to be as consistent as possible with the official dogcumentation (refer
to the Technical Reference section); please bring a epancies to the attention

of papiNet.org.

The next several sections review the papiNet-SOAP-€ L enyelope standard. The
discussion is organized in the following way:
e General information.
e The SOAP envelope elements.

attributes must be
e The ebXML extended e
e SOAP-ebXML attrib%s.

Digital si

All digital sig
considered,
digital signa
by the W3C

e eb -theeb
e pn - the pg
e soap - the
e tns - the “target namespace identifier” this is how SOAP refers to ebXML.

Page: 8 of 29
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297 The SOAP Envelope Elements 4
298 soap:Envelope A / /
300 The soap:Envelope is a simple MsoapEnvelope |
302 structure that provides for an optional | Cimedlender L |
304 Header, a required Body, and | r ype] _t.gg:_ﬂqqqqr_-f |
306 enables you t.o define additional soap:Envelope | : tns:Body |
308 Envelope children elements. oo [ Body | |
310 soap:Envelope contains the following | T e |
312 elements: 6 | e ki |
314 « Header, while this is an option S ——
315 ebXML extension element is requi or the papiNet-SOAP-ebXML
316 envelope.
317 e Body, required
318 o other elements are permitted but not validated within the papiNet-SOAP-
319 ebXML envelope.
VA - A

320 soap:Header ( \/ /\ j
322 The SOAP Header is the first Fo,,ﬁﬂ_de._ T
324 child eleme OAP Envelope soap:Header T e . |
326 element. ﬂ ype | -F anymm.:i |

S
328 The followin L extension ele C
329 are substituted for the ##other c f the soap:Header:
330 e MessageHeader, required for/t apiNet-SOAP-ebXML envelope.
331 . SyncRem&, permitted but not reguired, must be processed if existing.

L
332 soap:Body
333 Thg SOAP Body elem t@ e second rﬂ:“}:ﬁ_ody_ T T
334 child element o velope soapiBody P \ |
[ - any #Hany 7,
335 element. type R gt |
0.0

336 The following ebXML extension elements L 1
337 are substituted ##any content of
338 the soap:Body:
339 o Manifest, gptional but required for the papiNet-SOAP-ebXML envelope.
340 e SyncReply, permitted but not required.
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The ebXML Core Envelope Elements 4
Acknowledgment A //
The optional ftns:Timestamp
Acknowledgment element is ype | deteTime
used by one Message Service 'ftns:RefToMessagel{l
Handler to indicate to another bype tns:non-emjty-string
Message Service Handler that it minmexten ]t |
has received a message. The | Acknowledgment L2 tns:From [}

RefToMessageld element in .
an Acknowledgment element L. indlsReference

. . , L ilype | ds ReferenceType
is used to identify the message P S
being acknowledged by its L e

Lo {any 2other |
Messageld. J;"__”_}’__i‘_’_f‘_{‘_‘_n_‘_f;,-
The Acknowledgment /
element consists of the following attributes:

e id, optional

e Version, requir
e soap:mustyU Ver t nd/l/required with a
e soap:actor,/optional

The Acknowledge
e Timestam uired
. RefToMessa/ Id, required
e From, aptional
. ds:RefeVénce, optional
o other elements are p itted/but not validated within the papiNet-SOAP-
ebXML envelo% /)

AckReq uesteﬂ/ g

The optional Ack. uested element is [AckRequested (v |} {211 #other
used by the Sending age Service i . ‘;
Handler to request\a Receiving Message

Service Handler, acting in the role of the actor URI identified in the SOAP actor
attribute, returns/an Acknowledgment Message.

The AckRequested element contains the following attributes:
e id, optional
e version, required
e soap:mustUnderstand, required with a value of "1"

e soap: actor, optional
e signed, required

The AckRequested element is used to indicate to a Receiving Message
Service Handler, acting in the role identified by the SOAP actor attribute,

Page: 10 of 29
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whether an Acknowledgment Message is expected, and if so, whether the
message should be signed by the Receiving Message Servigce Handler.

An ebXML Message may have zero, one, or two instance
element. A single Message Service Handler node sho
AckRequested element. If there are two AckReqg
they MUST have different values for their respecti

of an AckRequested
only insert one
ed elements present,

most one AckRequested element can be targéted at the actor URI meaning
Next Message Service Handler and at most on . ested element can

be targeted at the actor URI meaning To t ssageé Service Handler for

any given message.

Action vV

e rocess F Action

within a Service that proces essage. bype tris: non-empty -string
Action should be unique i
it is defined. The value of

Service in which | |mininz:Len |1 |
element is
specified by the design ervice.
In the context of th et/ Standard Action s lue from
pn:Documet}f@?/{i‘: ame. /\

A
Conversationl v Q \/
The require n ationId element is ing -
identifying the| set| of related messages|that fnake up | Cenversationld

¢ t be bype trz: non-empty-string
' inimaLen |1
unique within the context of th ed CPAId. minmaLen |

The party initiating a conve ermines the value of the
ConversationId elemen Il be reflected in all messages pertaining to

The Conversatic i s constant for all messages within a conversation.
grsationlId is implementation dependent.

ConversationId/would encompass the original message, the ebXML
acknowledgemeént, and the papiNet BusinessAcknowledgement. The implication
of this approach is that multiple papiNet message documents in an envelope
would not be allowed.

CPAId

The required CPAId element is a string that Ferala

identifies the parameters governing the exchange of  [ip= tns:non-empty-string
messages between the parties. The recipient of a minimaxLen | 1 |

Page: 11 of 29
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message must be able to resolve the CPAId to an individual set of
parameters, taking into account the sender of the message:

papiNet publishes a series of generic CPAs that can be referenced at
www.papiNet.org P

CPAId URL Discussion

BasicCPA www.papiNet.orq/CPA/BasicCPA(.me Minimal CPA designed to
suppart general papiNet
C unications.

|

14

Description

The Description element may be pr Fdescription

more times. Its purpose is to pro bype in-non-empty-atring
readable description of the purp i derivedBy | extension
message. The language offthe min/inzcLen |1 |

by a required xml:lang at
value for xml:lang.

Description element
arser or other software
essage. The content is defined
ated the Error element.

provides a narrative’description of the error. The

validating the S typically generates the
by the vendp{/[‘crlvev/é]o of the softwrﬁe e

DuplicateElimination 7
The DuplicateElimination element, resént, identifies a
e

| DuplicateElimination |

request by th nder for the receiyi essage Service
Handler to ck for duplicate

The DuplicateElimination
Service Handler to indica er the Receiving Message Service Handler
must eliminate dupli { he value of duplicateElimination in the CPA is
“never”, Duplica imination must not be present.

persistent store so duplicate messages will be presented to the To Party
Application At-Most-Once

e The To Pa Message Service Handler must adopt a reliable messaging
behaviour causing duplicate messages to be ignored.

If DuplicateElimination is not present
e The To Party Message Service Handler is not required to maintain the
message in persistent store and is not required to check for duplicates.
e A Receiving Message Service Handler is not required to check for duplicate
message delivery. Duplicate messages might be delivered to an
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application and persistent storage of messages is not required - although
elimination of duplicates is still allowed.

ity, or if the value
of duplicateElimination in the CPA does not match the\implied value of the

DuplicateElimination be present.

From //\ |

The required From element 'fms:Parmu

identifies the party that originated bype s non-smpty-string
the message. Both the To a derivedBy | extension

From elements can contain logica minimaxlen | 1 |
identifiers, such as a DUN | From B}~ 1.0
number, or identifiers th 5 © Fpete T
imply a physical locatio 1 ‘as/an - lpe tris:non-empty-string |
email address. imindmaxlen |1 I

V
The From el the following ents v
o Partyld ﬂ
e Role, pe [ [ apiNet-SOAP-ebXML envelope

members of]
value refers
attribute m

ame’ organization. Unless a single type
stems, the value of any given type
of PartyId elements contained within

When used in the ‘ ment element, the From
element contain i ifier of the party generating the Acknowledgment
Message. If th ‘ nt is omitted then the party sending the element
is identified by . flement in the MessageHeader element.

Manifest

An element pointing to any data present Ltns:Reference
either in the Paytoad Container(s) or Manifest E]_(____ | ' 1.0
elsewhere, e.g. on the web. el ,

- - any Zother o
In the context of the papiNet-SOAP- " S
ebXML envelope the Manifest element
must be present because there is information associated with the message not

present in the Header.

The Manifest element contains the following elements:
o Reference, required
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o other elements are permitted but not validated within the papiNet-SOAP-
ebXML envelope.

MessageData A / /

The required MessageData element FtnsiMessageld
provides a means of uniquely type tns:non-empty-string
. . mindmazxLen |1 |
identifying an ebXML Message.

ftns:Timestamp
dateTime

_____________________________

tns RefToMessageld

MessageData contains the following
elements:

e MessagelD, required {-iype tns:non-empty-string |

. . v mindmaxlen |1 !

« Timestamp, required P hasssimisaiassssssslassssess

_________________

MessageData [

o RefToMessagelD, optional, m t"w;::*?ToLwe:
be processed if existing jn th AL
message

e TimeTolive, optional, rocessed if eX|st|n n the message

MessageHeader \/
- 4
The required Messa g @d r Cneirom B
element contains ro g
information fo ¢ messade as

well as othe nformation [ Ftns:cPAld
abOUt the —{tvpe trs: non-empty -string
mindmazxLen |1 |
MessageH Eaddc Contalns the Iftns:(:onversationltl
fO”OWing at |tvpe tnz: non-emgty -string
. id optio mirunazLen |1 |
! ET——"
° verS|on reqwred aSIDeIce
| |bype trs: non-empty -string
4 SoaD mustUndersta ’ derivedBy | extenszion
Ly = = L —
Iftns:ﬂn:‘tion
—{tvpe trs: non-empty -string
mindmazxLen |1 |
- msttessagetta
: Eftns:Descripﬁon }
L_obype tns: non-empty-string |1
voderivedBy | extension -.
« Action, required P omomeden]t L
e MessageData, required L 0.
« DuplicateElimination, optional e sother
0.

e Description, optional
o other elements are permitted but not validated within the papiNet-SOAP-
ebXML envelope.
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Messageld A

The required element Messageld is a globally Fmessageld

unique identifier for each message.

In the context of the papiNet-SOAP-ebXML envelo
the MessagelID would be equivalent to the deprécated\TransferID which was
“a unique ID provided by the communication/s re that identifies the
transfer. This is used to provide a transactional’transf f the document in
case of guaranteed delivery.” e

ype tn=: non-empty -string
mindmaxLen |1

Partyld

The PartylId element is the identifi
that originated the message (in the
From/PartyId) or the recgiver of
the case of To/PartyId).

r(for the party FPartyld
5] f Iype s non-empty-string

essage (in derivedBy | extension
mirimaxLen |1 |

that is equivalent to|t ‘r tent of the global papiNet
e pn:@PartylIdentifier

e content, mentioned below.
s certain PartyIDs communicate their
5€ PartyIDs that follow proper URI

ebXML recommen
these values be
or ANSI ASC X1
follow this appr

In the context ¢
equivalent to the deprecated SenderURI and the To/PartyId is equivalent to
the deprecated|ReceiverURI.
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Reference 4
The Reference element is il 1,
. --a tnsiSchema |
used to communicate e o
information about the L 0 e
content of the message. Do -~ tns:Description k
Ref r— - type tn=:non-emgty- strlng
The Reference element erence 3~} * HerivedBy |exdension f
contains the following tminimaxLen [1 ] i
) P e e ety R e
attributes: : 0.
« id, optional T
. . -.an\y' Zother !
e xlink:type - optional, e g
this attribute defines the 0.
element as being an XLINK si ink. The value of 'simple' is fixed in the
schema and cannot b
e xlink:href - required, lue that is the URI of the payload object
referenced. It shall cof i on criteria for a simple
Iink

hat describes the
all have a value that is

be present. A Receiving
gnhore any foreign namespace

. Descrlp ion, optional
e other elements are permi

ebXML envelo% é/’

The RefToMessa element has a cardinality of FRefToMessageld

zero or one. When present, it must contain the type tris: non-empty -string
Messageld value of an earlier ebXML Message to frirvimizc:Len |1 |

which this message relates. If there is no earlier

related message,/ the element must not be present.

but not validated within the papiNet-SOAP-

In reference to the Acknowledgement element the required
RefToMessageld element contains the Messageld of the message whose
delivery is being reported.
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Service 4

The required Service element identifies the service —
that acts on the message and it is specified by the Sefvice
designer of the service. The designer of the service <

may be a standards organization, or an indivi
enterprise.

In the context of the papiNet-SOAP-ebXML
e Production

Iype tns:non-empty-string
derivedBy | extension
minfmaxLen | 1 |

e Service is either:

e Test
Timestamp
The required Timestamp is 2 enting the time that = Timestamp
the message header was ¢ i eand  [ipe[dateTime

must be expressed as UTC 3 tamp
element by including the Z

lement contains the
received. This must be

In reference to the Stat
time the message,

omitted if th essag eported, is "NotRecognized” or
the request l?”TA ; A
7 14
To 4l /4
The require e ement identifie rftns:Partj.rI{I
the party that|is’the intended by triz: non-empty-=tring

derivedBy | extension

recipient of message. Bot :
izl en |1 |

and From can contain logi

1.
identifiers, suchasa DUNS |\ | bY—F "—: '™ °°
number, or identifie o) | " Role :
imply a physical locatio deh as “-lbype tris: non-empty-string |

If either the From or To elements contains multiple PartyId elements, all
members of the list must identify the same organization. Unless a single type
value refers to multiple identification systems, the value of any given type
attribute must be unique within the list of PartyId elements contained within
either the From or To element.
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any ##other /
The following * PmcessnglrectwesE * Value
structure is included

0

*® typeg

in the
papiNet/ProcessingDirectives namespace for b d co patibility and
extensibility.

@type Description of Value content
AttachmentDescription | The description of l:he qtta}hn‘leét. optional
v
Compression Specifies the/égyﬁpressjlon method. optional
ConverterProductName | The prod na he software used to optional
convert h aI ERP message to the XML
fofmat 4
ConverterVendorName he|n o<f1//e vendor of the converter optional
o=tw D N
ConverterVersion  The ve;/Von of the converté gqéfkware used. optional
DTDSet / /)A grouping of DTDs. optional
DTDVersion // k/\/ﬁe papiNet DT n\/n Mer as published | optional
ﬂ in the referepnce. )(1 1R10, or V2R00)
ERPProductNam ’ The produc%ea hé/ERP software used for | optional
generating of the message.
|4
ERPVendorN arn/Je The nan74 f tl{me v)e|/1dor of the ERP software. optional
\Z
ERPVersion v The y\el%si,[)r number of the ERP software. optional
KeyLengtl/ Th{le\r/g)éh ngthe encryption key in bits. optional
V
LogInfo The'\sender may enter an arbitrary value here optional
7h t a meaning only in the local domain to
ﬂ p retrieving documents based on the value
signed
MessengerPrad\[yzAc ar&e//{he product name of the software used to optional
transfer the message from the sender to the
receiver.
MessengerVe n#or}{ame The name of the vendor of the messenger optional
software used.
MessengerVersion The version of the messenger software used. optional
TransmissionProtocol The protocol used for the transmission. optional
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The ebXML Extended Elements 4

Error and ErrorList
The ebXML Message Service error reporting and handlin odule is a layer of
processing above the SOAP processor layer and a ch is hot considered
within the scope of the papiNet-SOAP-ebXML elope documentation.

MessageOrder # / ‘
The MessageOrder element is 'ftns:Sequenceﬂumher
an optional extension to the type | tns: sequenceriumber type
P . | MessageOrder [%]—(—--— — | 1 i
SOAP Header requesting the Vo ,
. L - - any ZRother
preservation of message order e N

in this conversation. While
MessageOrder is permitted
type of processing is outside
documentation.

MessageOrder contains the
e SequenceNumbeér.|r uy'
[ i

Role

The Role element|identifies the auth
(fromAuthoriz le or toAuthor

party sending n present a
element) and/or receiving (wh
the To elerqwt) the message; :
string, which is specified M

sa
e/v

Schema p \/
?e ng as schema(s) of some kind that

=
Role

) of the Lype tns: non-empty-string
f the From minrieLen |1 |

ntas a child of
e of the Role element is a non-empty

If the item being
describe it then t
the Reference elém
version defining the p

The Schema element contains the following attributes:
e location - the required URI of the schema
e version - & version identifier of the schema

Sche element should be present as a child of
provides a means of identifying the schema and its
yload object identified by the parent Reference element.

SequenceNumber

The required SequenceNumber element indicates the [Fgoquenceliumber
sequence a Receiving Message Service Handler must type | Ins: sequencelumber type
process messages. The SequenceNumber is unique

within the Conversationld and Message Service Handler. It is used with

MessageOrder.
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StatusRequest y

The optional StatusRequest Fins:RefToMessageld
element is an immediate child e b= non-empty-string
of a SOAP Body and is used to [ StatusRequest E}{ = mindtnazen |1

identify an earlier message oo

. . - - ary Zother
whose status is being e e

requested.
StatusRequest contains the following element: U V

o RefToMessageld, required

[/
StatusResponse y /V) V4

The optional 'ftns:ﬂefToMessagHil

StatusResponse element j bype I nan-empty-string
an immediate child of a mirmazLen [1 [

AP B nd i mrmmmsmmmemeonoy
SO Ody and s_used by | StatusResponse EI—(—H-— -;tns:Timestamp !
one Message Service E- . -

: D bvpe dateTime
Handler to describe the 0 -
a

status of processingof -~ any Hother
message. T 0t
The StatusResp lement ﬂ p \/
contains the following attributes:

e id, optional

e version, required

o messageStatus, required

The StatusResponse elem tains the following elements:
o RefToMessageld, require

« Timestamp, oy/i’o\jw p /

SyncReply Q
The Optional Syn ement may be | SyncReply E:'—(—'H—E--réll:l';'-#;:;;til-ér‘:
present on any outbound message sent using RETRTE 3 ",;,f’

synchronous com
SyncReply ele
Header element,
o id
e Version
e soap:actor, required with the value of
"http://schemas.xmlsoap.org/soap/actor/next"
e soap:mustUnderstand - with a value of "1"

ication protocol. The
nt may be present as a direct child descendant of the SOAP
It contains the following attributes:

If present, this element indicates to the receiving SOAP or ebXML Message
Service Handler node the connection over which the message was received
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should be kept open in expectation of a response message to be returned via
the same connection.

This element must not be used to override the value of syncReplyMode in the
CPA. If the value of syncReplyMode is “"none” and S Reply element is
present, the Receiving Message Service Handler S issue an error with
errorCode of “Inconsistent” and a severity

TimeTolive

If the TimeToLive element is present, o] |nd|cate =limeToLive
the time, expressed as UTC, by which should be bype | dateTime
delivered to the To Party Message Ser, ndler.

i

@U
J
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SOAP-ebXML Attributes 4
id
Each of the ebXML SOAP extension elements defined specification has

to uniquely identify the element within the m
applying a digital signature to the papiNet-SOA essage as individual
ebXML SOAP extension elements can be targeted for inclusion or exclusion by
specifying a URI of "#<idvalue>" in the%f rence element.

ay be used when

messageStatus V

identifies the status of the message
. It shall be set to one of the

The required messageStatus attrib
identified by the RefToMess
following values:
e UnAuthorized - the Mess

o NotRecognized - th

in the StatusRespo

e Received - the me

uthorized or accepted
[oMessageld element

XMLDSIGS® Sig
e true - a sid
o false - an unsigne

d Acknowledgment Message is requested.

Before setting the value of the signed attribute in AckRequested, the Sending
Message Service Handler should check if the Receiving Message Service
Handler supports Acknowledgment Messages of the type requested.

When a Receiving Message Service Handler receives a message with signed
attribute set to true or false then it should verify it is able to support the type
of Acknowledgment Message requested.

6 Until XMLDSIG (digital signatures) is embraced by the papiNet-SOAP-ebXML envelope. S/MIME
signatures will be the approach taken.

Page: 22 of 29
Publication Date: 07/10/02



762
763
764

765
766
767
768

769

770
77
772
773
774
775
776
7
778

779
780
781
782
783
784
785
786
787

788

789
790
791
792
793
794
795

796

797
798
799
800
801

papiNet Interoperability Guidelines - Version 2.0

If the Receiving Message Service Handler can produce the Acknowledgment
Message of the type requested, then it must return to the S8ending Message
Service Handler a message containing an Acknowledgment element.

if inconsistent with the CPA, or “Warning” |f n

soap:actor

The URI urn:oasis:names:tc:ebxml-msg:actor: MSH when used in the
context of the SOAP actor attribute va Il be interpreted to mean an
entity that acts in the role of an insta f the ebXML Message Service

Handler conforming to this sg [

e This actor URI has been leg d’to allow for the/possibility that SOAP
nodes that are NOT ebXM essage Service Handler nodes may
participate in the message path of an ebXML Méssage. An example might
be a SOAP node that digit signs or encrypts essage.

o All ebXML Message v ce Handler nodes in this role.

The URI urn:oasis; estictebxml-msg:actor tyMSH when used in the

context of thé |SOAR actor attribute v terpreted to mean an
instance of & Message Serwc@ﬂ-‘ andler node, conforming to this
specificatio the role of th identified in the

MessageHeg o/Partyld eleme the same message. An ebXML Message
Service Handlerlmay be configured to actin this role.

hat|is the ultimate destination of ebXML
messages must act in t of/the To Party Message Service Handler
actor URI in addition/é in the default actor as defined by SOAP.
PN VA

soap:mustUnZe{s
The REQUIRED (ﬁp
namespace qualified“to\theg SOAP namespace, indicates whether the contents
of the element must be understood by a receiving process or else the message
must be rejecte cordance with SOAP. This attribute with a value of '1'
(true) indicates the element must be understood or rejected. This attribute
with a value of |'0/ (false), the default, indicates the element may be ignored if
not understood.

version

The REQUIRED version attribute indicates the version of the ebXML Message
Service Header Specification to which the ebXML SOAP Header extensions
conform. Its purpose is to provide future versioning capabilities. For
conformance to this specification, all of the version attributes on any SOAP
extension elements defined in this specification must have a value of "2.0".
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An ebXML message MAY contain SOAP header extension elements that have a
value other than "2.0". An implementation conforming to this specification
that receives a message with ebXML SOAP extensions qualified with a version
other than "2.0" may process the message if it recogni e version
identified and is capable of processing it. It must r ith an error if it
does not recognize the identified version.

G
’ @W

4
J
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g0 | Technical references associated with these stﬁndards.

810  To implement the papiNet Interoperability Guidelines you m ed to reference the
811 following documents:

812 e SOAP

813 + http://www.w3.0rg/TR/SOAP

814 e SOAP with Attachments

815 + http://www.w3.0rg/TR/SOAP- attachme

816 e S/MIME
817 + http://www.imc.org/rfc2311

818 e S/MIME certificates

819 <+ http://www.imc.org/rfc2312

820 o ebXML Messaging Service Version (2.0

821 + http://www.oasis-open.brd/com |t ees/ebxml-
822 msg/documents/ebMS v2 0Orev pdf

823 e Collaboration Protocol Agreemen

824 + http://www. ebxml rq/<D cs'VbCCP doc

825 e XLink

826 < http://www.w3. or,qN' / link

827 Any questions yoy/ WUId first addres by reviewing the standards
828 documents and then b ing for technica #)s tance at www.papinet.org.

W
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Sample XML with SOAP Envelope Y

SOAPAction: "ebXML"
Content-type: multipart/related; boundary="BoundarY"; type="text/xml";
start="<papiNet_envelope_example>"

--BoundaryY
Content-ID: < papiNet_envelope_example >
Content-Type: text/xml

<?xml version = "1.0" encoding = "UTF-8"?>

<soap:Envelope xmlns:soap = "http://schemas ap.org/soap/envelope/" xmlns:xsi =

<soap:Header xmins:eb = "httpy/ . i . ittées/ebxml-
msg/schema/msg-header-2_0.xsd"| xsi w.oasis-
open.org/committees/ebxml-msg/s http://www.oasis-

open.org/committees/ebxml-ms
<eb:MessageHeader eb:v, d="1">
<eb:From>
<eb:Partyld>g
</eb:From/! /
<eb:To>
<eb:Partyl : & 1117</eb:Partyld>
</eb:To>
<eb:CPAId>papiNetBasicCPA</eb
<eb:Conversationld>o0id:1.3.6,1. .13099.999.1</eb:ConversationId>
<eb:Servi:/e/>PurchaseOrder

<eb:Action>Test</eb:Actic
<eb:MessageData>

</eb:Messag
<eb:Duplicat
</eb:MessageH
</soap:Header>
<soap:Body xmlins:eb|=Vhttp://www.oasis-open.org/committees/ebxml-
msg/schema/msg-header-2_0.xsd" xsi:schemalocation = "http://www.oasis-
open.org/committees/ebxml-msg/schema/msg-header-2_0.xsd http://www.oasis-
open.org/committees/ebxml-msg/schema/msg-header-2_0.xsd">
<eb:Manifest eb:version = "2.0">
<eb:Reference xmlins:xlink = "http://www.w3.0rg/1999/xlink" xlink:href =
"cid: papiNet_message_fragment.xml"/>
<eb:Reference xmlns:xlink = "http://www.w3.0rg/1999/xlink" xlink:href =
"//www.papinet.org/envelope/#DTDVersion">
<eb:Description xml:lang = "en-US">V2R00</eb:Description>
</eb:Reference>
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</eb:Manifest>
</soap:Body>
</soap:Envelope>
--BoundaryY
Content-ID: <papinet_message_fragment.xml>
Content-Type: text/xml

<?xml version="1.0" encoding="UTF-8"?>

<PurchaseOrder xmins="http://www.papiNet. org/paplNet"

xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemalocation=http://www.papiNet.org/papiNet PurchaseOrderVZROO xsd
<PurchaseOrderHeader>

</PurchaseOrderHeader>
<PurchaseOrderLine>

</PurchaseOrderLine>
<PurchaseOrderSummary>

</PurchaseOrderSumm r@

</PurchaseOrder>

--BoundarY--

Mapping the V Envelopqtﬂ; t 4V2R00 Envelope

papiNet Envelope V A g/M IILE, SOAP-ebXML mapping, or comments

TransmissionInformation/
TransmissionCharacteristics/

@TransmissionProtocoI p »MessageHeader/ProcessingDirectives with @type =
ﬂ ‘TransmissionProtocol’ and appropriate content.

@TransmissionModé < W MessageHeader/MessageMode/DuplicateEliminatio
n

TransferID MessageHeader/MessageData/MessagelD

SenderURI \/ MessageHeader/From/Partyld

ReceiverURI MessageHeader/To/Partyld

TransmissionTimeStamp MessageHeader/MessageData/Timestamp

TransmissionInformation/
TransmissionOrganisationIdentifiers/

SenderOrganisation MessageHeader/From/Partyld
SenderOrganisationUnit Not supported through envelope content.
ReceiverOrganisation MessageHeader/To/Partyld

Page: 27 of 29
Publication Date: 07/10/02



papiNet Interoperability Guidelines - Version 2.0

papiNet Envelope

S/MIME, SOAP-ebXML magping, or comments

ReceiverOrganisationUnit

Not supported through enveﬁq/pe content.

TransmissionInformation/
TransmissionSecurityCharacteristics/

@HashAlgorithm

S/MIME - Con)ian '/Iv)/m\(ni'c/alg parameter

@SignatureAlgorithm

S/MIME - Dig/estE ncrypti(}n/—\lgorithmIdentifier

@CryptoAlgorithm S/MIME - Cantf_\n :Encryﬁ}énAlgorithmIdentifier
KeyLength S/MIME oi l/\ .
CommunicationSoftware/
ConverterProductName Nq@ss ader/ProcessingDirectives with @type =
‘Conv ProductName’ a/r,wd appropriate content.

ConverterVendorName ‘ ‘

ess%Header/Process ngDirectives with @type =
y querterVendorNapX\e’ d appropriate content.

‘ConverterVerS| propriate content.

ConverterVersion /m k/lélessageHeader/Prices\élﬁgDlrectlves with @type =

nd a

MessengerProductNa}V/ ( %/
/)

MessageH N) esSingDirectives with @type =
‘Mess/e1ng Pro uctName’ and appropriate content.

Mes%//q /Iyocessnglrectlves with @type =
‘Me‘s enge ﬁﬁ::lorName and appropriate content.

MessengerVendorN amf
MessengerVersion V

A

e 5ag${-|9¥der/ProcessingDirectives with @type =
‘MessengerVersion’ and appropriate content.

Payload/MessageMetaData/Amendments

/

Ammendment@Element //)) \

JJIandIed by the Conversationld concept. This type

Ammendment@KindeéA‘narMel/ﬂ

of tracking is removed from the envelope and is

managed using persistant storage.

Am mendment@DateT(y/eZ { \//
" \Z

Ammendment/Prev ou;\VaI e

Payload/MessageMetaData/DocumentInf

o

@MessageName ‘/

MessageHeader/Service

@TestFlag MessageHeader/Action

@Type MessageHeader/Service@type

Loglnfo MessageHeader/ProcessingDirectives with @type =
‘LogInfo’ and appropriate content.

DTDVersionNumber MessageHeader/ProcessingDirectives with @type =

‘DTDVersionNumber’ and appropriate content.
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papiNet Envelope S/MIME, SOAP-ebXML magping, or comments

ApplicationSoftware/

ERPProductName MessageHeader/Proces irectives with @type
‘ERPProductName’ agq’ priate content.

ERPVendorName MessageHead /P ocessi irectives with @type =
‘ERPVendorN d ap priate content.
ERPVersion MessageHe Proces Directives with @type =
‘ERPVers/o\ d appropriate content.
DTDSet Messa eader/ProcessingDirectives with @type =
‘DTD propriate content.
Compression ader/ProcessingDirectives with @type =
ion” and appropriate content.
AttachmentDescription j %Header/Process ngDirectives with @type =
A chmentDescrlpt/dr\1 d appropriate content.

) ke @W
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