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Abstract

Problem determination in a Web services setting is simplified by standardizing a base
set of information that may appear in fault messages. WS-BaseFaults defines an XML
Schema type for base faults, along with rules for how this base fault type is used and
extended by Web services.
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1 Introduction

A designer of a Web services application often uses interfaces defined by others.
Managing faults in such an application is more difficult when each interface uses a
different convention for representing common information in fault messages

Support for problem determination and fault management can be enhanced by
specifying Web services fault messages in a common way. When the information
available in faults from various interfaces is consistent, it is easier for requestors to
understand faults. It is also more likely that common tooling can be created to assist
in the handling of faults.

WS-BaseFaults defines an XML Schema type for a base fault, along with rules for
how this fault type is used by Web services.

WS-BaseFaults is inspired by a portion of the Global Grid Forum’s “Open Grid
Services Infrastructure (OGSI) Version 1.0” specification [OGSI].
1.1 Goals and Requirements

The goal of WS-BaseFaults is to standardize the terminology, concepts, XML types,
and WSDL usage of a base fault type for Web service interfaces.

1.1.1 Requirements
This specification intends to meet the following requirements:
e Define a standard XML Schema type containing base fault information.
o Define how this base fault type is used within WSDL defined interfaces.
1.1.2 Non-Goals
The following topics are outside the scope of this specification:
e It is not an objective of this specification to define a common hierarchy of
common faults upon the base fault.
1.2 Notational Conventions

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in REC 2119.

When describing abstract data models, this specification uses the notational
convention used by the [XML Infoset]. Specifically, abstract property names always
appear in square brackets (e.g., [some property]).

When describing concrete XML schemas, this specification uses the notational
convention of [WS-Security]. Specifically, each member of an element’s [children] or
[attributes] property is described using an XPath-like notation (e.g.,
/x:MyHeader/x:SomeProperty/@valuel). The use of {any} indicates the presence of
an element wildcard (<xsd:any/>). The use of @{any} indicates the presence of an
attribute wildcard (<xsd:anyAttribute/>).

1.3 Namespaces
The following namespaces are used in this document:

Prefix | Namespace
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s12 http://www.w3.0rg/2003/05/soap-envelope

xsd http://www.w3.0rg/2001/XMLSchema

Xsi http://www.w3.0rg/2001/XMLSchema-instance

wsbf http://www.ibm.com/xmins/stdwip/web-services/WS-BaseFaults
wsa http://schemas.xmlsoap.org/ws/2003/02/addressing

2 Base Fault Type

The basic fault has the following syntax. The normative XML Schema definitionisin
Appendix |:
<BaseFaul t >

<Ti mest anp>xsd: dat eTi me</ Ti nest anp>
<Ori gi nat or Ref er ence>
wsa: Endpoi nt Ref er enceType
</ Oi gi nat or Ref erence> ?
<Error Code di al ect ="anyURI ">xsd: stri ng</ Error Code> ?
<Descri pti on>xsd: stri ng</Description> *
<Faul t Cause>wsbf : BaseFaul t </ Faul t Cause> *

</ BaseFaul t >

/wsbf:BaseFault/Timestamp

This REQUIRED element MUST be the time at which the fault occurred. There
MUST be only one timestamp element in BaseFault. In the absence of the
time zone designation, the xsd:dateTime value MUST be interpreted as
universal time (UTC) time.

/wsbf:BaseFault/OriginatorReference

This OPTIONAL element is a WS-Addressing [WS-Addressing]
EndpointReference of the Web service that generated the fault. This element
MAY be omitted if the fault originator is clearly implied by the context in which
the fault appears (for example in a simple request response message
exchange). One use of this element is in a situation of nested faults. The
outer-most fault may use this component to reference the actual original
source of the fault condition.

/wsbf:BaseFault/ErrorCode

This OPTIONAL element provides convenient support for legacy fault reporting
systems (e.g., POSIX errno). The dialect attribute on ErrorCode MUST be a
URI that defines the context in which the ErrorCode MUST be interpreted. For
example, a URI might be defined that describes how a POSIX errno is mapped
to a ErrorCode and that URI must appear on any ErrorCode element carrying
a POSIX errno.

/wsbf:BaseFault/Description

This OPTIONAL element contains a plain language description of the fault.
This description is expected to be helpful in explaining the fault to users.
There MAY be any number of description elements.
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/wsbf:BaseFault/FaultCause

This OPTIONAL element is a BaseFault that describes an underlying cause of
this fault. There MAY be any number of FaultCause elements. This element
SHOULD be used with xsi:type to describe a more specialized fault that
extends BaseFault. The ability to include FaultCause elements in a fault allows
for chaining of fault information so that a recipient of a fault MAY examine
details underlying the cause of the fault.

Note that there is no required child element within BaseFault that identifies the
particular type (or class) of fault. Rather, an application-specific extension of
BaseFault MUST be defined for each distinct type of fault

BaseFault does NOT include open element extensibility. To define an extended fault,
you MUST use XML Schema extension to extend the BaseFault type to include
additional attributes and/or elements.

3 Use of Base Faults in WSDL 1.1

Each distinct type of fault associated with a WSDL operation MUST be listed as a
separate fault response in the WSDL operation definition, as follows. For each distinct
fault associated with a Web service operation:

1. As described above, there MUST be a distinct XML Schema complexType that
extends wsbf:BasicFaultType, which represents this fault’s distinct type. This
extended fault complexType MAY contain additional attributes and/or
elements.

2. An element MUST be defined for this distinct fault, whose type is the
complexType of the distinct fault as defined in step 1.

3. A WSDL message MUST be defined for this distinct fault. This message MUST
have one part. The value of the WSDL part’s name attribute MUST be fault,
and the value of its element attribute MUST refer by QName to the element of
this distinct fault as defined in step 2.

4. The WSDL operation MUST have a fault element for this distinct fault. The
value of the WSDL fault element’s name attribute SHOULD be the same as
the NCName of the fault element defined in step 2, although it MAY choose to
ignore this rule (for example to avoid NCName collisions between fault
elements defined in different namespaces). The value of the WSDL fault
element’s message attribute MUST refer by QName to the WSDL message
element of this distinct fault as defined in step 3.

In addition to any operation-specific faults, all WSDL operations MAY also have a
WSDL fault element whose name attribute has the value “BaseFault” and whose
message element has the value “wsbf:BaseFaultMessage”.

The following non-normative example defines a portType named “pt” with a single
operation named “op” that has two distinct faults, “hisFault” and “herFault”, in
addition to a basic “baseFault”. The “hisFault” element does not extend “BaseFault”
with any additional information (i.e. it just defines a distinct fault type with the base
information), while the “herFault” element extends “BaseFault” with an additional
details element.

<wsdl : definitions .>
<wsdl : types>
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<xsd: schema ..>
<I-- Type and el enent declarations for each distinct fault -->
<xsd: conpl exType name="H sFaul t Type" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="wsbf : BaseFaul t Type"/ >
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
<xsd: el ement nane="hi sFault" type="tns: H sFaul t Type"/>
<xsd: conpl exType nanme="Her Faul t Type" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="wsbf: BaseFaul t Type" >
<xsd: sequence>
<xsd: el ement nane="detail s" type="xsd:string"/>
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
<xsd: el ement nane="herFault" type="tns: Her Faul t Type"/ >
</ xsd: schema>
</ wsdl : t ypes>
<I-- WBDL nessages for each distinct fault -->
<wsdl : nessage name="hi sFaul t Message" >
<wsdl : part name="fault" el ement="tns: hisFault"/>
</ wsdl : nressage>
<wsdl : message nanme="her Faul t Message" >
<wsdl : part name="fault " el enent="tns: herFault"/>
</ wsdl : mressage>
<wsdl : port Type nane="pt">
<wsdl : operati on nane="op">
<I-- WBDL operation fault elenments for each distinct fault -->

<wsdl ;i nput .../>
<wsdl : out put .../ >

<wsdl : fault nanme="hi sFault" nessage="tns: hi sFaul t Message"/ >
<wsdl : fault name="her Fault" nessage="t ns: her Faul t Message"/ >
<wsdl : fault nane="BaseFaul t" message="wsbf: BaseFaul t Message"/ >

</ wsdl : oper ati on>
</ wsdl : port Type>
</wsdl : definitions>

A Web service MAY return a more refined fault in place of a particular fault that is
defined by a WSDL operation. To do so, a complexType MUST be defined that
extends one of the faults found in the WSDL operation. The fault message that is
returned by the service MUST then use the element of the fault from which the more
refined fault is derived with an xsi:type attribute whose value is the QName of the

complexType for the more refined fault.

For example, if an implementation of the “pt” example above wants to return a more
refined version hisFault for the “op” operation, it must define a complexType of

hisFault such as:
...t arget Nanespace="htt p:// exanpl e. conf Ext endedFaul t s"
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<xsd: conpl exType nanme="Ext endedH sFaul t Type" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="t ns: H sFaul t Type" >
<xsd: sequence>
<xsd: el ement nane="ot herDetails" type="xsd:string"/>
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

This example service can then return a fault message for the “op” operation such as:

<hi sFaul t >
xm ns: ef ="http://exanpl e. con! Ext endedFaul t s"
xsi : type="ef : Ext endedHi sFaul t Type" >
<ti meStanp>..</ti meSt anp>

<ot her Det ai | s>..</ ot her Det ai | s>
</ hi sFaul t >

4 Security Considerations

Fault messages may contain sensitive information. Policies should be defined such
that such sensitive content of fault messages are appropriately protected. For
example, the security policy can be specified to require that the sensitive content be
encrypted based on WS-Security. Depending on the context in which the fault
occurred, it may also be desired that the integrity of the message be ensured. In
such cases, the security policy can reflect this by specifying the need to digitally sign
the resulting fault messages based on WS-Security specification.
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Appendix | —= XML Schema

The XML types and elements used in this specification are defined in the following
XML Schema:
<?xm version="1.0" encodi ng="UTF-8"?>
<I--
Legal D scl ai ner

Copyri ght Notice

(c) Copyright Conmputer Associates International, Inc.,
Fujitsu Limted, Hew ett-Packard Devel opnent Conpany,
I nt er nati onal Busi ness Machi nes Corporation and
The University of Chicago 2003, 2004. All Rights Reserved.
o=
<xsd: schena
xm ns="htt p://ww. w3. or g/ 2001/ XM_Scherma"
xm ns: xsd="htt p://ww. w3. or g/ 2001/ XM_Schema"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance"
xm ns: wsa="http://schemas. xm soap. or g/ ws/ 2003/ 03/ addr essi ng"
xm ns: wsbf =
"http://ww. i bm coml xm ns/ st dwi p/ web- ser vi ces/ Ws- BaseFaul t s"
t ar get Nanespace=
"http://ww. i bm conml xm ns/ st dw p/ web-servi ces/ Ws- BaseFaul t s" >

<xsd: i nport
nanespace="htt p://schemas. xm soap. or g/ ws/ 2003/ 03/ addr essi ng"
schemalLocati on=
"http://schemas. xm soap. or g/ ws/ 2003/ 03/ addr essi ng" />

<xsd: i mport nanespace="http://ww. w3. or g/ XM/ 1998/ nanespace"
schemalLocati on="http://ww. w3. or g/ 2001/ xm . xsd" >
<xsd: annot at i on>
<xsd: docunent at i on>
CGet access to the xm: attribute groups for xm:lang as
decl ared on ' schens'
and ' docunent ation' bel ow
</ xsd: docunent at i on>
</ xsd: annot at i on>
</ xsd: i nport >
<l -- ======—==—==—==—==—======== BaseFaul t Types ======================= -->

<xsd: el ement nane="BaseFaul t" type="wsbf: BaseFaul t Type"/>

<xsd: conpl exType nanme="BaseFaul t Type" >
<xsd: sequence>
<xsd: el enent nanme="Ti nest anp" type="xsd: dat eTi ne"
m nOccur s="1" maxCccurs="1"/>
<xsd: el ement name="Ori gi nator" type="wsa: Endpoi nt Ref er enceType"
m nQccur s="0" maxCccurs="1"/>
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<xsd: el ement nane="Err or Code"
m nCccur s="0" maxQccurs="1">
<xsd: conpl exType>
<xsd: conpl exCont ent m xed="true">
<xsd: ext ensi on base="xsd: anyType" >
<xsd: attri bute nane="di al ect" type="xsd:anyURl"
use="required"/>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
</ xsd: el emrent >

<xsd: el ement nane="Descri ption"
m nOccur s="0" maxCQccur s="unbounded" >
<xsd: conpl exType>
<xsd: si npl eCont ent >
<xsd: ext ensi on base="xsd: string">
<xsd:attribute ref="xm :|ang" use="optional "/>
</ xsd: ext ensi on>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>
</ xsd: el ement >

<xsd: el ement nanme="Faul t Cause" type="wsbf: BaseFaul t Type"
m nQccur s="0" maxCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: schema>

Appendix Il - WSDL 1.1

The following illustrates the WSDL 1.1 for the Web service methods described in this
specification:
<?xm version="1.0" encodi ng="UTF-8""?>
<I--
Legal D scl ai ner

Copyri ght Notice

(c) Copyright Conmputer Associates International, Inc.,
Fujitsu Limted, Hew ett-Packard Devel opnent Conpany,
I nt er nati onal Busi ness Machi nes Corporation and
The Uni versity of Chicago 2003, 2004. All Rights Reserved.
o=
<wsdl : definitions name="BaseFaul ts"
xm ns="http://schemas. xn soap. or g/ wsdl /"
xm ns: wsdl ="htt p://schemas. xm soap. or g/ wsdl /"
xm ns: xsd="htt p: //ww. w3. or g/ 2001/ XM_Schema"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance"
xm ns: wsbf =
"http://ww. i bm coml xm ns/ st dwi p/ web- servi ces/ Ws- BaseFaul t s"
t ar get Nanespace=
"http://ww. i bm coml xm ns/ st dw p/ web- servi ces/ Ws- BaseFaul t s" >

<l -- ===================== Types Definiti ons ====================== -->
<wsdl : t ypes>
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<xsd: schema >
<xsd: i nport
nanespace=
"http://ww. i bm coml xm ns/ st dw p/ web- ser vi ces/ W5- BaseFaul t s
schemalLocati on=
"http://ww. i bm conml xm ns/ st dwi p/ web- servi ces/ Ws- BaseFaul t s. xsd"/ >
</ xsd: schema>
</ wsdl : t ypes>

<wsdl : message nanme="BaseFaul t Message" >
<wsdl : part nanme="Fault" el enent ="wsbf: BaseFault" />
</ wsdl : nressage>
</wsdl : definitions>
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