
UNDERSTANDING WS- FEDERATION

Specification features in selected application scenarios



Agenda

ÁWS-Trust and WS-Federation Fundamentals

ÁEnterprise Scenario ɀRequest for Proposal

ÁHealthcare Scenario ɀPatient Record Access
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WS- Trust

ÁDefines Security Token Service (STS) model 
for security tokens including

ĞRequesting

ĞIssuing

ĞRenewing

ĞCancelling

ĞValidating

ÁToken type agnostic
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The STS Model
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WS- Federation

ÁEnables richer trust relationships
ÁAllows authorized access to resources in one realm 

provided to security principles managed in another
ÁDefines mechanisms as extensions to WS-Trust for:
ĞBrokering of identity
ĞAttribute discovery and retrieval
ĞAuthentication and authorization claims between 

federation partners
ĞProtection of the privacy of claims across organizational 

boundaries

ÁProvides for mapping of the above, and WS-Trust 
token issuance messages, onto HTTP for web 
browser clients
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Enterprise scenario

ÁRequest for Proposal

ĞFirst interaction between new business partners 

ĞSimple review, bid and status check for RFPs

ÁWS-Federation features demonstrated:

ĞFederation Metadata

ĞApplication specific Policy and Metadata

ĞAuthorization Context

ĞCommon Claim Types

ĞWeb Browser Requestors
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Initial RFP Request

Fabrikam is new partner of 
Contoso

Fabrikam Employee 
initiates first request to get 
available RFPs from the 
Contoso service

Request is secured by a 
token signed with 
&ÁÂÒÉËÁÍȭÓ ÓÉÇÎÉÎÇ ËÅÙ

Fabrikam

Employee

GetRFP

Contoso

RFP Service

Contoso attempts to authenticate the request but finds that 

additional configuration is needed because this is the first time 

the two have worked together

Request is put on hold
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Federation Configuration
Contoso algorithmically 
constructs endpoint to 
ÒÅÔÒÉÅÖÅ &ÁÂÒÉËÁÍȭÓ 
Federation Metadata 
Document

4ÈÉÓ ÃÏÎÔÁÉÎÓ &ÁÂÒÉËÁÍȭÓ 
signing key as well as 
additional information, 
(e.g. supported claim 
types)

#ÏÎÔÏÓÏȭÓ ÓÙÓÔÅÍ 
configures itself and can 
now authenticate requests 
from Fabrikam

The held request is 
authenticated and a 
response is returned
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Specific Metadata Required

A Fabrikam employee 
submits a bid to the 
Contoso service

* Only Bonded Employees 
are authorized to submit 
bids

A specialized SOAP fault 
is returned indicating the 
specific policy and 
metadata required to 
process this request.

The claim type is 
expressed using the  
Common Claims Dialect

Fault ï fed:SpecificMetadata

Fabrikam

Employee

Place Bid

Contoso

RFP Service

<wst:Claims  Dialect="é/authorization/authclaims">

<auth:ClaimType Uri="é/claims/Group">

<auth:Value>Bonded</auth:Value>

</auth:ClaimType>

</wst:Claims>
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Authorization Context

The Fabrikam client 
issues a request to the 
Fabrikam STS for the 
required claims

The Fabrikam client 
provides additional 
context for the request 
via WS-&ÅÄÅÒÁÔÉÏÎȭÓ 
Authorization Context

The Fabrikam client 
resubmits the bid with 
the original token and 
the new token to the 
Contoso RFP service

RSTR

RST ï auth:ClaimType auth:AdditionalContext
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Enterprise web requestor

GET resource (RFP status web page)

GET requestor token

POST requestor token

Redirect to requestor IP/STS

Return requestor token

Return resource (RFP status web page for Fabrikam)

Fabrikam

Employee
Fabrikam

System and STS

Contoso System 

and RFP status website
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Complete Enterprise Scenario 
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Complete Enterprise Scenario 
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Enterprise Scenario Review

ÁFederation Metadata
ĞAutomated configuration between Contoso and 

Fabrikam

ÁApplication specific Policy and Metadata
ĞIndicated specific claim required

ÁAuthorization Context
ĞProvided additional context for token request

ÁCommon Claim Types
ĞUsed to express required claims

ÁWeb Browser Requestors
ĞReview bid status web page
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Healthcare Scenario

ÁPatient Record Access

ĞEmergency health record requested for an 
unconscious patient

ĞMultiple organizational boundaries crossed

ÁWS-Federation Features

ĞFederation Metadata

ĞApplication specific Policy and Metadata

ĞAuthorization Context

ĞPrivacy Protection

ĞSign Out
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ER Doctor Signs In

The scenario begins with an 
ER Doctor who starts a shift 
and signs into an application.

An STS of a certifying 
Medical Authority issues a 
token containing claims that 
the ER Doctor is a licensed 
physician

The Hospital STS issues a 
token with claims that the ER 
Doctor is on duty.

Medical Authority

IP/STS

Hospital 

IP/STS

Doctor

T1

On Duty
T2

ER Doctor
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Health Record Service Discovery

An unconscious patient 
arrives at the ER

The patient has a student 
ID card with a link to an 
affiliated University 
Hospital Health Record 
Service

Hospital staff enter the 
link into their system 
which retrieves endpoints 
and metadata from the 
University Hospital

Federation Metadata 
Document is returned 
with specific access 
requirements

Staff

Federation

Metadata Document

GetMetadata

University Hospital

Health Record Service
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