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This document comprises the drafts of those various sections that will
ultimately make the TV-Anytime RMP Specification, document S-5. Itis
not a draft in the sense that: -

It includes unapproved text, including multiple proposed wordings for
the same sections or paragraphs.

It is in a format that is not appropriate for a proper specification
document.

Some critical sections are still missing or incomplete.

It is given for information purposes only. Text that is yet to be approved is
grayed out.
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1. Guiding Principles and Objectives

1. Provide end-to-end persistent protection of content, associated data and user rights
2. Enable interoperation with other systems and the flow of commerce
3. Provide sufficient level of effectiveness to:
m  Prevent widespread, easy hacks, not professional piracy
m  Prevent unfettered re-distribution
m  Protect content related rights and user rights and data through a domain scheme

4. Specify a single mandatory baseline system, allowing interaction with proprietary/legacy RMP
systems and optional extensions

5. Specify a complete baseline specification plus optional (specified) features
6. Specify an API between baseline and proprietary RMP systems
7. Specify an API between baseline RMP system and applications
8. Specify a secure communications layer for the RMP Device 1/O
9. The APIs and interface above shall support a set of security tools , which may include:
o Cipher
e Signature
o Watermarking
e Pseudo-Random Number Generator
¢ Authentication
e Hash

e Other elements
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PROPOSED REVISED TEXT, SECTION 1.
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Content interoperability and the Interaction between baseline and proprietary RMP
systems. Protected content arrives at home controlled by a proprietary RMP system. It is thus
highly desirable to allow consumers to consume/copy such proprietary content using their
baseline-RMP-only devices. To do so the proprietary RMP systems may provide time and
otherwise-limited license for their content consumption on the baseline system. The baseline
system need potentially delegate some security decisions related to authorized use of such
content to the proprietary RMP system. This is achieved by specifying an API for
communication between the RMP baseline RMP system and the proprietary ones, RMP-API
(or P< 2BL). The connective tissue between proprietary and RMP BL (BL) systems on same
or different devices, will enable content interoperability along the following content control
paradigms (1 through 3 are depicted below):

1. Control of content is irreversibly transferred from Proprietary to RMP BL.

2. Shared control of content between Proprietary and RMP BL,

3. Content and its control (license) is transferred back from the BL to the Proprietary
RMP - this is not a RMP security enforcement issue.

4. Control of content is transferred from one Proprietary RMP to another Proprietary
RMP by the means of the baseline RMP facilitating the inter proprietary systems

pipe.

1. Irreversible Transfer of

End to End protection. \Whenever possible trust should be only given to necessary nodes:
content source device and final rendering device e.g., STB and TV, respectively. The
intermediate links or devices should not be given the content keys as it may only compromise
security. Going beyond link encryption is an important tenet of security. The baseline system
should facilitate, for example the passing of keys and control data between the source and
destination transparently through the intermediary devices that are pass-through devices.

Consumption paradigm. Content X on Device(s) Y(s) for time-window Z. Device may be STB,
Digital TV, DVCR, Portable DVCR. Time-window is Always, Now, Rental window

Security box. The baseline RMP system architecture should include a toolbox of crypto, security,
and content license control functions that may be used by different applications/interfaces in
the device. It should include, e.g.,: cipher, signature (data integrity) functions, watermarking
function, pseudo random number generator, authentication and hashing algorithms, etc.

Secure Authenticated channels. A basic mechanism for passing control data (e.g., keys, rights,
license) should be done via a secure channel using encryption and authenticated key
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2. Architecture

Figure 1 is a logical diagram illustrating the high level elements of the TVA RMP system,
including its relationships to enhanced and proprietary RMP components. It is derived
from the conceptual diagram, Figure 7.1 in the R-5 Requirements document.

P —
Standardized .
Proprieta —r
Enhancements it/ Applications
To TVA RMP
Baseline RMP Systems
System
....................... L T
| I
RMP Information Manager RMP System Manager
Security Tools
RMP System Functional Layer

.
Baseline RMP Device Interface

Baseline RMP System

Figure 1: Logical Diagram
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Figure 1 Legend

Application API: Allows applications to communicate in an interoperable way with the RMP system.
Application: Software and/or services enabling user access to content and PDR features in accordance with
RMP conditions

Baseline RMP System: The functionality conformant with TV Anytime RMP baseline specification.
Proprietary RMP systems: Proprietary content protection systems interfacing with the TVA RMP baseline
system through the RMP service API.

RMP Information Manager: Decides what kind of actions are allowed on content, e.g. play, copy, move, etc.
and may pass cryptographic keys to security tools.

RMP Service API: Allows an RMP system to communicate in an interoperable way with the RMP Baseline
security functions.

RMP System Functional Layer: Collection of functions implementing the Baseline System.

RMP System Manager: Manages operation of the Baseline System.

Security tools: Possibly contains: de-scrambler, watermark detector / embedder, signature verifier, etc.
Standardized enhancements to TVA baseline RMP system: optional extensions to the TVA RMP baseline
system

TVAF RMP Baseline Device Interface: A secure communications layer between TVA compliant devices.

Figure 2 shows the basic architecture of the TVA Security Framework.
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o Figure 1, TVA security framework architecture
In this figure the following system elements are identified:

Application API: Allows applications to communicate in an interoperable way with the
RMP system.

Application: Software and/or services enabling user access to content and features in
accordance with RMP conditions.

TVA baseline RMP System: The baseline RMP systems that is present in all devices
implementing the TVA Security Framework and that defines the basis for device
interoperability.

Security tools: Tools and algorithms used by the different RMP systems: examples are
(de)scrambler, watermark detector / embedder, signature verifier, etc.

RMP System Manager: Manages operation of the TVA Security framework.

RMP Service API: Allows an RMP system to communicate in an interoperable way with
the RMP Baseline security functions.

Proprietary RMP systems: Proprietary content protection systems interfacing with the
TVA RMP baseline system through the RMP service API.

Enhanced TVA RMP system: optional extension to the TVA Security Framework to allow
the processing and enforcement of more advanced functionality.

RMPI Manager: This component is the part of the RMP systems that interprets and
processes the RMPI of a RMP system.
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RMP Service API: Allows an RMP system to communicate in an interoperable way with
the TVA Security Framework security functions.

TVA security framework: This framework controls the transfer to and the access of
information protected by the TVA RMP system.

TVAF RMP Baseline Device Interface: A secure communications layer that allows
communication between TVA security framework compliant devices to interoperate.

The architecture identifies three different RMP systems: proprietary RMP systems, the
enhanced TVA RMP system and the TVA baseline RMP system.

The TVA baseline RMP system provides basic content protection functionality and
supports a minimum number of business models. It will provide a basic, small and simple
system, which can be easy to incorporate into CE devices. The TVA baseline RMP
systems are intended to provide basic functionality for exchanging content between
devices. As such the system will then provide the basis for inter device interoperability.

The RMPI defined for the TVA baseline RMP system will cover a limited set of usage
states (view_only, copy_never, copy_one_generation). A more flexible and elaborate set
of RMPI will allow expressing more complex business models. Such RMPI could allow
content providers to explore more complex business models without the need for
proprietary elements within the end devices. This more advanced RMPI will be used by
the so-called Enhanced TVA RMP systems.

The third RMP system type concerns the proprietary RMP systems. Within the scope of
the TVA security framework, all non-TVA RMP systems are considered as proprietary
RMP systems. The TVA security framework will interface with such systems using the
RMP Service API. This will allow that content can move from and to proprietary RMP
systems. Examples of proprietary RMP systems are the conditional access systems used
for digital broadcasts, disc based RMP systems like the system used for DVD, and
analogue protection systems (e.g. Macrovision).

Not all devices implementing the TVA Security framework will support all three RMP
system types. As the TVA baseline RMP system is intended to provide basic device
interoperability it shall be present in all implementations of the TVA Security Framework.
On some devices, the TVA security framework will also support one or more proprietary
RMP systems and/or the enhanced TVA RMP system. Communication between these
RMP systems and the TVA baseline RMP system will be handled by the RMP Service
API.
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3. Business Functions

The following are examples of participants in the TVA RMP process and their
activities.

Content provider Generates content, generates metadata, gets content
identifier, sets usage rules and licensing terms, add
promotional material

Service provider Aggregates content, aggregates content information,
packages and delivers content, applies content provider
rules and adds own rules, processes transactions,
captures and aggregates usage information, applies
persistent protection, advertises content

Consumer Gets certified equipment, activates service, searches for
services, consumes content according to usage rules
(watching, viewing, copying, passing on to a friend), sets
preferences, generates usage information, initiates

transactions
Manufacturer Makes certified equipment, replace broken software
Maintenance issues Service revocation, certificate revocation, content

revocation, rights revocation, security renewal

PROPOSED REVISED TEXT, SECTION 3.

The following are examples of participants in the TVA RMP process and their
activities.

Content creator Generates content
Rights owner Owns rights to content, sets usage rules and licensing
term.

10
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4. System Process

Content ID & key Search
allocation entity engine or
EPG with
- content
RMPI generation information @ query
and RMPI. Device certification

_____ | entity
A I —
Content |~
sources and answer @
associated and
data oad Consumer
RMPI @ Additional transaction

@ RMPI
Additional authorizatio

i

Billing systems ,’I

RMP maintenance process

o Figure 2: TVA RMPI Business Sequence

The sequence illustrated above exclusively aims to explain the RMP aspects of TV
Anytime usage. Content referencing and metadata technologies are presumed to be
available to the system to make it work, but it is not explained how this is done. The
elements colored red in the above diagram are those within the scope of the RMP system.

To enable his TV Anytime business model, a service provider has made an EPG, pointing
to content that should be appealing to consumers. The content has rights associated to it
(RMPI), e.g. the content can be viewed a specified number of times, it can be acquired for
unlimited use, it can be distributed to others etc. Each right has its own price for the
consumer.

The sequence starts with a consumer who activates the EPG (1,2), selects desired
content and requests to acquire it for viewing at his/her leisure, i.e. to download it into a
PDR. A secure session (3) is set up for the transactions between consumer and service
provider. The session can be electronic via an interaction channel, or it can be handled via
mail and telephone as a subscription, concluded e.g. by sending a customized Smart Card
with access rights to the consumer.

14
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An appropriate entity has certified the consumer’s PDR to be TV Anytime RMP compliant.
The service provider has ways to exclude equipment that is not compliant, either by direct
checking via an electronic interaction channel or by having ensured that content will only
play on equipment with valid certificates.

On successful conclusion of the session, the service provider transfers the content with
the associated authorizations to the consumer. Although they are bound to each other by
some mechanism, the authorizations and the content need not be transferred at the same
time; it may be that the content is part of a scheduled broadcast, in which case the
authorization is pre-delivered. Finally, content and associated rights are available from the
PDR.

On viewing, the consumer may decide that he wants to have unlimited use of the content
at his premises by transferring it to a digital archive. Another possibility is that he wants to
send the content to a friend as a present. Of course, this requires the friend to have a
compliant PDR.

To realize this, the consumer sets up another session (4) with the content provider or
further discharges the Smart Card.

On successful conclusion of this session, the service provider sends additional
authorizations to the consumer (5) as a post-delivered license.

To enable end-to-end persistent protection of content and management of the associated
rights, several entities are required, as shown in the diagram. The content must be
uniquely identifiable by the CRID as a non-removable stamp to enable secure binding of
the RMPI to the content. The authority that does this normally holds the basic rights to the
content. The rights owner also is responsible for the keys to the content protection system.
Another entity may be needed for maintenance of the RMP system.

PROPOSED ALTERNATIVE VERSION OF SECTION 4

15
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The RMPI is segmented into the following four logical layers.
5.1.1. Semantic layer

This section is to deal with CP rules, usage rules, agents, actions etc. (A first level of copy-
protection use cases is to be defined by the RMPI Semantics Ad-Hoc Group.)

5.1.2. Syntactic layer

This section is to address rights expression language and dictionary, namespaces,
message protocols etc. It is anticipated that XML will be used. (AN331, AN332, AN338
and AN351 will be adapted to TV-Anytime requirements, as recommended by the RMPI
Syntactic Ad-Hoc Group.) This syntactic layer should be compatible with that used by the
portions of TV-Anytime Metadata requiring protection.

17
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5.1.3. Serializations

This section is to address the binary representation of the RMPI syntax. This serialization
approach should be compatible with that used by TV-Anytime Metadata.

5.1.4. Transport bindings

This section is to address transport requirements for encoding / transmitting serializations.

RMPI and Metadata relationship

The RMPI employed to enforce the usage rules may take a different form from the
“‘informative” RMPI| messaging to user interfaces. Wherever applicable, RMPI data and
TVA Metadata should use the same language and structure.

RMPI Protection
This section is to address protection of RMPI.

REVISED PROPOSED TEXT

The goal of this section is to describe the meaning and use of rights management and
protection information in a TV Anytime context using models and terminology (semantics)
sufficient for human understanding, and to refine those descriptions into explicit syntax
using XML that was precise enough to construct conformance tests, and could be
machine parsed with sufficient precision to control TV Anytime devices according to the
requirements specified in documents WD460 (working draft S-5 specification) and
TV039r7 (RMP R-5 Requirements), and RMPI contribution documents.

The scope of this work is primarily to provide a mechanism for describing the use of video
content. Itis not the intent of this document to decide what uses are appropriate. It is
assumed that representatives of content rights holders, broadcasters, equipment
manufacturers, governments, and consumers will determine what uses of content are
appropriate, and RMPI will provide the means to define and express those uses. The
RMP system, in cooperation with RMP information and the RMP information management
system described here, will control those uses in accordance with the RMPI provided.

The RMPI is segmented into the following four logical layers.

18
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Semantic layer

This section is to deal with CP rules, usage rules, agents, actions etc. (A first level of copy-
protection use cases is to be defined by the RMPI Semantics Ad-Hoc Group.)

19
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Device Type

—| Digitallnterfaces

—| AnalogInterfaces

—| DigitalInterfaceProtection

StorageType

—|_,I SecureDownloadCGapability |

—| SecurityModuleType

—| Renewability

DeviceGharacteristics EI—(—H-—:EI—

—FSecretSEturaEE

—L, ProprietaryRMPsystemsIDs |

—|,0n|ineTrusted Authority |

—| OnlineConnectivity

—| SecureClock Type

—| RevocationMechanismType

— InteeratedChipforGPUAndGon.[+]

L, SpecialPCboardForoff-GPU-b...|

20
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54.2. Terms for various entittement management information
5421. BL-ECM (icense, voucher)

AccessCriterion
—| Validity Period !
-I—(ﬁl——L, DelegationMode I
—L, ParentalRating I
—L, RegionControl I

Watermarkine

GontentGipherIDs
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ContentControl

encompasses the copy control information bits associated
with the Copy Generation Management System, Analog
Protection System, efc.

AnalogComponentOutput

conveys whether the content can be output using the
device's Analog Component Output

Analog component output not allowed

Analog component output allowed.

DigitalComponentOutputs

convey whether the content can be output using the
device's digital outputs

No digital signal output allowed.

Only uncompressed digital signal output allowed.

Only compressed digital signal output allowed.

Both compressed and uncompressed digital signal outputs
allowed.

CopyGenerationManagementS
ystemForAnalog

Copy control not asserted, unauthorized retransmission
outside the home not permitted.

No further copying is permitted.

One generation copy is permitted.

Copying is not permitted.

AnalogProtectionSystem

convey the type of analog copy protection system to be
generated by the device, but only if both CGMS-A bits are
equal to 1. In the case where either of the CGMS-A bits are
equal to 1, the APS will be turned off. Analog copy
protection can utilize Pseudo Sync Pulse (PSP) and/or an
inverted split color burst signal generation.

Analog copy protection is not used.

PSP is on & split color burst is off.

PSP is on & 2-line split color burst is on.

PSP is on & 4-line split color burst is on.

ImageConstrain

conveys information about whether High Definition
resolution content must be image-constrained to no greater
than 600 vertical pixels (standard definition resolution)
when being transmitted over unprotected analog
component outputs.

High Definition resolution content need not be image
constrained when being transmitted over unprotected
analog component outputs.

High Definition resolution content must be image
constrained to no greater than 600 vertical pixels when
being transmitted over unprotected analog component
outputs.

Retransmission

allows content owners to mark their content to restrict its
retransmission beyond the Home.

The content may not be retransmitted beyond the Home.

The content may be retransmitted beyond the Home
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2 MoveControl

—L,| RezolutionGontrol

—L_ TimelLineControl

2CGMSKipGontrolduring Record

AN303 [ —-— FH I

2CGMSkipGontrolduringPlayback

L0riginalDistributer

The descriptions of the terms included in each of the above categories are given below. (See the
attached XML file AN303.xsd).

Name Description
CCI Control number of personal copies See the aftached XML file
MoveControl Control number of personal copies See the aftached XML file
ResolutionControl Control the resolution of playbacked material, irrelevant to the number of copies or

e the attached XML file
TimeLineControl Control playback start date of recorded protected material. See the attached XML file
CMSkipControlduring Control Automatic skip of CM material during playback. See the aftached XML file
CMSkipControlduring Control Automatic skip of CM material during recording. See the attached XML file
EditEnable Control segmentation of contents and editing. See the aftached XML file
NetworkConnection Control content transmission beyond Home Network. See the attached XML file
ProtectionTypeID Identify encryption or protection technology applied to the content, for contents to be

| beyond the Home Network or distributed through removable media e.g. 5C-DTCP, DVB-
RMP. See the attached XML file

ContentID Unigue ID to define content, e.g. ISAN, cIDf.

26



www.tv-anytime.org

TV-ANYTIME RMP GROUP WD550

27



www.tv-anytime.org

TV-ANYTIME RMP GROUP WD550

The following is an additional terms proposed by ARIB (AN366). See the attached XML file AN366.xsd.

Name Description
RetentionMode This information indicates that the received content can be stored
1, even if the copy control information indicates copy never.
RetentionState This information is applied with the RetentionMode, and indicates that
me of temporarily stored content.
EncryptionMode This information indicates the necessity of the protection when outputting

ntent to the high-speed digital output interfaces.

54.24. Permissions Language

See the attached XML file permission_language.xsd.

» TerminalGlientDevice
|, VideoOutputPermitz

» AV TranscodePer mitzInfor mat i..

»StoredContentPermitz

,5toreToRemovableMedia

—L' DistributionPermissionInform__[-] ==

_L' AVPermitzInformationTable [ ==

—L, StoragePermitzInformationTab. =] ==

—Ll ControllnformationTable

AC EditPermissionInform._.[
_L' AdControllnformationTable E]—Ejﬂ—', AdControlInformation
,ContentHccessPermilszGenr
SR —LGontentHccessPermltzTahle _ _
= == ,DigestPlayback Permitz

[ RMPIUpdatePermitzinfor mationet—{—-— =1-| RMPIUpdateFlag
—LlGontentPmtectionPermitzTahI ==

—Ll PermissionsInformationTable

General Attributes

Name Definition

version Indicates the version of the specification used to
describe the permissions information.

ResourceID Indicates the IDs associated with content to be
granted permissions.

ResourceAttrs Indicates the attributes of the content

ServerSideAttrs Indicates the attributes that the “server” side has.

DistributionAtt Indicates the attributes inherent in the distribution

rs environment

28
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5.5. Syntactic layer

This section is to address rights expression language and dictionary. The language used in couching the
information defined in the previous section is XML. XML is used here for representational purpose. (Ed:
Make clear that it is not required that the box is actually implemented to handle XML directly.) This
syntactic layer should be compatible with that used by the portions of TV-Anytime Metadata requiring
protection, such as consumer metadata, targeting metadata, and segmentation metadata.

In each of these cases, the content owners can regulate the rendering, distribution and use of their
content by expressing their intent in an XML License. Sophisticated business models can be created
by allowing RMPI in the form of licenses to be added to the system from a variety of sources. Each
of the TVA compliant devices will adhere to the intent of the RMPI.

55.1. Definition of the Rights Language

This section defines the syntax of the language that will express the Rights Management and
Protection Information, as described in the previous sections.

M. Sehemal

3.1 Right

31
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3.5 Other Conditions
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Serializations

This section is to address the binary representation of the RMPI syntax. This serialization
approach should be compatible with that used by TV-Anytime Metadata.

TBD
Transport bindings
This section is to address transport requirements for encoding / transmitting serializations.
TBD
RMPI and Metadata relationship
The RMPI employed to enforce the usage rules may take a different form from the
“‘informative” RMPI| messaging to user interfaces. Wherever applicable, RMPI data and
TVA Metadata should use the same language and structure.
TBD
RMPI Protection
This section is to address protection of RMPI.

TBD

6. Application services API

ORIGINAL TEXT

It is suggested to use the DAVIC (Digital Audio-Visual Council), 1998. DAVIC 1.4.1
specification, part 9, Annex |. See http://www.davic.org/. Please also refer to document
AN345 Appendix E.

PROPOSED REPLACEMENT TEXT FOR 6

49
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7. RMP services API

ORIGINAL TEXT

It is suggested to use a subset of OPIMA (Open Platform Initiative for Multimedia Access),
2000. OPIMA Specification Version 1.1. http://www.cselt.it/opima/. Please refer to section
2.2 of document AN345.

' OPIMA (Open Platform Initiative for Multimedia Access), 2000. OPIMA Specification
Version 1.1. http://www.cselt.it/opima/
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2 CENELEC EN 50221 : 1997, Common Interface for Conditional Access and other Digital Video
Decoder Applications; and CENELEC R 206-001 : 1997, Guidelines for the Implementation and
Use of the Common Interface for DVB 15 Decoder Applications.
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8. Security tools

56




—_—

]
LS

www.tv-anytime.org

TV-ANYTIME RMP GROUP WD550

~



«

www.tv-anytime.org

TV-ANYTIME RMP GROUP WD550

-]



)

www.tv-anytime.org

TV-ANYTIME RMP GROUP WD550

59



«

www.tv-anytime.org

TV-ANYTIME RMP GROUP WD550

60



—_—

L
LS

www.tv-anytime.org

TV-ANYTIME RMP GROUP WD550

61



—_—

L
—&-——-ﬁ_-f_é

www.tv-anytime.org

TV-ANYTIME RMP GROUP WD550

2]



www.tv-anytime.org

TV-ANYTIME RMP GROUP WD550

9. Certification
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10. Device interface

NOT YET PRESENT: THOMSON PRESENTATION PENDING

Philips and NDS are to suggest a solution with reference to AN345 and / or AN349.
11. Glossary




