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Abstract—Passive RFID technology and unobtrusive Bluetooth- it or alternatively unnoticed by the users. The fact that interac-
enabled active tags are means to augment products and everydaytion can be initiated without explicit human intervention is also
objects with information technology invisible to human users. This a key concept in successful industrial applications of active and

paper analyzes general interaction patterns in such pervasive com- ive t hasi v chai t181710
puting settings where information about the user’s context is de- P@SSIVE 1ags, such as in supply chain managemen [8] [10].

rived by a combination of active and passive tags present in the By using the information stored on RFID tags and the abil-
user’s environment. We distinguish between interaction that is ini- ity of active tags to sense their environment through sensors,

tiated by smart objects and interaction initiated by human users, to carry out computations and to communicate with peers, the
and |nvest|gate how an association between interaction partners context Of users and the state Of smart ObjeCtS can be deter-

can take place through explicit human actions as well as invisi- mined collaborativelv. This information can b d to influ-
bly through context information provided by active tags. The con- ed collaboralively. S Information can be used 1o u

cept of invisible preselection of interaction partners based on the €Nnce the way an interaction takes place, and it can be used to
user’s context is introduced. It enables unobtrusive interaction decide what entities are available to communicate. We inves-

with smart objects in that it combines different forms of associa- tigate different forms of association between interaction part-
tion, e.g. implicit and user initiated association, by transferring in-  ars that take place through explicit human actions as well as

teraction stubs to mobile devices based on the user’s current situa- throuah side effects of users’ normal behavior. i.e. invisibly for
tion. Invisible preselection can also be used for remote interaction. g 1 y

By assigning phone numbers to smart objects, we propose making them. Furthermore, we combine these different approaches by
this remote user interaction with everyday items and their virtual ~ introducing the concept of invisible preselection of interaction
counterparts as easy as making a phone call. Mobile phones arepartners based on the user’s context. It enables unobtrusive in-
also used as mobile infrastructure access points for smart objects. araction with smart objects taking place at different locations
We evaluate the suitability of the proposed concepts on the basis . .
of three concrete examples: a product monitoring system, a smart and at dlffer_ent _tlmes. . ) )
medicine cabinet, and a remote interaction application. The applications described in this paper make use of
Bluetooth-enabled active tags — also referred to as BTnodes [3]
[4]. The BTnodes were partially developed within the Smart-Its
l. INTRODUCTION project [23]. The main reason for using Bluetooth as communi-
cation standard for the active tags is that Bluetooth modules are
Pervasive computing envisions a world of omnipresent bying integrated in an increasing number of consumer devices
invisible information technology embedded into products ang,ch as mobile phones, PDAs, and digital cameras. Therefore,
everyday items [16] [27]. In this paper, we investigate intefhe Bluetooth standard serves as a bridge to users’ mobile de-
action patterns in environments where passive RFID labels afjfles and as an easy means to interact with people. In this paper,
active Bluetooth-enabled tags are attached to products and @pile phones serve as the major platform for users to com-
eryday objects. The tags are so unobtrusive that they do Riinicate with smart objects. According to Forrester Research
change the physical appearance of objects and are ideally inyist] the mobile phone market in some European countries is
ible to users. Furthermore, interaction with them does not rgeginning to reach its saturation with coverage rates of about
quire explicit human actions to be initiated — as opposed to b@pos. Mobile phones are a technology that has become almost
codes that require users to explicitly scan codes, or infrared ggsiquitous. Because mobile phones are carried around by their
vices that often need manual alignment to ensure line-of-sighyers, they are also present when an interaction with a smart
for communication. Interaction can be initiated by smart Ol?rbject is to take place. Furthermore, mobile phones offer many
jects as well as by users, and communication with users’ Mgyssibilities for smart objects to interact with people by using
bile devices can take place either with the user being awarefgitures that are familiar to the vast majority of mobile phone
_ , _users such as short message service messages (SMS), alarms,
Part of this work was conducted as part of the Smart-Its project, which Is . . . .
funded by the European Commission (contract No. IST-2000-25428) and ﬁ']'éStom calls, or OBEX ObJeCtS like calendar entries and busi-
Swiss Federal Office for Education and Science (BBW No. 00.0281). ness cards. The fact that 78.7 billion SMS messages were sent



in Western Europe in the year 2001 [15] shows how popular Il. INTERACTION WITH SMART OBJECTS
those features are. We try to use these well established intera
tion patterns in connection with smart objects.

CCommunication in pervasive computing settings occurs be-
tween smart objects, between smart objects and background in-
frastructure services, and between smart objects and their users.
Context information derived collaboratively by active tags at-
tached to the objects can improve all those different kinds of
interaction considerably [21] [22]. In this section we analyze
different forms of interaction between human users and smart
objects and argue in favor of hybrid approaches for the associ-
ation of interaction partners in the envisioned settings.

A. Classification of Interaction Patterns

Active tags and passive RFID labels do not possess screens
or provide additional buttons, keyboards, or any other means
for users to physically interact with smart objects. How do peo-
ple communicate with augmented objects although they cannot
see the tags and might not even know which objects are smart?
BTnodes and RFID tags are ideally invisible to users and un-
obtrusive to such a degree that they do not disturb the way
in which people do normally use their items. Intelligent tags

Fig. 1. Some of the devices used to evaluate interaction patterns with s it ; ; ; ;
objects: Bluetooth-enabled phones tagged with RFID labels (1), PDAs (. ,,tOUId merely add additional functlonallty toan ObJeCt without

BTnodes (3), RFID antennas and readers (4), sensor boards (the one orffigdurbing the way people usually interact with them.
right was developed by TecO, University of Karlsruhe) (5), Bluetooth access |n the following, we distinguish between interactions initi-
points (developed by TIK, ETH Zurich) (6) and RFID tags (7). ated by users and interactions initiated by smart objects (cf. fig-
ure 2). In the former case, users have the intention to interact
with an object and must therefore have the possibility to address
Passive RFID tags become increasingly important in busingggs object. In the latter case the smart objects, that is, the active
processes and are likely to become as ubiquitous as barcogggs attached to them, trigger an interaction because of certain
Initiatives such as the Auto-ID center at MIT [1], which worksstate changes in their environment and must be able to identify

on low cost tags and a networking infrastructure to suppgsérsons with whom an interaction is to take place.
them, will help speed up the adoption of pervasive RFID tag-

ging. By attaching RFID scanners to BTnodes, we can bridge
the gap between active and passive tags and use both techniqy Spontaneous
for implementing interaction patterns in smart environments., nteraction
Data stored on an RFID tag (e.g. an electronic product code) of / \
ten cannot be semantically interpreted by a small peer-to-peq Initiated by users '”itiatek? bytsmart
network that exists between active tags in the user’s environ R
ment but requires access to a background infrastructure. In ou / \ / \
approach, Bluetooth-enabled mobile phones are used as m{|Explicit association | |Implicit, invisible T —
bile access points for smart tags, allowing them to access bac} _ pointing devices ?zjgﬂi%go“clocaﬂon -a;?eC)sceir?;Eiizrloﬂware/
ground infrastructure services and virtual counterparts when { |- buttons - same context hardware
user is in range of a smart object. g throlghisideleffects

of user's behaviour

The remainder of this paper is structured as follows: Sec-
tion Il analyzes common interaction patterns with smart objeGtg; 2. association between interaction partners in pervasive computing set-
equipped with active or passive tags and motivates the caings
cept of invisible preselection of interaction partners based on
the user’s context. Section Il introduces three different scenar-When interaction is initiated by human users, there are basi-
ios that show how the different forms of interaction emerge ically two alternatives to associate the user with a certain smart
concrete applications, how people can interact with smart debject: explicit and implicit association. The first option uses
vices independent from their current location, and how hybrikplicit actions a person would not be using under normal cir-
approaches for the association of interaction partners can icoimstances to address an object, for example by speaking to an
prove interaction in the envisioned environments. Section ¥eém or by using a laser pointer to select an object [18]. The
describes the technical realization of the scenarios and evahain advantage of using explicit actions is that the user is in
ates the core components of the underlying architecture. Sedlcontrol of the association process. On the other side, he/she
tion V gives an overview on related work. Section VI concludesust be aware of which objects are augmented and must be fa-
the paper. miliar with the new method to interact with them.



Alternatively, implicit association of interaction partners catinuously disturbed by requests from their "smart” objects. We
take place as a side effect of users’ normal behavior while haherefore suggest to use a hybrid approach for association in
dling an object. Here, existing interaction patterns in connegervasive computing environments that reduces the number of
tion with the object or product in its unaugmented form are us@atential interaction partners through implicit association but
to establish an association, i.e. the association takes place instfl leaves it to the user to explicitly establish an interaction
ibly for the user. This approach requires that a smart object caith preselected objects. Preselection takes place completely
sense when it is used or going to be used (for example an autonoticed by users, who are therefore not disturbed by this pro-
matic door senses when someone approaches it and knows ¢keas. Also, if the set of preselected devices does not contain the
it is going to be used). This can be done by considering sensorne expected, it does not exclude the possibility of additional
input and derived context information of the object itself and iexplicit association. Moreover, there are certain kinds of inter-
collaboration with nearby objects. Examples for these kinds a€tions that take place at different points in time and at different
context information are: a person is approaching an automdtications. Invisible preselection is also an approach to enable
door, a specific kind of medicine was taken out of a medicirteese kinds of interactions.
cabinet, a movement in the range of an automatic light switch,Sensory input and derived context data as well as history in-
two persons are running together, a specific person shared ftirenation collected by and exchanged between smart objects in
same symbolic location with an object for a dozen of timeshe user’'s environment is used to exclude entities for interac-
This kind of association that is based on such context informten. Exclusion of interaction partners takes place invisibly for
tion is called invisible, implicit association. Here, a user is nahe user, who can use explicit actions afterwards to initiate an
forced to learn additional interaction patterns and does not evateraction with preselected devices. By using this approach the
need to know which objects are augmented. The main disadimber of potential interaction partners is decreased making an
vantage of this approach is that the user is not in full contrekplicit association easier. Figure 3 depicts the core concept of
of the association process. Therefore, it is only useful whémvisible preselection: implicit association is used to reduce the
simple sensory input and the very restricted computational gasmber of potential communication partners. During this selec-
pabilities of active tags are sufficient to anticipate an interactioie process, objects are selected for later interaction that might
with high probability, which is seldom the case. take place at another location. In order to make later interaction

When interaction is initiated by smart objects, there also epessible, information about how to interact with the selected
ist two possibilities to associate interaction partners: predefineljects is stored on a user’s mobile device, e.g. a phone book
and implicit association. The first alternative is to store the adntry for a smart object on a mobile phone. This instance that
dress of interaction partners, e.g. the GSM number or Blugakes later interaction possible is called iareraction stub.
tooth device address of a mobile phone belonging to a specifiteraction stubs are stored on users’ personal devices that are
person on the device. Considering for example a simple natarried around by the users. Later, possibly at a different lo-
fication service, the smart object would have predefined ruleation, a person chooses one of the stubs through a conscious,
about whom to contact in what situation, which is inflexibleexplicit action and initiates an interaction with the smart object.
Changes require reprogramming or even restructuring of hard-
ware features. o

As with interaction initiated by users, another possibility tg %°oo
o!etermme interaction partners is to use sensory input _and_ d o o‘; Implicit association ot
rived context information of augmented objects. Considerin{ S same symbolic L
again a notification service, a smart object would try to fing 9 o_:iﬁfrgzgcg”;zzteﬁects o5 ST
persons that share a certain symbolic location with the objeq 00 ® | of user's behaviour
e.g. people that are in the same room, and would then noti ©0°

- buttons
[oXe]

these persons. Again, this approach requires that a smart obj| o silss
can perceive its environment and collaborate with other objec|  °

in its proximity. In section Il we illustrate this with a concretery 3 |yisible preselection of interaction partners
application.

Interaction

Invisible preselection assures that interactions that are very
B. Invisible Preselection of Communication Partners Based @likely to happen are hidden from the user. Because there
the User’s Context are many interactions possible (potentially with each object in
The three forms of association shown in figure 2 - explicithe user's proximity and other objects that can be controlled
invisible, and predefined association - in their pure form are akemotely) invisible preselection assures that users are not over-
ten unsuitable in pervasive computing settings. For exampleaded by unwanted interaction requests from smart objects. In-
when there are huge numbers of potential interaction partneisible preselection makes a comfortable and convenient form
in range, or in environments where people do not know whidf interaction in pervasive computing settings possible. When
objects are augmented, direct manipulation of interaction paan interaction is initiated by a smart object and not by implicit
ners becomes difficult and therefore explicit association almastexplicit actions of users, the preselection can also be carried
impossible. On the other hand, pure implicit association hasit by another smart object. The first object can then choose
the drawback that smart objects might initiate interactions uan interaction partner based on its sensory input from the set of
wanted by users, which is intolerable when users are being cpreselected entities.



[1l. SCENARIOS The SMS message sent to the user contains not only a short

The three sample applications described in this section glescription about the current state of the product, but also a
lustrate the different interaction patterns discussed previoudgnge of commands that can be sent back and processed by the
All scenarios have in common that they incorporate active agfhart product. The user replies to the incoming message by ac-
passive tags that are attached to products and everyday itelifgling embedded commands and sends a resulting SMS mes-
When developing these applications, we have focused on a§§9¢ back to the smart object. It carries out these commands
menting those everyday items in such a way that the user d6&s s_ends another message containing the reSL_JIts bac!<. Con-
not have to change the way he/she interacts with them in his/§§FUtive messages can be exchanged between interaction part-
daily life. Section IV provides a more detailed analysis of thers. For the user, the contact information of a smart product,

technical components on which the following applications rel%/..e- its phone number, is implicitly given, because it sent the
irst message. Figure 5 shows an example of this process.

A. Smart Product Monitoring

The smart product monitoring scenario is an example for a ”
pervasive computing scenario where interaction is initiated by

a smart object. The object chosen for this prototype is an egg
carton representing an arbitrary fragile object that is in storage

e.g. in a warehouse. The object is augmented in such a way
that it detects whenever it is dropped or not stored within the

appropriate temperature range. Whenever such an exceptior
occurs, it triggers an alarm by informing the appropriate contact

person via an SMS.

The challenges when realizing this application were to moni-
tor the physical object unobtrusively (1) and to associate the ap-
propriate contact person with the smart object without explicit
manual pre-configuration (2).

J

Fig. 5. An SMS notification received from a smart product by a mobile phone
(1), a response message with activated history command (2), and the corre-
sponding result from the egg box (3).

The question how the smart object knows to what mobile
phone number it needs to send the notification without ex-
plicit, manual pre-configuration is solved using passive RFID
tag technology. The mobile phones of the potential contact per-
sons are equipped with RFID tags. Whenever they enter the
neighborhood of the smart object (for example a lorry or a cer-
tain room the product is in), a wireless RFID reader attached to
a BTnode or a Bluetooth-enabled PDA communicates the pres-
ence of the tag together with service parameters, which describe
how to access the device (e.g. its GSM phone number and Blue-
tooth address) via Bluetooth broadcast to the active tag in the
Fig. 4. An egg carton augmented with a Bluetooth-enabled active tag. egg cartork

Using the information from the RFID reader, the active tag

To monitor the egg carton, BTnodes with a sensor board fefthe egg carton is now aware of who is sharing a symbolic lo-
acceleration and temperature sensors are attached to the fragilyn with the object it is augmenting and for how long. This
product (see Figure 4). Based on sensory input from accelgjcation context and the history of that information allows the
ation and temperature sensors, the state of the object is dej@ive tag to generate an interaction stub that contains the ap-
mined. If the egg carton falls down or is kept for too long undg§ropriate contact information. This interaction stub is executed
unsuitable conditions, the BTnode activates its communicatigp the BTnode once an alarm needs to be triggered.
module to send an alarm. The BTnode sends the notificationryg jnfrastructure described above for the invisible preselec-
embedded in an SMS message to the appropriate contact Rgfy of interaction partners can also be reused to make the ap-
son via a Bluetooth access point that offers a gateway 0 Hhi#ynriate choices at the moment the alarm is triggered. If the
cellular phone network. The Bluetooth access point then fQfzeyiously selected interaction partner can be reached at that

wards the message to a mobile phone. As such the scenarigjscific instance via more than one communication medium
an example of a context-triggered action [19] , where the sens-

Ing of a context change (e'g' broken qus) triggers the alarm tqﬂluetooth only supports a piconet broadcast; see section IV for a detailed
the user. description of the technical challenges.




(e.g. GSM and Bluetooth), the active tag can determine tbéa BTnode attached to this object. However, because there
most appropriate one. are so many potential communication partners, not every smart
object can send interaction stubs to the mobile device, and an
implicit preselection phase becomes necessary. This preselec-
tion is done invisibly for the user on the basis of sensory input
In the second scenario, the users initiate the interaction yd history information of active tags.
remotely querying smart physical or logical objects using their In the following this is described by means of an augmented
mobile phones. It exemplifies the concept of invisible preselelegical object: an office. Information about how often a person
tion from a user perspective. shares a certain symbolic location with a BTnode (i.e. how of-
In order to make remote interaction possible, each augn a specific person is in the room) and how long he/she stays
mented everyday object is assigned a telephone number. tBgre is used to decide whether an interaction stub is down-
using this telephone number, a user can simply call a certddaded to the mobile device. When people enter the office they
object and interact with it. In our application, we use SM@&re identified via RFID tags integrated into their wallets or at-
messages to implement this interaction, because virtually evesighed to their mobile devices. The information on the cor-
mobile phone user is familiar with this phone feature, and bgesponding RFID label is sent to all smart objects in the office.
cause text based messages can be easily processed by reso8neart objects know to what room they belong, because they are
restricted active tags such as the BTnodes. Messages sent taise equipped with RFID tags. When they enter the room this
smart objects via the cellular phone network contain commariggormation is also broadcasted to them. By using the described
that are processed by their active tags. approach, an object can decide what persons share a certain
However, people usually are not willing to memorize theymbolic location with it rather than who is in radio range of
phone numbers and all different forms of commands that céte object. This is a significant advantage, since mobile devices
be sent to a smart object. We therefore implemented an @&fpeople in another room or adjacent building that may have
proach where phone book entries for everyday items and SM@I radio connectivity to the smart objects in the office usually
templates containing the commands supported by them are sgmnhot want to interact with them.
to user’s mobile phones based on context information derived
by active tags in the user’'s environment. SMS templates agd The Smart Medicine Cabinet
phone book entries are thieteraction stubs that enable remote  The smart medicine cabinet is an application that was de-

interactio.n independent from the .user’s c_urrent location. T'%‘f'gned to support mobile and young patients with chronic dis-
smart objects that have such an interaction stub on the Us@ges. |t is supposed to improve the drug compliance of these
mobile phone are chosen in an implicit preselection phase. paients by reminding them to take their medicine. The smart
Activation and modification of commands in SMS messag&gedicine cabinet also knows about its contents so that the user
have to be as simple as possible. In the approach we have takem, query it remotely to check which medication he/she has cur-
all valid commands are embedded in an SMS template and iy available. Other features include out-of-date detection
their simplest form can be activated by deleting just a singlg,q ajarms for potential product recalls. The main requirement

character. This requires only minimum effort from the user (cfynen realizing the above services was to avoid changing the

figure 6). routine with which the user typically goes about taking his/her
medicine, e.g. by requiring him to manually scan the barcode
on the medication or configuring software on a personal com-
puter.

To realize the above scenario and requirements the following
technologies were incorporated into an ordinary medicine cab-
inet as shown in Figure 7: (1) passive RFID tags on the folding
boxes combined with a medicine cabinet, which was equipped
with an RFID reader; (2) an active tag that processes the infor-
mation from the RFID reader and communicates via Bluetooth
with a (3) mobile phone.

This application distinguishes itself from the previous sce-
narios for two reasons: (1) it uses passive RFID technology
for the actual monitoring of the physical objects (the drugs in
this case) and (2) the mobile phone is not only used as the user
interface, remote communication link and storage medium for
interaction stubs, but also as the local access point for the aug-
_ _ _ _ mented objects. This results in the fact that the medicine cabi-
Fig. 6. Phone book entries for preselected smart objects (1), a list of corre- . . .
sponding SMS templates (2), an edited SMS template with activated commaHeat OP€rates in a disconnected mode whenever there is no mo-
(3), and the response message (4). bile phone present. It hence requires a virtual counterpart in

the background infrastructure that represents the medicine cab-

In order to store the interaction stubs of smart objects in thget continuously. Whenever a mobile phone is in the vicinity
user’s mobile phone, he/she once must have been in radio ranfjenedicine cabinet and provides connectivity, the BTnode in

B. Remote Interaction with Smart Objects and Locations




the medicine cabinet synchronizes with this virtual counterpart.

Remote queries similar to the ones described in the previous
section can now no longer address the smart object, but need tc
address its virtual counterpart.

Fig. 8. Analarm previously written to a mobile phone from the medicine cab-
inet to remind patients to take the medicine Zyrtec (1, 2), and an SMS template
that can be used by a patient to get further information about this medicine by
asking the virtual counterpart (3).

IV. TECHNICAL REALIZATION

This section describes how the different interaction patterns
motivated in section Il were realized. The remote interaction
o - _ _ _ _ and smart product monitoring scenario are based on the same
ahgdnz-emsTiTR”;‘Tg"t:;’;e(ffg'r?;tr;gggtrh(%,"‘gm;g%t'ﬁfﬁg’é‘:t('gf technology thé‘rchlt_ecture, which is described in subsection IV-B. Here, in-
teraction, even if it is done remotely, takes place directly with
The application keeps track of the medicine in the cabingle Sr?‘a” object. Whﬁn a pzrgon calls a (sjrgarthobject, anbl_n—
by reading the serial number on the RFID tags with which tﬁgral:c:tlon request rt;ac €s an '3. proceszg y the smart object
folding boxes have been equipped. It uses this serial num té? N However, in the smart medicine ca Inet scenario, remote
as the global key to look up information specific o the typguerleg are processgd by a virtual counterpart, which is updated
ch time a smart object can connect to the background infras-

of product as well as information specific to this instance ) .
P P (ﬁzcture through a mobile phone. Therefore, the latter scenario

medication such as the user’s prescription information and t 1€ Lires a slightly different aoproach described in subsection
expiry date. The communication link to the backend infrastru ea gntly PP

ture where these data are stored is established whenever the s'gr’
is in the vicinity of the medicine cabinet with his/her Bluetooth ) . )
equipped mobile phone_ Drug usage is monitored by monit(ﬁ«: USIhg Bluetooth-enabled Active Tags to Interact with Mo-
ing the regular "appearance” and "disappearance” of an RFftje Phones
tag as the patient removes the medication from the cabinet and/obile phones are likely to play an important role in fu-
from the read range. This usage information is also sent via thuge pervasive computing applications because they have be-
mobile phone to the virtual counterpart of the folding box in aome economically very successful and almost ubiquitous. In
backend infrastructure. Europe, they are the only mobile technology that is widely ac-
The application reminds the patient to take his/her medicieepted. As an increasing number of mobile phones with inte-
by programming alarms into the mobile phone according to tiggated Bluetooth support appear on the market, BTnodes and
prescription information associated with a certain type of metherefore the smart objects they are attached to can make direct
ication in the medicine cabinet (see Figure 8 for details). Thise of mobile phone features.
prescription information is initially stored with the virtual coun- In the scenarios (cf. section Ill), mobile phones are used in
terpart and is transmitted to the medicine cabinet during tkiee following ways:
next synchronization. The alarms are transferred to the mobilee BTnodes communicate with background infrastructure
phone by using the Bluetooth link between the active tag that services by using phones as mobile access points. Fur-
"manages” the medicine cabinet and the mobile phone. thermore, they store interaction stubs on the devices that
The main motivation for using passive RFID technology is  are used in further interactions. These kinds of communi-
that it allows for monitoring the inventory without the user  cations take place invisibly for the user.
"noticing” or even having to "help”. In combination with the « Mobile phones are used by smart objects to notify people
active tag that manages the RFID reader and the connection to via alarms, SMS messages and custom calls or by sending
the mobile phone that means that there is "zero configuration or OBEX objects, like calendar entries and business cards, to
interference” required from the user. the phone.




« Interaction stubs stored on mobile phones can be useddxyamples of a business card and an calendar entry transmit-
users to explicitly initiate interactions with smart objectsed by a BTnode. We have written a Bluetooth stack for the
or their virtual counterparts from everywhere. BTnodes (i.e. on the Atmel ATmegal28 microcontroller) that

supports transmission of AT commands and OBEX objects to

mobile phones. The structure of the stack is depicted in figure

10.

Even if a user’'s mobile device does not support Bluetooth,
the BTnodes can still be used to communicate with them via the
cellular phone network. However, this requires a GSM gateway
with a Bluetooth access point in range of a smart object. This
way, SMS messages can still be sent to the user’s phone as long
as its number is known to the smart objects.

B. Embedding Smart Objects into the Everyday Communica-
tion Infrastructure

The following requirements must be fulfilled to implement
the interaction patterns described in the remote interaction and
smart product monitoring scenarios:

Fig. 9. A business card and a calendar entry transferred to a mobile phonél) A smart object, i.e. a BTnode attached to it, must be

from a BTnode. able to initiate and receive calls over the cellular phone
) . ) . network at any time, independent from the user’s current
Mobile phones offer some interesting features for imple-  |5cation.

menting the actual user interface for the interaction with smarty) ysers as well as devices and their service parameters
objects. Those features range from SMS messages over alarms st be determinable according to the information stored

to OBEX objects and Java applications. Over the Bluetooth 5 RFID labels attached to them. Service parameters de-

serial port profile (SPP) and dialup networking profile (DUN), scribe how devices can be accessed.
AT commands can be sent to mobile phones. A standard seg) an active tag must be able to derive its own context and
of AT commands is supported by virtually all GSM phones, al-  {he context of nearby people that want to interact with a

though some manufacturers support a wide range of additional  gmart object.
commands. AT commands are used to send and receive SM§) A BTnode must possess the capability to transmit inter-
messages, to store SMS templates, to handle alarms, and for action stubs to mobile phones.

building up a connection to the background infrastructure. In order to ensure requirement (1), a smart object is assigned

a fixed telephone number. This is done by a GSM gateway that
‘ is accessible from a network existing between smart devices.
Beutel et al. [3] describes how data packets can be routed in an
AT OBEX 1 I
Perception & Context API ‘ T ad hoc network of BTnodes over multiple hops. In our imple-
mentation, the GSM gateway consists of a mobile phone and a
Communication ’ ‘ Bluetooth module attached to a laptop PC with Internet connec-
AP ] RFCOMM \ tion, which also serves as a stationary Bluetooth access point

Application

SPP

- Bluetooth stack for the smart objects (cf. figure 11). The telephone number of
Hardware smart objects that are connected to the access point is the phone
- Bluetooth module HCl number of the mobile phone serving as GSM gateway. The ac-
:ﬁfgfggmro”er cess point is responsible for relaying incoming calls and mes-
sages to the correct smart object. Currently, this is done based
on the content of incoming messages. When a smart object

Fig. 10. Software structure of the BTnodes and of the Bluetooth stack. HRbeds to call a user’s phone this is also done through the mobile
(Host Controller Interface), L2ZCAP (Logical Link Control and Adaptation Pro- P 9

tocol), RFCOMM, SPP (Serial Port Profile), and Bluetooth OBEX (BIuetoot!?hone serving as GSM QatewaY- In order to handle calls, i.e.
Object Exchange Profile) are specified by the Bluetooth standard. in order to send and receive SMS messages, the software of the

access point sends AT commands to the mobile phone.

Another possibility for smart objects to interact with mobile Data packets from smart devices are sent over a Bluetooth
phone users, is to send OBEX objects such as business cawetsvork to the access point. A Bluetooth bridge that we have
and calendar entries to mobile phones. Transmission of buskitten for packets originating from BTnodes writes incoming
ness cards usually does not require authentication, and is a silgta packets into a tuple space. The TSpaces software package
able way to send short natifications to users. However, dueftom IBM [28] was used as tuple space implementation and the
the structure imposed by the vcard standard, it is not a very BlueZ stack [6] as Bluetooth stack for the access point. The tu-
tuitive way for interaction. Calendar entries can be used bypée space, which can be regarded as a service of the background
wide range of smart objects to remind people. Figure 9 showdrastructure, serves as storage medium for the BTnodes.

L2CAP




N from the access point and other BTnodes in their proximity.
Stationary access In the smart product monitoring scenario (cf. section lll), the

point context "state of a smart product” is derived on the basis of
the BTnode’s own sensory input and locally stored informa-
tion: What is the last known state of the product? What are
the lowest and highest temperature and acceleration values the
product can withstand? What is the current temperature and
acceleration?

However, context that can be computed by a single BTnode
is not sufficient to implement the described interaction patterns.
In order to find out who shares a certain symbolic location with
a smart object, for example, collaboration with other smart ob-
jects and the access point becomes necessary. Users and their
mobile devices are identified by RFID labels. When they enter
a symbolic location, such as an office, their ID or their service
parameters are sensed by a BTnode with attached RFID scan-
ner and sent to other smart objects and the access point. Only
Fig. 11. Overview of the main architectural components in the remote intd?y considering this information, a smart object can decide who
action and smart product monitoring scenario: when the user is in range dgain the same room. Radio connectivity of the communication
ey e e .o oot w3 FBcule s ot suited to derive this kind of context information.

In the described scenarios, interaction stubs enable users
to interact with smart objects remotely and must therefore be

Also, more elaborate services for the smart objects are ithansmitted to user's mobile phones (requirement (4)). Regard-
plemented by using the tuple space. For example, a BTnodéng the smart product monitoring scenario, the interaction stubs
allowed to register a callback function within the tuple spacgonsist of the phone number of a smart product and the com-
that is executed when a certain kind of tuple is derived. For ifands that can be processed by it. These information are trans-
stance, when there exists a tuple containing the phone numiggred to the user's mobile phone together with an SMS mes-
of a worker in charge of certain smart products together withs@ge. Because the smart product initiates the interaction and
tuple indicating that one of this products has been damageds&nds the first message, its phone number is implicitly given.
corresponding result tuple is derived and its associated callbddke user just needs to reply to the message. The commands
is executed. This function sends an SMS message as notifi¢¥t are supported by the smart object are also embedded in this
tion to the worker’s mobile phone. message.

Requirement (2) is met by facilitating wireless RFID scan- Concerning the remote interaction scenario, interaction stubs
ners that transmit RFID data via Bluetooth to smart objects. \@ée transferred to mobile phones unnoticed by human users.
built wireless RFID scanners based on BTnodes and Bluetook#ere, the last requirement can only be fulfilled when users have
enabled PDAs. When a tag is scanned by an RFID reader Bluetooth-enabled mobile devices, because the transmission of
tached to a BTnode or a PDA, the corresponding informationifgeraction stubs (phone book entries and SMS templates) re-
transmitted to the access point and stored in the tuple spaceduires a Bluetooth connection to the phone over which AT com-

The RFID labels store information of how to access devic#dands can be transferred. The interaction stubs in this scenario
or data to identify people. For example, Bluetooth enabled m@te the phone book entries for smart objects and the SMS tem-
bile phones are tagged with an RFID tag containing their phoREtes. By using the phone book entries, smart objects can be
number and Bluetooth device address (BDDR), RFID tags addressed remotely. The SMS templates contain the commands
attached to BTnodes store their BEDDR, mobile phones not & Smart object understands.
supporting Bluetooth have an RFID tag attached containing
their GSM phone number. The main advantage of this af- Mobile Infrastructure Access Points and Virtual Counter-
proach is that we allow smart objects to interact with devicdrts
that do not support their radio technology or communication Applications that make use of passive RFID technology and
standard. This way, BTnodes can interact with users whose nagtive tags often require access to background infrastructure
bile phones do not support Bluetooth. RFID labels become thervices because the information stored on RFID tags, such as
lowest level for ensuring that interaction can take place in smatectronic product codes, cannot be semantically interpreted by
environments. Because of their low cost and wide availability peer-to-peer network of smart objects, but requires access to
they are the ideal technology for this purpose. large databases. Examples of possible requests to background

Regarding requirement (3), BTnodes have the ability to panfrastructure services are: What is the name of the medicine
ceive their environment through sensors, such as temperatwith product code? When and how often must a patient take
and acceleration sensors or RFID scanners. BTnhodes detive medicine with product coge? When in a medicine cabinet
context information on the basis of locally stored informatioare different kinds of medicine with product codes. . ., p.,

(e.g. the last known state of an object), their own sensory imay a patient take a medicine with the product cp@e Al-
put (e.g. acceleration measurements), and data that they obthough it is possible to access background infrastructure ser-

/

GSM gateway

Tuple space

Bluetooth bridge

)|

Smart object

Smart object




vices through a stationary PC with Internet connection, the assigned a phone number only temporarily when a user with
sumption that there is always such a PC running in range lié/her mobile phone is in range of the object. Then, the num-

smart objects in today’s environments is very strong. ber of the user’s phone is also the number of the smart object,
and it is used by the background infrastructure server to contact
N the BTnode. But when no mobile phone is in Bluetooth range of
AN Background the smart object it has no phone number. Therefore, the phone
nfrastructure server number of the GSM gateway of the background infrastructure
server is stored as phone book entry in the user’s mobile phone.
When far away from the medicine cabinet, the requests are then
- I sent via SMS messages to the background infrastructure server,
nteraction stubs \> _ which processes embedded commands.
I s ovrgiuetocty) N N
_ AN V. RELATED WORK
>
0 > Schmidt [20] coined the term implicit human computer in-
m AN teraction and proposed an XML-based language for describ-

ing implicit interaction in ubiquitous computing environments.
Fig. 12. Overview of the main architectural components for the smart medicikérst experiences with computer-augmented everyday artifacts

cabinet scenario. Smart objects use mobile phones to store interaction stubsgd described by Beigl et al [2] In the MediaCup project [12]
to communicate with background infrastructure services when a user is in ral ) )

of the object (1), when away from the object, requests from the user are hancTIi‘:Z]_ active tags were attached to COﬁ_ee cups, and informati_on
by the virtual counterpart (2). derived by these tags was used to build context-aware applica-

tions. Several other projects developed context-aware systems,

Therefore, in the smart medicine cabinet scenario, badakqg. the GUIDE [9] or Active Badge [26] projects. Holmquist
ground infrastructure services are accessed by a smart obg@al. [13] uses accelerometer measurements to associate smart
through the user’s mobile phone via the cellular phone netwokktefacts by shaking them together. Ringwald [18] investigated
The advantage of this approach is that there is no need for exdrplicit association in smart environments with laser pointers.
equipment. On the other hand, a smart object can only acces$he concept of a medicine cabinet augmented by informa-
the infrastructure when there is a user in range of the objetibn technology has been demonstrated previously by Wan [25].
If a person is not in range of the object he/she cannot coffike focus of the implementation by Wan has been to create a
municate with it directly, which makes it necessary to have"situated healthcare portal” in the bathroom by integrating a
representation of this object present in the background infrggrsonal computer, an LCD screen and a broadband Internet
tructure, which processes requests to the smart object, as lapgnection into the medicine cabinet. The medicine cabinet
as it cannot be addressed directly. This representation is calgdsented as part of our work was designed with the goal to
the virtual counterpart [14] or the data shadow [7] of the ob- leave the medicine cabinet practically unmodified from a user
ject. The state of a smart object, i.e. of a BTnode, and its vjperspective.
tual counterpart are synchronized each time the object accesses
the background infrastructure through a mobile phone. Figure
12 shows an overview of the main components for the smart
medicine cabinet scenario. This paper investigated interaction patterns in pervasive com-

In our implementation, access to the background infrastrysdting settings where Bluetooth-enabled active tags and RFID
ture is implemented by sending SMS messages from a BTabels are attached to everyday objects and products. In these
ode to a background infrastructure server with GSM gatewagnvironments hybrid approaches for the association of interac-
The GSM number of this gateway is predefined in the BTnodeien partners become important. By using the concept of in-
software, and the SMS message with the embedded commavidible preselection, interaction stubs that also enable remote
for the background infrastructure server are sent by transmittiingeraction with smart objects are downloaded to mobile de-
AT commands over a Bluetooth connection from a BTnode tdces subject to the current context of users. Well known mo-
the user's mobile phone. bile phone features, e.g. SMS messages, phone book and cal-

When a BTnode receives the response to its query, it can @adar entries, that are familiar to a vast majority of users are
cide about the semantics of a product code, e.g. when and heell suited to interact with smart devices independent from
often a patient has to take the medicine and stores correspathd- user’s current location. Two architectures were described
ing alarms to the user’'s mobile phone. This is again done byat enable remote interaction. The first assigns fixed phone
transferring AT commands over Bluetooth to the phone. Akumbers to smart objects and allows users to always communi-
ternatively, corresponding calendar entries can be transmittede with their items directly. The second architecture assigns
to the phone. Also, interaction stubs, i.e. a phone book enpkione numbers only temporarily to smart objects. Here, mobile
and an SMS template containing human readable commapdi®nes are used as mobile access points for smart objects that
for the virtual counterpart are sent to the user’s phone by wlow communication with background infrastructure services
ing AT commands. The phone book entry, however, does rantd synchronization with virtual counterparts. When there is
contain the number of the smart object. The smart objectris direct connection to a smart object, queries are processed

VI. CONCLUSION
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by virtual counterparts. Active and passive tags are comple?] M. Weiser: The Computer for the Twenty-First Century. In: Scientific
mentary to each other. By attaching RFID scanners to acti[\ég]

tags and their integration in everyday objects we were able to
combine both technologies. This approach enables novel appli-
cations in which technology truly disappears.
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