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1 Protocol Bindings

The following sections define SPML protocol bindings sanctioned by the OASIS PS TC. Two bindings, the
SOAP/HTTP binding and the file binding, are defined.

1.1 SOAP/HTTP Binding

SOAP (Simple Object Access Protocol) 1.1 [SOAP1.1] is a specification for RPC-like interactions and
message communications using XML and HTTP. It has three main parts. One is a message format that
uses an envelope and body metaphor to wrap XML data for transmission between parties. The second is
a restricted definition of XML data for making strict RPC-like calls through SOAP, without using a
predefined XML schema. Finally, it provides a binding for SOAP messages to HTTP and extended HTTP.

This binding is limited to SOAP/HTTP and SOAP/HTTPS. SPML using SOAP over a non-HTTP protocol
may behave significantly different and is considered outside of the scope of this binding. SOAP/HTTPS is
considered to be within the scope of this binding as an HTTP variant.

For the purposes of this document, the SPML/SOAP/HTTP(S) Server will be referred to as the “SPML
Service” and the SPML/SOAP/HTTP(S) Client will be referred to as the “SPML Client”.

1.1.1 Basic Operations

SOAP messages consist of three elements: an envelope, header data, and a message body. SPML
request-response protocol elements MUST be enclosed within the SOAP message body.

The following table designates what are valid responses to client requests:

SPML Client Sends SPML Service MUST Respond With
batchRequest batchResponse

addRequest addResponse

modifyRequest modifyResponse

deleteRequest deleteResponse

searchRequest searchResponse

schemaRequest schemaResponse

statusRequest statusResponse

cancelRequest cancelResponse

For more information about these SPML operations, see the SPML Operations section of [SPML].

An SPML Service is considered conformant if it supports all or a subset of SPML operations. See the
Conformance section of [SPML] for more details. If the SPML client sends a request that the SPML
Service does not support, the SPML Service MUST return the corresponding response element as
defined in the previous table with a result code of urn:oasis:names:tc:SPML:1.0#failure and an
error code of urn:ocasis:names:tc:SPML:1.0#unsupportedOperation.

An SPML client MAY specify requests as synchronous or asynchronous. If a client specifies a request as
synchronous, the service MUST process the request in a synchronous fashion or return an error. If a

client specifies a request as asynchronous, the service MAY process the request synchronously and
return the results in the response.
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79 1.1.2 Authentication

80  Authentication of the SPML Client to the SPML Service SHOULD be accomplished using one of the
81 following methods:

82 1. HTTP basic client authentication [RFC2617] with and without SSL 3.0 or TLS 1.0 [RFC2246]
83 2. HTTP over SSL 3.0 or TLS 1.0 client authentication with a client-side certificate [RFC2246]
84 3. WSS Authentication of the SPML request as specified in WS-Security [WSS]

85  Authentication of the SPML Service to the SPML Client SHOULD be accomplished using one of the
86  following methods:

87 1. HTTP over SSL 3.0 or TLS 1.0 server authentication with a server-side certificate [RFC2246]
88 2. WSS Authentication of the SPML response as specified in WS-Security [WSS]
89 If an SPML Service uses SSL 3.0 or TLS 1.0, it MUST use a server-side certificate.

90 1.1.3 Message Integrity

91 SPML Message integrity SHOULD be accomplished using one of the following methods:
92 1. Through the use of HTTP over SSL 3.0 or TLS 1.0

93 2. Through the use of XML Encryption as specified in WS-Security [WSS]

94 3. Through the use of XML Digital Signatures as specified in WS-Security [WSS]

95 If an SPML Service uses SSL 3.0 or TLS 1.0, it MUST use a server-side certificate.

96 1.1.4 Peter Cordery (solutions center).

97 1.1.4 Message Confidentiality

98 SPML message confidentiality SHOULD be accomplished using one of the following methods:
99 1. Through the use of HTTP over SSL 3.0 or TLS 1.0

100 2. Through the use of XML Encryption as specified in WS-Security [WSS]

101 If an SPML Service uses SSL 3.0 or TLS 1.0, it MUST use a server-side certificate.

102 1.1.5 Error Reporting
103  An SPML Service that refuses to perform a message exchange with the SPML Client SHOULD return a
104 "403 Forbidden" response. In this case, the content of the HTTP body is not significant.

105  As described in [SOAP1.1], in the case of a SOAP error while processing a SOAP request, the SOAP
106 HTTP server MUST returna "500 Internal Server Error" response and include a SOAP

107 message in the response with a SOAP fault element. This type of error SHOULD be returned for SOAP-
108 related errors detected before control is passed to the SPML processor, or when the SOAP processor
109 reports an internal error.

110 In the case of a SPML processing error, the SOAP HTTP server MUST respond with "200 OK". The
111 SPML should include an result code of urn:ocasis:names:tc:SPML:1.0#failure and an
112 appropriate error code.

113  Additional human-readable error text may optionally be returned in the error message sub-element of the
114 response. To specify the locale of the error message, the xm1 : 1ang attribute on the error message
115 element MAY be set to the error message locale.
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For more information about the specifics of SPML error handling, see the SPML Operations section of
[SPML].

1.1.6 Declaring Supported SPML Operations

An SPML Service is considered conformant if it supports all or a subset of SPML operations. See the
Conformance section of [SPML] for more details. An SPML Service SHOULD document all its supported
SPML operations via WSDL.

For example if an SPML Service only supported the SPML Batch Request, the following WSDL could
define the service:

<wsdl:message name="SPMLProvRequestMessage">
<wsdl:part name="body" element="spml:batchRequest" />
</wsdl:message>

<wsdl:message name="SPMLProvResponseMessage">

<wsdl:part name="body" element="spml:batchResponse" />
</wsdl:message>
<wsdl:portType name="SPMLProvRequestPortType">

<wsdl:operation name="SPMLProvRequest">
<wsdl:input name="SPMLProvInput"
message="tns:SPMLProvRequestMessage" />
<wsdl:output name="SPMLProvOutput"
message="tns:SPMLProvResponseMessage" />
</wsdl:operation>

</wsdl:portType>
<wsdl:binding name="SPMLProvSoapBinding" type="tns:SPMLProvRequestPortType">
<soap:binding style="document"
transport="http://schemas.xmlsoap.org/soap/http"/>

<wsdl:operation name="SPMLProvRequest">

<soap:operation style="document"
soapAction="urn:ocasis:names:tc:SPML:1:0:req/BatchRequest" />

<wsdl:input name="SPMLProvInput" >
<soap:body use="literal" />

</wsdl:input>

<wsdl:output name="SPMLProvOutput" >
<soap:body use="literal" />

</wsdl:output>

</wsdl:operation>

</wsdl:binding>

A complete WSDL definition that defines an SPML Service that supports all SPML operations is shown in
Appendix A.

1.2  File Binding

This binding refers to using SPML elements in a file, typically for the purposes of bulk processing
provisioning data and provisioning schema documentation.

1.2.1 Bulk Processing Files

When using the SPML File binding for bulk processing of provisioning operations, the input file MUST
consist of a single SPML request element. An SPML Application MAY output a file containing an SPML
response element that corresponds to the request element. If it exists, the resulting output file MUST
consist of a single SPML response element.

The following table designates what are valid requests that may be used in an input file and the
corresponding responses that may be used in an output file:
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Input File MAY Contain Output File MUST Contain (if it exists)
batchRequest batchResponse

addRequest addResponse

modifyRequest modifyResponse

deleteRequest deleteRequest

searchRequest searchResponse

schemaRequest schemaResponse

statusRequest statusResponse

cancelRequest cancelResponse

For more information about these SPML operations, see the SPML Operations section of [SPML].

An SPML Application is considered conformant if it supports all or a subset of SPML operations listed in
the previous table. See the Conformance section of [SPML] for more details. If the input file contains a
request that the SPML Application does not support, the output file MUST contain the corresponding
response element as defined in the previous table with a result code of
urn:oasis:names:tc:SPML:1.0#failure and an error code of
urn:oasis:names:tc:SPML:1.0#unsupportedOperation.

The batchRequest element MAY specify processing as either sequential or parallel by setting the
processing attribute on the batchRequest to urn:ocasis:names:tc:SPML:1.0#sequential or
urn:oasis:names:tc:SPML:1.0#parallel. The execution attribute on the batchRequest
element SHOULD not be defined, as this attribute is not relevant to the SPML File Binding. If the
execution attribute is defined is SHOULD be ignored, rather than generating and error.

The batchRequest element MAY specify a request identifier. If the request identifier is specified, the
corresponding batchResponse element MUST specify the same identifier.

1.2.2 Error Reporting

In the case of a SPML processing error, the SPML batchResponse should include an result code of
urn:oasis:names:tc:SPML:1.0#failure.

Additional human-readable error text may optionally be returned in the error message sub-element of the
response. To specify the locale of the error message, the xm1 : 1ang attribute on the error message
element MAY be set to the error message locale.

For more information about the specifics of SPML error handling, see the SPML Operations section of
[SPML].

1.2.3 Example Bulk Processing Files
The following is an example of an SPML Bulk Processing File using the SPML File Binding:

<?xml version="1.0" encoding="utf-8"7?>
<batchRequest xmlns ="urn:ocasis:names:tc:SPML:1:0:req"
xmlns:spml="urn:oasis:names:tc:SPML:1:0:core">
<spml :addRequest>
<spml:identifier type="urn:oasis:names:tc:SPML:1:0:core#GUID">
<spml:1d>584D268K</spml:id>
</spml:identifier>
<spml:attributes>
<attr name="objectclass" xmlns="urn:oasis:names:tc:DSML:2:0:core">
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<value>BasicAccount</value>

</attr>

<attr name="id" xmlns="urn:oasis:names:tc:DSML:2:0:core">
<value>584D268K</value>

</attr>

<attr name="firstname" xmlns="urn:oasis:names:tc:DSML:2:0:core">
<value>Jane</value>

</attr>

<attr name="lastname" xmlns="urn:oasis:names:tc:DSML:2:0:core">
<value>Doe</value>

</attr>

</spml:attributes>
</spml:addRequest>

1.2.4 Provisioning Schema Files

The SPML File Binding can be used to document Provisioning Schema to be used in an SPML based
system. When using the SPML File binding to document Provisioning Schema, the schema file MUST
consist of a single SPML schema element.

1.2.5 Example Provisioning Schema File

The following is an example of a Provisioning Schema File using the SPML File Binding:

<?xml version="1.0" encoding="utf-8"?>
<schema xmlns="urn:oasis:names:tc:SPML:1:0:schema">
<providerIdentifier providerIDType="urn:oasis:names:tc:SPML:1:0:core#URN">
<providerID xmlns="urn:oasis:names:tc:SPML:1:0:core">urn:com:acme</providerID>
</providerIdentifier>
<schemaldentifier schemaIDType="urn:oasis:names:tc:SPML:1:0:core#GenericString">
<schemaID>BasicAccountSchema</schemalD>
</schemaldentifier>

<objectClassDefinition name="BasicAccount" description="Basic account."”" >
<memberAttributes>
<AttributeDefinitionReference name = "id" required="true" />
<AttributeDefinitionReference name = "firstname"/>
<AttributeDefinitionReference name = "lastname"/>
<AttributeDefinitionReference name = "initial"/>
<AttributeDefinitionReference name = "email"/>

</memberAttributes>
</objectClassDefinition>
<attributeDefinition name="id" type="xsd:string" />
<attributeDefinition name="firstname" type="xsd:string" />
<attributeDefinition name="lastname" type="xsd:string" />
<attributeDefinition name="initial" type="xsd:string" />
<attributeDefinition name="email" type="xsd:string" />
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Appendix A. Sample WSDL Definition

<wsdl:definitions

name="SPML Service"
targetNamespace="urn:oasis:names:tc:SPML:1:0:wsdl"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:tns="urn:oasis:names:tc:SPML:1:0:wsdl"
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmlns:spml="urn:oasis:names:tc:SPML:1:0:req"
xmlns="http://schemas.xmlsoap.org/wsdl/">

<wsdl:import namespace="urn:oasis:names:tc:SPML:1:0:req"
schemaLocation="draft pstc schema request 13.xsd"/>

<wsdl:message name="SPMLBatchRequestMessage">
<wsdl:part name="body" element="spml:batchRequest" />
</wsdl:message>

<wsdl:message name="SPMLBatchResponseMessage">
<wsdl:part name="body" element="spml:batchResponse"
</wsdl :message>

<wsdl:message name="SPMLAddRequestMessage">
<wsdl:part name="body" element="spml:addRequest" />
</wsdl:message>

<wsdl:message name="SPMLAddResponseMessage">
<wsdl:part name="body" element="spml:addResponse" />

</wsdl:message>

<wsdl:message name="SPMLModifyRequestMessage">

<wsdl:part name="body" element="spml:modifyRequest" />

</wsdl:message>

<wsdl:message name="SPMLModifyResponseMessage">

<wsdl:part name="body" element="spml:modifyResponse" />

</wsdl:message>

<wsdl:message name="SPMLDeleteRequestMessage">
<wsdl:part name="body" element="spml:deleteRequest"
</wsdl:message>

<wsdl:message name="SPMLDeleteResponseMessage">
<wsdl:part name="body" element="spml:deleteResponse"
</wsdl:message>

<wsdl:message name="SPMLSearchRequestMessage">
<wsdl:part name="body" element="spml:searchRequest"
</wsdl:message>

<wsdl:message name="SPMLSearchResponseMessage">
<wsdl:part name="body" element="spml:searchResponse"
</wsdl:message>

<wsdl:message name="SPMLExtendedRequestMessage">
<wsdl:part name="body" element="spml:extendedRequest"

</wsdl:message>

<wsdl:message name="SPMLExtendedResponseMessage">

<wsdl:part name="body" element="spml:extendedResponse"

</wsdl:message>
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<wsdl:message name="SPMLSchemaRequestMessage">
<wsdl:part name="body" element="spml:schemaRequest" />
</wsdl :message>

<wsdl:message name="SPMLSchemaResponseMessage">
<wsdl:part name="body" element="spml:schemaResponse" />
</wsdl :message>

<wsdl:portType name="SPMLRequestPortType">

<wsdl:operation name="SPMLBatchRequest">
<wsdl:input name="SPMLBatchRequestInput"
message="tns:SPMLBatchRequestMessage" />
<wsdl:output name="SPMLBatchRequestOutput"
message="tns:SPMLBatchResponseMessage" />
</wsdl:operation>

<wsdl:operation name="SPMLAddRequest">
<wsdl:input name="SPMLAddRequestInput"
message="tns:SPMLAddRequestMessage" />
<wsdl:output name="SPMLAddRequestOutput"
message="tns:SPMLAddResponseMessage" />
</wsdl:operation>

<wsdl:operation name="SPMLModifyRequest">
<wsdl:input name="SPMLModifyRequestInput"
message="tns:SPMLModifyRequestMessage" />
<wsdl:output name="SPMLModifyRequestOutput"
message="tns:SPMLModifyResponseMessage" />
</wsdl:operation>

<wsdl:operation name="SPMLDeleteRequest">
<wsdl:input name="SPMLDeleteRequestInput"
message="tns:SPMLDeleteRequestMessage" />
<wsdl:output name="SPMLDeleteRequestOutput"
message="tns:SPMLDeleteResponseMessage" />
</wsdl:operation>

<wsdl:operation name="SPMLSearchRequest">
<wsdl:input name="SPMLSearchRequestInput"
message="tns:SPMLSearchRequestMessage" />
<wsdl:output name="SPMLSearchRequestOutput"
message="tns:SPMLSearchResponseMessage" />
</wsdl:operation>

<wsdl:operation name="SPMLExtendedRequest">
<wsdl:input name="SPMLExtendedRequestInput"
message="tns:SPMLExtendedRequestMessage" />

<wsdl:output name="SPMLExtendedRequestOutput"

message="tns:SPMLExtendedResponseMessage" />
</wsdl:operation>

<wsdl:operation name="SPMLSchemaRequest">
<wsdl:input name="SPMLSchemaRequestInput"
message="tns:SPMLSchemaRequestMessage" />
<wsdl:output name="SPMLSchemaRequestOutput"
message="tns:SPMLSchemaResponseMessage" />
</wsdl:operation>

</wsdl:portType>

<wsdl:binding name="SPMLSocapBinding" type="tns:SPMLRequestPortType">

<soap:binding style="document"
transport="http://schemas.xmlsoap.org/soap/http" />

<wsdl:operation name="SPMLBatchRequest">
<soap:operation style="document"
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/>

soapAction="urn:oasis:names:tc:SPML:1:0:reqg/batchRequest" />
<wsdl:input name="SPMLBatchRequestInput" >
<soap:body use="literal" />
</wsdl:input>
<wsdl:output name="SPMLBatchRequestOutput" >
<soap:body use="literal" />
</wsdl:output>

</wsdl:operation>

<wsdl:operation name="SPMLAddRequest">
<soap:operation style="document"
soapAction="urn:oasis:names:tc:SPML:1:0:reqg/addRequest" />
<wsdl:input name="SPMLAddRequestInput" >
<soap:body use="literal" />
</wsdl:input>
<wsdl:output name="SPMLAddRequestOutput" >
<soap:body use="literal" />
</wsdl:output>

</wsdl:operation>

<wsdl:operation name="SPMLModifyRequest">
<soap:operation style="document"
soapAction="urn:oasis:names:tc:SPML:1:0:reqg/modifyRequest" />
<wsdl:input name="SPMLModifyRequestInput" >
<soap:body use="literal" />
</wsdl:input>
<wsdl:output name="SPMLModifyRequestOutput" >
<soap:body use="literal" />
</wsdl:output>

</wsdl:operation>

<wsdl:operation name="SPMLDeleteRequest">
<soap:operation style="document"
soapAction="urn:ocasis:names:tc:SPML:1:0:req/deleteRequest" />
<wsdl:input name="SPMLDeleteRequestInput" >
<soap:body use="literal" />
</wsdl:input>
<wsdl:output name="SPMLDeleteRequestOutput" >
<soap:body use="literal" />
</wsdl:output>

</wsdl:operation>

<wsdl:operation name="SPMLSearchRequest">
<soap:operation style="document"
soapAction="urn:oasis:names:tc:SPML:1:0:req/searchRequest" />
<wsdl:input name="SPMLSearchRequestInput" >
<soap:body use="literal" />
</wsdl:input>
<wsdl:output name="SPMLSearchRequestOutput" >
<soap:body use="literal" />
</wsdl:output>

</wsdl:operation>

<wsdl:operation name="SPMLExtendedRequest">
<soap:operation style="document"
soapAction="urn:oasis:names:tc:SPML:1:0:reqg/extendedRequest"

<wsdl:input name="SPMLExtendedRequestInput" >
<soap:body use="literal" />

</wsdl:input>

<wsdl:output name="SPMLExtendedRequestOutput" >
<soap:body use="literal" />

</wsdl:output>

</wsdl:operation>

<wsdl:operation name="SPMLSchemaRequest">
<soap:operation style="document"
soapAction="urn:ocasis:names:tc:SPML:1:0:req/schemaRequest" />
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445 <wsdl:input name="SPMLSchemaRequestInput" >

446 <soap:body use="literal" />
447 </wsdl:input>

448 <wsdl:output name="SPMLSchemaRequestOutput" >
449 <soap:body use="literal" />
450 </wsdl:output>

451 </wsdl:operation>

452

453 </wsdl:binding>

454

455 <wsdl:service name="SPMLService">

456 </wsdl:service>

457

458 </wsdl:definitions>

459
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Appendix D. Notices

OASIS takes no position regarding the validity or scope of any intellectual property or other rights that
might be claimed to pertain to the implementation or use of the technology described in this document or
the extent to which any license under such rights might or might not be available; neither does it
represent that it has made any effort to identify any such rights. Information on OASIS's procedures with
respect to rights in OASIS specifications can be found at the OASIS website. Copies of claims of rights
made available for publication and any assurances of licenses to be made available, or the result of an
attempt made to obtain a general license or permission for the use of such proprietary rights by
implementers or users of this specification, can be obtained from the OASIS Executive Director.

OASIS has been notified of intellectual property rights claimed in regard to some or all of the contents of
this specification. For more information consult the online list of claimed rights.

OASIS invites any interested party to bring to its attention any copyrights, patents or patent applications,
or other proprietary rights which may cover technology that may be required to implement this
specification. Please address the information to the OASIS Executive Director.

Copyright (C) OASIS Open 2002. All Rights Reserved.

This document and translations of it may be copied and furnished to others, and derivative works that
comment on or otherwise explain it or assist in its implementation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice
and this paragraph are included on all such copies and derivative works. However, this document itself
may not be modified in any way, such as by removing the copyright notice or references to OASIS,
except as needed for the purpose of developing OASIS specifications, in which case the procedures for
copyrights defined in the OASIS Intellectual Property Rights document must be followed, or as required to
translate it into languages other than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its successors
or assigns.

This document and the information contained herein is provided on an “AS IS” basis and OASIS
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY
WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTS OR
ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
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