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1 Abstract  

This white paper presents the vision for the Symptoms Framework (SF), a specification that enables the automatic detection, optimization, and remediation of the operational aspects of complex systems with applicability to both IT and non-IT domains. 

This white paper is one of three documents describing the Symptoms Framework, this one presenting an introduction and overview of the SF concepts, motivations, and vision. The Symptoms Specification V1.0 is a normative document precisely describing the entities than make up the framework. The Symptoms Primer V1.0 describes a number of scenarios and how the framework might be used in the context of those scenarios. Readers may approach these documents in any order depending on their specific interests or perspective.

2 Status  

This white paper is an initial draft release and is provided for review and evaluation only. It is being published to solicit feedback. A feedback agreement is required before the working group can accept feedback.   

At some future date, the contents may be published under another name or under several new specifications, as shall be agreed by the authors and their respective corporations at that time.  

© Copyright CA, Fujitsu, and IBM 2008. All Rights Reserved. 

THIS DOCUMENT IS PROVIDED "AS IS," AND THE AUTHORS MAKE NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, NON-INFRINGEMENT, OR TITLE; THAT THE CONTENTS OF THIS DOCUMENT ARE SUITABLE FOR ANY PURPOSE; NOR THAT THE IMPLEMENTATION OF SUCH CONTENTS WILL NOT INFRINGE ANY THIRD PARTY PATENTS, COPYRIGHTS, TRADEMARKS OR OTHER RIGHTS. THE AUTHORS WILL NOT BE LIABLE FOR ANY DIRECT, INDIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF OR RELATING TO ANY USE OR DISTRIBUTION OF THIS DOCUMENT. 

The name and trademarks of the Authors may NOT be used in any manner, including advertising or publicity pertaining to this Whitepaper or its contents without specific, written prior permission. Title to copyright in this Document will at all times remain with the Authors.  

No other rights are granted by implication, estoppels or otherwise. 
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4 Introduction
4.1 The Changing Face of IT

The current labor-intensive approach used by IT is primarily reactive and cannot meet the needs of the business as the demands placed upon the business continue to evolve. Traditionally, IT has served the business by focusing on the challenge of providing adequate IT services with ever lower TCO (Total Cost of Ownership) through effective use of a wide range of management disciplines and tools including network management, system management, asset management, application management, security management, and so on. These disciplines and tools are essential and when combined with a cross-discipline approach that includes improving people skills, streamlining businesses processes (both automated and manual), upgrading technology, and improving IT infrastructure this approach is still a valid starting point and foundation for most IT organizations. 

Today’s IT organizations are faced with a myriad of new challenges and goals that are likely to require more cost-effective, responsive, and proactive approaches to these traditional tools and disciplines. Business trends such as globalization put new pressures on IT organizations to adapt to changing markets and new business opportunities while providing the required levels of availability, often to a world-wide base of service consumers. New regulatory requirements often require unprecedented levels of security, privacy, and transparency at both the business and the operational level. New environmental concerns require that IT rapidly embrace new opportunities for energy efficiency using new technologies and approaches such as server, storage, and application virtualization. The sheer diversity of these new challenges, both industry-specific and broadly generic, will make it difficult for IT to meet the needs of the business with traditional approaches. 

The end result of the business and technical trends described above are increasingly complex, heterogeneous, and distributed applications based on new approaches such as SOA, software-as-a-service, and cloud computing. These new applications need to provide optimum service in an environment where external and internal business and environmental factors play an ever-more significant role. In the face of this increasingly complex and more dynamic environment, there will inevitably be more complex and difficult problems to correct across an ever-widening range of virtual and physical IT resources. 

IT organizations have deployed a large array of domain experts in hope of achieving what some might term a losing battle. These domain experts, if they are all even available, attempt to work together across different disciplines, and thus frequently find it difficult to leverage incompatible data and inconsistent, often unexploited knowledge sources within the enterprise. These domain experts, with their different backgrounds, are challenged to work together across many disciplines in order to understand these newer, more complicated and diverse business systems and their problems in a timely manner. They must manually gather, verify, collaborate, test, and interpret a vast array of business and technical operational data in order to make appropriate decisions and remediate problems. 

These challenges are often interrelated and IT must meet these demands in the face of changing business, infrastructure, and environmental factors. For example, how does one prioritize various business processes and transactions in order to meet service level agreements (SLAs) in the context of fluctuating energy costs and limited virtual and physical resources? What if several things go wrong at the same time? Are they related, what must be addressed first, and how? 

Given the ever-increasing complexity of factors to be considered, it is entirely possible that by the time such manual efforts have been made, especially when attempting to factor in representations or knowledge of similar past occurrences, the situation will have already been transformed into something even more problematic or less well-understood. It may also be that a lack of critical knowledge or expertise in one area prevents the problem from being addressed effectively and the responsible parties must resort to expensive, brute-force methods or simply wait until business or technical conditions change. Certainly, our human ability to meet the real-time or near real-time demands of modern, heterogeneous, distributed systems is nearing a breaking point. It is time to consider alternatives beyond engaging larger and increasingly diverse teams of domain experts in an attempt to contain the risk and maximize the return on IT investments.  

4.2 Business Challenges

The picture is not entirely gloomy. IT and business systems are usually well instrumented to provide operators and managers with a wealth of information about the state of each of these systems. Experts in these domains also possess substantial toolboxes of remedial techniques to bring these systems and processes back online or to their desired state. 

However, there often is a significant challenge in the integration, interpretation, and analysis of this diverse state information followed by the ability to act on that information. In many cases the large volumes of data available need to be normalized and/or aggregated to facilitate interpretation. In other cases the normalized information is available and diagnosis is possible, but other barriers block remediation. Probably most critical is the need to exchange this information between domain experts, e.g. between business process and IT systems experts. In addition to information, it may also be necessary to exchange diagnostic and remediation processes between domains.

Failure to meet this challenge impacts the enterprise through lost opportunities to develop new and extend existing business, as well as the possible loss of existing business through 'down time' or lower efficiency. The continued drain on business and IT resources also impacts the overall operational costs of the enterprise. The aim of the Symptoms Framework is to integrate information and processes across the organization in a more holistic way and thereby ameliorate this impact.
4.3 Creating IT and Business Synergy 
One of the trends that enterprises are facing is the ability to apply analytics based on their customer knowledge to the increasing amount of information required to make informed business decisions.  Along with that trend is the increasing number of IT connected resources and the set of business processes which are dependent on that IT infrastructure.  Today, with all this myriad of information being available and the vast variety of business systems which need to be factored into the analysis, the lack of a consistent format for exchange of the information and a methodology to apply the knowledge creates a significant information analysis gap.

We believe is possible to address this information analysis gap with the Symptoms Framework and its information model, which can be applied to various sources of event data, enabling a methodology to perform pattern matching, diagnostics, and analysis in order to achieve a timely and accurate resolution of the situation.  By understanding and modeling behavior based on the interactions of their business processes with their IT systems, customers can consult the relevant policies and histories in order to have the ability to detect anomalies and apply corrective treatments to put their systems back into their desired states or to optimize the states of these systems.
4.4 A Common Challenge for Many Domains

There are many examples of these types of challenges to IT and the business systems they support today.  A few will be briefly described here to show the pain points and potential relevance to applying the Symptoms Framework.

Denial of Service attacks – the difficulty in detecting these conditions is that existing domain monitoring systems in the network, the server and the application may all report seemingly inconsistent patterns and the appropriate corrective action may not be immediately apparent.  Recognizing these patterns and correlating all the available information from across the domains is crucial to diagnosing and then correcting the situation.

Market Open – one of the challenges here is the dramatic shift in observed performance levels and the ability to optimize and/or provision new resources to address the required levels quickly to avoid dissatisfied users.  This requires coordination between server, storage and network resources and the ability to detect the patterns for the workload which is now in demand (e.g. shifting from overnight batch processing to online transaction processing)

Disaster Recovery – Whether the conditions warrant switching over from the primary to the backup systems is a critical business and technical decision .  Events from all systems need to be correlated and analyzed quickly. The number and complexity of information patterns can be overwhelming.  The lack of a consistent format for these conditions and the possible actions makes the analysis even more complex and often leads to incorrect human actions at a critical time.

Identity Theft – a serious challenge for merchants and financial institutions is detecting anomalies in buying behavior based on frequency, geographic locations and type of purchases.  The ability to collect knowledge from normal behavior, apply it regularly and consistently in order to detect anomalies (e.g. the card holder travels overseas) are all necessary elements to protecting against risk of loss and ensuring customer satisfaction.
Data Center Optimization - IT equipment, and its supporting infrastructure, is a major consumer of power and there are associated, additional costs for cooling the equipment. Facilities management and now IT management as well, are under pressure to reduce both energy consumption and related expenses.  There is a big movement for utility and governments around the world to provide energy conservation programs, rebates and incentives for data center energy management. Data centers today struggle with how to take advantage of these incentives.  Facilities and IT Managers need to reduce their cost structure but many do not know how much power they are using for IT and related facilities or how to apply knowledge concerning operational and business conditions to these measurements.  
4.5 Towards a Solution
The Symptoms Framework has the ability to create an approach for customers, vendors and the industry as a whole to respond to the challenge of identifying and diagnosing a complex set of patterns that spans multiple IT and business domains.  By approaching the problem in a systematic way using the information available and a modeling approach to capture information from various sources, normalize the information and exchange it, we believe that the various industry groups can achieve a greater degree of interoperability.  

In this paper and in the Symptoms Framework Primer V1.0 we have supplied a few industry examples – we believe those are equally applicable to many other industries and that the experiences from these industries will provide valuable insights to less obvious candidate domains whom might also benefit from SF.  In many cases the basic concepts and applications of SF would be similar. For example, the issues and scenarios from the petroleum industry have parallels in manufacturing and health.  The issues and scenarios for e-commerce will show up in finance and retail.  Compliance and governance will be significant in government, finance and health industries, too.

The Symptoms Framework provides the ability for organizations to orchestrate the collection of information and application of acquired knowledge to assess both the current impact and risk assessment to the business. The framework also helps determine potential future impacts and provides the ability to apply corrective as well as preventive treatments based on the lessons learned from their current IT environments and then to apply them to broader business dimensions. Lastly, the Framework can also be used to provide a more effective “language” to optimize diverse systems and business processes. 

Automation will be an important part of that solution because it is only through automation that IT can handle the scope, pace, and complexity of existing systems. However, such automation can only be effective if pertinent information regarding IT infrastructure and processes, in the context of both the challenges and the desired outcomes, can be expressed in a uniform and standardized fashion. 

5 The Symptoms Framework
The Symptoms Framework is designed to help the business by providing a structure for IT to enable automation to address many of the above challenges. It accomplishes this by specifying a model for the representation of information relating to the optimization and diagnosis of complex, distributed systems. The framework is itself built from accepted industry standards such as XML. However, while the framework was devised to address some of the IT and business challenges described above, it is the belief of the authors that the framework may be applicable to a wide range of endeavors outside of IT, such as finance, manufacturing, energy, and pharmaceuticals. 

Rather than invent a new nomenclature to describe the model, the Symptoms Framework uses the mature, well-understood and tested nomenclature of medicine, somewhat simplified and customized for our purposes. A key constituent of this model is the Symptom. A symptom, as used by this framework, is an indication of an observed or self-reported negative or positive condition – an indication that one or more events of potential interest have happened. A Symptom might correspond to one or more Syndromes which contain a set of possible Protocols, templates for performing diagnostic tests and treatments (when the condition is negative) or actions (when the condition is positive).  Protocols will turn into concrete Prescriptions that apply to the particular situation, when specific information (arguments) is supplied about the target of the prescription. The following are brief summaries of the main concepts within the Symptoms Framework. For more detail see the Symptoms Specification V1.0 and the Symptoms Primer V1.0.

· Syndrome: A description and signature (pattern) that identifies when an occurrence of related symptoms might exist. A syndrome may also refer to Protocols that specify diagnostics that might confirm that an instance of a Syndrome exists or actions to remediate, improve, or recognize the condition. 

· Symptom: An indication of an observed or self-reported negative or positive condition – an indication that one or more events of potential interest have happened based upon a signature (pattern) recognized in a corresponding Syndrome. 

· Protocol: a template for a process that may be used to further remediate, improve, encourage or prevent, or simply further confirm the possibility of a Syndrome.
· Prescription: A prescription is a concrete instance of a process (possibly corresponding to a Protocol) with specific arguments about the subject or component that is the target of the process.

Additionally, there are two information source roles and five primary active roles that a system or process implementing the Symptoms Framework might chose to provide. It is not required that such a system or process implement all roles. The information roles are:
· Syndrome and Protocol Catalogue: this Catalogue contains the Syndromes and Protocols specific for the system the Catalogue was designed for. It is possible that more than one such catalogues exist for any Symptoms Framework, each one associated with a particular aspect of the system. Typically the Catalogue is relatively static.

· Symptom Store: an optional repository where Symptoms, as generated by the various Symptom sources in the system, are persisted. Contrary to the Catalogue, the nature of the Symptom Store is very dynamic and its contents are expected to change frequently during the operation of the framework.

The active roles in the Symptoms framework are:
· Case Manager: is the main entity in the framework. The case manager orchestrates actions in the framework and controls the operational cycle of the framework. It consults the Diagnostician to identify potential Syndromes, and the Practitioner to administer concrete Prescriptions based on the relevant Protocols.
· Diagnostician: considers the patterns of the Symptoms in order to narrow the choice of candidate Syndromes based on experience or policy, or other criteria. 

· Practitioner: acts upon Prescriptions recommended by the Case Manager to provide additional information that may be of use to the system, or take actions to optimize or address the situation. 

· Catalogue Source: represents a source of Syndromes and Protocols and may provide updates to the Catalogue during the operation of the Symptoms Framework.
· Symptom Source: The Symptoms Source role represents the emitter of Symptoms.
6 A Simple, Non-Technical Illustration of Symptoms Concepts

The Symptoms Framework can model the necessary information and relationships for both IT and non-IT systems. This example uses a common, easily understood medical scenario to introduce the key terms. These terms map directly to the principle attributes, methods, and roles defined in the Symptoms Framework. Later, we will introduce a more complex IT example that presumes a greater familiarity with the terms and concepts introduced here. Let us be clear that the authors make no pretense to being doctors. We are merely, as amateurs, using this admittedly somewhat contrived example to illustrate the key characteristics of the Symptoms Framework in a simple manner. 

To begin, let us look at a person who may have a fever. Fever itself is a Symptom of many Syndromes, from Influenza to much more serious infections. Clearly, a fever might be indicated by a number of observable and reported events, although it may not be initially clear that they are related or what form these events will take. 

This person, the subject, acting as a Symptoms Source for his own condition might complain of headache to the company nurse (who has the Case Manager role in this instance). The nurse might also note that the subject is irritable (emit a Symptom on behalf of the subject). These two Symptoms (irritability and headache) by themselves may not be much cause for alarm, but now acting in the role of Diagnostician the nurse scan’s her mental Syndrome Catalogue for the best signature (a pattern) that matches those two events. The Syndrome of Fever has a high likelihood, so the nurse again acts in the role of Diagnostician to further verify the Fever Syndrome. 

The nurse knows that this Syndrome’s signature specifies a measurable high body temperature and activates the appropriate Protocol. The Protocol’s Prescription in this case is diagnostic. She take’s the patient’s temperature using a thermometer (acting as Fever Symptom Source). The fever Syndrome is verified. She creates a medical record of the fever Symptom for this employee. It is important to note that while the Fever Syndrome might be true for many human beings that the specific manifestation of this Syndrome in one particular human being is a Symptom that is specific to that subject. 
Since company policy dictates that the employee be referred to a doctor when the subject has a high fever the nurse, now in the role of Practitioner, initiates a different kind of Prescription, more treatment-oriented than a diagnostic. The nurse refers the patient and his medical record to a doctor. In other words, the nurse passes on the subject’s Fever Symptom to a different Diagnostician that will review the Fever Symptom and possibly take further action. 

Taking this process one step further illustrates how the Symptoms Framework can be applied to even higher-level abstractions rather than being confined to just measurable, observable events. The doctor’s more sophisticated and detailed catalogue of Syndromes includes one for Influenza and details the risk of this and other Syndromes that might be relevant. Based on the risk of the candidate Symptoms including the verified Symptom of fever, the doctor’s policy and awareness in this case is that merely treating the Fever Symptom is not be an adequate response. Other Symptoms need to be investigated. 
An important attribute of Syndromes is likelihood. In this case, Influenza is the Syndrome with the greatest likelihood, an attribute of the Influenza Syndrome that has recently been increased in the doctor’s mental catalogue due to the large number of Influenza infected subjects the doctor has seen recently. Influenza must be deduced based on the possibility of certain other Symptoms occurring together (the signature of Influenza) such as cough and nasal congestion. Acting as Diagnostician and administering (issuing Prescriptions for further diagnostics that he may or may not perform himself), the doctor realizes (sees events) that indicate the patient has both of these Symptoms, as well. 

In fact, the doctor may have two Syndromes in his mind that he thinks of associated with Influenza. There might be a Syndrome one might think of as “regular” Influenza, which would have an impact attribute of moderate for most people. The doctor may also have a Syndrome in his mind that one might think of as “Influenza in the Elderly or at Risk.” The impact attribute for such a Syndrome might be high. 

Again, perhaps based on the doctor’s policy about patient risks versus the cost of further investigation, the doctor acting in the role of Diagnostician decides to initiate the Prescription of “examine case history” of the subject. Events are returned from this action indicating the subject is an elderly smoker.  
Lastly, the doctor issues a Prescription, either acting in the role of Practitioner personally or perhaps requesting the action from a colleague or nurse acting in the role of Practitioner, to put the subject on an anti-viral regiment due to the higher risks associated with the patient. Further Prescriptions might be issued for follow-up visits or tests at a latter date. 
It is important to note the iterative cycle taken by the company nurse and later examining doctor, both acting in the role of Diagnostician and possibly Practitioner. Both have different levels of knowledge and access to different policy and case histories.  The company nurse acted first as a Case Manager monitoring the employee behavior and then as a Diagnostician and Practitioner, and the medical doctor who served as Diagnostician and could activate nurses and other Practitioners to administer medication and follow-up observation. All of these concepts are effectively captured in the Symptoms Framework, which makes it a flexible framework for optimization and remediation of a very wide range of complex IT and non-IT systems and processes. 
It is important to note that while the irritability and headache events noted at the beginning had a fairly high likelihood of indicating the Fever Syndrome all by themselves, the social cost of asking every irritable person to stick a thermometer in their mouths is prohibitive. Thus, the diagnoses and treatments administered are iterative, starting with monitoring of some very simple metrics and ending with the doctor’s far more sophisticated activity. The entire process was interactive and graduated upward based on social cost, medical cost, and risk. 

A similar, iterative approach could be used with the Symptoms Framework to maintain the already excellent health of another subject with iterative improvements (exercise or other “fine tuning” procedures). The point is that the actions in this example, related to human health, are no different in essential nature to the appropriate actions needed to maintain and optimize complex, distributed IT systems, intricate business processes, and many other complex systems applied to a wide range of business and technical domains.

7 Symptoms Framework IT Examples

The primary focus of the developers of the Symptoms Framework is in IT systems management. The following examples highlight its use in this context. In Section 8, we present the application of the Symptoms Framework in non-IT environments.
7.1 Example 1: IT Infrastructure Connectivity Problem

In this scenario a simple connectivity problem causes communications to fail from time to time, and applications that are remote to each other but mutually dependent fail (say, a business logic application running in an application server and a remote database server that contains the business data used by the application).

Instead of having each application (the application server or the database server) act on the specific communication error they receive and assume that their counterpart needs to be restarted, the combined detection of both symptoms mean that both applications are still up, but that a networking problem is preventing them from talking to each other. The network problem itself could be part of other syndromes – such as a distributed denial of service attack, for example, but that is out of scope for this scenario.

For details, the application server will generate a symptom instance indicating that a communication failure with the remote database server happened. This could come today from an application log, for which a symptoms adapter was created.  Likewise, the remote database server will report a similar symptom instance saying that a client application (application server) has lost connectivity. A pattern of end-to-end communications failure is then detected and combined in the “network failure” syndrome. The pattern could, for example, test if both symptoms have been reported within 10 minutes of each other (temporal condition) and that both ends of the communication show up in each other’s symptom.

Additionally, the syndrome could be enhanced by a third symptom, this coming from a network element, such as a router, denoting unavailability of networking service. In this case the detection pattern associated with the syndrome could be enhanced with this third symptom if it happens within 10 minutes of the other two, and if the networking context is the same – i.e. if both ends of the communication, the application server and the database server, are in subnets that are managed or are connected by the subnets managed by the router.  This might be determined by looking at the network routing packets flowing between the applications to further confirm the existence of this syndrome.

One point to note is that symptoms can be incrementally added to existing problem determination processes already in place – where the application of symptoms knowledge with the additional diagnostics and possible automation technologies result in faster isolation and/or resolution of the problem.  Existing tools continue to be leveraged as well as existing detection mechanisms (events, traps, messages, etc.) with the addition of the symptoms methodology to enhance the information gathering and analysis.

7.2 Example 2: Cloud Computing and SaaS

The newest paradigms in IT, such as Cloud Computing and more specifically Software-as-a-Service (SaaS) or Platform-as-a-Service (PaaS), can also reap significant benefits from proper application of the Symptoms Framework. In such paradigms, user applications that are developed and deployed outside of the enterprise domain, perhaps hosted by multiple service providers. At the other extreme, it is possible for the enterprise to applications or services outside of the enterprise on IT infrastructure provided by the Cloud Computing provider. This is commonly referred to as Infrastructure-as-a-Service (IaaS). Despite the diverse nature of these types of paradigms, the Symptoms Framework can enable both remediation of problems and optimization of applications across multiple domains.
One of the major concerns for enterprises moving to a cloud computing or SaaS environment is their ability to control the critical parameters required to deliver quality service levels to their end users.  As such, new forms of collaboration around availability, performance and security must be developed.  The scenarios below highlight examples where business logic, extensibility and data and/or programmatic sharing of information address these requirements.

First, the service provider enables customers to create Symptoms by providing a Syndrome Catalogue of known (externally detectable) behaviors. Customers can then report problems and optimize service behavior to meet their business needs by forwarding these externally detected Symptoms to the service provider. 
For example, assume that a service level agreement is present which governs the response time and bandwidth provided to the customer by the service provider. If the customer experiences service-level violations from the external provider, their applications or another Symptom Source acting on behalf of the users or enterprise applications can emit a Symptom indicating a business impact and send it to a service supplied by the service provider that exposes its Diagnostician. 
The combined analysis of these symptoms might be considered either a request to remediate the service-level problem (within the service-platform domain) or even for the service provider to upgrade the customer’s SLA to meet new requirements. In essence, this scenario documents the capability for a service provider to enable its customers to request a new business requirement so that it might appropriately and optimally respond to its customer’s business needs.

The second scenario would be for the customer application to emit Symptoms based on its own higher-level application and business concerns. Such a Symptom may be unknown to the service provider, but when the customer emits such a Symptom, the service provider’s diagnostician can evaluate its Symptom space (Symptoms present in its environment) in the context of this new Symptom provided by the customer application. 
Advanced diagnosticians could recognize new patterns based on the Symptoms from the customer and their own Symptoms, perhaps even generating new Syndrome Catalogue entries.  For example, the ability to diagnose security attacks may require involvement from the customer’s application logic to create symptoms for viruses or other anomalies only visible to that customer.  In addition, the customer may provide a diagnostic routine that can interface to a peer diagnostic from the service provider to share intermediate analysis

The service provider may not understand the full meaning of that customer’s Symptom and may not need to. The diagnostician must merely recognize and respond to the receipt of such a Symptom from the application while any Symptoms from its own domain are present in the context of that application. Such a diagnostician could recognize these patterns, be taught by operators what to do (thus enriching its own Syndromes for the application with additional Protocols and Prescriptions), or just by recognizing repeating patterns applied to policy generate a meaningful default response. 

Of course, it would be most helpful for the customer to provide access to their own Syndrome Catalogue so that the service provider might have a better understanding of the impact and importance of the Symptoms that it receives from its customers. Thus, the third scenario would be for the customer application to enable a service that provides access to its own Syndrome Catalogue focused on its own higher-level application and business concerns. When a Symptom is emitted by the customer, if the Symptom is unknown then the service provider’s diagnostician queries the customer’s service and evaluates the Symptom space (the customer’s and its own active Symptoms) in the context of the customer’s Syndromes that might explain the key issues such as the business impact of that Syndrome, allowing the service provider to be more sensitive to the business/operational concerns of their customer.  For example, the customer application may provide specific recovery routines (Prescriptions) in their catalogue which deals with specific recovery sequence dependencies that the service provider can utilize. 

In all of the above cases, the Symptoms Framework enables a level of business agility, responsiveness, and optimization across multiple enterprises that would not be possible without the standardization of knowledge concerning operational and business conditions provided by the Symptoms Framework and the ability of different entities to share Syndrome Catalogues as well as Symptoms.  

8 Symptoms Framework non-IT Examples 

One can make the case that IT is not alone in these challenges. As the complexity of IT systems and the business environment increases, one could say that the challenges that IT faces are, in fact, very similar to challenges facing other areas of human endeavor dealing with tremendously complex dynamic systems, such as medicine. After all, the human body is clearly more difficult to instrument, understand, diagnose, and treat than any distributed IT systems that exist at this time. 

These new requirements will also create tremendous opportunities for IT to add further value to the business, but to do so IT must embrace new ideas and the industry must create new standards that will enable them. We believe that the Symptoms Framework will be a cornerstone for that effort. 

8.1 Oil and Gas Industry

We find interesting synergies when applying Symptoms concepts to the oil and gas industry.  Oil and gas production is adopting equipment failure taxonomy standards (ISO-14224) which define standardized collection and normalized error data.  Similarly, the distribution (energy utilities) side of the industry has mature collection systems in place to monitor pressures, flow rates, and other critical data.  But gaps exist in the analysis of the data, such as:

· Provisioning for incomplete or low-quality data

· Correlating operations data with business or regulatory directives 

· Fostering co-operation / best practices amongst partners and subsidiaries

· Understanding risk and uncertainty in decision making

· Create common “reliability” language

· Better predictability

· Qualified benchmarking

· Verification of analysis techniques

The Symptoms Framework could be used to address many of these gaps.  Consider the case where data is collected without a clear understanding of how it relates to outages or failures.  For example, a low pump pressure might be visible within the operations domain, but the net affect on the overall delivery system may not be fully appreciated without the ability to detect an overall pattern (or Syndrome) of a specific sequence of error data (or Symptoms).  The Symptoms Framework enables the capture of such data into a structured knowledge history that can be mined for such Syndromes.  

An energy utility that is unable to meet instantaneous customer demand for gas is forced to make extemporaneous purchases at a premium price.  An increase in demand might be caused by rapidly changing weather conditions that deviate from the forecasted load.  Add a planned maintenance outage to the mix and you have the makings of a complex decision that must consider events from gas operations (current weather conditions and flow rates), field operations (maintenance schedules), external gas suppliers (available supply and price points), and business directives (profitability pressures).  Is gas purchased at a premium cost in order to proceed with a badly needed maintenance outage?  Or do cost pressures cause the maintenance outage to be deferred?  The Symptoms Framework makes possible interoperability across domains, resulting in real-time automated decisions.

By leveraging the existing standards work and the subject matter expertise in the oil and gas industry, the ability to connect diagnostics with treatments and identification of patterns (Syndromes) and/or trends, which can be accumulated over time and codified (Catalogues) in a way that allows 3rd party analysts, consultants and even government regulators to audit and add value, is a powerful enabler to accelerating the detection and prevention of system-wide failures. 
The Symptoms Framework can be used to address the “better predictability” gap where incremental detection of Symptoms can prevent occurrence of major problems, for example, a massive gas pipeline disaster in progress.  Consider the case where data is collected and reported at the initial stage of a gas pipeline leak due to some force of nature or construction incident, before a blast of fire is observed. 
The Symptoms Framework improves “predictability” by making it possible to utilize incrementally captured Symptoms for an early detection, isolation, analysis, and remedial action to prevent major problems.
8.2 Manufacturing Process Optimization

The parallels between the Symptoms Framework and manufacturing process optimization range from the fact that both are cyclic processes to the simple detection of small and seemingly insignificant changes in the environment (Symptoms). Other parallels include the creation of a catalogue of solutions to problems (Treatments) and further techniques for analyzing the state of the system (Diagnostics). 

Not surprisingly therefore, there exists a two-way synergy between manufacturing process optimization and the Symptoms Framework. Complex mathematics and many years of experience in connecting the detection of minor flaws in manufactured products to the processes by which those products are created can serve as a strong indication that a well developed Symptoms Framework can address the improvement of performance in complex systems. In the other direction, the Symptoms Framework could provide a standardized mechanism for connecting and creating important new synergies between several such optimization processes.  The ability to link supplier and consumer manufacturing processes across a standardized interface would increase the flexibility of manufacturers to select from a number of suppliers without sacrificing quality.

For example, an automobile manufacturer recognizes seat belts from a given supplier are not of the same high standard that they are expecting. The auto manufacture could inject a Symptom into the supplier’s Symptom space: "Low belt Quality." The supplier, having several Syndromes associated with this Symptom, can then perform additional diagnostics on their process. They may discover that their fabric supplier has not been providing as heavy a material as in the past, and likewise inject a Symptom into their Symptom space. The Treatments applied by the seat belt supplier could include switching fabric suppliers and recalling poor quality products from all its customers, depending on policy. The whole management of this process is of course automated.

8.3 Live Media Delivery

In the dynamic environment of live media gathering, coordination, and delivery, operators are beset with many simultaneous decisions to make. Along with the artistic decisions as to which view of the event to show, there may be associated logistical problems in the broadcast system, such as a commentator’s microphone being offline. If maintenance decisions (e.g. sending a new microphone or simply offering the studio a different storyline from a commentator with a working microphone) can be automated, the load on other personnel is lightened, allowing them to focus on the delivering the best content to their customer's viewing screen. 

Conclusion 
The Symptoms Framework (SF) provides a very light-weight specification to enable a higher level of interoperability and inter-disciplinary problem remediation and process optimization for business and IT systems. It meets the requirements of business and IT to leverage increasing distributed, automated and virtualized environments while addressing some of the needs of important new paradigms such as Cloud Computing and Software-as-a-Service (SaaS). 

SF is carefully designed to enable innovation and gain acceptance in a wide range of industries by enabling an ecosystem for value-addition from software vendors, service providers, system integrators, and customers. Software creators can leverage new opportunities for creating valuable automation (Symptom emitters, Case Managers, Diagnosticians, and Practitioners, for example), while the open definition of Syndrome Catalogues enables domain experts of all disciplines to add value by providing new Syndrome and Protocol Catalogues.  SF is an open, extensible framework that is well-suited to most domains and to applications outside of IT. The authors believe that the usefulness, simplicity, and extensibility of the Symptoms Framework will help facilitate a new generation of IT-driven solutions for business. 
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