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1.3. Profile Identification and Versioning
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2. Document Conventions

2.1. Notational Conventions
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4. PRESTO: PRotocole d’Echanges Standard et Ouvert
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4.3. Sending and Receiving Messages

4.3.1. Use of Document-Literal WSDL**
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CORRECT:

<types>
<schema>
<element name="myMethod"/>
<complexType>
<sequence>
<element name="x" type="xsd:int"/>
</sequence>
</complexType>
</element>
<element name="myMethodResponse"/>
<complexType>
<sequence>
<element name="y" type="xsd:string"/>
</sequence>
</complexType>
</element>
</schema>
</types>
<message name="myMethodRequest">
<part name="body" element="myMethod"/>
</message>
<message name="myMethodResponse">
<part name="body" element="myMethodResponse"/>
</message>
<message name="empty"/>
<portType name="myPortType">
<operation name="myMethod">
<input message="myMethodRequest"/>
<output message="myMethodResponse"/>
</operation>
</portType>

4.3.2. Overriding Requirements of the WS-I Basic Profile 1.1**
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4.3.2.1. SOAP Envelope in HTTP Response Message* *

)L 2D V. # 2 T)SB /1T % @331 # -
1 # Y% ) J # o J - % B %

I"administration

SE MODERNISE
www.modernisation.gouv. fr 6




PRotocole d’Echanges Standard et Ouvert
—_presto )
A Technical Reference for the PRESTO
protocol
# $ % O 1
C % o H# , @ # @) %
% 1 C J D o 9 . (# &
- 5, % O & R % YC F B
o/ » - % 1 D 11 - C
C o) D" J # o
J - D C ") C & # C
=y 17 o/ C = 1 #
# # # D 1 - C
- $ ,B; D ( 3< ? 3<=4¢ ~
# ) C C J # @3..0 -
1 # & Y ¢ ) #
J - & ) - %) o & - C
= % H % & D C 3< 7
3<= $ ,B;

3 An HTTP Response MESSAGE corresponding to a WSDL one-way operation MAY
contain a SOAP envelope in its entity body.

4.4. Addressing Messages**
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4.4.1. Use of Addressing Header Blocks* *
4.4.1.1. Presence of Message Headers Blocks

An ENVELOPE MUST contain exactly one wsa:To header
3 An ENVELOPE MUST contain exactly one wsa:Messageld header
An ENVELOPE MUST contain exactly one wsa:Action header
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CORRECT:

<sl2:Envelope
xmlns:sll="http://schemas.xmlsoap.org/soap/envelope"
xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing" >
<sl2:Header>
<wsa:To>http://example.com/service</wsa:To>
<wsa:ReplyTo sl2:mustUnderstand='1l"'>
<wsa:Address>http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous</wsa:Address>
</wsa:ReplyTo>
<wsa:MessageId>uuid:aaaabbbb-cccc-dddd-eeee-ffffffffffff</wsa:Messageld>

<wsa:Action>http://example.com/service/tbd</wsa:Action>
</sl2:Header>

<sl2:Body>

<!— body contents OPAQUE to the PRESTO protocol -->

</sl2:Body>
</sl2:Envelope>

4.4.1.2. Relating Output Operation to Input Operation

B . ) C & ) #
C % # C
# - D C
Any ENVELOPE MAY contain a wsa:ReplyTo header block.

If, in a WSDL description, a wsdl:operation is described with a wsdl:output, the
ENVELOPE contained within the message corresponding to the wsdl:input of that
same wsdl:operation MUST contain a wsa:ReplyTo header block.

3 If, in a WSDL description, a wsdl:operation is described with a wsdl:output, the
ENVELOPE contained within the message corresponding to the wsdl:output of that
same wsdl:operation MUST contain a wsa:RelatesTo header block containing the
value of the wsa:Messageld of the corresponding input message.

4.4.1.3. Use of s12:mustUnderstand attribute

1 E/ S HN D C - # # %
# # " C #) 1 % 1
C # C = C #)

% 1

3 Ifan ENVELOPE contains a wsa:ReplyTo header block, that header block MUST
have a s12:MustUnderstand attribute with a value of '1".
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4.4.2. Asynchronous Request/Response Considerations* *

4.4.2.1. Expectations of the HTTP response message

B ; $ ,B; & ) # C J
D - % (#) ~ D C ") C J - &
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D ( %

If an envelope corresponding to a wsdl:input contains a wsa:ReplyTo EPR with an
address other than the WS-Addressing Anonymous URI, then the corresponding
HTTP response MESSAGE MAY have an HTTP return code of "202 Accepted" and an
empty entity body.

4.4.3. Composition with WS-Security**
D C #t) - $ , ) % 4

= $ 1
4.4.3.1. Sighing Headers Blocks
3 When present in an ENVELOPE, each of the following SOAP header blocks MUST be
included in the signature whenever the s12:Body is being signed: wsa:To,

wsa:From, wsa:Action, wsa:ReplyTo, wsa:FaultsTo, wsa:Messageld,
wsa:RelatesTo.

4.5. Managing Attachments
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4.5.1. Transport of binary documents
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3 The binary document MUST be included in the MESSAGE using binary 64 encoding.

4.5.2. Optimizing the transport of binary data

F % 67 > C O OGH
C C # C % # (> %
C C Hol
%  62% ) C C % ) #
S Ch 677 ) W

R2000 To be optimized, the characters of all binary elements of the MESSAGE MUST be in
the canonical form of the XML Schema type xs:base64Binary.

4.6. Reliable Delivery of Messages and QoS
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4.6.1. Sequence Header Block* *
4.6.1.1. Use of s12:mustUnderstand attribute

$ C % )& $ % O # & #
# # C #
C = ¢ D %

If an ENVELOPE contains a wsrm:Sequence header block, that header block MUST
have a s12:MustUnderstand attribute with a value of '1',

9 . (# &
INCORRECT:

<sl2:Envelope
xmlns:sll="http://schemas.xmlsoap.org/soap/envelope"
xmlns:wsrm="http://schemas.xmlsoap.org/ws/2005/02/rm"
xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing">
<sl2:Header>
<wsa:MessageID>http://example.com/guid/0baaf88d-483b-4ecf-a6d8-a7c2eb546817</wsa:MessagelD>
<wsa:To>http://example.org/service</wsa:To>
<wsa:From>http://example.com/client/rm</wsa:From>
<wsa:Action>http://example.org/service/credit</wsa:Action>
<wsa:ReplyTo sl2:mustUnderstand='1l"'>
<wsa:Address>http://example.com/client</wsa:Address>
</wsa:ReplyTo>
<wsrm:Sequence>
<wsrm:Identifier>
http://example.org/guid/0baaf88d-483b-4ecf-a6d8-a7c2eb546817
</wsrm:Identifier>
<wsrm:MessageNumber>42</wsrm:MessageNumber>
</wsrm:Sequence>
</sl2:Header>
<s12:Body>

<!— body contents OPAQUE to the PRESTO protocol -->

</sl2:Body>
</sl2:Envelope>

CORRECT:

<sl2:Envelope
xmlns:sll="http://schemas.xmlsoap.org/soap/envelope"
xmlns:wsrm="http://schemas.xmlsoap.org/ws/2005/02/rm"
xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing">
<sl2:Header>

<wsa:MessageID>http://example.com/guid/0baaf88d-483b-4ecf-a6d8-a7c2eb546817</wsa:MessagelD>

<wsa:To>http://example.org/service</wsa:To>

<wsa:From>http://example.com/client/rm</wsa:From>
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<wsa:Action>http://example.org/service/credit</wsa:Action>
<wsa:ReplyTo sl2:mustUnderstand='1l'>
<wsa:Address>http://example.com/client</wsa:Address>
</wsa:ReplyTo>
<wsrm:Sequence sl2:mustUnderstand='1l"'>
<wsrm:Identifier>
http://example.org/guid/0baaf88d-483b-4ecf-a6d8-a7c2eb546817
</wsrm:Identifier>
<wsrm:MessageNumber>42</wsrm:MessageNumber>
</wsrm:Sequence>
</sl2:Header>
<s12:Body>

<!— body contents OPAQUE to the PRESTO protocol -->

</sl2:Body>
</sl2:Envelope>

4.6.2. SequenceAcknowledgement Header Block**

4.6.2.1. Piggy-backing SequenceAcknowledgement

B 1 # ## % C # - % %)
- (c2 D 6" (C1! & o
D" Y ) 11 - C 1
D " # C # C o
Sh # C ) e ),% v @
ro- C

3 A wsrm:SequenceAcknowledgement header, for each relevant Sequence, MAY be
included in any ENVELOPE destined for the endpoint specified by the
wsrm:CreateSequence/wsrm:AcksTo EPR.

4.6.2.2. Carrying SequenceAcknowledgement on HTTP response for one-way

operations
; D C 3< ? #CGG" G Gs . 3?2, Q,
3?2 (T 3< ?" 3<= #CGG™ G Gs: . .3 2., Q,
32 (T 3<=" - % ) J # C )
= ¢ D i1 - C % ) # 1 D (
1Y) % (C # - o) % "%
# ; D ( 3< ? 3<=

33 A MESSAGE corresponding to the HTTP response message for a one-way operation
MAY contain a SOAP envelope with a wsrm:SequenceAcknowledgement SOAP
header block and no child element of the s12:Body in its entity body.
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3 A CONSUMER that specifies the WS-Addressing Anonymous URI as the address in
a wsrm:CreateSequence/wsrm:AcksTo EPR MUST be prepared to receive and
process HTTP response messages for a one-way operation that contain a SOAP
envelope in their entity bodies.

4.6.3. Composition with WS-Addressing* *

4.6.3.1. Use of WS-Addressing Anonymous URI

= If the WS-Addressing Anonymous URI is used in the wsrm:AcksTo element of a
wsrm:CreateSequence ENVELOPE, all SequenceAcknowledgement messages for
the created Sequence MUST be sent back on the response flow of the HTTP
connection on which a message is received containing a wsrm:Sequence header
block with a wsrm:Identifier element containing the same value as the created

Sequence.
% ) ) C C ') ¢+ $ .,
% O J - & D C C % %
% - # 1 & )C F B
= C #) D C % #
- % 1 # B,
% O

= In a message exchange in which both the input (request) and output (response)
messages are to be delivered reliably using WS-ReliableMessaging, the input
ENVELOPE's wsa:ReplyTo EPR MUST NOT be the WS-Addressing Anonymous URI.

4.6.4. Composition with WS-Security**

B . & % % - % # &
# - # 5, % O 86,1 &
$, e %) $ B; ) ;" D C
HH) " $ ) % 4 " %,
% O

4.6.4.1. Signing Header Blocks

B ) $ , % O # C
) % & ) L G ¢ "¢
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3 When present in an ENVELOPE, each of the following SOAP header blocks MUST be
included in the signature whenever the s12:Body is being signed: wsrm:Sequence,
wsrm:SequenceAcknowledgement.

4.6.4.2. Enabling Detection of Replay Attacks

" C C <G C C % C
) ) os D C
% - C 1 - C
# # ) 1 ¢ %) # )

3 The wsse:Security header block in an ENVELOPE MUST contain a wsu:Timestamp
child element.

3 3 The value of the wsu:Timestamp element in an ENVELOPE MUST be the system
time of the RM Source at time of transmission for each transmission of a message
(the initial and each successive transmission of an unacknowledged message).

4.6.5. Delivery Assurance
B C .C (D ) - . C &
- ) D B #

3 The ReliableMessaging delivery assurance of MESSAGES MUST be ExactlyOnce.

4.7. Security

D , C ) D )
# %) $ ,B; )
#OGG™ == = G Gs D) . " #
F $ ,B; C ) C ) # %
) $ ) i B ; C C
1 C # % & : s 1 #/ 1 :
# - & " % # ) )
# - # %) §
% ) # - CC
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4.7.1. Constraining the Basic Security Profile
# # # C %) $ B ; )
(€] # # # % )
4.7.1.1. Use of X.509v3 Certificates for signature and encryption

H=: 2 ) )
C

3 When signing the MESSAGE, a X509v3 certificate MUST be used as a security
token.

3 3 When encrypting the MESSAGE, a X509v3 certificate MUST be used as a security
token.

4.7.1.2. Message Signature

The % 1PF

# & -
C D & % C %

3 When the MESSAGE is signed, the entire s12:Body element MUST be signed.

1 C %) B 2 - C C %)  /*O
C c 1= J1 82 " 2 (C
> §H C
Cc C % # " ; )

4.7.1.3. Message Encryption

The % 1PF #
C D 0 % C % Y
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3 When the MESSAGE is encrypted,, the entire s12:Body element MUST be
encrypted.

)# CcC % ¢ " : )

5. Bindings
% ) - ) ## #
5.1. HTTP Transport Protocol Binding

$ . (# # # ¢ J # %
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Appendix A: Referenced Specifications
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Appendix B: Extensibility Points
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SOAP Intermediary
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