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1 Introduction

This document is intended as a specification of the protocol used for the communication between clients
and servers to perform certain management operations on objects stored and maintained by a key
management system. These objects are referred to as Managed Objects in this specification. They
include symmetric and asymmetric cryptographic keys, digital certificates, and templates used to simplify
the creation of objects and control their use. Managed Objects are managed with operations that include
the ability to generate cryptographic keys, register objects with the key management system, obtain
objects from the system, destroy objects from the system, and search for objects maintained by the
system. Managed Objects also have associated attributes, which are named values stored by the key
management system and are obtained from the system via operations. Certain attributes are added,
modified, or deleted by operations.

The protocol specified in this document includes several certificate-related functions for which there are a
number of existing protocols — namely Validate (e.g., SCVP or XKMS), Certify (e.g. CMP, CMC, SCEP)
and Re-certify (e.g. CMP, CMC, SCEP). The protocol does not attempt to define a comprehensive
certificate management protocol, such as would be needed for a certification authority. However, it does
include functions that are needed to allow a key server to provide a proxy for certificate management
functions.

In addition to the normative definitions for managed objects, operations and attributes, this specification
also includes normative definitions for the following aspects of the protocol:

e The expected behavior of the server and client as a result of operations,
o Message contents and formats,

¢ Message encoding (including enumerations), and

e Error handling.

This specification is complemented by three other documents. The Usage Guide [KMIP-UG] provides
illustrative information on using the protocol. The KMIP Profiles Specification [KMIP-Prof] provides a
selected set of conformance profiles and authentication suites. The Test Specification [KMIP-UC]
provides samples of protocol messages corresponding to a set of defined test cases.

This specification defines the KMIP protocol version major 1 and minor 0 (see 6.1).

1.1 Terminology

The key words "SHALL", "SHALL NOT", "REQUIRED", "SHOULD", "SHOULD NOT",
"RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in
[RFC2119]. The words ‘must’, ‘can’, and ‘will’ are forbidden.

For acronyms used in this document, see Appendix D. For definitions not found in this document, see
[SP800-57-1].

Archive To place information not accessed frequently into long-term storage.

Asymmetric key pair A public key and its corresponding private key; a key pair is used with a

(key pair) public key algorithm.

Authentication A process that establishes the origin of information, or determines an
entity’s identity.

Authentication code A cryptographic checksum based on a security function (also known as a
Message Authentication Code).

Authorization Access privileges that are granted to an entity; conveying an “official”
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sanction to perform a security function or activity.

Certification authority

The entity in a Public Key Infrastructure (PKI) that is responsible for
issuing certificates, and exacting compliance to a PKI policy.

Ciphertext

Data in its encrypted form.

Compromise

The unauthorized disclosure, modification, substitution or use of sensitive
data (e.g., keying material and other security-related information).

Confidentiality

The property that sensitive information is not disclosed to unauthorized
entities.

Cryptographic
algorithm

A well-defined computational procedure that takes variable inputs,
including a cryptographic key and produces an output.

Cryptographic key
(key)

A parameter used in conjunction with a cryptographic algorithm that
determines its operation in such a way that an entity with knowledge of
the key can reproduce or reverse the operation, while an entity without
knowledge of the key cannot. Examples include:

1. The transformation of plaintext data into ciphertext data,
2. The transformation of ciphertext data into plaintext data,
3. The computation of a digital signature from data,

4. The verification of a digital signature,

5. The computation of an authentication code from data,

6. The verification of an authentication code from data and a received
authentication code.

Decryption

The process of changing ciphertext into plaintext using a cryptographic
algorithm and key.

Digest (or hash)

The result of applying a hashing algorithm to information.

Digital signature
(signature)

The result of a cryptographic transformation of data that, when properly
implemented with supporting infrastructure and policy, provides the
services of:

1. origin authentication
2. data integrity, and
3. signer non-repudiation.

Encryption

The process of changing plaintext into ciphertext using a cryptographic
algorithm and key.

Hashing algorithm (or
hash algorithm, hash
function)

An algorithm that maps a bit string of arbitrary length to a fixed length bit
string. Approved hashing algorithms satisfy the following properties:

1. (One-way) It is computationally infeasible to find any input that
maps to any pre-specified output, and

2. (Collision resistant) It is computationally infeasible to find any two
distinct inputs that map to the same output.

Integrity

The property that sensitive data has not been modified or deleted in an
unauthorized and undetected manner.

Key derivation
(derivation)

A function in the lifecycle of keying material; the process by which one or
more keys are derived from 1) either a shared secret from a key
agreement computation or a pre-shared cryptographic key, and 2) other
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information.

Key management

The activities involving the handling of cryptographic keys and other
related security parameters (e.g., IVs and passwords) during the entire
life cycle of the keys, including their generation, storage, establishment,
entry and output, and destruction.

Key wrapping A method of encrypting and/or MACing/signing keys.
(wrapping)
Message A cryptographic checksum on data that uses a symmetric key to detect

authentication code
(MAC)

both accidental and intentional modifications of data.

PGP certificate

A transferable public key in the OpenPGP Message Format (see
[RFC4880]).

Private key A cryptographic key, used with a public key cryptographic algorithm, that
is uniguely associated with an entity and is not made public. The private
key is associated with a public key. Depending on the algorithm, the
private key may be used to:

1. Compute the corresponding public key,

2. Compute a digital signature that may be verified by the corresponding
public key,

3. Decrypt data that was encrypted by the corresponding public key, or
4. Compute a piece of common shared data, together with other
information.

Profile A specification of objects, attributes, operations, message elements and
authentication methods to be used in specific contexts of key
management server and client interactions (see [KMIP-Prof]).

Public key A cryptographic key used with a public key cryptographic algorithm that is

uniquely associated with an entity and that may be made public. The
public key is associated with a private key. The public key may be known
by anyone and, depending on the algorithm, may be used to:

1. Verify a digital signature that is signed by the corresponding private
key,

2. Encrypt data that can be decrypted by the corresponding private key,
or

3. Compute a piece of shared data.

Public key certificate

A set of data that uniquely identifies an entity, contains the entity's public

(certificate) key and possibly other information, and is digitally signed by a trusted
party, thereby binding the public key to the entity.

Public key A cryptographic algorithm that uses two related keys, a public key and a

cryptographic private key. The two keys have the property that determining the private

algorithm key from the public key is computationally infeasible.

Public Key A framework that is established to issue, maintain and revoke public key

Infrastructure certificates.

Recover To retrieve information that was archived to long-term storage.

Split knowledge

A process by which a cryptographic key is split into n multiple key
components, individually providing no knowledge of the original key,
which can be subsequently combined to recreate the original
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63
64
65
66

cryptographic key. If knowledge of k (where k is less than or equal to n)
components is required to construct the original key, then knowledge of
any k-1 key components provides no information about the original key
other than, possibly, its length.

Symmetric key

A single cryptographic key that is used with a secret (symmetric) key
algorithm.

Symmetric key
algorithm

A cryptographic algorithm that uses the same secret (symmetric) key for
an operation and its complement (e.g., encryption and decryption).

X.509 certificate

The ISO/ITU-T X.509 standard defined two types of certificates — the
X.509 public key certificate, and the X.509 attribute certificate. Most
commonly (including this document), an X.509 certificate refers to the
X.509 public key certificate.

X.509 public key
certificate

The public key for a user (or device) and a name for the user (or device),
together with some other information, rendered un-forgeable by the digital
signature of the certification authority that issued the certificate, encoded
in the format defined in the ISO/ITU-T X.509 standard.

Table 1: Terminology
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2 Objects

The following subsections describe the objects that are passed between the clients and servers of the key
management system. Some of these object types, called Base Objects, are used only in the protocol
itself, and are not considered Managed Objects. Key management systems MAY choose to support a
subset of the Managed Objects. The object descriptions refer to the primitive data types of which they are
composed. These primitive data types are (see Section 9.1.1.4):

e Integer

e Long Integer

e Big Integer

¢ Enumeration — choices from a predefined list of values

e Boolean

e Text String — string of characters representing human-readable text
¢ Byte String — sequence of unencoded byte values

¢ Date-Time — date and time, with a granularity of one second

e Interval — alength of time expressed in seconds

Structures are composed of ordered lists of primitive data types or sub-structures.

2.1 Base Objects

These objects are used within the messages of the protocol, but are not objects managed by the key
management system. They are components of Managed Objects.

2.1.1 Attribute

An Attribute object is a structure (see Table 2) used for sending and receiving Managed Obiject attributes.
The Attribute Name is a text-string that is used to identify the attribute. The Attribute Index is an index
number assigned by the key management server when a specified named attribute is allowed to have
multiple instances. The Attribute Index is used to identify the particular instance. Attribute Indices SHALL
start with 0. The Attribute Index of an attribute SHALL NOT change when other instances are added or
deleted. For example, if a particular attribute has 4 instances with Attribute Indices 0, 1, 2 and 3, and the
instance with Attribute Index 2 is deleted, then the Attribute Index of instance 3 is not changed. Attributes
that have a single instance have an Attribute Index of 0, which is assumed if the Attribute Index is not
specified. The Attribute Value is either a primitive data type or structured object, depending on the
attribute.

Object Encoding REQUIRED
Attribute Structure
Attribute Name Text String Yes
Attribute Index Integer No
Attribute Value Varies, depending | Yes, except for the Notify
on attribute. See operation (see Section 5.1)
Section 3

Table 2: Attribute Object Structure
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2.1.2 Credential

A Credential is a structure (see Table 3) used for client identification purposes and is not managed by the
key management system (e.g., user id/password pairs, Kerberos tokens, etc). It MAY be used for
authentication purposes as indicated in [KMIP-Prof].

Object Encoding REQUIRED

Credential Structure

Credential Type Enumeration, see Yes
9.1.3.21

Credential Value Varies. Structure for | Yes
Username and
Password
Credential Type.

Table 3: Credential Object Structure

If the Credential Type in the Credential is Username and Password, then Credential Value is a structure
as shown in Table 4. The Username field identifies the client, and the Password field is a secret that
authenticates the client.

Object Encoding REQUIRED
Credential Value Structure
Username Text String Yes
Password Text String No

Table 4: Credential Value Structure for the Username and Password Credential

2.1.3 Key Block

A Key Block object is a structure (see Table 5) used to encapsulate all of the information that is closely
associated with a cryptographic key. It contains a Key Value of one of the following Key Format Types:

e Raw - This is a key that contains only cryptographic key material, encoded as a string of bytes.

e Opaque — This is an encoded key for which the encoding is unknown to the key management
system. It is encoded as a string of bytes.

¢ PKCS1 - This is an encoded private key, expressed as a DER-encoded ASN.1 PKCS#1 object.

e PKCS8 - This is an encoded private key, expressed as a DER-encoded ASN.1 PKCS#8 object,
supporting both the RSAPrivateKey syntax and EncryptedPrivateKey.

¢ X.509 - This is an encoded object, expressed as a DER-encoded ASN.1 X.509 object.
e ECPrivateKey — This is an ASN.1 encoded elliptic curve private key.

e Several Transparent Key types — These are algorithm-specific structures containing defined
values for the various key types, as defined in Section 2.1.7

e Extensions — These are vendor-specific extensions to allow for proprietary or legacy key formats.

The Key Block MAY contain the Key Compression Type, which indicates the format of the elliptic curve
public key. By default, the public key is uncompressed.

The Key Block also has the Cryptographic Algorithm and the Cryptographic Length of the key contained
in the Key Value field. Some example values are:

e RSA keys are typically 1024, 2048 or 3072 bits in length
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¢ 3DES keys are typically from 112 to 192 bits (depending upon key length and the presence of
parity bits)

e AES keys are 128, 192 or 256 bits in length

The Key Block SHALL contain a Key Wrapping Data structure if the key in the Key Value field is wrapped
(i.e., encrypted, or MACed/signed, or both).

Object Encoding REQUIRED
Key Block Structure
Key Format Type Enumeration, see Yes
9.1.3.2.3
Key Compression Enumeration, see No
Type 9.1.3.2.2
Key Value Byte String: for Yes

wrapped Key Value;
Structure: for
plaintext Key Value,
see2.1.4

Cryptographic Enumeration, see Yes, MAY be omitted only if
Algorithm 9.1.3.2.12 this information is available
from the Key Value. Does
not apply to Secret Data or
Opaque Obijects. If present,
the Cryptographic Length
SHALL also be present.

Cryptographic Integer Yes, MAY be omitted only if
Length this information is available
from the Key Value. Does
not apply to Secret Data or
Opague Obijects. If present,
the Cryptographic Algorithm
SHALL also be present.

Key Wrapping Data Structure, see 2.1.5 |No, SHALL only be present
if the key is wrapped.

Table 5: Key Block Object Structure

2.1.4 Key Value

The Key Value is used only inside a Key Block and is either a Byte String or a structure (see Table 6):

e The Key Value structure contains the key material, either as a byte string or as a Transparent Key
structure (see Section 2.1.7), and OPTIONAL attribute information that is associated and
encapsulated with the key material. This attribute information differs from the attributes
associated with Managed Objects, and which is obtained via the Get Attributes operation, only by
the fact that it is encapsulated with (and possibly wrapped with) the key material itself.

e The Key Value Byte String is the wrapped TTLV-encoded (see Section 9.1) Key Value structure.
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277

278
279

280
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Object Encoding REQUIRED

Key Value Structure
Key Material Byte String: for Raw, | Yes
Opaque, PKCS1,
PKCSS8,

ECPrivateKey, or
Extension Key
Format types;
Structure: for
Transparent, or
Extension Key
Format Types

Attribute Attribute Object, see | No. MAY be repeated
Section 2.1.1

Table 6: Key Value Object Structure

2.1.5 Key Wrapping Data

The Key Block MAY also supply OPTIONAL information about a cryptographic key wrapping mechanism
used to wrap the Key Value. This consists of a Key Wrapping Data structure (see Table 7). It is only used
inside a Key Block.

This structure contains fields for:
¢ A Wrapping Method, which indicates the method used to wrap the Key Value.

e Encryption Key Information, which contains the Unique Identifier (see 3.1) value of the encryption
key and associated cryptographic parameters.

¢ MAC/Signature Key Information, which contains the Unique Identifier value of the MAC/signature
key and associated cryptographic parameters.

¢ A MAC/Signature, which contains a MAC or signature of the Key Value.
e An |V/Counter/Nonce, if REQUIRED by the wrapping method.

If wrapping is used, then the whole Key Value structure is wrapped unless otherwise specified by the
Wrapping Method. The algorithms used for wrapping are given by the Cryptographic Algorithm attributes
of the encryption key and/or MAC/signature key; the block-cipher mode, padding method, and hashing
algorithm used for wrapping are given by the Cryptographic Parameters in the Encryption Key Information
and/or MAC/Signature Key Information, or, if not present, from the Cryptographic Parameters attribute of
the respective key(s). At least one of the Encryption Key Information and the MAC/Signature Key
Information SHALL be specified.

The following wrapping methods are currently defined:

e Encrypt only (i.e., encryption using a symmetric key or public key, or authenticated encryption
algorithms that use a single key)

¢ MAC/sign only (i.e., either MACing the Key Value with a symmetric key, or signing the Key Value
with a private key)

e Encrypt then MAC/sign
e MAC/sign then encrypt
¢« TR-31

e Extensions
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289

290
291
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Object Encoding REQUIRED
Key Wrapping Data Structure
Wrapping Method Enumeration, see Yes
9.1.3.24

Encryption Key Structure, see below | No. Corresponds to the key

Information that was used to encrypt the
Key Value.

MAC/Signature Key Structure, see below  No. Corresponds to the

Information symmetric key used to MAC
the Key Value or the private
key used to sign the Key
Value

MAC/Signature Byte String No

IV/Counter/Nonce Byte String No

Table 7: Key Wrapping Data Object Structure

The structures of the Encryption Key Information (see Table 8) and the MAC/Signature Key Information
(see Table 9) are as follows:

Object Encoding REQUIRED
Encryption Key Information | Structure
Unique Identifier Text string, see 3.1 |Yes
Cryptographic Structure, see 3.6 No
Parameters

Table 8: Encryption Key Information Object Structure

Object Encoding REQUIRED
MAC/Signature Key Structure
Information
Unique Identifier Text string, see 3.1 |Yes. It SHALL be either the

Unique Identifier of the
Symmetric Key used to
MAC, or of the Private Key
(or its corresponding Public
Key) used to sign.

Cryptographic Structure, see 3.6 No
Parameters

Table 9: MAC/Signature Key Information Object Structure

2.1.6 Key Wrapping Specification

This is a separate structure (see Table 10) that is defined for operations that provide the option to return
wrapped keys. The Key Wrapping Specification SHALL be included inside the operation request if clients
request the server to return a wrapped key. If Cryptographic Parameters are specified in the Encryption
Key Information and/or the MAC/Signature Key Information of the Key Wrapping Specification, then the
server SHALL verify that they match one of the instances of the Cryptographic Parameters attribute of the
corresponding key. If Cryptographic Parameters are omitted, then the server SHALL use the
Cryptographic Parameters attribute with the lowest Attribute Index of the corresponding key. If the
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corresponding key does not have any Cryptographic Parameters attribute, or if no match is found, then an
error is returned.

This structure contains:

A Wrapping Method that indicates the method used to wrap the Key Value.

Encryption Key Information with the Unique Identifier value of the encryption key and associated
cryptographic parameters.

MAC/Signature Key Information with the Unique Identifier value of the MAC/signature key and
associated cryptographic parameters.

Zero or more Attribute Names to indicate the attributes to be wrapped with the key material.

Object Encoding REQUIRED
Key Wrapping Specification | Structure
Wrapping Method Enumeration, see Yes
9.1.3.24
Encryption Key Structure, see 2.1.5 |No, SHALL be present if
Information MAC/Signature Key

Information is omitted

MAC/Signature Key

Structure, see 2.1.5 |No, SHALL be present if

Information Encryption Key Information
is omitted
Attribute Name Text String No, MAY be repeated

2.1.7 Transparent Key Structures

Table 10: Key Wrapping Specification Object Structure

Transparent Key structures describe the necessary parameters to obtain the key material. They are used
in the Key Value structure. The mapping to the parameters specified in other standards is shown in Table

11.
Object Description Mapping
P For DSA and DH, the (large) prime field order. | p in [FIPS186-3], [X9.42],
[SP800-56A]
For RSA, a prime factor of the modulus. p in [PKCS#1], [SP800-56B]
Q For DSA and DH, the (small) prime g in [FIPS186-3], [X9.42],
multiplicative subgroup order. [SP800-56A]
For RSA, a prime factor of the modulus. g in [PKCS#1], [SP800-56B]
G The generator of the subgroup of order Q. g in [FIPS186-3], [X9.42],
[SP800-56A]
X DSA or DH private key. xin [FIPS186-3]
X, Xy, Xy in [X9.42], [SP800-
56A] for static private keys
r, ry, 1y in [X9.42], [SP800-56A]
for ephemeral private keys
Y DSA or DH public key. y in [FIPS186-3]
Y, Yu. Yy in [X9.42], [SP800-
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312

313
314

315

316

317
318

56A] for static public keys

t, ty ty in [X9.42], [SP800-56A]
for ephemeral public keys

J

DH cofactor integer, where P = JQ + 1.

jin [X9.42]

Modulus

RSA modulus PQ, where P and Q are distinct
primes.

n in [PKCS#1], [SP800-56B]

Private Exponent

RSA private exponent.

d in [PKCS#1], [SP800-56B]

Public Exponent

RSA public exponent.

e in [PKCS#1], [SP800-56B]

Prime Exponent P

RSA private exponent for the prime factor P in
the CRT format, i.e., Private Exponent (mod
(P-1)).

dP in [PKCS#1], [SP800-56B]

Prime Exponent Q

RSA private exponent for the prime factor Q in
the CRT format, i.e., Private Exponent (mod

(Q-1)).

dQ in [PKCS#1], [SP800-56B]

CRT Coefficient

The (first) CRT coefficient, i.e., Q'l mod P.

glnv in [PKCS#1], [SP800-
56B]

Recommended NIST Recommended Curves (e.g., P-192). See Appendix D of [FIPS186-

Curve 3]

D Elliptic curve private key. d; deu,dev (ephemeral private
keys); dsu,dsy (Static private
keys) in [X9-63], [SP800-56A]

Q String Elliptic curve public key. Q; Qe us,Qev (ephemeral public

keys); Qsu,Qs.v (static public
keys) in [X9-63], [SP800-56A]

Table 11: Parameter mapping.

2.1.7.1 Transparent Symmetric Key

If the Key Format Type in the Key Block is Transparent Symmetric Key, then Key Material is a structure

as shown in Table 12.

Object Encoding REQUIRED
Key Material Structure
Key Byte String Yes

Table 12: Key Material Object Structure for Transparent Symmetric Keys

2.1.7.2 Transparent DSA Private Key
If the Key Format Type in the Key Block is Transparent DSA Private Key, then Key Material is a structure

as shown in Table 13.
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324

325
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327
328
329
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331

Object Encoding REQUIRED
Key Material Structure
P Big Integer Yes
Q Big Integer Yes
G Big Integer Yes
X Big Integer Yes

Table 13: Key Material Object Structure for Transparent DSA Private Keys

2.1.7.3 Transparent DSA Public Key

If the Key Format Type in the Key Block is Transparent DSA Public Key, then Key Material is a structure
as shown in Table 14.

Object Encoding REQUIRED
Key Material Structure
P Big Integer Yes
Q Big Integer Yes
G Big Integer Yes
Y Big Integer Yes

Table 14: Key Material Object Structure for Transparent DSA Public Keys

2.1.7.4 Transparent RSA Private Key

If the Key Format Type in the Key Block is Transparent RSA Private Key, then Key Material is a structure
as shown in Table 15.

Object Encoding REQUIRED
Key Material Structure
Modulus Big Integer Yes
Private Exponent Big Integer No
Public Exponent Big Integer No
P Big Integer No
Q Big Integer No
Prime Exponent P Big Integer No
Prime Exponent Q Big Integer No
CRT Coefficient Big Integer No

Table 15: Key Material Object Structure for Transparent RSA Private Keys
One of the following SHALL be present (refer to [PKCS#1]):
e Private Exponent
e P and Q (the first two prime factors of Modulus)

e Prime Exponent P and Prime Exponent Q.

15 June 2010
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2.1.7.5 Transparent RSA Public Key

If the Key Format Type in the Key Block is Transparent RSA Public Key, then Key Material is a structure

as shown in Table 16.

Object Encoding REQUIRED
Key Material Structure
Modulus Big Integer Yes
Public Exponent Big Integer Yes

Table 16: Key Material Object Structure for Transparent RSA Public Keys

2.1.7.6 Transparent DH Private Key

If the Key Format Type in the Key Block is Transparent DH Private Key, then Key Material is a structure

as shown in Table 17.

Object Encoding REQUIRED
Key Material Structure
P Big Integer Yes
Q Big Integer No
G Big Integer Yes
J Big Integer No
X Big Integer Yes

Table 17: Key Material Object Structure for Transparent DH Private Keys

2.1.7.7 Transparent DH Public Key

If the Key Format Type in the Key Block is Transparent DH Public Key, then Key Material is a structure as

shown in Table 18.

Object Encoding REQUIRED
Key Material Structure
P Big Integer Yes
Q Big Integer No
G Big Integer Yes
J Big Integer No
Y Big Integer Yes

Table 18: Key Material Object Structure for Transparent DH Public Keys

2.1.7.8 Transparent ECDSA Private Key

If the Key Format Type in the Key Block is Transparent ECDSA Private Key, then Key Material is a
structure as shown in Table 19.
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Object Encoding REQUIRED
Key Material Structure
Recommended Enumeration, see | Yes
Curve 9.1.3.2.5
D Big Integer Yes

Table 19: Key Material Object Structure for Transparent ECDSA Private Keys

2.1.7.9 Transparent ECDSA Public Key

If the Key Format Type in the Key Block is Transparent ECDSA Public Key, then Key Material is a
structure as shown in Table 20.

Object Encoding REQUIRED
Key Material Structure
Recommended Enumeration, see |Yes
Curve 9.1.3.2.5
Q String Byte String Yes

Table 20: Key Material Object Structure for Transparent ECDSA Public Keys

2.1.7.10 Transparent ECDH Private Key

If the Key Format Type in the Key Block is Transparent ECDH Private Key, then Key Material is a
structure as shown in Table 21.

Object Encoding REQUIRED
Key Material Structure
Recommended Enumeration, see | Yes
Curve 9.1.3.25
D Big Integer Yes

Table 21: Key Material Object Structure for Transparent ECDH Private Keys

2.1.7.11 Transparent ECDH Public Key

If the Key Format Type in the Key Block is Transparent ECDH Public Key, then Key Material is a structure
as shown in Table 22.

Object Encoding REQUIRED
Key Material Structure
Recommended Enumeration, see | Yes
Curve 9.1.3.2.5
Q String Byte String Yes

Table 22: Key Material Object Structure for Transparent ECDH Public Keys

2.1.7.12 Transparent ECMQV Private Key

If the Key Format Type in the Key Block is Transparent ECMQV Private Key, then Key Material is a
structure as shown in Table 23.
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Object Encoding REQUIRED
Key Material Structure
Recommended Enumeration, see | Yes
Curve 9.1.3.2.5
D Big Integer Yes

Table 23: Key Material Object Structure for Transparent ECMQV Private Keys

2.1.7.13 Transparent ECMQV Public Key

If the Key Format Type in the Key Block is Transparent ECMQV Public Key, then Key Material is a
structure as shown in Table 24.

Object Encoding REQUIRED
Key Material Structure
Recommended Enumeration, see |Yes
Curve 9.1.3.2.5
Q String Byte String Yes

Table 24: Key Material Object Structure for Transparent ECMQV Public Keys

2.1.8 Template-Attribute Structures

These structures are used in various operations to provide the desired attribute values and/or template
names in the request and to return the actual attribute values in the response.

The Template-Attribute, Common Template-Attribute, Private Key Template-Attribute, and Public Key
Template-Attribute structures are defined identically as follows:

Object Encoding REQUIRED

Template-Attribute, Structure
Common Template-Attribute,
Private Key Template-
Attribute,

Public Key Template-Attribute

Name Structure, see 3.2 | No, MAY be repeated.
Attribute Attribute Object, No, MAY be repeated
see2.1.1

Table 25: Template-Attribute Object Structure

Name is the Name attribute of the Template object defined in Section 2.2.6.

2.2 Managed Objects

Managed Obijects are objects that are the subjects of key management operations, which are described
in Sections 4 and 5. Managed Cryptographic Objects are the subset of Managed Objects that contain
cryptographic material (e.g. certificates, keys, and secret data).

2.2.1 Certificate

A Managed Cryptographic Object that is a digital certificate. For X.509 certificates, its is a DER-encoded
X.509 public key certificate, For PGP certificates, it is a transferable public key in the OpenPGP message
format..
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Object Encoding REQUIRED
Certificate Structure
Certificate Type Enumeration, see Yes
9.1.3.2.6
Certificate Value Byte String Yes

Table 26: Certificate Object Structure

2.2.2 Symmetric Key
A Managed Cryptographic Object that is a symmetric key.

Object Encoding REQUIRED
Symmetric Key Structure
Key Block Structure, see 2.1.3 | Yes

Table 27: Symmetric Key Object Structure

2.2.3 Public Key

A Managed Cryptographic Object that is the public portion of an asymmetric key pair. This is only a public
key, not a certificate.

Object Encoding REQUIRED
Public Key Structure

Key Block Structure, see 2.1.3 | Yes

Table 28: Public Key Object Structure

2.2.4 Private Key

A Managed Cryptographic Object that is the private portion of an asymmetric key pair.

Object Encoding REQUIRED
Private Key Structure
Key Block Structure, see 2.1.3 |Yes

Table 29: Private Key Object Structure

2.2.5 Split Key

A Managed Cryptographic Object that is a Split Key. A split key is a secret, usually a symmetric key or a
private key that has been split into a number of parts, each of which MAY then be distributed to several
key holders, for additional security. The Split Key Parts field indicates the total number of parts, and the
Split Key Threshold field indicates the minimum number of parts needed to reconstruct the entire key.
The Key Part Identifier indicates which key part is contained in the cryptographic object, and SHALL be at
least 1 and SHALL be less than or equal to Split Key Parts.
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Object Encoding REQUIRED
Split Key Structure

Split Key Parts Integer Yes

Key Part Identifier Integer Yes

Split Key Threshold Integer Yes

Split Key Method Enumeration, see Yes

9.1.3.2.7

Prime Field Size Big Integer No, REQUIRED only if Split
Key Method is Polynomial
Sharing Prime Field.

Key Block Structure, see 2.1.3 |Yes

Table 30: Split Key Object Structure

There are three Split Key Methods for secret sharing: the first one is based on XOR, and the other two
are based on polynomial secret sharing, according to [SHAMIR1979].

Let L be the minimum number of bits needed to represent all values of the secret.

e When the Split Key Method is XOR, then the Key Material in the Key Value of the Key Block is of
length L bits. The number of split keys is Split Key Parts (identical to Split Key Threshold), and
the secret is reconstructed by XORing all of the parts.

e When the Split Key Method is Polynomial Sharing Prime Field, then secret sharing is performed
in the field GF(Prime Field Size), represented as integers, where Prime Field Size is a prime
bigger than 2".

e When the Split Key Method is Polynomial Sharing GF(216), then secret sharing is performed in
the field GF(2'°). The Key Material in the Key Value of the Key Block is a bit string of length L,
and when L is bigger than 2'® then secret sharing is applied piecewise in pieces of 16 bits each.
The Key Material in the Key Value of the Key Block is the concatenation of the corresponding
shares of all pieces of the secret.

Secr%t sharing is performed in the field GF(216), which is represented as an algebraic extension of
GF(2%):

GF(2'%) = GF(2®) [y)/(y*+y+m), where m is defined later.

An element of this field then consists of a linear combination uy + v, where u and v are elements
of the smaller field GF(2°).

The representation of field elements and the notation in this section rely on [FIPS197], Sections 3
and 4. The field GF(28) is as described in [FIPS197],

GF(2%) = GF(2) [XJ/(E+x* +x3+x+1).

An element of GF(2°) is represented as a byte. Addition and subtraction in GF(2°) is performed as
a bit-wise XOR of the bytes. Multiplication and inversion are more complex (see [FIPS197]
Section 4.1 and 4.2 for details).

An element of GF(216) is represented as a pair of bytes (u, v). The element m is given by
m = x>+xX+xC+X,
which is represented by the byte 0x3A (or {3A} in notation according to [FIPS197]).

Addition and subtraction in GF(216) both correspond to simply XORing the bytes. The product of
two elements ry + s and uy + v is given by

(ry +s) (uy +v) =((r + s)(u +v) +sv)y + (ru+svm).
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The inverse of an element uy + v is given by

(uy + v)'l = ud'ly +(u+ v)d'l, where d =(u+v)v+ mu’.

2.2.6 Template
