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1. Abstract

This document specifies security protocol mechanisms for securing the consumption of identity-based web services.
An identity-based web service is a particular type of a web service that acts upon some resource to either retrieve
information about an identity, update information about an identity, or to perform some action for the benefit of
some identity.  This document describes authentication mechanisms which are factored into the authorization
decisions enforced by a given identity-based web service. The specified mechanisms provide for authentication,
signing and encryption operations. XML-SignatupgNILDsig]) and XML-Encryption [xmlenc-core] are utilized

to provide the associated transformations and processing semantics to accommodate the message authentication
and protection functionality. OASIS Web Services Security SOAP Message Sefuwstsrgms)] compliant header

elements communicate the relevant security information, i.e., a SFSAMLCorel1] or [SAMLCore2] assertion,

along with the protected message.
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2. Overview of Identity-Based Web Services Authorization (Infor-
mative)

This section provides a perspective of some of the authorization obligations an identity-based web service may assume.

An identity-based web service is a particular type of a web service that acts upon some resource to retrieve information
about an identity, update information related to an identity, or perform some action for the benefit of some identity. A
resource is either data related to some identity or a service acting for the benefit of some identity.

Identity-based web services may be accessed by system entities. The access may be direct or with the assistance of
an intermediary. To access an identity-based web service a system entity must interact with a specific service instance
that exposes some resource.

Given the above description, we strongly believe that access control policies must be enforced by identity-based web
services. The authorization decision to access an identity-based web service instance offering a specific resource may
be made locally (that is at the entity hosting the resource) or remotely. Regardless of whether the policy decision
point (PDP) is distributed or not a policy enforcement point (PEP) will likely be implemented by the entity hosting or
exposing the resource.

In most cases, the service requester directly interacts with the identity-based web service, thus the identity-based
web service may implement both the PEP and the PDP. Under these circumstances the authorization decision, at a
minimum, should be based on the authenticated identity of the service requester and the resource for which access is
being requested.

However, an identity-based web service may rely upon a trusted third party (TTP) to make coarse policy decisions. It
is also likely that the TTP will act as a Policy Information Point (PIP) such that it can convey information regarding
the resource and the policy it maintains. This scenario might be deployed in the event that the principal is unable to
actively authenticate to the identity-based web service. One such scenario is where a TTP provides a bridge function
to introduce new participants to the identity service. The result of any such policy decision made by the TTP must be
presented to the entity hosting the identity-based web service. Of course this does not preclude the identity-based web
service from making additional policy decisions based on other criteria.

Our definition of an identity-based web service mentioned the notion of the service performing an action for the benefit
of an identity. To fully appreciate the possibilities this notion suggests one must recognize scenarios whereby peer
entities may need to represent or perform actions on behalf of other system entities. It may also be the case that the
identity-based web service must consider the status of the resource owner for a given request to access a resource.

To support the case where an intermediary accesses a resource on behalf of another system entity, the identity-based
web service may rely upon a TTP to make policy decisions and issue statements that allow the service requester to act
on behalf of a different system entity.
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3. Notation and Terminology

This section specifies the notations, namespaces and terminology used throughout this specification. This specification
uses schema documents conforming to W3C XML Schemd &aemal)and normative text to describe the syntax
and semantics of XML-encoded messages.

3.1. Notational Conventions

Note: Phrases and numbers in brackets [ ] refer to other documents; details of these references can be found in the
Bibliography:.

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT",
"RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in RFC 2119.

These keywords are thus capitalized when used to unambiguously specify requirements over protocol and application
features and behavior that affect the interoperability and security of implementations. When these words are not
capitalized, they are meant in their natural-language sense.

3.2. Namespace
The following namespaces are referred to in this document:

Table 1. Namespaces

Prefix Namespace

sec urn:liberty:sec:2004-12

sb urn:liberty:sbh:2003-08

disco urn:liberty:disco:2003-08

saml urn:oasis:names:tc: SAML:2.0:assertion

S http://www.w3.0rg/2002/12/soap-envelope

ds http:/lwww.w3.0rg/2000/09/xmldsig#

xenc http://iww.w3.0rg/2001/04/xmlenc#

wsse http://docs.oasis-open.org/wss/2004/01/oasis-
200401-wss-wssecurity-secext-1.0.xsd

XS http://www.w3.0rg/2001/XMLSchema

XSi http://www.w3.0rg/2001/XMLSchema-instance

This specification uses the following typographical conventions in text: <Element>, <ns:ForeignElement>, Attribute,
Datatype, OtherCode.

For readability, when an XML Schema type is specified to be xs:boolean, this document discusses the values as true
and false rather than "1" and "0".

3.3. Terminology
Definitions for Liberty-specific terms can be foundinbertyGlossary]

The following terms are defined below as an aid in understanding the participants in the message exchanges

* Recipient — entity which receives a message that is the ultimate processor of the message

» Sender — the initial SOAP sender. A sender is a proxy when its identity differs from the invocation identity.

Liberty Alliance Project: Confidential
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« Proxy — entity whose authenticated identity, according to the recipient, differs from that of the entity making the
invocation.

 Trusted Authority — a Trusted Third Party (TTP) that issues, and vouches for, SAML assertions
« Invocation ldentity — party invoking a service.

« Service — invocation responder, providing a service. Ultimate message processor.
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4. Security Requirements (Informative)

This section details the security requirements that this specification must support. This section first presents use case
scenarios envisioned for identity-based web services. We then follow-up the discussion with the requirements the
usage scenarios prescribe.

4.1. Security Requirements Overview

There are multiple facets this security specification considers:

» Authentication of the sender

* When the sender is not the invocation identity, the proxy rights for sender to make a request on behalf of invocation
identity

« Authentication of the response
« Authentication context and session status of the interacting entity

« Authorization of invocation identity to access service or resource

Note that the authorization mechanism draws a distinction between the invocation identity and the identity of the
initial SOAP sender making a request to the identity web service. These two identities are referred iovas étien
identityand thesender identityrespectively. In effect, this enables a constrained proxy authorization model.

The importance of the distinction between invocation and sender identity lies in the service’s access control policies
whereby the service’s decision to grant or deny access may be based on either or both identities. The degenerate case
is where the invocation identity is the same as the sender identity, in which case no distinction need be made.

Note that a browser-based user agent interacting with some service provider does not necessarily imply that the service
provider will use the user identity as the invocation identity. In some cases, the identity of the service provider may
still be used for invocation.

The above scenarios suggest a number of requirements in order to secure the exchange of information between
participants of the protocol. The following list summarizes the security requirements:

* Request Authentication

* Response Authentication

* Request/Response Correlation
 Replay Protection

* Integrity Protection

« Confidentiality Protection

« Privacy Protections

* Resource Access Authorization
* Proxy Authorization

« Mitigation of denial of service attack risks

Liberty Alliance Project: Confidential
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4.2. Common Requirements

The following apply to all mechanisms in this specification, unless specifically noted by the individual mechanism.

* Messages may need to be kept confidential and inhibit unauthorized disclosure, either when in transit or when
stored persistently. Confidentiality may apply to the entire message, selected headers, payload, or XML portions
depending on application requirements.

* Messages need to arrive at the intended recipient with data integrity. SOAP intermediaries may be authorized to
make changes, but no unauthorized changes should be possible without detection. Integrity requirements may
apply to the entire message, selected headers, payload, or XML portions depending on application requirements.

* The authentication of a message sender and/or initial sender may be required by a receiver to process the message.
Likewise, a sender may require authentication of the response.

» Message responses must correspond to message requests and attempts to replay requests or responses should be
detected. Likewise the attempt to substitute requests or responses should be detected. Transaction integrity requires
that messages be timely and related to each other.

* The privacy requirements of the participants with respect to how their information is shared or correlated must be
ensured.

4.3. Peer Authentication Requirements

The security mechanisms supported by this framework must allow for active and passive intermediaries to participate in
the message exchange between end entities. In some circumstances it is necessary to authenticate all active participants
in a message exchange.

Under certain conditions, two separate identities must be authenticated for a given requestdition identityand
thesender identity The degenerate case is where the identity of the message sender is to be treated as the invocation
identity, and thus, no distinction between invocation identity and sender identity is required. In support of this scenario
the candidate mechanism to convey identity information is client-side X.509 v3 certificates based authentication over
a SSL 3.0 (se¢SSL]) or TLS 1.0 (sedRFC2246) connection. Generally, this protocol framework may rely upon

the authentication mechanism of the underlying transfer or transport protocol binding to convey the identity of the
communicating peers.

However for scenarios where the senders messages are passing through one or more intermediaries, the sender must
explicitly convey its identity to the recipient by using a WSSec token profile which specifies processing semantics in
support of Proof-of-Possession. For example, the Web Services Security SAML Token Binding defines Proof-of-
Possession processing semantics. Other possible bindings include Kerberos whereby the session key is used to sign
the request.

4.4. Message Correlation Requirements

The messages exchanged between participants of the protocol MAY require assurance that a response correlates to its
request.

4.5. Privacy Requirements

Adequate privacy protections must be assured so as to inhibit the unauthorized disclosure of personally identifiable
information. In addition, controls must be established so that personally identifiable information is not shared without
user notification and consent and that where applicable privacy regulations may be accommodated. This may require
prescriptive steps to prevent collusion among participants in an identity network.

Liberty Alliance Project: Confidential
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4.6. Service Availability Requirements

The system must maintain availability, requiring the implementation of techniques to prevent or reduce the risk of
attacks to deny or degrade service.

4.7. Resource Access Authorization Requirements

Previously we mentioned the notion of conveying botseader identityand aninvocation identity In doing so the
framework accommodates a restricted proxy capability whereby a consumer of an identity-based web service (the
intermediate system entity or proxy) can act on behalf of another system entity (the subject) to access an identity-
based web service (the recipient.) To be granted the right to proxy for a subject, the intermediate system entity may
need to interact with a trusted authority. Based on the authority’s access control policies, the authority may generate
and distribute an assertion authorizing the intermediary to act on behalf of the subject to the recipient. This protocol
framework can only convey authoritative information regarding the identities communicated to other system entities.
Even with the involvement of a trusted authority that makes authorization decisions permitting the proxy to access a
web service, the recipient should still implement a policy enforcement point.

Liberty Alliance Project: Confidential
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5. Confidentiality and Privacy Mechanisms

Some of the service interactions described in this specification include the conveyance of information that is only
known by a trusted authority and the eventual recipient of a resource access request. This section specifies the schema
and measures to be employed to attain the necessary confidentiality controls.

5.1. Transport Layer Channel Protection

When communicating peers interact directly (i.e. no active intermediaries in the message path) then transport layer
protection mechanisms may suffice to ensure the integrity and confidentiality of the message exchange.

» Messages between sender and recipient MUST have their integrity protected and confidentiality MUST be ensured.
This requirement MUST be met with suitable SSL/TLS cipher suites. The security of the SSL or TLS session
depends on the chosen cipher suite. An entity that terminates an SSL or TLS connection needs to offer (or accept)
suitable cipher suites during the handshake. The following list of TLS 1.0 cipher suites (or their SSL 3.0 equivalent)
is RECOMMENDED.

*TLS_RSA_WITH_RC4_128 SHA
+TLS_RSA WITH_3DES_EDE_CBC_SHA
*TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA

The above list is not exhaustive. The recommended cipher suites are among the most commonly used. New
cipher suites using the Advanced Encryption Standard have been standardized by thHRFEBR68]and are
just beginning to appear in TLS implementations. It is anticipated that these AES-based cipher suites will be
widely adopted and deployed.

+TLS_RSA WITH_AES_CBC_SHA

*TLS_DHE_DSS_WITH_AES_CBC_SHA

For signing and verification of protocol messages, communicating entities SHOULD use certificates and private
keys that are distinct from the certificates and private keys applied for SSL or TLS channel protection.

« Other security protocols (e.g. Kerberos, IPSEC) MAY be used as long as they implement equivalent security
measures.

Liberty Alliance Project: Confidential
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5.2. Message Confidentiality Protection

In the presence of intermediaries, communicating peers MUST ensure that sensitive information is not disclosed to
unauthorized entities. To fulfill this requirement, peers MUST use the confidentiality mechanisms spegifiest in
sms]to encrypt the child elements of the&:Body> .

Please note that this mechanism does not fully address the privacy and confidentiality requirements of information
supplied by a trusted authority which is subsequently carried ircgheleader> which is not to be revealed to

the entity interacting with the recipient. For example the authorization data may contain sensitive information. To
accommodate this requirement the trusted authority and ultimate recipient MUST rely upon the mechanisms specified
in Encrypted Name IdentifieSection 5.3.1and inEncrypted Attribute¢Section 5.3.2SHOULD be used.

5.3. Identifier Privacy Protection

Under certain usage scenarios the information conveyed by the Trusted Authority for consumption by the identity-
based web service may contain privacy sensitive data. However, this data generally passes through the system entity
accessing the particular identity-based web service. One example is the name identifier from the federated namespace
of the authority and the identity-based web service. Another sensitive data item may be the resource identifier, which
has some association with the identity-based web service and the principal on whose behalf the sender is acting.

5.3.1. Encrypted Name ldentifiers

The identity conveyed in the subject MUST be resolvable in the namespace of the consuming service instance.
However, this requirement is in conflict with the need to protect the privacy of the identifier when the message passes
through intermediaries. To accomplish this securely<teenl:Subject>  MUST contain a<saml:EncryptedID>

following the processing rules and recommendations specififpiMLCore2].

5.3.2. Encrypted Attributes

At times it may be necessary to privacy protect the contents of a resource identifi¢ifsaeyDisco]), which is
expressed in the form of a URI to deter the release of sensitive information to an intermediafpAMieCore?2]
specification defines an encrypted form of an attribute statement witkstingl: EncryptedAttribute> schema
element. This specification relies upon the semantics defirn&himLCore2]to fulfill this privacy requirement. Thus
the processing rules defined [FAMLCore2]for the <saml:EncryptedAttribute> element MUST be followed.

Liberty Alliance Project: Confidential
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6. Authentication Mechanisms

This specification defines a set of authentication mechanisms, labeled by URIs, and the security properties they
engender. The multiplicity of mechanisms specified is necessary to accommodate various deployment scenarios.
Each identifier represents two security properties for a given mechanism:

« Peer Entity Authentication

» Message Authentication

For either of the properties a value of "null" indicates that the particular security property is not supported by the
mechanism. For the peer entity authentication property, the qualifier indirectly indicates which actor(s) is authenticated
in a given interaction. For the message authentication property the qualifier describes the security profile utilized to
secure the message.

The following table summarizes all the authentication mechanism identifiers defined as of the publication of this
specification. Not all of these mechanisms and there semantics are defined in this version of the specification.
Specifically[SAMLCorell]based identifiers are defined in a previous version of this specifidailmertySecMech]

Each URI is of the formurn:liberty:security:yyyy-mm:peer mechanism:message mechanism

Table 2. Authentication Mechanisms

URI Peer Entity Message Normative Spec
urn:liberty:security:2003-08: null: null No No [LibertySecMechV20]
urn:liberty:security:2003-08: null: X509 No Yes [LibertySecMechV20]
urn:liberty:security:2003-08: null: SAML No Yes [LibertySecMech]
urn:liberty:security:2004-12: null: SAMLV?2 No Yes [LibertySecMechV20]
urn:liberty:security:2004-04:null: Bearer No No [LibertySecMechV20]
urn:liberty:security:2003-08: TLS: null Recipient No [LibertySecMechV20]
urn:liberty:security:2003-08: TLS: X509 Recipient Yes [LibertySecMechV20]
urn:liberty:security:2003-08: TLS: SAML Recipient Yes [LibertySecMech]
urn:liberty:security:2004-12: TLS: SAMLV2 Recipient Yes [LibertySecMechV20]
urn:liberty:security:2004-04: TLS: Bearer Recipient No [LibertySecMechV20]
urn:liberty:security:2003-08: ClientTLS: null Mutual No [LibertySecMechV20]
urn:liberty:security:2003-08: ClientTLS: X509 Mutual Yes [LibertySecMechV20]
urn:liberty:security:2003-08:ClientTLS:SAML ~ [Mutual Yes [LibertySecMech]
urn:liberty:security:2004-12: ClientTLS: SAMLV2 Mutual Yes [LibertySecMechV20]
urn:liberty:security:2004-04:ClientTLS:Bearer  [Mutual No [LibertySecMechV20]

6.1. Authentication Mechanism Overview (Informative)

The above table depicts the various authentication mechanism identifiers and the authentication properties they exhibit.
A description of the setting in which a particular mechanism should be deployed is out of scope for this specification.
However, this section describes the characteristics of the class of mechanism and general circumstances whereby the
deployment of a given mechanism may be appropriate.

The identifier,urn:liberty: security: 2003-08: null:nulldoes not exhibit any security properties and is defined here for
completeness. However one can envision a deployment setting in which access to a resource does not require rigor in
authenticating the entities involved in an interaction. For example, this might apply to a weather reporting service.

The peer entity authentication mechanisms defined by this specification leverage the authentication features supplied
by SSL 3.0[SSL] or TLS 1.0[RFC2246] The mechanism identifier describes whether the recipient ("TLS") is
unilaterally authenticated or whether each communicating peer ("ClientTLS") is mutually authenticated to the other
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peer. The peer entity authentication mechanisge{ion 6.2 are best suited for direct message exchanges between

end systems and when the message exchange may be sufficiently trusted to not require additional attestation of the
message payload. However this does not obviate the processing of subject confirmation obligations but rather enables
alternative and potentially optimized processing rules. Such optimizations are a matter of security policy as it applies
to the trust model in place between communicating entities.

The message authentication mechanisms indicate which attestation profile is utilized to ensure the authenticity of a
message. These message authentication facilities aid the deployer in the presence of intermediaries. The different
message authentication mechanims are suited (but not necessarily restricted) to different authorization models:

* The X.509 v3 Certificate mechanisrBdction 6.3.1is suited for message exchanges that generally rely upon
message authentication as the principle factor in allowing the recipient to make authorization decisions.

» The SAML Assertion mechanisnséction 6.3.2is suited for message exchanges that generally rely upon message
authentication as well as the conveyance and attestation of authorization information in order to allow the recipient
to make authorization decisions.

* The Bearer mechanisnséction 6.3.3is based on the presence obaarer tokenin the security header of a
message for which the sender does not explicitly demonstrate the right to lay claim to. In this case, the bearer
token is verified for authenticity rather than proving the authenticity of the message.

Each operational setting has its own security and trust requirements and in some settings the issuance of bearer tokens
by a security token service, such fasbertyDisco] may greatly simplify the sender’s processing obligations. For
example, when the Discovery service indicates that a bearer mechanism is supported and issues a bearer token, the
sender can simply populate the security header with the tokens and send the request. However this does not necessarily
obviate the requirement for the recipient to process and verify the bearer token. Such an optimization is a matter of
security policy as it applies to the trust model in place between the communicating entities.

Not all peer entity authentication and message authentication combinations make sense in a given setting. Again this
is a matter of security policy and the trust model the policy accords. For example, in a conventional setting where
peer entity authentication is relied upon to ensure the authenticity, confidentiality and integrity of the transport in con-
junction with message authentication to assure message authorship, intent and retention of the act of attestation then
the mechanismurn:liberty:security:2003-08: ClientTLS: X508 relevant. However, such a combination may make

little sense when peer entity authentication is relied upon to imply message authentication. For example, the mecha-
nismurn:liberty:security: 2003-08: ClientTLS: X50&ems equivalent tarn: liberty: security: 2003-08: ClientTLS: null

in such a setting. A similar argument can be made forutreliberty:security:2004-12:ClientTLS: SAMLMBech-

anism. The relationship between the identity authenticated as a result of peer entity authentication and the identity
authenticated (or implied) from message authentication may diverge and describe two distinct system entities for ex-
ample, a system principal and a user principal respectively. The identities may also be required to reflect the same
system entities. This is a matter of deployment and operational policy and is out of scope for this specification.

6.2. Peer Entity Authentication

The Peer entity authentication mechanisms prescribed by this specification all rely upon the inherent security properties
of the TLS/SSL protocol (sometimes referred to as transport-level security); the different mechanims differentiated by
how the message is authenticated. The mechanisms described below have distinct security properties regarding which
peers in a message exchange are authenticated. For the mechanisms that include both peer entity authentication and
message authentication, optimizations regarding attestation MAY be employed. For example, in environments where
there is no requirement that a signature attesting to the authenticity of the message be retained, then it may be sufficient
to rely upon the security properties of peer entity authentication to assure the integrity and authenticity of the message
payload with no additional message layer signature.

6.2.1. Unilateral Peer Entity Authentication
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The semantics and processing rules for the following URIs are described in a prior version of this specification
[LibertySecMech]

« urn:liberty:security:2003-08: TLS: SAML

The semantics and processing rules for the following URIs are described in this specification. These URIs support
unilateral (recipient) peer entity authentication:

e urn:liberty:security:2003-08: TLS:null

« urn:liberty:security:2003-08: TLS: X509

e urn:liberty:security:2004-12: TLS: SAMLV2

e urn:liberty:security:2004-04: TLS: Bearer

The primary function of these mechanisms is to provide for the authentication of the receiving entity and to leverage
confidentiality and integrity features at the transport layer.

The latter two mechanisms MAY be used in conjunction with message authentication mechanisms defined by this
specification.

6.2.1.1. Processing Rules
These mechanisms MUST implement TLS/SSL end entity authentication in accordance with the TLS/SSL specifica-
tions and employing a cipher suite based on X.509 certificates, requiring the following:

» The sender MUST authenticate the recipient.

« The recipient MUST authenticate using X.509 v3 certificates by demonstrating possession of the key bound to its
certificate in accordance with the processing rules and semantics of the TLS/SSL protocol.

6.2.2. Mutual Peer Entity Authentication
The semantics and processing rules for the following URIs are described in a prior version of this specification
[LibertySecMech]

« urn:liberty:security:2003-08: ClientTLS: SAML
The semantics and processing rules for the following URIs are described in this specification. These URIs support
mutual (sender and recipient) peer entity authentication:

e urn:liberty:security:2003-08: ClientTLS: null

« urn:liberty:security:2003-08: ClientTLS: X509

e urn:liberty:security:2004-12: ClientTLS: SAMLV?2

« urn:liberty:security:2004-04:ClientTLS: Bearer
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The primary function of these mechanisms is to provide for the mutual authentication of the communicating peers and
to leverage confidentiality and integrity features at the transport layer.

The latter two URIs indicate that the mechanism may be used in conjunction with message authentication mechanisms
defined by this specification.

6.2.2.1. Processing Rules

These mechanisms MUST implement TLS/SSL end entity authentication in accordance with the TLS/SSL specifica-
tions and employing a cipher suite based on X.509 certificates, requiring the following

» The sender MUST authenticate the recipient AND the recipient MUST authenticate the sender.

« The recipient MUST authenticate using X.509 v3 certificates by demonstrating possession of the key bound to its
certificate in accordance with the processing rules and semantics of the TLS/SSL protocol.

* The sender MUST authenticate using X.509 v3 certificates by demonstrating possession of the key bound to its
certificate in accordance with the processing rules and semantics of the TLS/SSL protocol.

6.3. Message Authentication

The non-null message authentication mechanisms prescribed by this specification generally rely upon the integrity

properties imbued by the application and verification of digital signatures over elements of the message header and
payload. The mechanisms described below have distinct security properties regarding authenticity of a given message.
For the mechanisms that include both peer entity authentication and message authentication, optimizations regarding
attestation MAY be employed. For example, in environments where there is no requirement that a signature attesting

to the authenticity of the message be retained, then it may be sufficient to rely upon the security properties of peer

entity authentication to assure the integrity and authenticity of the message payload with no additional message layer
signature.

6.3.1. X.509 v3 Certificate Message Authentication

The following URIs define X509 based unilateral (sender) message authentication mechanisms:

« urn:liberty:security:2003-08: null: X509
« urn:liberty:security:2003-08: TLS: X509

« urn:liberty:security:2003-08: ClientTLS: X509
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These mechanisms utilize the Web Services Security X.509 Certificate Token Rvse§ite509]as the means by which

the message sender authenticates to the recipient. These message authentication mechanisms are unilateral. That is
only the sender of the message is authenticated. It is not in the scope of this specification to suggest when response
messages should be authenticated but it is worth noting that this mechanism could be relied upon to authenticate
the response message as well. Deployers should recognize, however, that independent authentication of response
messages does not provide the same message stream protection semantics as a mutual peer entity authentication
mechanism would offer.

For deployment settings that require message authentication independent of peer entity authentication, then the sending
peer MUST perform message authentication by demonstrating proof of possession of a subject confirmation key
associated with the X.509 certificate. This key MUST be recognized by the recipient as belonging to the sending peer.

When the sender wields the subject confirmation key to sign elements of the message the signature ensures the
authenticity and integrity of the elements covered by the signature. However, this alone does not mitigate the threat
of replay, insertion and certain classes of message modification attacks. To secure the message from such threats, one
of the mechanisms which support peer entity authenticationgseton 6.2 MAY be used or the underlying SOAP

binding request processing model MUST address these threats.

6.3.1.1. Sender Processing Rules

* The construction and insertion of thevsse: Security> element MUST adhere to the rules specified in the
[wss-smsnd[wss-x509]

» The sender MUST demonstrate possession of a subject confirmation key.
For deployment settings which REQUIRE independent message authentication, the obligation MUST be accom-
plished by signing elements of the message and decoratinrgwdse: Security>  element with the signature.
For deployment settings which DO NOT REQUIRE independent message authentication then the sender MUST
accomplish this obligation by decorating the security header witlsa&eyIinfo>  element bearing the certificate.
This MUST be unambiguously verified to be the same certificate and key used in establishing peer entity
authentication. This is necessary to mitigate the threat of a certificate substitution attack. Also note that this
optimization only applies to thern:liberty:security:2003-08: ClientTLS: X508echanism.

« If peer entity authentication is not in use and the message is bounfLwigrty SOAPBInding]the sender MUST
sign:
* The<sh:Correlation> header block element.

« All other header block elements that require the aforementioned security properties in accordance with the
security requirements prescribed in their respective specification.

« All sub-elements of theS:Body> .

« If the message is signed then the sender MUST include the resultant XML signaturedinSignature>
element as a child of thewsse: Security> header.
The<ds:Signature>  element MUST refer to the subject confirmation key witttia:Keyinfo>  element which
SHOULD carry a<wsse:SecurityTokenReference> element.

6.3.1.2. Recipient Processing Rules

» The recipient MUST locate thewsse:Security>  element for which it is the target. This MUST adhere to the
syntax and processing rules specifieviss-smsjand[wss-x509]
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422 « If the validation policy regards peer entity authentication sufficient for purposes of message authentication then the
423 recipient MUST locate theds:KeyIinfo>  element bearing a security token. This token MUST be unambiguously
424 verified to be referring to the same certificate and key used in establishing peer entity authentication.

425 « If the message has been signed then the recipient MUST locatel¢t®ignature>  element carried inside the
426 <wsse:Security>  header.

427 The recipient MUST resolve the contents of #us:Keyinfo>  element carried within theds:Signature>

428 and use the key it describes for validating the signed elements.

429 This validation MUST conform to the core validation rules describeKMLDsig]. Additionally, the recipient

430 MUST determine that it trusts the key used to sign the message, and the recipient SHOULD validate the sender’s
431 certificate, verifying the certificate revocation status as appropriate to the risk of incorrect authentication.

432 « If peer entity authentication is not in use and the message is boundlilittrty SOAPBInding]the recipient

433 MUST verify the signature covers the following elements:

434 e The<sb:Correlation> header block element.

435 « All other header block elements that require the aforementioned security properties in accordance with the security
436 requirements prescribed in their respective specification.

437 « All sub-elements of theS:Body> .
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6.3.2. SAML Assertion Message Authentication

The semantics and processing rules for the following URIs are described in a prior version of this specification
[LibertySecMech]

« urn:liberty:security:2003-08: null: SAML
« urn:liberty:security:2003-08: TLS: SAML
e urn:liberty:security:2003-08: ClientTLS: SAML

The semantics and processing rules for the following URIs are described in this specification. These URIs indicate
unilateral SAML-based message authentication mechanisms:

« urn:liberty:security:2004-12:null: SAMLV?2
o urn:liberty:security:2004-12: TLS: SAMLV2
e urn:liberty:security:2004-12: ClientTLS: SAMLV?2

These mechanisms utilize the Web Services Security SAML Token Pfofile-saml]as the means by which the

message sender authenticates to the recipient. In general these mechanisms assume that a TTP issues an assertion
which includes arxsaml:AuthnStatement> and other statements which apply to the entity identified within the
<saml:Subject>  element. The<saml:AuthnStatement> describes the authentication event of the subject to

the issuing authority. For this and any other statements in the assertion to be considered trustworthy, the subject
confirmation obligations specified in tkeaml:Subject>  element must be met by the sender.

As a security precaution, the issuer of the assertion MUST includsaanl: AudienceRestriction> ele-

ment that specifies the intended consumer(s) of the assertion. <&in@:Audience> element MUST be

set to contain the unique identifier of the intended recipient, as described by the name identifier Format URI
of urn:oasis:names:tc:SAML:2.0:nameid-format:entétg specified ifSAMLCore2]. The recipient MUST val-

idate that it is the intended consumer before relying upon the assertion. The assertion MAY contain additional
<saml:Audience>  elements that specify other intended parties.

These message authentication mechanisms are unilateral. That is, only the sender of the message is authenticated. It
is not in the scope of this specification to suggest when response messages should be authenticated, but it is worth
noting that the mechanisms definedSection 6.3.Icould be relied upon to authenticate any response message as
well. Deployers should recognize, however, that independent authentication of response messages does not provide
the same message stream protection semantics as a mutual peer entity authentication mechanism.

For deployment settings which require message authentication independent of peer entity authentication, then the
sending peer MUST perform message authentication by confirming in accordance with the obligations described by
the <saml:SubjectConfirmation> element.

When the sender wields the subject confirmation key to sign elements of the message the signature ensures the
authenticity and integrity of the elements covered by the signature. However, this alone does not mitigate the threat
of replay, insertion and certain classes of message modification attacks. To secure the message from such threats, one
of the mechanisms which support peer entity authenticationgseton 6.2 MAY be used or the underlying SOAP

binding request processing model MUST address these threats.

6.3.2.1. Sender Processing Rules

« The construction and decoration of th@sse:Security>  header element MUST adhere to the rules specified in
the [wss-smsland[wss-saml]
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*The sender MUST present thesaml:Assertion> (as security token) by inserting it as a child of the
<wsse:Security>  element.

*The sender MUST adhere to its subject confirmation obligation in accordance with the semantics of the
confirmation method described by one of theaml:SubjectConfirmation> elements carried within the
<saml:Subject>
For deployment settings which REQUIRE independent message authentication, the obligation MUST be accom-
plished by signing elements of the message and decoratinrgvise: Security>  element with the signature.

For deployment settings which DO NOT REQUIRE independent message authentication then the subject confirma-
tion obligation may be accomplished by correlating the certificate and key used to affect peer entity authentication
with the certificate and key described by the subject confirmation element. To accommodate this, the assertion
issuing authority MUST construct the assertion such that the confirmation key can be unambiguously verified to
be the same certificate and key used in establishing peer entity authentication. This is necessary to mitigate the
threat of a certificate substitution attack. It is RECOMMENDED that the certificate or certificate chain be bound
to the subject confirmation key.

« If peer entity authentication is not used and the message is bound to SOARivititySOAPBInding]the sender
MUST sign:

* The<sb:Correlation> header block element.

« All other header block elements that require the aforementioned security properties in accordance with the security
requirements prescribed in their respective specification.

« All sub-elements of theS:Body> .

« If the message is signed the sender MUST include the resultant XML signatugglénSignature>  element as
a child of the<wsse: Security> header
The<ds:Signature>  element MUST refer to the subject confirmation key witkda:Keyinfo>  element. The
<ds:Keylnfo>  element SHOULD include awsse:SecurityTokenReference> element so that the subject
confirmation key can be located within thesse:Security>  header. The inclusion of the reference SHOULD
adhere to the guidance specified in section 3.3[&ve$-saml]

6.3.2.2. Recipient Processing Rules

» The recipient MUST locate thewsse:Security>  element for which it is the target. This MUST adhere to the
rules specified ifiwss-smsland[wss-saml]

* The recipient MUST locate thesaml:Assertion> (security token) and the recipient MUST determine that it
trusts the authority which issued theaml: Assertion>
The recipient MUST validate the issuer’s signature over <haml:Assertion> . The recipient SHOULD
validate the trust semantics of the signing key, as appropriate to the risk of incorrect authentication.

*The recipient SHOULD verify that at least one of the confirmation obligations specified in the
<saml: SubjectConfirmation> element has been met.

« If the validation policy regards peer entity authentication sufficient for purposes of message authentication then the
recipient MUST locate theds:KeyInfo>  element withincsaml: SubjectConfirmation> element. This key
MUST be unambiguously verified to be referring to the same certificate and key used in establishing peer entity
authentication.
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« If the message has been signed then the recipient MUST locateldtignature>  element carried inside the
<wsse:Security> header.
The recipient MUST resolve the contents of #us:Keyinfo>  element carried within theds:Signature>
and use the key it describes for validating the signed elements.
This validation MUST conform to the core validation rules describgXMLDsig] .
The recipient MUST determine that it trusts the key used to sign the message. The recipient SHOULD validate the
sender’s certificate and verify the certificate revocation status, as appropriate to the risk of incorrect authentication.

« If peer entity authentication is not in use and the message is boundliliterty SOAPBInding]the recipient
MUST verify the signature covers the following elements:
* The<sb:Correlation> header block element.

« All other header block elements that require the aforementioned security properties in accordance with the security
requirements prescribed in their respective specification.

« All sub-elements of theS:Body> .

6.3.3. Bearer Token Authentication

The following URIs indicate bearer mechanisms:

« urn:liberty:security:2004-04:null: Bearer
e urn:liberty:security:2004-04: TLS:Bearer

« urn:liberty:security:2004-04:ClientTLS: Bearer

These mechanisms rely upon bearer semantics as a means by which a message sender conveys to the recipient the
senders identity. This specification only describes common markup and processing rules that MUST be adhered to.
The actual semantics of the content and verification requirements of a bearer token are specific to the token type.

For example, a bearer token witlvase: ValueType  attribute othttp://docs.oasis-open.org/wss/2004/X X/oasis-2004XX-wss-saml-toker
[wss-saml]could contain statements describing other participants to a transaction. For such a scenario, it is pre-
sumed that the subject confirmation obligations described by the statements within the assertion would be of type,

urn:oasis:names:tc: SAML:1.0:cm:bearer [SAMLBInd2] and that the relying party would validate the
assertion in accordance with the processing ruldSaMLCore2]. Particular attention must be paid to the proper
validation of the <saml:AudienceRestriction> element which specifies the intended consumer(s) of the

assertion. In this case the assertion construction guidarf®edtion 6.3.2vould apply.
An example of a SAML bearer token can be foundiection 9.5

This specification does not limit the types of bearer tokens which can be conveyed to the token forms profiled by
[wss-sms] [wss-x509]or [wss-saml] That is, custom tokens or tokens which are subsequently profiled after this
specification is finalized could still leverage this mechanism providingwse:ValueType is understood by the
producer and consumer of the token. See the exam@edtion 9.7

These message authentication mechanisms only pertain to the bearer token within the message.

These mechanisms do not protect the integrity, authenticity or confidentiality of the bearer token and thus caution
must be taken to not expose the token to unauthorized entities. To secure a message from such threats, one of the
mechanisms which support peer entity authentication with integrity and confidentiality protectioi@e(tea 6.2

should be used inconjunction with or instead of an unprotected bearer mechanism.
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6.3.3.1. Sender Processing Rules

* The construction and decoration of th@sse: Security> header element MUST adhere to the rules specified in
[wss-sms]

* The sender SHOULD wrap the bearer token withirvésse:Embedded> element and make it a child of a
<wsse: SecurityTokenReference> as described in section 7.4 [pfss-sms]
The sender SHOULD indicate the type of the token by specifyingvthse:ValueType  attribute of the
<wsse:Embedded> element.

« Alternatively the sender MAY simply insert the token within thesse:Security>  header when the token type
is well known or takes an obvious form (e gvsse:BinarySecurityToken> )

6.3.3.2. Recipient Processing Rules

» The recipient MUST locate thewsse:Security>  element for which it is the target. This MUST adhere to the
syntax and processing rules specifiedyiss-sms]

*The recipient MUST locate the bearer token by processigse:Embedded> elements within the

<wsse: SecurityTokenReference> element.

The recipient MUST process the token in accordance with the processing rules of the token type as indicated by
thewsse:ValueType attribute of thecwsse:Embedded> element.

« Alternatively the recipient MAY be able to locate the token by it's well known schema type (e.g.
<wsse:BinarySecurityToken> J)
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7. Message Authorization Model

The Message Authorization Model specifies OPTIONAL mechanisms to convey authorization and resource access
information (supplied by a trusted third party) that may be necessary to access a service. This facility, incorporated
for authorization purposes, serves a distinct and complementary function to the binding between subject and key that
the subject accomplishes for authentication purposes. However, it is possible to optimize the processing when the
message authentication mechanism utilizes the same subject confirmation key as the authorization mechanism and the
key has successfully been applied to ensure the integrity and authenticity of the message payload.

7.1. Authorization Mechanism Overview (Informative)

The authorization mechanism defined by this specification formalizes the generation and conveyance of authorization
information. In support of this mechanism a Trusted Third Party (TTP) may be relied upon to act as either a Policy
Information Point (PIP), a Policy Decision Point (PDP) and potentially a coarse grained Policy Enforcement Point
(PEP). As a PIP the authority may facilitate the exchange of resource access information to the relying party. As

a PDP, the Trusted Third Party would adhere to the coarse access policies of the relying party insofar as ensuring
which entities may attempt to access a given resource. This requires strong assurance as to the authenticity of a peer
subject. Given the reliance of authorization upon authentication, this model aids in disseminating subject confirmation
obligations, identity information and access authorization data.

7.2. Authorization Mechanism

The following mechanism description assumes that the Web Services Security SAML Token [Risdigaml]is

utilized as the means by which the message sender authenticates to the message recipient. Each communicating
peer performs message level authentication by fulfilling the subject confirmation obligation. Typically this is by
demonstrating proof of possession of a subject confirmation key. The assertion issuer binds the subject confirmation
key to the assertion by signing the assertion. This attestation provides assurance to the consumer of the assertion
that the subject confirmation key is that of the intended sender. Thus the sender’s subject confirmation key can be
recognized by the recipient as belonging to the confirming peer. The assertion issuer should also bind a name identifier
to the subject confirmation element. This name binding would serve as an aid in associating the application domain
name of the sender with its confirmation key. Subsequent to the authentication of the sender the recipient can leverage
this knowledge in support of the authorization model described below.

The authorization model supports the issuance of assertions that convey information regarding the resource to be
accessed, the entity attempting to access the resource, the mechanism by which the accessing entity must use to
confirm its identity to the recipient and the ability for the sending entity to access the resource on behalf of another
system entity. This latter facility suggests the need to verify two distinct identities in a given message; the sender
identity (the proxy) and the invocation identity (the subject). Thus the authorization model supports a constrained
proxy mechanism that permits the confirming entity (a proxy) to access the resource on behalf of the asserted subject.

7.3. Authorization Data Generation

It is anticipated that a trusted service exists which aids in the discovery of identity-based web services. In support
of this, a trusted authoritjLibertyDisco] may issue an assertion, which is subsequently used in conjunction with the
accessing of the discovered identity-based web service (the resource.)

In addition to managing the registration and discovery of identity-based web services the trusted authority may act
as a centralized policy information and decision point. The authority may issue assertions regarding authentication
and authorization policies enforced for a given identity-based web service, resource and the identity of the sender.
The makeup of this assertion reflects the information necessary to accommodate the authentication and authorization
policy requirements.

7.3.1. Processing Rules
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The following processing rules describe the steps the assertion issuing authority takes to generate an assertion. It is out
of scope for this specification to describe how assertions are requested and distributed. However it is presumed that in
order for assertions to be generated that the requester has been authenticated and that the assertion issuing authority
has enforced the necessary access controls to ensure that the assertions are released to authorized entities.

The assertion issuing authority constructs the assertion in accordance with the following rules:

» The assertion MUST indicate the invocation identity within #saml:Subject>  element of the assertion.
The<saml:Subject>  element MUST include at least oreaml: SubjectConfirmation> element. This ele-
ment MUST have &ethod attribute with a value ofirn:oasis:names:tc: SAML:2.0:cm:holder-of-key .
The subject confirmation element MUST be specified withsaml: SubjectConfirmationData> element
qualified with anxsi:type  of saml:KeyInfoConfirmationDataType as specified ilSAMLCoreZ2].

When the invocation identity represents the identity of the sendexstirel: Subject>  element is decorated as
follows. Refer toSection 9.1.Xor an informative example.
The name identifier element SHOULD include<saml:NamelD> element and thé&ormat attribute value

SHOULD beurn:oasis:names:tc: SAML:2.0: nameid-format: entity . Note: This identifier might assist
the relying party in locating metadata concerning the subject of the assertion.
The <saml: SubjectConfirmation> element SHOULD NOT be decorated witkksaml:NamelD> element.

When the invocation identity is NOT that of the sender (i.e., the sender is acting as a proxy on behalf of the subject)
the<saml:Subject>  element is decorated as follows:

In an operational setting where the invocation identity (the subject) is only to be released to the relying party
(the audience) then the name identifier element SHOULD be of4tya@l:EncryptediD> and conform to the
guidance ifSAMLCore2]. Refer toSection 9.1.2.2or an informative example.

In settings where the invocation identity does not call for privacy protections then the name identifier element
SHOULD be conveyed using esaml:NamelD> element with aormat attribute which is appropriate for the
operational setting. Refer ®ection 9.1.2.%or an informative example.

To identify the confirming entity the<saml:SubjectConfirmation> element SHOULD contain a
<saml:NamelD> element with &ormat attribute value ofirn:oasis:names:tc: SAML:2.0:nameid-format: entity

Note: This identifier might assist the relying party in locating metadata concerning the confirming entity as well
as help associate the name of the confirming entity in the application domain namespace with the key used for
subject confirmation.

The assertion issuing authority MAY describe the authentication status of the interacting party by including
a <saml:AuthnStatement> element which MUST include &saml:AuthnContext> element. Refer to
Section 9.1.3or an informative example.

The assertion issuing authority MAY describe the resource for which sender intends to access at the relying party
by including an<saml: AttributeStatement>

In an operational setting where the value of the attribute requires confidentiality protections then the attribute
element SHOULD be of typesaml:EncryptedAttribute> and conform to the guidance [SAMLCoreZ2].

Refer toSection 9.1.4.2or an informative example.

If the confidentiality of the attribute is not a concern then the element SHOULD be conveyed using a
<saml: Attribue> . Refer toSection 9.1.4.Tor an informative example.

OPTIONALLY, the assertion issuer MAY include information that assists in building a chain of transited proxies.
Itis RECOMMENDED that thecsaml:Advice>  element be decorated with<aaml: AssertionIDRef> which

is a reference to the assertion bearing it. Also as the chain builds the assertion should be augmented with a
<ProxyTransitedStatement> . The issuer should includesaaml: SubjectConfirmation> for each proxy

(except for the last) that has participated in the progression of assertion issuanSect&e7.3.2or a description

of how the proxy chain is constructed.
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* The assertion MUST be signed by the assertion issuing authority in accordance with the signing requirements
specified iIfSAMLCore2].

7.3.2. Proxy Chaining

Proxy chaining refers to scenarios in which a recipient, upon receiving a request from a sender, itself proxies the request
onto the ultimate recipient (or some other intermediate proxy). In some operational settings it may be necessary
to carry this chain of traversed proxies to the ultimate recipient. The following describes how the proxy chain is
constructed through successive interactions between the involved proxies and the assertion issuer.

It is presumed that the assertion issuing authority decorates assertionssarithAssertionlDRef> within the
<saml:Advice> element for assertions which it deems to be proxiable.

When a recipient receives a request for which it is necessary to proxy, it interacts with the assertion issuer and includes
a <ProxyTransitedStatement> containing a<SubjectConfirmation> as its subject confirmation data. This

claim SHOULD be in the form of a SAML assertion carried as a security token within the security header of the
request to the assertion issuing authority.

The confirmation data sent to the assertion issuer includesstingl: AssertionIDRef> of the assertion which the
recipient received from the initial sender. The assertion issuer will usestingl: AssertionIDRef> information to
locate the initial sender’s assertion and add it to the list of proxies transited.

The assertion issuer will create amsaml:Assertion> comprised of a<ProxyTransitedStatement> ele-
ment which in turn containgsaml: SubjectConfirmation> elements for each of the proxies transited. Each
<saml: SubjectConfirmation> element contains an instance <froxylnfoConfirmationData> as subject
confirmation data.

It is recommended that this assertion be carried withikgaml:Advice>  element of the assertion issued to the
proxy.

SeeSection 9.4or an example of asaml:Assertion> carrying a<ProxyTransitedStatement> with multiple
<SubjectConfirmation> elements.
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7.4. Presenting Authorization Data

Interactions with identity-based web services may rely on the conveyance of authorization information. In general,
the a trusted authority issues the authorization data. In such a setting the authorization information would be sent
along with the identity-based web service request to the recipientAGd®rization Data GeneratiofSection 7.3

for details as to how this data is acquired and formulated.

7.4.1. Processing Rules

» The sender MUST authenticate to the recipient using one of the authentication mechanisms deskrissdge
Authentication(Section 6.3.
It is RECOMMENDED that the sender authenticate using $#eML Assertion Message Authenticatiand
specifically conform to the processing rules specifiedsiaction 6.3.2. 11

7.5. Consuming Authorization Data

A recipient which exposes a resource typically makes access control decisions based on the invocation identity.
Additionally the recipient may also predicate access control policies upon the sender identity. The semantics of
resource access authorization are describ&t@senting Authorization Da{&ection 7.4

The recipient determines the invocation identity by inspecting tkaml:Subject> element. If a proxy

is involved in the communication then it's identity is carried within tkeaml:NamelD> element of the

<saml: SubjectConfirmation> element in effect. Providing both the invocation identity and the proxy
identity enables the recipient to tailor authorization policy to a finer degree of granularity. That is, the recipient
generally uses the invocation identity to make its authorization decisions and potentially determine whether the proxy
is permitted to access the resource on behalf of said invocation identity.

7.5.1. Processing Rules

» The recipient MUST authenticate the sender using one of the mechanisms descAibdebintication Mechanisms
(Section 6.3.2
It is RECOMMENDED that the sender authenticate using $#eML Assertion Message Authenticatiand
specifically conform to the processing rules specifiedsiection 6.3.2.2

« The recipient MUST locate thesaml:Assertion> (security token) which conferred the subject confirmation
key relied upon for sender authentication.
The recipient MUST corroborate that the bound subject confirmation key is the same key used to authenticate the
communicating peer.

« The recipient MUST determine that it trusts the authority which signeeghel: Assertion>
The recipient MUST validate the signature of taml:Assertion> . The recipient SHOULD validate the trust
semantics of the signing key, as appropriate to the risk of incorrect authentication.
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8. Supporting Schema

This section describes the additional schema elements that support the authorization model de<eittezhiid

8.1. ProxyTransitedStatement Schema

The <ProxyTransitedStatement> is used to identify an entity which actively participated in the
message exchanges leading up to a given resource access. Its intended usage is twofold. First, the
<ProxyTransitedStatement> MAY be used by a message recipient to convey to the assertion issuer sub-
ject confirmation data that was extracted from an assertion previously issued by that authority to the message sender.
Second, the assertion issuing authority MAY use<ReoxyTransitedStatement> to propagate this information

as advice within the assertion it subsequently generates and returns to the message recipient - this to be used within
another resource access message.

The following schema fragment describes the structure offhexyTransitedStatement> element.

<xs:element name="ProxyTransitedStatement" type="sec:ProxyTransitedStatementType"/>
<xs:complexType name="ProxyTransitedStatementType">
<xs:complexContent>
<xs:extension base="saml:StatementAbstractType">
<xs:sequence>
<xs:element ref="saml: SubjectConfirmation" minOccurs="1" maxOccurs="unbounded"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

8.2. ProxyInfoConfirmationData Schema

A proxy uses the theProxylnfoConfirmationData> to supply subject confirmation data to an assertion issuer;
this subject confirmation data previously used by another proxy in authenticating a message sent to the first proxy.

The following schema fragment describes the structure offnexylnfoConfirmationData> element.

<xs:complexType name="ProxylnfoConfirmationDataType" mixed="false">
<xs:complexContent>
<xs:restriction base="saml:SubjectConfirmationDataType">
<xs:sequence>
<xs:element ref="saml:AssertionIDRef"/>
<xs:element ref="saml:Issuer" />
<xs:element name="Issuelnstant" type="xs:dateTime"/>
</xs:sequence>
<xs:attribute name="id" type="xs:ID"/>
</xs:restriction>
</xs:complexContent>
</xs:complexType>

The semantics around the elements are as follows:
* The <saml:AssertionIDRef> , <Issuer> and <Issuelnstant> are that of the<saml:Assertion> pre-
sented by the proxy subject.

* The OPTIONAL<ds:Signature>  element is a digital signature created by the recipient which covers the child
elements okProxylnfoConfirmationData> with the exclusion of itself. It is RECOMMENDED that the
enveloped signature transform (§&®1LDsig]) be utilized to accomplish the element exclusion.
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9. Examples (Informative)

These examples demonstrate SAML 2.0 assertions. For examples that demonstrate SAML 1.1 assertions, as well as
X.509 and Custom Bearer message authentication, refeittertySecMech]

9.1. Fragmentary Examples

The examples in this section are fragments of full assertions - they are intended to demonstrate a particular aspect of
the message syntax.

9.1.1. Sender as Invocation ldentity

In the simplest of settings the sender of a message is acting on it's own behalf. The assertion issuing authority identifies
the sender as the subject of the assertion.

001 <saml:Subject>

002 <saml:NamelD format="urn:oasis:names:tc: SAML:2.0:nam eid-format:entity">
003 http://ovaloffice.whitehouse.gov/</saml:NamelD>

004  <saml:SubjectConfirmation

005 Method="urn:oasis:names:tc: SAML:2.0:cm:hol der-of-key">

006 <saml: SubjectConfirmationData xsi:type="saml:KeyInfoConfirmationD ataType">
007

008 <l-- This keyinfo is the key by which the sender must

009 prove possession in order for the relying party to

010 accept the Statements in this assertion. -->

011 <ds:Keylnfo>

012 <ds:KeyName>

013 CN=ovaloffice.whitehouse.gov,OU=Executive Branch,O=United States,...
014 </ds:KeyName>

015 <ds:KeyValue>...</ds:KeyValue>

016 </ds:Keylnfo>

017 </saml: SubjectConfirmationData>

018  </saml:SubjectConfirmation>
019 </saml:Subject>

Contents in the above example worth particular mention include lines 002-003 which specify the identifier is an entity

id and the name of the sender. Lines 004-018 describe the confirmation requirements that the sender must uphold
to be confirmed as the subject of the assertion. Line 005 mandates that the sender demonstrate possession of the
confirmation key described in lines 011-016.

9.1.2. Sender as Proxy Identity

At times it is necessary to convey multiple identities to a relying party. One identity is the subject of the assertion.
The other is that of a proxy which is acting on behalf of the subject. Typically the proxy is the sender of a message
to a relying party and as such it’s identity needs to be distinguished from that of the subject. To accomplish this the
assertion issuer decorates tael: SubjectConfirmation element with aaml:NamelD element.

9.1.2.1. Transparent Subject Identifier

In the following example the identity of the subject is transparent to the proxy and the proxy is identified as the
confirming entity.

001 <saml:Subject>
002 <saml:NamelD Format="urn:oasis:names:tc:SAML:1.1:name id-format:emailAddress">

003 president@whitehouse.gov</saml:NamelD>

004  <saml:SubjectConfirmation

005 Method="urn:oasis:names:tc: SAML:2.0:cm:holder- of-key">

006 <saml:NamelD format="urn:oasis:names:tc: SAML:2.0:nameid-format: e ntity">
007 http://mailhost.whitehouse.gov/</saml:N amelD>
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008 <saml: SubjectConfirmationData xsi:type="saml:KeylnfoConfirmationDataTy pe">
009

010 <l-- This keyinfo is the key by which the sender (aka proxy) must

011 prove possession in order for the relying party to

012 accept the Statements in this assertion. -->

013 <ds:Keylnfo>

014 <ds:KeyName>

015 CN=mailhost.whitehouse.gov,OU=Executive Branch,0O=United States,...
016 </ds:KeyName>

017 <ds:KeyValue>...</ds:KeyValue>

018 </ds:Keylnfo>

019 </saml: SubjectConfirmationData>

020  </saml:SubjectConfirmation>
021 </saml:Subject>

In the above example the noteworthy elements are described. Lines 002-003 describe the identity of the subject, aka the
invocation identity. Lines 004-019 describe the confirmation requirements that the sender must uphold to be confirmed
as the subject of the assertion. Line 005 mandates that the sender demonstrate possession of the confirmation key
described in lines 008-020. Lines 006-007 identify the name of the proxy.

9.1.2.2. Opaque Subject Identifier Identifier

In the following example, the identity of the subject is made opaque to the proxy through encryption and the proxy is
identified as the confirming entity.

001 <saml:Subject>

002  <saml:EncryptedID><xenc:EncryptedData>U2XTCNVRX7BI1INK182nm YOOTEk==</xenc:EncryptedData>
003 <xenc:EncryptedKey>...</xenc:EncryptedKey>

004  </saml:EncryptedID>

005  <saml:SubjectConfirmation

006 Method="urn:oasis:names:tc: SAML:2.0:cm: holder-of-key">

007 <saml:NamelD format="urn:oasis:names:tc: SAML:2.0:nameid-f ormat:entity">
008 http://mailhost.whitehouse.gov/< /saml:NamelD>

009 <saml: SubjectConfirmationData xsi:type="saml:KeylnfoConfirmati onDataType">
010

011 <l-- This keyinfo is the key by which the sender (aka proxy) must

012 prove possession in order for the relying party to

013 accept the Statements in this assertion. -->

014 <ds:Keylnfo>

015 <ds:KeyName>

016 CN=mailhost.whitehouse.gov,0OU=Executive Branch,O=United States,...
017 </ds:KeyName>

018 <ds:KeyValue>...</ds:KeyValue>

019 </ds:KeylInfo>

020 </saml: SubjectConfirmationData>

021  </saml:SubjectConfirmation>
022 </saml:Subject>

This example is very similar to the previous. The difference is that the name identifier for the subject of the assertion
is encrypted, lines 002-004.

9.1.3. Invoking Identity Authentication

The relying party may need information regarding the authentication of the subject (aka invocation identity.) To
accommodate this the assertion issuer decorates the assertion wimaruthnStatement>

001 <!-- The saml:AuthnStatement carries information that
002 describes the authentication event of the subject
003 to an authenticating authority -->

004 <saml:AuthnStatement
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005  Authninstant="2005-04-01T16:57:30.00 0Z"

006  Sessionindex="6345789">

007  <saml:AuthnContext>

008 <saml: AuthnContextClassRef>

009 urn:oasis:names:tc: SAML:2.0:ac: classes: PasswordProtectedTran sport
010 </saml: AuthnContextClassRef>

011  </saml:AuthnContext>

012 </saml:AuthnStatement>

Lines 005-006 describe attributes of the authentication event. Line 005 indicates the time at which authentication
occurred. The session index between the subject and the authentication authority is on line 006. Lines 007-010
provide the technical details of the authentication action itself.

9.1.4. Resource as an Attribute

The assertion issuer may make coarse-grained authorization decisions and in so doing reflect precisely the resource
for which the assertion is targeted. By identifying the resource in an attribute statement and binding the statement to
the assertion the relying party can base it's authorization decision on the bound attribute and the actual resource being
accessed. However, applications that use this specification may have alternative methods of referring to resources and
thus disseminating this information in an attribute statement may be redundant.

9.1.4.1. Transparent Resource Identifier

In this example the Resource Identifier is transparent to the sender.

001 <saml:AttributeStatement>
002 <saml:Attribute NameFormat="urn:oasis:names:tc: SAML:2.0:attrname-form at: uri"

003 Name="urn:liberty:disco:2005-04:ResourcelD">
004 <saml:AttributeValue xsi:type="disco:ResourcelD>
005 http://wsp.example.com/pp?id=foobar</saml:AttributeV alue>

006 </saml:Attribute>
007 </saml:AttributeStatement>

9.1.4.2. Opaque Resource Identifier

In operational settings which require opacity of identifiers (i.e. due to privacy requirements) then the attributes would
be encrypted and packaged incsaml: EncryptedAttribute> as is shown from lines 006-019 in the example
below.

001 <!-- The AttributeStatement carries an EncryptedAttribute.

002 Once this element is decrypted with the supplied key
003 an <Attribute> element bearing an <disco:ResourcelD>
004 can be found. -->

005 <saml:AttributeStatement>

006  <saml:EncryptedAttribute>

007 <xenc:EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc# Element">

008 MQEMAZRNIWKAAAEHIRWIirOeKDkyFAB7PoFazx3ftp OvWwbbzgXdgcX8fpEqSriv4
009 YqUc70MiJcBtKBp3+jID4HPUaurlgHAOvrdmMpM+sF2BnpND118f/mXCv3 XbWhiL
010 Xj1/M4yOCMAM/WBHT3xal7tWJIwsZkDRLWxXP7wSITXN]C ThHzBL8gBKZRgNBcZIU
011

012 VRu9BpYBD4Y/98y1jtX9Pm898+xzketoc4ZvhCgh9P0arVK1B3 cKxB87bKiDDWAU
013 hg6nZ5c0I6L6GN9A

014 =HCQY

015 </xenc:EncryptedData>

016 <xenc:EncryptedKey>

017

018 </xenc:EncryptedKey>

019  </saml:EncryptedAttribute>
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020 </saml:AttributeStatement>

9.2. Proxying with Authentication Context of the Invoking Identity

Access to resources exposed by a service instance are nominally restricted by access control policy enforced by the
entity hosting the resource. Additionally, the policy information, enforcement and decision points may be distributed
across multiple system entities. Authorization to access a resource may require that the entity interacting (e.g. browser
principal) with another entity (e.g. service consumer) have an active authenticated session.

To facilitate this scenario the trusted authority may supply authorization data that conveys the session status of the
interacting entity. This is accomplished by includingsaml: AuthnStatement> in the assertion.

The following example demonstrates:

* Proxying
* Encrypted Name Identifier

 Encrypted Resource Identifier

<?xml version="1.0" encoding="UTF-8"?>
<s:Envelope xmlns:s="http://schemas.xmlsoap.or g/soap/envelope/"
xmins:sb="urn:liberty:sb:2003-08"
xmins:pp="urn:liberty:id-sis-pp:20 03-08"
xmins:sec="urn:liberty:sec:2004-10"
xmins:wsse="http://docs.oasis-open.org/wss/20 04/01/o0asis-200401-wss-wssecur
ity-secext-1.0.xsd">

<s:Header>
<sb:Correlation s:mustUnderstand="1"
id="A13454...245"
actor="http://schemas.../next"
messagelD="uuid: efefefef-aaaa-ffff-cccc- eeeeffffbbbb"
timestamp="2112-03-15T11:12:127"/>
<wsse: Security>
<saml:Assertion

xmlns:saml="urn:oasis:names:tc: SAML:2.0:assertion"

Version="2.0"

ID="sxJu9g/VWLGIsANIbKp/8qONKU="

Issuelnstant="2005-04-01T16:58:33.173Z2">

<saml:Issuer>http://authority.example.com/</saml:Issue r>

<l-- signature by the issuer over the assertion -->
<ds:Signature>...</ds: Signature>

<l-- By placing an audience restriction on the assertion we
can limit the scope of which entity should consume
the information in the assertion. -->

<saml:Conditions
NotBefore="2005-04-01T16:57:20Z"
NotOnOrAfter="2005-04-01T21:4 2:43Z">
<saml: AudienceRestrictionCondition>
<saml: Audience>http://wsp.example.com</saml: Audi ence>
</saml: AudienceRestrictionCondition>
</saml:Conditions>

<saml:Subject>
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<saml:EncryptedID>
<xenc:EncryptedData>U2XTCNvRX7BI1NK 182nmYO00TEk==</xenc:Encrypted Data>
<xenc:EncryptedKey>...</xenc:EncryptedKey >

</saml:EncryptedID>

<saml: SubjectConfirmation
Method="urn:oasis:names:tc: SAML:2. 0:cm:holder-of-key">
<saml:NamelD format="urn:oasis:names:tc: SAML:2.0: nameid-format:entity">
http://wsc.example.com/</saml:NamelD>
<saml:SubjectConfirmationData xsi:type="saml:KeylnfoConfirmationDataType">

<!I-- This keyinfo is the key by which the sender must
prove possession in order for the relying party to
accept the Statements in this assertion. -->
<ds:Keylnfo>
<ds:KeyName>
CN=wsc.example.com,0OU=Client Services R US,0O=Service Station,...
</ds:KeyName>
<ds:KeyValue>...</ds:KeyValue>
</ds:KeyInfo>
</saml: SubjectConfirmationData>
</saml: SubjectConfirmation>
</saml:Subject>

<!-- The AuthnStatement carries information
that describes the authentication event
of the Subject to an Authentication Authority -->
<saml: AuthnStatement
Authninstant="2005-04-01T16:57:30.000Z"
Sessionindex="6345789">
<saml: AuthnContext>
<saml: AuthnContextClassRef>
urn:oasis:names:tc: SAML:2.0:ac:classes :PasswordProtectedTransport
</saml: AuthnContextClassRef>
</saml: AuthnContext>
</saml:AuthnStatement>

<l-- The AttributeStatement carries an EncrpytedAttribute.
Once this element is decrypted with the supplied key
an <Attribute> element bearing an <disco:ResourcelD>
can be found. -->
<saml:AttributeStatement>
<saml:EncryptedAttribute>
<xenc:EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc#Eleme nt">
MQEMAZRNIWKAAAEHIRWIir0OeKDkyFAB7PoFazx3ft pOvWwbbzgXdgcX8fpEqSriv4
YqUc70MiJcBtKBp3+jlD4HPUaurlgHAOvrdmMpM+sF2BnpND118 fi/mXCv3XbWhiL
xj1/M4yOCMAM/WBHT3xal7tWJIwsZkDRL WxXP7wSITXNjCThHzBL8gBKZRqNBcZ U

VRu9BpYBD4Y/98y1jtX9Pm898+xzketoc4ZvhCgh9P0arVK1B3cKxB8 7bKiDDWAU
hgbnZ5c0I6L6GN9A
=HCQY
</xenc:EncryptedData>
<xenc:EncryptedKey> ... </xenc:EncryptedKey>
</saml:EncryptedAttribute>
</saml:AttributeStatement>

</saml:Assertion>

<!l-- this is the signature the sender generated to demonstrate holder-of-key
the signature should cover the isf header and body-->

<ds:Signature>

<ds:SignedInfo>

<ds:Reference URI="#A13454...245">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09 /xmldsig#shal"/>
<ds:DigestValue>GyGsF0OPi4xPU.. .</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="#MsgBody">
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<ds:DigestMethod Algorithm="http://www.w3.0rg/2000 /09/xmldsig#shal"/>
<ds:DigestValue>YgGfSOpi56pu...</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:Keylnfo>
<wsse: SecurityTokenReference>
<wsse:Keyldentifier
ValueType="http://docs.oasis-open.org/wss/2004/XX/oasis-20 04X X-wss-saml-token-profile-1.
0#SAMLAssertionID" />
2sxJu9g/vwLG9IsSANIbKp/8qONKU=
</wsse:Keyldentifier>
</ds:Keylnfo>
<ds:SignatureValue>
HJIWbvqW9EB84vJIVQKjjLLAGNNVBX7mYO00TZhwBdFNDEIgscSXZ5Ekw ==
</ds:SignatureValue>
</ds:Signature>
</wsse:Security>
</s:Header>
<s:Body id="MsgBody">
<pp:Modify>
<!l-- this is an ID-SIS-PP Modify message -->
</pp:Modify>
</s:Body>
</s:Envelope>

9.3. Conveyance of Sender as Invocation ldentity

This example depicts a request to access an identity-based web service in which the sender identity and the invocation
identity are the same (i.e. non-proxsying). The resource which the sender is attempting to access is described in an
<Attribute Statement> within the assertion.

Note that, while the assertion associates a subject’s name with a key, this association is made as a means to indicate
the authorization of that subject, acting with that key, to invoke a service. This facility, incorporated for authorization
purposes, serves a distinct and complementary function to the binding between subject and key, which the subject’s
certificate accomplishes for authentication purposes.

The example demonstrates:

* Sender is Invocation Identity.

* Transparent Resource Ildentifier.

<?xml version="1.0" encoding="UTF-8"?>
<s:Envelope xmins:s="http://schemas.xmlsoap.or g/soap/envelope/*
xmins:sb="urn:liberty:sh:2003-08"
xmins:pp="urn:liberty:id-sis-pp:20 03-08"
xmins:sec="urn:liberty:sec:2004-10"
xmins:wsse="http://docs.oasis-open.org/wss/20 04/01/o0asis-200401-wss-wssecur
ity-secext-1.0.xsd">

<s:Header>
<sh:Correlation s:mustUnderstand="1"
id="A13454...245"
actor="http://schemas.../next"
messagelD="uuid: efefefef-aaaa-ffff-cccc- eeeeffffbbbb"
timestamp="2112-03-15T11:12:127"/>
<wsse: Security>
<saml:Assertion

xmins:saml="urn:oasis:names:tc: SAML:2.0:assertion "

Version="2.0"

ID="sxJu9g/VWLGIsANIbKp/8qONKU="
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Issuelnstant="2005-04-01T16:58:33.1732">
<saml:Issuer>http://authority.example.com/</saml:Issue r>

<l-- signature by the issuer over the assertion -->
<ds:Signature>...</ds:Signature>

<l-- By placing an audience restriction on the assertion we
can limit the scope of which entity should consume
the information in the assertion. -->

<saml:Conditions
NotBefore="2005-04-01T16:57:20Z2"
NotOnOrAfter="2005-04-01T21:4 2:43Z">

<saml: AudienceRestrictionCondition>
<saml:Audience>http://wsp.example.com</saml: Audi ence>
</saml: AudienceRestrictionCondition>
</saml:Conditions>

<saml:Subject>
<saml:NamelD format="urn:oasis:names:tc: SAML:2.0:nameid-f ormat:entity">
http://ovaloffice.whitehouse.g ov/</saml:NamelD>
<saml: SubjectConfirmation
Method="urn:oasis:names:tc: SAML:2.0:cm:ho |der-of-key">
<saml: SubjectConfirmationData xsi:type="saml:KeylnfoConfirmati onDataType">

<!l-- This keyinfo is the key by which the sender must
prove possession in order for the relying party to
accept the Statements in this assertion. -->
<ds:Keylnfo>
<ds:KeyName>
CN=ovaloffice.whitehouse.gov,OU=Executive Branch,O=United States,...
</ds:KeyName>
<ds:KeyValue>...</ds:KeyValue>
</ds:KeylInfo>
</saml: SubjectConfirmationData>
</saml: SubjectConfirmation>
</saml:Subject>

<saml:AttributeStatement>
<saml:Attribute NameFormat="urn:oasis:names:tc: SAML:2.0:attrname -format:uri"
Name="urn:liberty:disco:2005-04:ResourcelD">
<saml:AttributeValue xsi:type="disco:ResourcelD>
http://wsp.example.com/pp?id=foobar</saml: At tributeValue>
</saml:Attribute>
</saml:AttributeStatement>
</saml:Assertion>
<!l-- this is the signature the sender generated to demonstrate holder-of-key
the signature should cover the isf header and body-->
<ds:Signature>
<ds:SignedInfo>

<ds:Reference URI="#A13454...245">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/x midsig#shal"/>
<ds:DigestValue>GyGsF0OPi4xPU...</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#MsgBody">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/0 9/xmldsig#shal"/>
<ds:DigestValue>YgGfSOpi56pu. ..</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:Keylnfo>
<wsse: SecurityTokenReference>
<wsse:Keyldentifier
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ValueType="http://docs.oasis-0 pen.org/wss/2004/XX/oasis-2004
XX-wss-saml-token-profile-1.0# SAMLAssertionID" />
2sxJu9g/vwLG9ISANIbKp/8qONKU=
</wsse:Keyldentifier>
</ds:Keylnfo>
<ds:SignatureValue>
HJIWbvqW9E84vJVQkjjiLLAGNNVBX7mYO00TZhwBdFNDEIgscSXZ5Ekw==
</ds:SignatureValue>
</ds:Signature>
</wsse:Security>
</s:Header>
<s:Body id="MsgBody">
<pp:Modify>
<l-- this is an ID-SIS-PP Modify message -->
</pp:Modify>
</s:Body>
</s:Envelope>

9.4. Proxy Chaining

The following example demonstrates:

» Proxy Chain captured inProxyTransitedStatement> as multiple<SubjectConfirmation>
different proxies separate from the sender are listed.

« Encrypted Name Identifier.
« Encrypted Resource Identifier.

« Authentication status of Invoking Identity.

<?xml version="1.0" encoding="UTF-8"?>
<s:Envelope xmlns:s="http://schemas.xmlsoap.o rg/soap/envelope/"
xmins:sb="urn:liberty:sbh:2004-04"
xmins:pp="urn:liberty:id-sis-pp:2 003-08"
xmins:sec="urn:liberty:sec:2004-10"
xmins:wsse="http://docs.oasis-open.org/wss/2 004/01/oasis-200401-wss-wssecu
rity-secext-1.0.xsd">

<s:Header>
id="A13454...245"
actor="http://schemas.../next"
messagelD="uuid: efefefef-aaaa-ffff-cccc -eeeeffffbbbb"
timestamp="2112-03-15T11:12:127"/>
<wsse: Security>
<saml:Assertion

xmlns:saml="urn:oasis:names:tc: SAML:2.0:assertion"

Version="2.0"

ID="sxJu9g/VvLG9sAN9bKp/8qONKU="

Issuelnstant="2005-04-01T16:58:33.173Z">

<saml:Issuer>http://authority.example.com/</saml:Issu er>

<l-- signature by the issuer over the assertion -->
<ds:Signature>...</ds: Signature>

<saml:Advice>
<saml:AssertionIDRef>refers to this assertion</saml:AssertionIDRefere nce>
<saml:Assertion>
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<!l-- This statement reflects path of proxy transitions The
list is comprised of SubjectConfirmation elements in the
order the proxy was transitioned (first to last). -->

<sec:ProxyTransitedStatement>
<saml: SubjectConfirmation Method="urn:oasis:names:tc:SAML: 2.0:cm:holder-of-key">

<saml:NamelD format="urn:oasis:names:tc: SAM L:2.0:nameid-format:entity" >
http://first.example.com/</saml:NamelD >

<saml:SubjectConfirmationData xsi:type="sec:ProxylnfoConfirmationDataType">

<saml:AssertionIDRef>
<l-- refers to an assertion issued by the assertion issuer to first.example.com. -->

</saml:AssertionIDRef>
<saml:Issuer>authority.example.com</sam |:Issuer>
<sec:Issuelnstant>2004-04-01T1 6:58:30.173Z</sec:|ssuelnst ant>

</saml: SubjectConfirmationData>

</sec:SubjectConfirmation>

<saml: SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm: holder-of-key">

<saml:NamelD format="urn:oasis:names:tc: SAML:2.0:n ameid-format:entity">
http://second.example.com/</saml:NamelD>

<saml: SubjectConfirmationData xsi:type="sec:ProxylnfoConfirmationDataType">

<saml:Assertion|DRef>
<l-- refers to an assertion issued by the assertion issuer to second.example.com. -->

</saml:AssertionIDRef>
<saml:Issuer>authority.example.com</saml:Issu er>
<sec:Issuelnstant>2004-04-01T16:58: 40.173Z</sec:Issuelnstant>

</saml: SubjectConfirmationData>

</sec:SubjectConfirmation>
</sec:ProxyTransitedStatement>
</saml:Assertion>
</saml:Advice>

<l-- By placing an audience restriction on the assertion we
can limit the scope of which entity should consume
the information in the assertion. -->

<saml:Conditions
NotBefore="2005-04-01T16:57:20Z"
NotOnOrAfter="2005-04-01T21:42:43Z2">

<saml: AudienceRestrictionCondition>
<saml:Audience>http://wsp.example. com</saml: Audience>
</saml: AudienceRestrictionCon dition>
</saml:Conditions>

<saml:Subject>
<saml:EncryptedID>
<xenc:EncryptedData>U2XTCNvRX7BI1NK182nmYO0TEk==</ xenc: EncryptedData>
<xenc:EncryptedKey>...</xenc:EncryptedKey>
</saml:EncryptedID>

<saml: SubjectConfirmation
Method="urn:oasis:names:tc: SAML:2.0:cm:holder-o f-key">
<saml:NamelD format="urn:oasis:names:tc: SAML:2.0:nameid-format: entity">
http://third.example.com/</saml:Na melD>
<saml:SubjectConfirmationData xsi:type="saml:KeylnfoConfirmationDataT ype">

<!I-- This keyinfo is the key by which the sender must
prove possession in order for the relying party to
accept the Statements in this assertion. -->
<ds:Keylnfo>
<ds:KeyName>
CN=third.example.com,OU=Client Services R US,O=Service Station,...
</ds:KeyName>
<ds:KeyValue>...</ds:KeyValue>
</ds:KeyInfo>
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</saml: SubjectConfirmationData>
</saml: SubjectConfirmation>
</saml:Subject>

<!-- The AuthnStatement carries information
that describes the authentication event
of the Subject to an Authentication Authority -->
<saml: AuthnStatement
Authninstant="2005-04-01T16:57:30.000Z"
Sessionindex="6345789">
<saml: AuthnContext>
<saml: AuthnContextClassRef>
urn:oasis:names:tc: SAML:2.0:ac:classes: PasswordP rotectedTransport
</saml: AuthnContextClassRef>
</saml: AuthnContext>
</saml:AuthnStatement>

<l-- The AttributeStatement carries an EncryptedAttribute.
Once this element is decrypted with the supplied key
an <Attribute> element bearing an <disco:ResourcelD>
can be found. -->
<saml:AttributeStatement>
<saml:EncryptedAttribute>
<xenc:EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc#Element">
MQEMAZRNIWKAAAEHIRWIir0eKDkyFAB7PoFazx3ftpOvWwbbzgXd gcX8fpEqSriv4
YqUc70MiJcBtKBp3+jlD4HPUaurlgHAO vidmMpM+sF2BnpND118f/mXCv3XbWhiL
xj1/M4yOCMAM/WBHT3xal7tWJIwsZkDRLWxXP7wSITXN jCThHzBL8gBKZRgNBcZIU

VRu9BpYBD4Y/98y1jtX9Pm898+xzketoc4Zv hCgh9P0arVK1B3cKxB87bKiDDWAU
hgbnzZ5c0l6L6GN9A
=HCQY
</xenc:EncryptedData>
<xenc:EncryptedKey> ... </xenc:EncryptedKey>
</saml:EncryptedAttribute>
</saml:AttributeStatement>

</saml:Assertion>

<!l-- this is the signature the sender generated to demonstrate holder-of-key
the signature should cover the header and body-->

<ds:Signature>

<ds:SignedInfo>

<ds:Reference URI="#A13454...245">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>GyGsF0OPi4xPU...</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#MsgBody">
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#sha 1"/>
<ds:DigestValue>YgGfSOpi56pu...</ds:Diges tValue>
</ds:Reference>
</ds:Signedinfo>
<ds:Keylnfo>
<wsse: SecurityTokenReference>
<wsse:Keyldentifier
ValueType="http://docs.oasis-open.org/wss/2 004/XX/oasis-2004 XX-wss-saml-t
oken-profile-1.0#SAMLAssertion ID" />
2sxJu9g/vwLG9sANIbKp/8qONKU=
</wsse:Keyldentifier>
</ds:KeyInfo>
<ds:SignatureValue>
HJIWbvqW9E84vJIVQkjiLLAGNNVBX7mY00TZhwBd FNDEIgscSXZ5Ekw==
</ds:SignatureValue>
</ds:Signature>
</wsse:Security>
</s:Header>
<s:Body id="MsgBody">
<pp:Modify>
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<!l-- this is an ID-SIS-PP Modify message -->
</pp:Modify>
</s:Body>
</s:Envelope>

9.5. SAML Bearer Token

The following example demonstrates the Bearer message authentication mechanism by supplying a SAML bearer
token[wss-samliin the security header.

<?xml version="1.0" encoding="UTF-8"?>
<s:Envelope xmins:s="http://schemas.xmlsoap.or g/soap/envelope/"
xmins:sb="urn:liberty:sb:2 003-08"
xmlins:pp="urn:liberty:id-sis-pp:2003 -08"
xmlins:sec="urn:liberty:sec:2004-10"
xmins:wsse="http://docs.oasis-open.org/wss/2004/0 1/o0asis-200401-wss-wssecurity-
secext-1.0.xsd">

<s:Header>
<sh:Correlation s:mustUnderstand="1"
id="A13454...245"
actor="http://schemas.../next"
messagelD="uuid: efefefef-aaaa-ffff-cccc-eeeefff fobbb"
timestamp="2112-03-15T11:12:1 2Z"/>

<wsse: Security>
<!l-- this is an embedded reference to the bearer token -->
<wsse: SecurityTokenReference>
<wsse:Embedded
ValueType="http://docs.oasis-open.org/wss/2004/XX /oasis-2004 X X-wss-saml-token-p
rofile-1.0#SAMLAssertion|D">

<saml:Assertion
xmins:saml="urn:oasis:names:tc: SAML:2.0:asserti on"
Version="2.0"
ID="sxJu9g/VWLGISAN9bKp/8qONKU="
Issuelnstant="2005-04-01T16:58:33.1 732">

<saml:Issuer=>http://authority.example.com /</saml:|ssuer>

<l-- signature by the issuer over the assertion -->
<ds:Signature>...</ds:Signat ure>

<l-- By placing an audience restriction on the assertion we
can limit the scope of which entity should consume
the information in the assertion. -->

<saml:Conditions
NotBefore="2005-04-01T16:57:20Z"
NotOnOrAfter="2005-04-01T21:42:43Z2">

<saml: AudienceRestrictionCond ition>
<saml: Audience>http://wsp.example.com </saml: Audience>
</saml: AudienceRestrictionCon dition>
</saml:Conditions>

<saml: Subject>
<saml:EncryptedID>
<xenc:EncryptedData>U2XTCNvRX7BI1NK182 nmYO00TEk==</xenc:EncryptedDat a>
<xenc:EncryptedKey>...</xenc:EncryptedKey >
</saml:EncryptedID>

<saml:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm: bearer">
</saml: SubjectConfirmation>
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1420 </saml:Subject>

1421

1422 <l-- The AuthnStatement carries information

1423 that describes the authentication event

1424 of the Subject to an Authentication Authority -->

1425 <saml:AuthnStatement

1426 Authninstant="2005-04-01T16:5 7:30.000Z"

1427 Sessionindex="6345789">

1428 <saml:AuthnContext>

1429 <saml:AuthnContextClassRef>

1430 urn:oasis:names:tc: SAML:2.0:ac:cl asses: PasswordProtectedTransp ort

1431 </saml:AuthnContextClassRef>

1432 </saml: AuthnContext>

1433 </saml: AuthnStatement>

1434

1435 <l-- The AttributeStatement carries an EncrpytedAttribute.

1436 Once this element is decrypted with the supplied key

1437 an <Attribute> element bearing an <disco:ResourcelD>

1438 can be found. -->

1439 <saml: AttributeStatement>

1440 <saml:EncryptedAttribute>

1441 <xenc:EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc# Element">

1442 MQEMAZRNIWKAAAEHIRWir0eK DkyFAB7P oFazx3ftpOvWwhbzgXdgeX8fpEqSrl v4
1443 YqUc70MiJcBtKBp3+jlID4HPUaurlgHAOvrdmMpM+ sF2BnpND118f/mXCv3XbWhiL
1444 Xj1/M4y0OCMAM/WBHT3xal7tWJwsZKDRLWxXP7wSITXNjCThH zBL8gBKZRgNBcZIU
1445

1446 VRU9BpYBD4Y/98y1jtX9Pm898+xzketoc4Z vhCgh9P0arVK1B3cKxB87bKiDDWAU
1447 hg6nZ5c016L6GN9A

1448 =HCQY

1449 </xenc:EncryptedData>

1450 <xenc:EncryptedKey> ... </xenc:EncryptedKey>

1451 </saml:EncryptedAttribute>

1452 </saml: Attribute Statement>

1453

1454 </saml:Assertion>

1455 </wsse:Embedded>

1456 </wsse: SecurityTokenReference>

1457 </wsse: Security>

1458 </s:Header>
1459 <s:Body id="MsgBody">

1460 <pp:Modify>
1461 <l-- this is an ID-SIS-PP Modify message -->
1462 </pp:Modify>

1463 </s:Body>
1464 </s:Envelope>

1466 9.6. X.509 v3 Message Authentication

1467 The following example demonstrates X.509 v3 message authentication mechanism.

1468
1469 <?xml version="1.0" encoding="UTF-8"?>
1470 <s:Envelope xmins:s="http://schemas.xmlsoap. org/soap/envelope/"

1471 xmins:sb="urn:liberty:sh:2003-08"

1472 xmins:pp="urn:liberty:id-sis-pp :2003-08"

1473 xmins:sec="urn:liberty:sec:2003 -08"

1474 xmins:wsse="http://docs.oasis-open.org/ wss/2004/01/0asis-200401-wss-w
1475 ssecurity-secext-1.0.xsd">

1476

1477

1478 <s:Header>

1479 <sh:Correlation s:mustUnderstand="1"

1480 id="A13454...245"

1481 actor="http://schemas.../next"

1482 messagelD="uuid: efefefef-aaaa-ff ff-cccc-eeeeffffbbbb"
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1483 timestamp="2112-03-15T11:12:12Z"/>

1484 <wsse:Security xmlns:wsse="...">

1485 <wsse:BinarySecurityToken ValueType="wsse:X509v3" wsu:ld="X509Token"
1486 EncodingType="wsse:Base64Binary">

1487 MIIB9zCCAWSgAWIBAQIQ...

1488 </wsse:BinarySecurityToken>

1489 <ds:Signature xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">

1490 <ds:SignedInfo>

1491

1492 <l-- bind the correlation header ->

1493 <ds:Reference URI="#A13454...245">

1494 <ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig #shal"/>
1495 <ds:DigestValue>GyGsFOPi4xPU...</ds : DigestValue>

1496 </ds:Reference>

1497 <!-- bind the security token (thwart cert substitution attacks) ->

1498 <ds:Reference URI="#X509Token">

1499 <ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/x mldsig#shal"/>
1500 <ds:DigestValue>Ru4cAfeBABE.. .</ds:DigestValue>

1501 </ds:Reference>

1502 <l-- bind the body of the message ->

1503 <ds:Reference URI="#MsgBody">

1504 <ds:DigestMethod Algorithm="http://www.w3.0rg/2000/0 9/xmldsig#shal"/>
1505 <ds:DigestValue>YgGfS0pi56pu...</ds: DigestValue>

1506 </ds:Reference>

1507 </ds: Signedinfo>

1508 <ds:Keylnfo>

1509 <wsse: SecurityTokenReference>

1510 <wsse:Reference URI="#X509Token" />

1511 </wsse:SecurityTokenReference>

1512 </ds:KeylInfo>

1513 <ds:SignatureValue>

1514 HJIWbvgW9EB4vJVQkjjLLAGNNVBX7m YOOTZhwBdFNDEIgscSXZ5Ekw==
1515 </ds:SignatureValue>

1516 </ds:Signature>

1517 </wsse: Security>

1518 </s:Header>

1519 <s:Body id="MsgBody">

1520 <pp:Modify>

1521 <l-- this is an ID-SIS-PP Modify message -->

1522 </pp:Modify>

1523 </s:Body>

1524 </s:Envelope>

1525

1526 9.7. Custom Bearer Token Message Authentication

1527 This example depicts a custom security token being conveyed to the relying party. For such an example to function,
1528 the producer and consumer of the custom token must be able to determine the proper processing rules based off of the
1529 wsse:ValueType attribute.

1530
1531 <?xml version="1.0" encoding="UTF-8"?>
1532 <s:Envelope xmins:s="http://schemas.xmlsoap.or g/soap/envelope/"

1533 xmins:sb="urn:liberty:sb:2 003-08"

1534 xmins:pp="urn:liberty:id-sis-pp:2003 -08"

1535 xmins:sec="urn:liberty:sec:2004-10"

1536 xmins:wsse="http://docs.oasis-open.org/wss/2004/0 1/oasis-200401-wss-wssecurity-
1537 secext-1.0.xsd">

1538

1539 <s:Header>

1540 <sh:Correlation s:mustUnderstand="1"

1541 id="A13454...245"

1542 actor="http://schemas.../next"

1543 messagelD="uuid: efefefef-aaaa-ffff-cccc-eeeefff fobbb"
1544 timestamp="2112-03-15T11:12:1 27"/>

1545
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<wsse: Security>
<l-- Custom binary security token -->
<wsse:BinarySecurityToken
ValueType="anyNSPrefix: ServiceSess ionContext"
EncodingType="wsse:Base64Binary"
wsu:ld="pst" />
MQEMAZRNIWKAAAEHIRWIir0OeKDkyFAB7PoFazx3ftpOvWwbbzgXdgcX8fpEq Sriv4
YqUc70MiJcBtKBp3+jIDAHPUaurlgHAOvrdmMpM+sF2BnpND 118f/mXCv3XbWhiL
Xj1/M4yOCMAM/WBHT3xal7tWJIwsZkDRLWxXP7 wSITXNjCThHzBL8gBKZRgNBcZIU
QXdpl/HIYQo5tlvCAM4pGk8nJFh6JrLsOENT887aJRaasvBAAQ27C7D4 Dmpt0laC
FgLEQ98/It6nkFmf70iuZklD++xQXn74LWOvdNIki43Va SXWcQAjzCzirHSuVX1N
QvAsufa9Vghnry5BIxe2VzwitMDwiRCS/b pbRQAFEbQMR2FyeSBGLIBFbGxpc29u
IDxnYXJ5LmVsbGlzb25Ac3VuLmNvbT6JARUDBRAOZ5icfpHfi79/f MOBARwaB/sG
YHj+fpvMgRZev/i0DyZX+s6YyMZKeJ4pVHeboFP7Ka POR+VVAPOqojK+6ITUyX2w
R3eqeJPMbWgmOA/EAYKYE/xcqrq2ddS q2SG43530/TTOfY+ENXtttVhBdJI79 KLx
8fR2f9jLKIgQBU2MRKpy5EdJ1gmthKQm/SGTKRz8uncs5BtmJIx kAbskuSi6Ys24E
PvOr97dwW/uTfh7VM8+SA/hkCF6QVE1UzvgpKwEp oh2DZiuzvwAFqV/tINZRHGhCg
TNLvyz+5yYXSAY3nr8UPzNJ9QUXrsmzBGDSIpgp3GO7kLOVHN//B/5GLSV cofzpA
Xj/JP+41N4sDJGkyCWwqiQEeBBABAgAJBQI+dOxwAhkBAAo JEPCJEJLOultFpMgH
9AzI8pmuPKxv3dQcugZ+rJRsy2YYuuSkWpj9 7n5PFWvBGTSAu2+2wo3uLn8A596w
n4MVShix5SC2rMKKZABJ8ObqtbbS1tQaldmPg471gmnHjazeqbPfPwp QHzQ66cje
De/3QbxBD/rPXV2SiyECed0qRsbuC9003TonrJBOp6+H s6jSkjGvQeJjvutukiIMN
A9TOdOCKNI1IRIEUWI4zwef7cmHW]jWYfC64 IBpgMFLC7XrYE7pXAL2Y6pi8Ta5n|G L
1dWryWzSDMCEunOt5wiulYqZ+BXvy11kp2iKmi56i0Tg5UHXGJgr 60ZONDwMDIhW
sI9v1kuHhJuWz8DZiz01i7QgR2FyeSBFbGxpc29ul DxnZmVAaW50ZXJoYWNrLm5I
dD6JARQDBRA+d1WR8IkQkv26WOUBAX gsB/UROD8wayj9v7gMK3K9ldxk/3K1 6myl
mO0Q5mzFkXoLZ6EJ3wZlpxteR90eTo2F/5tJ0k9SFNaelfFuip VGz9y+iDHHVKyQw
kDGg7YB5+fK1siebpUnlemvhmngrUzLnmbOJDp By+UukRGjRLhDSUEXN8fpGb27d
ddo20dK31nR9OpRPGo/F2mkduatD28MMPVN4RpOKwW8NX7PIIXVPNnTXGgfLY2PDOO
Dk5he7KszA3rJul9Dof0lidnLHIOXiIHWXWFx7le66vwIHC laNwpvU8BXSelgbKDA
ZzFMfUHsKyTdMo9I+ByDk/jLsGsvZ61tROS hVWSwOO0rC8pKa3sVmSMy0C2dmzZUBz
dW4uY29tiQETAWUQP3pIwvCJIEJLIUItFAQGRDgfwmharrlACqYAr2a 2yFoex0glz
NrTQVMjRWw5EYzoGu9KMQ5ilsBIpIHCcABLY/Y6rb0qg srP7Pu0Z082uuQAlfpRzs
i4lHsZDOeKKAiw7G3bJO+DpkwYPHC7Y FObof45Y71BWO+0OBfKrMb73ZfgYYGK Ic
tECofkVO3fvNHNEeDIEzhvY20783JOGbdN34P5NcLre69eL PF3K NhonLQMVxXINmh
OkwlI5rUckRPAPY4WgKV/VQEZtXSPmx9t4x3jUjc+ yDtSdvTnBMwWEHUU3/Pn8TICa
XsvFX/55u0POntxF0ilA+0UpsCGrGpdzv1q7tRmFsF5aOP1Um79Qg10/506 0Gkdh
cnkgRWxsaXNvbiA8Z2ZIQHN1bi5jb20+IQEUAWUQP3pmAvVCJ EJLOuUltFAQF1twf0
CAY7B8Nb74w+mYYyHS+UXCrPQR21vs5DjzuKo 0X7j6pJHDQqghfss24NLBvvpufZa
UTE27fDIX+HCOSK5cjGUTqoX/4nkMe+HM87vPcChbS3ITGT+yxVjyiQ9 BleismX2
QTI9RkS3ZDXNux32uONDRX7dykNX6fYkKRGserWHhdXIH ppmmvLodKCK/sZkkqgzf
VT4r9ytfpXBluelOV93X8RUz4ecZcDm9e+ IEG+pQjnvgrSgacINrW5K/CIJEOUUjh
0GTrym0Ziutezhrw/gOeLVtkywsMgDr77gWZxRvw01lwlogtUdTceu RBIDANj+KVZ
VLKITCaGAUNIjkiDDgti
=0uKj
</wsse:BinarySecurityToken>

<l-- this is the reference to the above bearer token -->
<wsse: SecurityTokenReference>
<wsse:Reference URI="#bst" />
</wsse: SecurityTokenReference>
</wsse: Security>

</s:Header>
<s:Body id="MsgBody">

<!-- payload -->

</s:Body>
</s:Envelope>

Liberty Alliance Project: Confidential

42



Liberty Alliance Project: DRAFT Version: v2.0-03

Liberty ID-WSF Security Mechanisms

10. Schema

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="urn:liberty:sec:20 04-12"
xmins:xenc="http://www.w3.0rg/2001/04/xm lenc#"
xmins:saml="urn:oasis:names:tc: SAML: 2.0:assertion"
xmins:disco="urn:liberty:disco :2004-12"
xmlins:xs="http://www.w3.0rg/2001/XML Schema"
xmins:sec="urn:liberty:sec:2004-12"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:md="urn:liberty:metadata:2004-12"
elementFormDefault="qualified"
attributeFormDefault="unqualified">

<xs:import hamespace="urn:oasis:names:tc: SAML:2.0:asser tion"
schemalocation="sstc-saml|-schema-assertion-2.0.xsd"/>

<xs:import namespace="urn:liberty:disco:2004-12"
schemalocation="liberty-idwsf-dis co-svc-v2.0.xsd"/>

<l--  <xs:import namespace="urn:liberty:ac:2004-12"

schemalocation="liberty-authentication-context-v2.0.xsd"/> -->
<xs:import hamespace="urn:liberty: metadata: 2004 -12"
schemalocation="liberty-metadata-v2.0.xs d"/>
<xs:import namespace="http://www.w3.0rg/2001/04/x mlenc#"
schemalocation="http://www.w3.0rg/T R/2002/REC-xmlenc-core-2002121 0/xenc-schema.xsd"/>
<xs:import namespace="http://www.w3.0rg/2000/09/xmldsig#"
schemalocation="http://www.w3.0rg/TR/2002/REC-xm Idsig-core-20020212/xmldsig-co
re-schema.xsd"/>
<xs:annotation>
<xs:documentation>Liberty ID-WSF Security Mechanisms Specification XSD</xs:documentation>
<xs:documentation>
The source code in this XSD file was excerpted verbatim from:

Liberty ID-WSF Security Mechanisms Specification
Version 2.0-03
22 November 2004

Copyright (c) 2004 Liberty Alliance participants, see
http://www.projectliberty.org /specs/idwsf_2_0_copyrights.php

</xs:documentation>
</xs:annotation>

<xs:element name="ProxyTransitedStatement" type="sec:ProxyTransitedStatementType"/>
<xs:complexType name="ProxyTransitedStatementType">
<xs:complexContent>
<xs:extension base="saml:StatementAbstractType">
<xs:sequence>
<xs:element ref="saml: SubjectConfirmation" minOccurs="1" maxOccurs="unbounded"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>  <xs:complexType name="ProxylnfoConfirmationDataType" mixed="false">
<xs:complexContent>
<xs:restriction base="saml:SubjectConfirmationDataType">
<xs:sequence>
<xs:element ref="saml:AssertionIDRef"/>
<xs:element ref="saml:Issuer" />
<xs:element name="Issuelnstant" type="xs:dateTime"/>
<xs:element ref="ds:Signature" minOccurs="0" maxOccurs="1"/>
</xs:sequence>
<xs:attribute name="id" type="xs:1D"/>
</xs:restriction>
</xs:complexContent>
</xs:complexType>
</xs:schema>
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