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1 Introduction

This specification defines the abstract Liberty protocols for identity federation, single sign-on, name registration,
federation termination, and single logout. Several concrete bindings and profiles of these protocols are defined in

[LibertyBindProf].

1.1 Notation

This specification uses schema documents conforming to W3C XML Schema (see [Schemal]) and normative text to
describe the syntax and semantics of XML-encoded SAML assertions and protocol messages. Note: Phrases and
numbersin brackets [ ] refer to other documents; details of these references can be found in Section 5 (at the end of
this document).

The key words “MUST,” “MUST NOT,” “REQUIRED,” “SHALL,” “SHALL NOT,” “SHOULD,” “SHOULD
NOT,” “RECOMMENDED,” “MAY,” and “OPTIONAL" in this specification are to be interpreted as described in
[REC2119]: “they MUST only be used whereit isactualy required for interoperation or to limit behavior which has
potential for causing harm (e.g., limiting retransmissions).”

These keywords are thus capitalized when used to unambiguously specify requirements over protocol and application
features and behavior that affect the interoperability and security of implementations. When these words are not
capitalized, they are meant in their natural-language sense.

Li stings of schemas appear |ike this.

Li stings of instance fragnments appear |ike this.

The following namespaces arereferred to in this document:

Theprefix | i b: standsfor the Liberty ID-FF namespace (ur n: | i berty:iff: 1. 2). Thisnamespaceis
the default for instance fragments, type names, and element namesin this document.

The prefix ac: stands for the Liberty authentication context namespace (ur n: | i berty: ac: 1. 2)

The prefix sam : stands for the SAML assertion namespace
(urn:oasis: nanes:tc: SAM.: 1. 0: assertion).

The prefix sam p: stands for the SAML protocol namespace
(urn: oasi s: nanes:tc: SAM.: 1. 0: prot ocol).

The prefix ds: stands for the W3C XML signature namespace
(http://ww. w3. or g/ 2000/ 09/ xnl dsi g#) .

The prefix xsd: stands for the W3C XML schema hamespace
(http:// ww wW3. or g/ 2001/ XM_Schema). In schemallistings, thisisthe default namespace
and no prefix is shown.

The prefix xsi : stands for the W3C XML schema instance namespace
(http://ww. wW3. org/ 2001/ XM_Schema- i nst ance).

This specification uses the following typographical conventionsin text: <El enent >, <ns: For ei gnEl enent >,
At tri but e, Datatype, & her Code.

For readability, when an XML Schematypeis specified to be xsd: bool ean, this document discusses the values as
“true’” and “false” rather than the“1” and “0” which areaso legal xsd: bool ean values.

Definitions for Liberty-specific terms can be found in [LibertyGloss].

Liberty Alliance Project
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1.2 Overview

This specification defines a set of protocols that collectively provide a solution for identity federation management,
cross-domain authentication, and session management.

The Liberty architecture containsthree actors. Principal, identity provider, and service provider. A Principal isan
entity (for example, an end user) that has an identity provided by an identity provider. A service provider provides
services to the Principal.

Once the Principal isauthenticated to the identity provider, the identity provider can provide an authentication
assertion to the Principal, who can present the assertion to the service provider. The Principal isthen also authenticated
to the service provider if the service provider truststhe assertion. An identity federation is said to exist between an
identity provider and a service provider when an identity provider issues assertions with a persistent nameidentifier
regarding aparticular Principal to the service provider.. This specification defines a protocol where the identity of the
Principal can be federated between the identity provider and the service provider. Service providers can also request a
non-persstent, one-time only, anonymous name identifier for the Principal.

This specification relies on the SAML specification in [SAMLCore]. In SAML terminology, an identity provider acts
as an Asserting Party and an Authentication Authority, while a service provider acts asa Relying Party.

2 Schema Declarations

This document specifies an XML schemafor Liberty ID-FF. The schema header along with namespace, type, and
element declarationsarein 1.1 and 2.2.

2.1 Schema Header and Namespace Declarations

The following schema fragment defines the XML namespaces and other header information for the Liberty schema:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<schema target Nanespace="urn:liberty:iff:1.2" xmns:lib="urn:liberty:iff:1.2"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="ht t p: / / www. W3. or g/ 2001/ 04/ xm enc#"
xm ns: sam p="urn: oasi s: nanes: tc: SAM_: 1. 0: prot ocol "
xm ns: sanl =" ur n: oasi s: nanes: tc: SAML: 1. 0: assertion" xm ns:ac="urn:liberty:ac:1.2"
xm ns="http://ww. w3. org/ 2001/ XM_Scherma" el enent For nDef aul t =" qual i fi ed"
attri but eFor nDef aul t =" unqual i fi ed" >
<i nport nanmespace="urn:oasi s: nanes:tc: SAM.: 1. 0: assertion" schemalLocati on="
http://ww. oasi s- open. or g/ comni tt ees/ security/ docs/ cs-sstc-schema-asserti on-
01. xsd"/ >
<i nport nanespace="urn:oasi s: nanes:tc: SAM.: 1. 0: prot ocol " schemalLocati on="
http://ww. oasi s- open. or g/ comni ttees/security/ docs/ cs-sst c- schema- protocol -
01. xsd"/ >
<i nport nanmespace="http://ww. w3. org/ 2001/ 04/ xm enc#"
schemalLocati on="http://ww. w3. or g/ TR/ xm enc- cor e/ xenc- schema. xsd"/ >
<i nport nanespace="http://ww. w3. org/ 2000/ 09/ xm dsi g#"
schemalLocati on="http://ww. w3. or g/ TR/ xm dsi g- cor e/ xnil dsi g- cor e- schena. xsd"/ >
<i nport nanespace="urn:|iberty:ac:1.2"
schemalLocati on="http://ww. projectliberty. org/specs/liberty-architecture-
aut henti cati on-context-v1. 2. xsd"/>
<i ncl ude schemalLocation="http://ww. projectliberty.org/specs/liberty-architecture-
utility-v1.0.xsd"/>

2.2 Type and Element Declarations

Declarations for types and elements that are subsequently referred to in this document are as follows:

Liberty Alliance Project
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<si npl eType name="Provi der| DType" >
<restriction base="anyURl "/>
</ si npl eType>

<el ement nanme="Provi der|I D' type="Iib: Provi der| DType"/>
<el ement name="Affiliationl D' type="Iib: Providerl DIype"/>
3 Protocols

The Liberty protocol suite consists of the following protocols:

Single Sign-On and Federation: The protocol by which identities are federated and by which single sign-on
occurs.

Name Registration: The protocol by which a provider can register an alternative opague handle (or name
identifier) for a Principal.

Federation Termination Notification: The protocol by which a provider can notify another provider than a
particular identity federation has been terminated (also known as de-federation).

Single Logout: The protocol by which providers notify each other of logout events.

Introduction Notification: The protocol by which afirst provider can notify a second provider about the
successful introduction of athird provider to thefirst provider thanks to the mediation of the second
provider.

Provider Relationship Termination: The protocol by which afirst provider can notify a second provider than
that arelationship between thefirst and athird provider has been terminated.

3.1 General Requirements

The following sections define a set of general requirements applicableto all protocols.

3.1.1 XML Signature

The XML signature specification calsout a general XML syntax for signing data with many flexibilities and choices.
All sgned XML entities MUST adhere to the“XML Signature Profile” constraints defined in [SAML Core].

3.1.2 Protocol and Assertion Versioning

Version information appearsin protocol messages and assertions defined in this specification. This specification
defines version 1.2 for the protocol messages and assertions. Version numbering of assertions isindependent of the
version numbering of the protocol messages.

This specification follows the version numbering requirements, processing rules, and error conditions specified in
“SAML Versioning” in [SAML Core].

3.1.3 Provider and Affiliation ID Uniqueness

All providers and affiliations have a URI-based identifier. A provider’s URI-based identifier MUST be unique within
the scope of all providers with which it communicates. It isRECOMMENDED that a provider use a URL with its own
domain name for thisidentifier. Any URI-based identifier MUST NOT be more than 1024 characters in length.

All provider and affiliation identifiers MUST conform to the rules specified in [LibMetadata] regarding such
identifiers.

Some profiles of the protocols contained in this specification may require a succinct 20-byte identifier. A provider
MUST derive any such identifier by generating the SHA-1 hash of its URI-based identifier.

Liberty Alliance Project
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3.1.4 Name ldentifier Construction

Principals are assigned name identifiers by identity providers and potentially by service providers. When generated by
the identity provider, anameidentifier MUST be constructed using pseudo-random values that have no discernible
correspondence with the Principal’ sidentifier (e.g., username) at theidentity provider. Theintent isto create anon-
public pseudonym to prevent the discovery of the Principal’ sidentity or activities. Service providers SHOULD follow
the same construction rules. Name identifier values MUST NOT exceed alength of 256 characters.

When generating one-time-use identifiersfor Principals, an identity provider MUST employ a pseudo-random
technique such that the probability of two randomly chosen identifiers being identical MUST be |ess than 2°*?% and
SHOULD be less than 27,

3.1.5 Signature Verification

Processing rules for the protocol s defined in this document commonly specify digital Sgnature verification. In these
cases, it isnot sufficient to only verify the signature of the signed object. Verification of the<ds: Si gnat ur e>
dement MUST be performed in accordance with the best practices for the certification path technology in use. For
example, when using X.509 v3 public key certificatesit is strongly RECOMMENDED that certification path
validation be performed in accordance to the PK1X Profile as specified in [RFC3280].

XML signatures SHOULD NOT be performed with any transforms other than:

Enveloped Signature [ XMLDsig
Exclusive XML Canonicalization [XMLCanon

Receivers MUST NOT accept XML signatures created using other transforms without verification that the transforms
do not omit any part of the data to be signed from the signed byte stream. Receivers MAY regject any messages with
transforms other than the set specified above. Senders MUST NOT send messages using other transforms without
prior agreement asto their contents.

XML signatures in messages MUST use aproper URI fragment in the URI attribute of the Reference e ement to
identify the signed element. This URI fragment SHOULD referencethei d attribute of an e ement in the same
document using an XPointer [ XPointer] shortcut reference.

The signer MUST NOT assume that the signed el ement will be at the root of the document during verification. It
MUST be possible to validate the signature after adding or removing surrounding context for the profile in use (for
example, the SOAP envelope, or the<sam p: Response> element). Implementers are encouraged to verify
compliance with this requirement via empirical testing.

The SignedSAM L Request Typeis provided to allow SAML requests to be signed using these guidelines. Specific
usage of thistypeis shown in the relevant sections of [LibertyBindProf].

3.1.6 Security

Because this specification defines only abstract protocols and does not define specific protocol profiles or the
environment in which protocols will be deployed, most security requirements are deferred to individua profiles. See
[LibertyBindProf] for security considerations for the Liberty-defined bindings and profiles. When a genera security
requirement can be stated for one of the abstract protocols described in this specification, the requirement is stated in
line with the specific protocol.

3.1.7 Time Values
All Liberty time values have the type dateTime, which is built in to the W3C XML Schema Datatypes specification

[Schema?2]. Liberty time values MUST be expressed in UTC form, indicated by a“Z” immediately following the time
portion of the value.

Liberty Alliance Project
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262 Liberty requesters and responders SHOULD NOT rely on other applications supporting timeresol ution finer than
263  seconds, asimplementations MAY ignore fractional second components specified in timestamp values.
264 Implementations MUST NOT generate time instants that specify leap seconds.

265 3.1.8 Time Synchronization

266 Providers SHOULD NOT assumethat other providers have clocks that are synchronized closer than one minute.

267  Theldentity Provider SHOULD NOT include aNot Bef or e attribute on the Conditions e ement of the assertion it
268  generates which contains the time the assertion was generated.

269  The ldentity Provider SHOULD NOT includeaNot OnCOr Af t er attribute on the Conditions el ement of the assertion
270 it generates which isless than one minute later than the time when the assertion was generated.

271 The Service Provider SHOULD NOT terminate the principal's session based solely on the Not OnOr Af t er attribute
272 of the Conditions element of the assertion used to authenticate the principal. If the assertion was valid when the
273 principal was authenticated, the principal SHOULD remain authenticated until one of the following occurs:

274 <Logout Request > isreceived

275 The user's session times out vianormal means

276 The ReauthenticateOnOrAfter time on the <Aut hent i cati onSt at emrent > used to authenticate the
277 principal, if any, isreached

278  3.1.9 Response Status Codes

279 All Liberty response messages use <sam p: St at us Code> elementsto indicate the status of a corresponding
280 request. Responders MUST comply with therulesgoverning <sam p: St at usCode> eements specified in
281 [SAML Core] regarding the use of nested second-level response codes to provide specific information relating to
282 particular errors. A number of status codes are defined within the Liberty namespace for use with this specification.

283 3.1.10 Use of <Ext ensi on> in Protocols

284 Most of the protocol messages defined in this document contain a generic <Ext ensi on> dement that permitsthe
285 inclusion of arbitrary XML content representing agreements between providers that go beyond the bounds of the

286  specification. Implementers should understand that while extension content can be of a complex nature when fully
287  XML-capable profiles are used, thisis not the case for profiles that bind protocol messagesto a URL query string.

288  When using such profiles, the extension content MUST be deterministically expressible as a sequence of name/value
289 pairs. Thisrequiresthat the XML content MUST be confined to attributes and simple element content in the "null"
290 namespace with non-overlapping local names. The tota size of extension content SHOULD be minimized.

291  3.1.11 Interoperation with previous Liberty Implementations

292  The protocols and schema definitionsin this document are not compatible with previous versions of this specification.
293  Thefollowing guidelines will assist implementors and depl oyers of the 1.2 specification in maximizing the

294  opportunities for interoperability with software that implements an older specification. The primary goal isto avoid
295  sending messages to communication endpoints that those endpoints will not understand.

296 « Metadata SHOULD be used to the greatest extent possible to identity the capabilities of a provider, so that
297 the proper messages can be sent. See [LibMetadata].

298 e Version 1.2 implementations SHOULD avoid sending 1.2 requests or notifications to providers that only
299 implement earlier versions of the specification.

300 ¢ When in doubt, 1.2 implementations SHOULD send 1.1 requests and notifications when the older

301 specification meets the requirements of the transaction.
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« Version 1.2 implementations MUST respond to older requests with responses matching the version of the
request.

These rules apply to all of the request/response protocol s and asynchronous natifications defined in this specification.
3.1.12 Use of the consent attribute

In messages where a consent attribute is specified, this attribute should be used to indicate whether or not auser’s
consent has been obtained by the message sender.

Three values are defined for this attribute:

urn: liberty: consent: obt ai ned indicatesthat a user’ s consent has been obtained by the sender
of the message. If the message sender uses thisvalue, they SHOULD sign the message such that the
signature covers this attribute.

urn: liberty: consent: unavai | abl e indicatesthat the message sender did not obtain consent.

urn:liberty: consent:inapplicabl e indicatesthat the message sender does not believe that
they need to obtain or report consent in the sending of this message.

3.2 Single Sign-On and Federation Protocol

The Single Sign-On and Federation Protocol defines arequest and response protocol by which single sign-on and
identity federation occurs. The protocol works as follows:

1. A service provider issues an <Aut hnRequest > request to an identity provider, instructing the
identity provider to provide an authentication assertion to the service provider. Optionally, the service
provider MAY request that the identity be federated.

2. Theidentity provider responds with either an <Aut hnResponse> containing authentication
assertions to the service provider or an artifact that can be de-referenced into an authentication
assertion. Additionally, the identity provider potentially federates the Principal’ sidentity at the
identity provider with the Principal’ s identity at the service provider.

Theresulting authentication statement in the assertion by the identity provider MAY contain a

Reaut hent i cat eOnOr Af t er attribute. If thisattribute is included, the service provider MUST send anew
<Aut hnRequest > for the Principal to theidentity provider at the next point of interaction with the Principal on or
after the time specified by the Reaut hent i cat eOnOr Af t er attribute. It isthen up to the identity provider to
authenticate the user.

Note: The Principal may already have an authenti cated session with the identity provider, in which casethe
identity provider would generate anew authentication assertion without any intervention by the Principal.

3.2.1 Request

The service provider issues an <Aut hnRequest > request to theidentity provider. A set of parametersisincluded in
the request that allows the service provider to specify desired behavior at the identity provider in processing the
request. The service provider can control the following identity provider behaviors:

Prompt the Principal for credentiasif the Principal isnot presently authenticated.

Prompt the Principal for credentids, even if the Principd is presently authenticated.

Federate the Principal’ s identity at the identity provider with the Principal’ sidentity at the service provider.

I ssue an anonymous and temporary identifier for the Principal to the service provider.

Use a specific protocol profile in responding to therequest.

Use a specific authentication context (for example, smartcard-based authentication vs. username/password-
based authentication).
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Restrict or limit the identity provider's ability to proxy the authentication request to additional identity
providers.

Additionaly, the service provider MAY include any desired state information in the request that the identity provider
should rdlay back to the service provider in theresponse.

The <Aut hnRequest > message SHOULD be signed. If the requesting provider's <Aut hNRequest sSi gned>
metadata eement is"true”, then any request messages it generates MUST be signed.

3.2.1.1 Element <AuthnRequest>

The <Aut hnRequest > is defined as an extension of samlp:RequestAbstractType. The Request | Dattributein
samlp: RequestAbstract Type has uniqueness requirements placed on it by [SAML Core], which requireit to have the
properties of anonce.

The elements of the request are asfollows:
Ext ensi on [Optional]

Optional container for protocol extensions established by agreement between providers. Implementors should note
that this e ement may not contain content from the core Liberty namespace (which is prevented at the schema level
by requiring namespace=" ##ot her ).

Provi der | D[Required]
The service provider’s URI-based identifier.

Affiliationld[Optional]
If present, indicates that the requesting service provider is acting asamember of the affiliation group identified.

Nanel DPol i cy [Optional]

An enumeration permitting service provider influence over nameidentifier policy at theidentity provider. If the
dement isomitted or "none”, then afederated identity MUST already exist between the service provider and the
identity provider. If set as"temporary", indicates that an anonymous, one-time identifier MUST be provided. If set
to "federated”, requests the identity be federated and anew persistent identifier generated if necessary. If the value
isset as"any", thisindicates that the provider favors a persistent identifier over atemporary one.

| sPassi ve [Optional]

If “true,” specifiesthat the identity provider MUST NOT interact with the Principal and MUST NOT take control
of the user interface from the service provider. If “false,” theidentity provider MAY interact with the user and
MAY temporarily take control of the user interface for that purpose. If not specified, “true’ is presumed.

For ceAut hn [Optional]

Controls whether the identity provider authenticates the Principal regardless of whether the Principa is already
authenticated. Thiselement is specified only when <l sPassi ve> is“false.” If <For ceAut hn>is“true”
specifies that the identity provider MUST always authenticate the Principal, regardiess of whether the Principal is
presently authenticated. If “false,” specifies that the identity provider MUST re-authenticate the user only if the
Principa isnot presently authenticated. If not specified, “falsg” is presumed.

Pr ot ocol Profi | e [Optional]

The protocal profile that the service provider wishesto use for theresponse. If the element is not specified, the
default protocol profileishtt p: // projectliberty.org/profiles/brws-art, definedin

[LibertyBindProf].

AssertionConsuner Servi cel D[Optional]

Used to direct the identity provider to use a specific assertion consumer service URL at the service provider. It
references an dement in the provider's metadata with amatching i d attribute.

Liberty Alliance Project
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Aut hnCont ext [Optional]

Information describing which authentication context the service provider desires the identity provider to usein
authenticating the Principal.

Rel ay St at e [Optional]

This contains state information that will be relayed back in the response. This data SHOULD be integrity-protected
by the request author and MAY have other protections placed on it by the request author. An example of such
protection is confidentiality.

i d[Optional]

Identifier used to identify this element in the signature. See section 3.1.5, Signature Verification for more
information.

Aut hnCont ext Conpar i son [Optional]

If set to “exact”, then theidentity provider is asked to match at least one of the specified <Aut hnCont ext >
dements exactly. This can also be set to “minimum”, which asks that the identity provider use a context that he
feelsisat least asgood as any specified in the <Aut hnCont ext > or “better”, which meansthat the they can use
any context better than any that were supplied. If not specified, thisis assumed to be “exact”.

Pr oxyCount [Optional]

Specifies alimitation on the number of additional identity providers through which the authentication request may
be proxied. May be zero, in which case ho proxying is acceptable.

I ntroductionArtifact [Optional]

Provides indirect evidence from amutually trusted third party permitting the identity provider to consider trusting
an unknown service provider or affiliation.

consent [Optional]
Indicates that consent has been obtained from a user in sending this message.

The <Aut hnCont ext > edement has the following mutually exclusive dements:

Aut hnCont ext Cl assRef [Optional]
The ordered set of authentication context class references the service provider desires the identity provider to use
in authenticating the Principal .

Aut hnCont ext St at enent Ref [Optional]

The ordered set of exact authentication statements the service provider desires the identity provider to usein
authenticating the Principal.

The schema fragment defining the element and itstypeis asfollows:

<el ement name="Aut hnRequest" type="1ib: Aut hnRequest Type"/ >
<conpl exType name="Aut hnRequest Type" >
<conpl exCont ent >
<ext ensi on base="san p: Request Abst r act Type" >

<sequence>
<el ement ref="lib: Extensi on m nCccur s="0" maxQOccurs="unbounded"/>
<el enment ref="Ilib:ProviderlD'/>
<elerment ref="lib: Affiliationld* m nQccurs="0"/>
<el enent ref="1ib: Namel DPol i cy" m nCQccurs="0"/>

<el ement nanme="For ceAut hn" type="bool ean" m nCccurs="0"/>

<el ement nanme="I| sPassi ve" type="bool ean" m nCccurs="0"/>

<el ement ref="Iib: Protocol Profile" m nCccurs="0"/>

<el ement nanme="Asserti onConsuner Servi cel D' type="string" m nCccurs="0"/>
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<el ement ref="Iib: AuthnContext" m nQccurs="0"/>
<element ref="lib: Rel ayState" ni nCccurs="0"/>
<el ement nanme=" Aut hnCont ext Conpari son"
type="1i b: Aut hnCont ext Conpari sonType" m nOccurs="0"/>
<el ement name="ProxyCount" type="nonNegati velnteger" m nOccurs="0"/>
<element ref="lib:IntroductionArtifact" m nQccurs="0"/>
</ sequence>
<attribute name="id" type="ID' use="optional"/>
<attribute ref="lib: consent" use="optional"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<si npl eType nanme="Namel DPol i cyType" >
<restriction base="string">
<enumer ati on val ue="none"/>
<enuner ati on val ue="t enporary"/>
<enumer ation val ue="f ederated"/ >
<enuner ation val ue="any"/ >
</restriction>
</si npl eType>
<si npl eType nanme="Aut hnCont ext Conpari sonType" >
<restriction base="string">
<enumrerati on val ue="exact"/>
<enurerati on val ue="m ni munt'/ >
<enumrerati on val ue="better"/>
</restriction>
</ si npl eType>
<el enent nane="Nanel DPol i cy type="Iib: Nanel DPol i cyType"/ >
<el ement nane="Rel ayState" type="string"/>
<el ement name="Protocol Profile" type="anyUR "/>
<el erent name="Aut hnCont ext" >
<conpl exType>
<choi ce>
<el ement nanme="Aut hnCont ext Cl assRef" type="anyUR " naxCccur s="unbounded"/ >
<el ement nanme="Aut hnCont ext St at ement Ref" type="anyURl '
maxQccur s="unbounded"/ >
</ choi ce>
</ conpl exType>
</ el ement >
<el ement name="IntroductionArtifact" type="string"/>

3.2.1.2 Example

<li b: Aut hnRequest id="12345" Request | D="RPCUk2| | +Gvz+t 1] LURp510FvJIXk"

Maj or Ver si on="1" M nor Ver si on="2" consent="urn: |i berty: consent: obt ai ned"
| ssuel nstant ="2001-12-17T21: 42: 472" xmns:lib="urn:liberty:iff:1.2">

<ds: Si gnature> ... </ds: Signature>

<li b: Provi der| D>http:// Servi ceProvider.conk/lib: Provider| D>

<l i b: Narrel DPol i cy>f eder at e</ | i b: Narmel DPol i cy>

<l i b: For ceAut hn>f al se</| i b: For ceAut hn>

<lib:lsPassive>fal se</|ib:|sPassive>

<l i b: Protocol Profile>http://projectliberty.org/profiles/brws-
post</1i b: Protocol Profil e>

<l i b: Aut hnCont ext >

<li b: Aut hnCont ext Cl assRef >http://projectliberty.org/schemas/aut hctx/cla

sses/ Passwor d- Pr ot ect edTransport </ |i b: Aut hnCont ext Cl assRef >
</ i b: Aut hnCont ext >
<l i b: Rel ay St at e>R0l GODI hcgGSAL MVAAAQCAEMNTCZt uMFQxDS8b</ | i b: Rel ay St at e>
<l i b: Aut hnCont ext Conpari son>exact </ | i b: Aut hnCont ext Conpari son>
<l i b: ProxyCount >1</1i b: ProxyCount >
</Ili b: Aut hnRequest >
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3.2.2 Response

Theresponseisan <Aut hnResponse> eement containing either a set of authentication assertions or a set of
artifacts the service provider can dereference into a set of authentication assertions.

All authentication assertions generated by an identity provider for a service provider MUST be of type
AssertionType. The<sam : Subj ect > eement in any subject statement MUST be of type SubjectType.

If the<Nanel DPol i cy> dement isomitted or "none", and if the service provider registered anameidentifier for the
Principal, the<sam : Nanel dent i fi er > eementinthe<sani : Subj ect > element MUST be the service
provider-provided name identifier for the Principal. Otherwise, <sam : Narel dent i fi er > MUST be the most
current name identifier supplied by the identity provider. The <I DPPr ovi dedNarel dent i fi er > MUST contain
the most recent name identifier supplied by the identity provider. In either case, the For mat attribute MUST be
"urn:liberty:iff:nameid:federated”.

Ifthe<Affiliationl D>eementispresent, thenthe<sam : Nanel denti fi er > MUST be the most recent
name identifier provided by a member of the affiliation, if any, or the name identifier for the Principal supplied by the
identity provider for the affiliation.

If the<Nanel DPol i cy> dement is"temporary”, thenthe<sam : Nanel dent i fi er > dement in the
<saml : Subj ect > dement MUST be atemporary, one-time-use identifier for the Principal, with a For mat
attribute of "urn:liberty:iff:nameid:anonymous’.

If the<Nanel DPol i cy> dement is"federated”, then anew identity federation MAY be created, if one does not
aready exist for the Principal and policy permits. Theresponse is then constructed as if the value were "none'.

If the<Nanel DPol i cy> dement is"any", then evaluation proceeds as if the value were "federated". If the policy
for the Principal forbids federation, then evaluation MAY proceed asif the value were "temporary”.

All authentication statements MUST be of type AuthenticationStatementType.

Identity providers MUST includea<sani : Audi enceRestri cti onCondi ti on> element that specifiesthe
intended consumers of the assertion. The <sam : Audi ence> eement MUST be set to the intended recipient’s
ProviderID. Therecipient MUST validate that it isthe intended viewer before using the assertion.

Identity providers MAY includea Sessi onl ndex attribute in resulting authentication statements, which isused to
aid the identity provider in managing multiple sessions with the Principal. If the identity provider includes this
Sessi onl ndex attribute, subsequent messages from the service provider to the identity provider that are session-
dependent MUST include this Sessi onl ndex attribute.

Identity providers MAY include other types of statementsin the assertion(s) returned, depending on agreements
between providers and other specifications that provide additiona functionality.

Each assertion in the <Aut hnResponse> message MUST be individually signed by the identity provider (that is,
each assertion must contain a Signature e ement which signsonly the assertion). It is RECOMMENDED that the
signature be omitted from the <Aut hnResponse> itsdf, but signing of the message is not forbidden.

3.2.2.1 Element <AuthnResponse>
The type AuthnResponseType is extended from samlp:ResponseType.

The response contains the following e ements:

Ext ensi on [Optional]

Optional container for protocol extensions established by agreement between providers.
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Provi der | D[Required]
Theidentity provider’s URI-based identifier.

Rel ay St at e [Optional]
This contains state information being rel ayed.
i d[Optional]

Identifier used to identify this element in a Sgnature. See section 3.1.5, Signature Verification for more
information.

consent [Optional]
Indicates that consent has been obtained from a user in sending this message.

The schema fragment is as follows:

<el ement nane="Aut hnResponse" type="1i b: Aut hnResponseType"/ >
<conpl exType name="Aut hnResponseType" >
<conpl exCont ent >
<ext ensi on base="sam p: ResponseType" >

<sequence>
<el ement ref="lib: Extension" m nCccurs="0" nmaxQOccur s="unbounded"/ >
<el enment ref="Ilib: ProviderlD'/>
<element ref="1ib: Rel ayState" ni nCccurs="0"/>

</ sequence>
<attribute name="id" type="ID' use="optional"/>
<attribute ref="lib:consent" use="optional"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

3.2.2.2 Element <AssertionType>

Authentication assertions provided in an <Aut hnResponse> element MUST be of type AssertionType, which isan
extension of saml:AssertionType, so that the Request | D attribute from the original <Aut hnRequest > is
included inthel nResponseTo attributein the <Assert i on> element. Thisis done becauseit isnot required that
the <Aut hnResponse> dement itself be signed. Instead, theindividual <Assert i on> e ements contained must
each be signed. Theid attribute is also included to facilitate such sgnatures (see section 3.1.5, Signature Verification).

The schema fragment is as follows:

<conpl exType name="AssertionType">
<conpl exCont ent >
<ext ensi on base="sam : Asserti onType" >
<attri bute name="InResponseTo" type="sanl : | DRef erenceType"/>
<attribute name="id" type="ID' use="optional"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

3.2.2.3 Type SubjectType

The type SubjectType, extended from saml: SubjectType, is used to include the
<| DPPr ovi dedNanel dent i fi er > dement in subject statements.

Two For mat URIs are defined for use with Liberty name identifiers:

« ldentifiers communicated on behalf of Principa s that have federated their identity MUST contain a
Format URI ofurn: liberty:iff:naneid:federated.
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« ldentifiers with anonymous, single-use semantics communicated on behalf of Principals that have not
federated or wish to act anonymously MUST contain aFor nat URI of
urn:liberty:iff:naneid: anonynous.

The schema fragment is as follows:

<conpl exType name="Subj ect Type" >
<conpl exCont ent >
<ext ensi on base="sam : Subj ect Type" >
<sequence>
<el ement ref="Iib:|DPProvi dedNanel dentifier"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

3.2.2.4 Type EncryptedSubjectType

The type EncryptedSubjectType, extended from saml: Subj ectType, isused to encrypt the

<saml : Nanel denti fi er > element in subject statements or other messages, if the nameidentifier isintended for
use by a provider other than the onereceiving the message. In such acase, the<sam : Nanel denti fi er>is
ignored (any value MAY be present), and the actual name identifier can be recovered by decrypting the

<li b: Encrypt edNanel denti fi er > element. Thedecryption key MAY itself beincluded (in encrypted form).

Encrypt edNanel denti fi er [Required]

An encrypted <sami : Nanel denti fi er > element and associated content.

xenc: Encr ypt edKey [Optional]
An optional decryption key, itself encrypted with a second key.

The schema fragment is as follows:

<conpl exType nanme="Encrypt edSubj ect Type" >
<conpl exCont ent >
<ext ensi on base="sam : Subj ect Type" >
<sequence>
<el enent nane="Encrypt edNanel dentifier"
t ype="xenc: Encrypt edDat aType"/ >
<el enent ref="xenc: Encrypt edkey" m nQccurs="0"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

3.2.2.5 Type AuthenticationStatementType

Thetype AuthenticationStatementType is an extension of saml: AuthenticationStatementType, which alows for
the following elements and attributes:

Aut hnCont ext [Optional]

The context used by the identity provider in the authentication event that yielded this statement. Contains either an
authentication context statement or a reference to an authentication context statement. Optionally containsa
reference to an authentication context class.

Reaut hent i cat eOnGOr Af t er [Optional]

Thetimeat, or after which the service provider reauthenti cates the Principal with the identity provider (asrequired
in Section 3.2 above).

Sessi onl ndex [Optional]
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Indexes the particular session between the Principal and theidentity provider under which this authentication
statement is being issued. This value SHOULD be a small, positive integer but may be any string of text. However,
thisvalue MUST NOT be a globally unique value for the Principal's session at the |dentity Provider.

When an <Aut hnCont ext > element is specified, the saml: AuthenticationM ethod attribute on the
<sami : Aut henti cati onSt at enent > MUST be “http://projectliberty.org/schemas/authctx/2002/05".

When the Service Provider isprocessinga<sani : Aut henti cati onSt at enent > of type

lib: AuthenticationStatementType and thesani : Aut hent i cat i onMet hod attributeis
"http://projectliberty.org/schemas/authctx/2002/05", the Service Provider MUST refer to the <Aut hnCont ext >
dement and ignorethesani : Aut hent i cati onMet hod attribute.

The schema fragment is as follows:

<conpl exType name="Aut henti cati onSt at enent Type" >
<conpl exCont ent >
<ext ensi on base="sanl : Aut henti cati onSt at enent Type" >
<sequence>
<el ement name="Aut hnCont ext" m nQccurs="0">
<conpl exType>
<sequence>
<el ement nanme="Aut hnCont ext Cl assRef" type="anyUR " ni nCccurs="0"/>
<choi ce>
<el ement ref="ac: Aut henti cati onCont ext St at ement "/ >
<el ement name="Aut hnCont ext St at enent Ref" type="anyURl "/ >
</ choi ce>
</ sequence>
</ conpl exType>
</ el ement >
</ sequence>
<attribute name="Reaut henticateOnOrAfter" type="dateTi ne" use="optional "/>
<attri bute nanme="Sessi onl ndex" type="string" use="optional"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

3.2.2.6 Example

<li b: Aut hnResponse id="54321" Responsel D="9hhuuj albc744hGIn5QA5yVEIl gS"
I nResponseTo="Zon3W J2KL7j +bJu7Mil r 4Pt 2go5" Maj or Ver si on="1"
M nor Ver si on="2" consent="urn:|iberty:consent: obt ai ned"
| ssuel nst ant ="2002- 10- 31T21: 55: 417" >
<sam p: St at us>
<sam p: St at usCode Val ue="sam p: Success"/ >
</sam p: St at us>
<sam : Assertion id="12345" Mj or Ver si on="1" M nor Ver si on="0"
Asserti onl D="e06e5a28- bc80- 4ba6- 9ecbh- 712949db686e"
I ssuer="http://ldentityProvider.com' Issuelnstant="2001-12-17T09: 30: 472"
| nResponseTo="4e7c3772- 4f a4- 4a0f - 99e8- 7d719f f 6067c"
Xsi :type="Asserti onType">
<sani : Condi ti ons Not Bef or e="2001- 12- 17T09: 30: 47Z" Not OnOr Af t er =" 2001- 12-
17T09: 35: 472" >
<sanl : Audi enceRestricti onCondi ti on>
<sam : Audi ence>ht t p: // Ser vi cePr ovi der . conx/ san : Audi ence>
</ sam : Audi enceRestri ctionCondi ti on>
</sam : Condi ti ons>
<sanl : Aut henti cati onSt at ement Aut henti cati onl nstant="2001-12-17T09: 30: 47Z"
Sessi onl ndex="3" Reaut henti cateOnOr Af ter="2001-12-17T11: 30: 472"
Xsi :type="Aut henti cati onSt at ement Type"
Aut hent i cat i onMet hod="ur n: oasi s: nanmes: t c: SAM.: 1. 0: am passwor d” >
<sam : Subj ect xsi :type="Subj ect Type">
<sam : Nanel dentifier
Format="urn:liberty:iff:naneid: federated">342ad3d8- 93ee- 4c68- be35-
cc9e7db39e2b</ sam : Nanel denti fi er>
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<| DPPr ovi dedNanel dent i fi er
Format ="urn:liberty:iff:naneid: federated">342ad3d8- 93ee- 4c68- be35-
cc9e7db39e2b</ | DPPr ovi dedNanel denti fi er >
</ sam : Subj ect >
</sam : Aut henti cati onSt at enent >
<ds: Si gnature>...</ds: Si gnature>
</saml : Assertion>
<lib:Providerl D>http://IdentityProvider.conx/lib: Providerl D>
<Rel ay St at e>R0l GODI hc gGSALMAAAQCAEMTCZt uMFQXDS8b</ Rel ay St at e>
</ Aut hnResponse>

3.2.3 Processing Rules

When an identity provider receives an authentication request, it MUST process the request according to the following
rules:

The<Pr ovi der | D> intherequest MAY bethe Provider ID of a known provider with which the identity
provider has established arelationship, or an <l nt r oducti onArti f act > element MAY be provided
to allow the identity provider to obtain evidence to establish such arelationship, possibly only
temporarily.

The<Pr ovi der | D> MUST beresolvable to at |east one (default) assertion consumer service URL at the
requesting provider that the identity provider may use when returning the corresponding assertion
reference. The following rules apply to choosing the appropriate URL to use:

If the<Asserti onConsuner Ser vi cel D> element is provided, then theidentity provider MUST
search for the valueamong thei d attributesin the<Assert i onConsurmer Ser vi ceURL>
dementsin the provider's metadata to determine the URL to use. If no match can be found, then the
provider MUST return an error with asecond-level <sam p: St at usCode> of
"lib:InvalidAssertionConsumer Servicel ndex" to the default URL (the
<AssertionConsuner Servi ceURL> withani sDef aul t attribute of "true").

If the<Asserti onConsuner Ser vi cel D> element isnot provided, then the identity provider MUST
use the default URL (the <Asserti onConsuner Ser vi ceURL> with ani sDef aul t attribute of
"true").

<ds: Si gnat ur e>, if present, MUST be the signature of the service provider as specified by the
<Provi der | D>.

If therequesting provider's <Aut hNRequest sSi ghed> metadata el ement is"true”, then any request
messages it generates MUST be signed. If an unsigned request isreceived, then the provider MUST return
an error with asecond-level <sam p: St at usCode> of "lib:Unsi gnedAuthnRequest".

If <I sPassi ve>is“trug” theidentity provider MUST NOT interact with the Principal and MUST NOT
take control of the user interface (if applicable).

Theidentity provider MUST attempt to authenticate the Principal if <For ceAut hn>is“true,” regardless of
whether the Principal is presently authenticated, unless <l sPassi ve> is“true.”

Success in authenticating the Principal isindicated by a status code of "samlp: Success' and a Signed assertion
containing at least one statement of type lib: AuthenticationStatementType representing the Principd's
authentication information. Other types of statements may also be included, as defined by providersand
other specifications.

Failure to authenticate the Principal isindicated by a status code other than “samlp: Success.” For failures,
assertions that contain any statement of a type other than lib:IntroductionStatementType MUST NOT
appear in the <Aut hnResponse>.

<Affiliationld>,if present, MUST bethe Affiliation ID of a known affiliation with which the identity
provider has an established relationship, and of which the requesting provider isamember. If present,
identity providers MUST establish and resolve federations based on the specified affiliation, not the
requesting provider. In addition, identity providers MAY retrieve information regarding the other
members of the affiliation group by querying metadata (see [LibMetadata]) and present alist of members
of <Affiliationl d>tothePrincipal.
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The following rules apply to the selection of name identifiers and the federation process:

If the<Nanel DPol i cy> dement isomitted or "none", then the identity provider MUST return the name
identifier(s) corresponding to the federation that exists between the identity provider and the requesting
provider or affiliation group for the Principal. If no such federation exists, then an error with a second-
level <sam p: St at usCode> of "lib:FederationDoesNotEXist" MUST be returned to the provider.

If the <Nanel DPol i cy> dement is"temporary"”, then the<sani : Narel denti fi er > element in the
<samnl : Subj ect > dement MUST be atemporary, one-time-use identifier for the Principal, with a
For mat attribute of "urn:liberty:iff:nameid:anonymous'.

If <Narel DPol i cy> is"federated", and if the Principal consents, then theidentity provider MAY federate
the Principal's identity with therequesting provider (or the affiliation group if <Af fi | i ati onl D> is
present). If theidentity provider already has a previous federation on record for the Principa's identity at
the requesting provider or affiliation group (such as when aprovider previoudy issued a
<Feder ati onTerm nati onNoti fi cati on> whichwasnot received by the identity provider),
then the identity provider SHOULD treat therequest asif <Nanel DPol i cy> were "none’.

If <Narrel DPol i cy>is"any", then therules above for the values of "federated" and "temporary" MUST be
followed, in that order. Thus, anew federation may be created, an existing federation used, or atemporary
identifier generated.

When federating or in the case of atemporary value, theidentity provider MUST adhere to the following
rulesin generating the name identifier:

The nameidentifier MUST be unique across all Principalsin the scope of that requesting provider-
identity provider relationship.

The nameidentifier for the specific Principal MUST be unique across dl providers with which an identity
federation exists with the identity provider.

The identity provider MUST respond using the specified <Pr ot ocol Profi | e>.

If <Rel ay St at e> contains a value, the identity provider MUST include this value in unmodified form in
the <Rel ay St at e> element of thereturned authentication assertion.

Thel nResponseTo attributein all generated <Asser t i on> eementsin the <Aut hnResponse>
dement MUST be set to the value of the Request | D attribute in the corresponding <Aut hnRequest >
element.

If <Aut hnCont ext Conpar i son> is specified and set to “exact”, then the resulting authentication
statement in the assertion (if any) MUST be the exact match of at least one of the authentication contexts
specified.

If <Aut hnCont ext Conpari son> is specified and set to “minimum”, then the resulting authentication

statement in the assertion (if any) MUST be at least as strong (as deemed by the identity provider) as one
of the authentication contexts specified.

If <Aut hnCont ext Conpar i son> is specified and set to “better”, then the resulting authentication
statement in the assertion (if any) MUST be stronger (as deemed by the identity provider) than any
specified in the supplied authentication contexts.

Additionaly, if the <Aut hnCont ext > element is specified, the identity provider MUST authenticate the Principal
according to the following rules:

If one or more <Aut hnCont ext O assRef > dements are included, then the resulting authentication
statement in the assertion (if any) MUST contain an authentication statement that conformsto one of the
specified classes. Additionally, the set of <Aut hnCont ext Cl assRef > dements MUST be evaluated
as an ordered set, wherethefirst dement is the most preferred authentication context class. If none of the
specified authentication context classes can be satisfied, the identity provider MUST not include an
authentication statement in the resulting assertion.

If one or more <Aut hnCont ext St at enent Ref > elements areincluded, then the resulting authentication
statement in the assertion (if any) MUST follow therule specified in the
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<Aut hnCont ext Conpari son> dement. If thisrequirement cannot be satisfied, the identity
provider MUST not include an authentication statement in the resulting assertion.

If the identity provider wishesto rely on a second identity provider as the source of the Principal's
authentication, then the following request processing rules apply. See also section 3.2.3.2 for additional
detail.

If the <Pr oxyCount > element has avalue of zero, then the identity provider MUST NOT attempt to proxy
authenticate the Principal and MUST return an error with a second level <sani p: St at usCode>
Val ue of "lib:ProxyCountExceeded", unlessit can directly authenticate the principal.

If the <Pr oxyCount > element is omitted or has a value greater than zero, then the identity provider MAY
refer the Principal to a second identity provider for authentication. If a<Pr oxyCount > was provided by
the requester, then the identity provider MUST decrement the value by one and include the new valuein a
<Pr oxyCount > in therequest it creates. Otherwise, theidentity provider SHOULD provide a
<Pr oxyCount > value of its own.

If theidentity provider doesrely on a second provider to authenticate the principal, then its response MUST
include an <Aut hnCont ext > element containing an <ac: Aut hent i cat i ngl DP> edement
referencing the identity provider to which the responding provider referred the Principal .

If therequesting provider attemptsto federate a Principa'sidentity with an identity provider, but another
Principa'sidentity at the same requesting provider is already federated with the same identity provider, it
will receive the other Principal's established name identifier in the <Aut hnResponse>, rather than a
new random one. Therequesting provider MUST detect this error and handle it appropriately without
leaving either Principal’sidentity at the provider in an unusable state.

3.2.3.1 Introduction of Identity Providers

An identity provider that is asked to authenticate an unknown Principal that it knows has an identity at another identity
provider MAY introduce the requesting provider to the second identity provider. The process of introduction provides
abasisfor trust between the requesting provider and an identity provider with which it does not have an existing
relationship. Introduction is accomplished by issuing (or obtaining from an authority) a set of "Introduction
Assertions' to therequesting provider for its own use and for presentation to the second identity provider. Such an
assertion contains statements of type I ntroductionStatementType and MAY contain constraints on the introduction
expressed as SAML conditions.

3.2.3.1.1 Type IntroductionStatementType

Thetype IntroductionStatement Type is an extension of saml: SubjectStatement Type that allows for the following
eements:

Provi der|l Dor Affiliationl D[Oneor more]

The set of Liberty service and/or identity providers or affiliation groups being introduced to the statement subject
by the issuer of the assertion.

Not i fi cati on [Optional]

Indicatesthat the issuer of the assertion containing the statement wishes to be natified if a federation event occurs
as aresult of theintroduction. The federating identity provider should notify the issuer using the protocol described
in section 3.6.

The schema fragment is as follows:

<conpl exType name="Introducti onSt at ement Type" >
<conpl exCont ent >
<ext ensi on base="sanl : Subj ect St at ement Type" >
<choi ce maxQccur s="unbounded" >

<el enment ref="I|ib:ProviderlD'/>
<elerment ref="lib:Affiliationl D'/>
</ choi ce>

<el ement name="Notification" type="bool ean" nm nCccurs="0"/>
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</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

3.2.3.1.2 Processing Rules

To introduce a provider or an affiliation group to another identity provider the following steps are foll owed:

The identity provider MUST respond to theinitial authentication request with a second level
<saml p: St at usCode> Val ue of "lib:UnknownPrincipal”, and MUST include one or more signed
<Assert i on> eements containing one or more statements of type lib:IntroductionStatementType.

The<sanl : Subj ect > of the statement containsa<sami : Nanel dent i f i er > corresponding to the
<Pr ovi der | D> of the provider being introduced, with the provider or affiliation group it is being
introduced to placed inside the statement's <Pr ovi der | D>or <Affi | i ati onl D> element.

Two statements MUST be included (in one assertion or in two different assertions), one with the service
provider asthe <sam : Subj ect > and the identity provider in the statement body, and one with the
identity provider asthe <sam : Subj ect > and the service provider or affiliation group in the statement
body. If the origina request contained an <Af fi | i ati onl D> dement, then the second introduction
statement MUST includethe <Af fi | i ati onl D> in the body.

Upon receiving such an assertion, the provider MAY search for a statement with itself asthe subject. The
provider MUST examine any conditions on its use and decide whether to proceed with anew
authentication request directed to the identity provider in the statement body.

If it proceeds, the provider MUST locate the assertion containing a statement with the new identity provider
asthe subject and itself or its affiliation group in the body, and it MUST generate a SAML artifact for the
assertion using its own <Pr ovi der | D> when constructing the artifact. See section 3.2.2.2 of
[LibertyBindProf] for a description of the artifact format and syntax rules.

Upon receiving such arequest, the second identity provider MUST obtain and examine the assertion and any
conditions on its use before honoring the request. Obtaining the assertion involves dereferencing the
artifact, as defined by [SAMLBINd]. The provider that constructs the artifact MUST have a SOAP
endpoint avail able at which the identity provider can request the assertion.

If theidentity provider federates the Principa’ s identity as aresult of an introduction statement that contains
a<Noti fi cati on>eement with avalue of "true’, then it MUST use the protocol described in section
3.6 to notify the introducing identity provider of the federation event.

3.2.3.2 Dynamic Proxying of Identity Providers

An identity provider that is asked to authenticate a known Principal that it believes has already authenticated to
another identity provider MAY make an authentication request on behalf of the requesting provider to that
authenticating identity provider, provided the valuein the <Pr oxy Count > element is greater than zero, if one exists.
The limit of such proxying stepsis governed only by the <Pr oxy Count > on the request and local policy. When
creating the new authentication request:

The identity provider MUST include equivalent or more gtrict forms of all the information included in the
requesting provider'srequest (such as authentication context policy).

If the authenticating provider isnot a Liberty provider that implementsthe | D-FF specifications, then the
proxying provider MUST have a way to ensure that the elements governing Principal interaction
(<l sPassi ve>, for example) will be honored by the authenticating provider.

If thereguest contained a<Pr oxy Count > dement with avalue greater than 0, then the new request MUST
contain a<Pr oxy Count > element with avalue of one less than the original value. If the original request
does not contain a<Pr oxyCount > element, then the new request SHOULD contain a<Pr oxy Count >
element.

The authentication request and response are processed in norma fashion, in accordance with the rules given in section
3.2.3. Once the Principa has authenticated to the proxying identity provider, the following steps are followed:
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The proxying identity provider prepares a new authentication assertion on its own behaf by copying in the
relevant information from the original assertion. The original assertion will be restricted by
AudienceRestrictionCondition to the identity provider, while the new assertion's condition will reference
the original requesting provider.

If the<Nanel dent i fi er > isanonymous (determined by examining the For mat URI), then theidentity
provider MUST generate anew anonymous identifier and include it in the new assertion.

If the<Nanel dent i fi er > isnot anonymous, then the identity provider MUST include the Principd's
federated <I DPPr ovi dedNarnel dent i fi er > for therequesting provider or affiliation group, as well
asthe<Nanel denti f i er > provided by the requesting provider or affiliation group, if any.

The new assertion MUST contain <Aut hnCont ext > information with, a minimum, an
<ac: Aut hent i cat i ngl DP> dement identifying the authenticating identity provider and any
<ac: Gover ni ngAgr eenent s> datathat may be applicable.

If the original assertion contains <Aut hnCont ext > information that includes one or more
<ac: Aut hent i cat i ngl DP> dements, those e ements SHOULD be included in the new assertion,
with the new element placed after them.

Any other <Aut hnCont ext > information MAY be copied, trandated, or omitted in accordance with the
palicies of theidentity provider, provided that the origina requirements dictated by the requesting
provider are met.

If the authenticating identity provider isnot a Liberty provider that implements the | D-FF specifications, then
the proxying identity provider MUST generate a Provider| D value for the authenticating provider. This
value SHOULD be consistent over time across different requests. The vadue MUST not conflict with
values used or generated by other Liberty providers.

If in the future the identity provider is asked to authenticate the same Principal for a second provider, and this
provider'srequest isequaly or less strict than the original provider's request, the identity provider MAY
skip the creation of a new request to the authenticating identity provider. The concrete definition of "less
strict" and "equivalent” is up to the identity provider, following the guidelinesin section 3.2.3.

3.2.3.3 Active Intermediaries

In some profiles, an intermediary is active between the service provider’ s authentication request and the identity
provider’s authentication response. Examples of an active intermediary include a user agent or client proxy that
implementsthe "Liberty-Enabled Client and Proxy Profile" described in [LibertyBindProf].

NOTE: an active intermediary has the capability to return status codes to the service provider it interacts with. For
example, theintermediary may be unable to contact an identity provider identified by the service provider, and the
intermediary may return a status code to the service provider indicating that an error occurred. Status codes MUST be
conveyed within <Aut hnResponse> messages using the<sam p: St at us> eement, according to therules
specified in [SAML Corg], utilizing second-level <sam p: St at usCode> e ements. Specific values are defined
below. Service providers should also notethat intermediaries are not providers, and hence may not have clocks as
accurately synchronized. Thismay invaidatethe | ssuel nst ant attributeincluded in the <Aut hnResponse>
received by the service provider.

For dl profiles specifying an active intermediary, the profile specification must:

Specify whether the <Aut hnRequest > element sent from the service provider to theidentity provider via
theintermediary iswrapped in an <Aut hnRequest Envel ope>. See section 3.2.4.

Specify whether the <Aut hnResponse> dement sent from the identity provider to the service provider via
theintermediary is wrapped in an <Aut hnResponseEnvel ope>. See section 3.2.5.

3.2.3.3.1 Processing Rules for Active Intermediaries

For dl profiles specifying an active intermediary, the intermediary MUST follow these processing rules:
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If the profile specifies that the message sent from the service provider to theidentity provider, viathe
intermediary, iswrapped in an <Aut hnRequest Envel ope>:

e Theintermediary MUST remove the enveloping <Aut hnRequest Envel ope> before forwarding
the <Aut hnRequest > element to the identity provider.

Theintermediary MAY locally generate <Aut hnResponse> elements and send them to the service
provider using the<Assert i onConsumer Ser vi ceURL> contained within the
<Aut hnRequest Envel ope>. Such <Aut hnResponse> dements MUST NOT contain any
<li b: Asserti on> eements. The<Aut hnResponse> dements MUST havean | nResponseTo
attribute set to the Request | Dof the <Aut hnRequest > that could not be serviced. If the
<Aut hnRequest > contained a<Rel ay St at e> dement, the <Aut hnResponse> MUST include
a<Rel ay St at e> element with its value set to that supplied in the <Aut hnRequest >. Such responses
MAY be generated asaresult of local errors on theintermediary, and MAY indicate the underlying
reasonsinthe<sam p: St at us> eement in the <Aut hnResponse>.

If the profile specifies that the message from the identity provider to the service provider, viathe
intermediary, iswrapped in an <Aut hnResponseEnvel ope>:

¢ Theintermediary MUST remove the enveloping <Aut hnResponseEnvel ope> before forwarding
the <Aut hnResponse> eement to the service provider.

e Theintermediary MUST send <Aut hnResponse> messages received from the identity provider to
the service provider using the<Asser t i onConsuner Ser vi ceURL> contained within the
<Aut hnResponseEnvel ope> sent by the identity provider.

3.2.3.4 Status Code Values for Error Conditions

If an error occurs in the processing at an identity provider or an intermediary, the following values are defined for use
in second-level <sam p: St at usCode> dements, if theresponder wishes to provide additiond detail. If reporting a
specific status value will not expose the responder or the Principal to security risk or exposure of unneeded
information, then as much detail as possible SHOULD be returned.

| i b: Feder ati onDoesNot Exi st : Used by an identity provider to indicate that the Principal has not
federated his or her identity with the service provider, and the service provider indicated a requirement for
federation.

I'i b: UnknownPri nci pal : Used by an identity provider to indicate that the Principal isnot known to
it. MAY be accompanied by an introduction assertion.

I'i b: NoAut hnCont ext : Used by an identity provider to indicate that the specified authentication
context information in therequest prohibits authentication from taking place.

i b: NoPassi ve: Used by an identity provider or an intermediary to indicate that authentication of the
Principa requires interaction and cannot be performed passively.

i b: ProxyCount Exceeded: Usad by an identity provider to indicate that it cannot authenticate the
principal itself, and was not permitted to relay the request further.

i b: NoAvai | abl el DP: Used by an intermediary to indicate that none of the supported identity
provider URLs from the <I DPLi st > can beresolved or that none of the supported identity providersare
available.

I i b: NoSupport edl DP: Used by an intermediary to indicate that none of the identity providers are
supported by the intermediary.

3.2.4 Request Envelope

Some profiles MAY wrap the <Aut hnRequest > dement in an envelope. This envelope allows for extra processing
by an intermediary between the service provider and the identity provider. An example of an intermediary is a user
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agent or proxy. Processing rules are given in section 3.2.3.1.1. Note that the envelopeis for consumption by the
intermediary and is removed before the enveloped <Aut hnRequest > element is forwarded to the identity provider.

To facilitate the removal of the envelope by the intermediary, the service provider MUST insure that the XML
obtained by removing the <Aut hnRequest Envel ope> from the enclosed <Aut hnRequest > iswell-formed and
valid.

3.2.4.1 Element <AuthnRequestEnvelope>
The authentication request envel ope contains the following €l ements:

Ext ensi on [Optional]

Optional container for protocol extensions established by agreement between providers. Implementors should note
that this e ement may not contain content from the core Liberty namespace (which is prevented at the schema level
by requiring namespace=" ##ot her ).

Aut hnRequest [Required]

The authentication request contained within the envel ope.

Provi der | D[Required]
Therequestor’s ProviderID.

Pr ovi der Nane [Optional]
The human-readable name of the requestor.

AssertionConsuner Servi ceURL [Required]

A URL specifying where <Aut hnResponse> eements, locally generated by an intermediary, should be sent.
See the processing rules for active intermediaries specified in section 3.2.3.1.1.

| DPLi st [Optional]
A ligt of identity providers, from which, one may be chosen to service the authentication request.
| sPassi ve [Optional]

If “true,” specifiesthat any intermediary between the service provider and identity provider MUST NOT interact
with the Principal. If not specified, “true’ is presumed.

The schema fragment is as follows:

<el ement nanme="Aut hnRequest Envel ope" type="1ib: Aut hnRequest Envel opeType"/ >
<conpl exType name="Aut hnRequest Envel opeType" >
<conpl exCont ent >

<ext ensi on base="Ii b: Request Envel opeType" >
<sequence>
<el ement ref="1Iib: AuthnRequest"/>
<el ement ref="Iib: ProviderlD'/>

<el ement name="Provi der Nane" type="string" m nCccurs="0"/>
<el ement nanme="Asserti onConsurer Servi ceURL" type="anyURl"/>
<el ement ref="Iib:IDPList" mnCccurs="0"/>
<el ement nanme="I| sPassi ve" type="bool ean" m nCccurs="0"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType name="Request Envel opeType" >
<sequence>
<el ement ref="Iib: Extension" minCccurs="0" maxCccurs="unbounded"/ >
</ sequence>
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</ conpl exType>
3.2.4.2 Element <IDPList>

In therequest envelope, some profiles may wish to allow the service provider to transport alist of identity providersto
the user agent. This specification provides a schemathat profiles SHOULD use for this purpose. The elementsare as
follows:

| DPLi st

The container element for an IDP List.

| DPEntri es

Containsalist of identity provider entries.

| DPENt ry
Describes an identity provider that the service provider supports.
Provi der|I D
Theidentity provider’'s Provider|D.
Pr ovi der Narne

The identity provider’s human-readable name.

Loc

The identity provider’s URI, to which authentication requests may be sent. This SHOULD be set to the value of
the identity provider's<Si ngl eSi gnOnSer vi ce> metadata €l ement.

Get Conpl et e

If theidentity provider list isnot complete, this element isincluded with a URI that pointsto where the complete
list can beretrieved.

The schema fragment is as follows:

<el ement name="|DPLi st" type="Ili b:|DPLi st Type"/>
<conpl exType name="1DPLi st Type" >

<sequence>
<element ref="Iib:1DPEntries"/>
<element ref="1ib: Get Conpl ete" m nQccurs="0" nmaxQOccur s="unbounded"/ >

</ sequence>
</ conpl exType>
<el ement name="| DPEntry">
<conpl exType>
<sequence>
<el ement ref="Iib: ProviderlD'/>
<el ement nanme="Provi der Nane" type="string" m nCccurs="0"/>
<el ement nanme="Loc" type="anyUR "/>
</ sequence>
</ conpl exType>
</ el ement >
<el erent name="| DPEntries">
<conpl exType>
<sequence>
<element ref="1ib:1DPEntry" maxQccur s="unbounded"/>
</ sequence>
</ conpl exType>
</ el ement >
<el ement nanme="Cet Conpl ete" type="anyUR "/ >
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3.2.4.3 Example

<Aut hnRequest Envel ope>
<Aut hnRequest > ... </ AuthnRequest >
<Provi der| D>http:// ServiceProvi der. conx/ Provi der | D>
<Pr ovi der Name>Ser vi ce Provi der X</Provi der Nane>
<Asserti onConsuner Servi ceURL>ht t p: // Ser vi ceProvi der. conl | ecp_assertion_
consumer </ Asser ti onConsuner Servi ceURL>

<| DPLi st >
<| DPEntri es>
<| DPEnt ry>

<Provider|I D>http://1dentityProvider.conx/Providerl D>
<Provi der Nane>l dentity Provider X</ ProviderNanme>
<Loc>http://ww. | dentityProvider.conlliberty/sso</Loc>
</ | DPEnt ry>
</| DPEntri es>
<CGet Conpl et e>ht t ps: // Servi ceProvi der. coml i dpli st ?i d=604bel136-f e91- 441e- af b8-
f 88748ae3b8b </ CGet Conpl et e>
</| DPLi st >
<l sPassi ve>0</| sPassi ve>
</ Aut hnRequest Envel ope>

3.2.5 Response Envelope

Aswith the <Aut hnRequest > eement, some profiles MAY wrap the <Aut hnResponse> dement in an
envelope. This envelope allows for extra processing by an intermediary (such as a user agent or proxy) between the
identity provider and the service provider. Applicable processing rules are given in section 3.2.3.1.1. Note that the
envelopeisfor consumption by the intermediary and isremoved prior to the forwarding of the envel oped

<Aut hnResponse> element to the service provider.

3.2.5.1 Element <AuthnResponseEnvelope>
The authentication response envel ope contains the following el ements:

Ext ensi on [Optional]
Optional container for protocol extensions established by agreement between providers. Implementors should note
that this e ement may not contain content from the core Liberty namespace (which is prevented at the schema level
by requiring namespace=" ##ot her ).

Aut hnResponse [Required]
The envel oped authenti cation response.

AssertionConsuner Servi ceURL [Required]

The service provider's URL where the authentication response should be sent. This element's value SHOULD be
obtained from the element of the same namein the service provider's Provider Metadata.

The schema fragment is as follows:
<el ement nanme="Aut hnResponseEnvel ope" type="1Ii b: Aut hnResponseEnvel opeType"/ >

<conpl exType name="Aut hnResponseEnvel opeType" >
<conpl exCont ent >

<ext ensi on base="Ii b: ResponseEnvel opeType" >
<sequence>
<el ement ref="Iib: AuthnResponse"/>

<el ement name="Asserti onConsurer Servi ceURL" type="anyURl"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType name="ResponseEnvel opeType" >
<sequence>
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<el erment ref="Iib: Extension" m nCccurs="0" nmaxQOccur s="unbounded"/ >
</ sequence>
</ conpl exType>

3.2.5.2 Example

<Aut hnResponseEnvel ope>
<Aut hnResponse> ... </Aut hnResponse>
<AssertionConsumner Ser vi ceURL>
http://Servi ceProvider.conf| ecp_assertion_consumner
</ Asserti onConsumer Servi ceURL>
</ Aut hnResponseEnvel ope>

3.3 Name Registration Protocol

During federation, the identity provider generates an opaque handlethat serves as theinitia nameidentifier that both
the service provider and the identity provider use in referring to the Principal when communicating with each other.
Thisnameidentifier istermed the <I DPPr ovi dedNanel denti fi er >.

Subsequent to federation, the service provider MAY register a different opaque handle with the identity provider. This
opaque handle istermed the <SPPr ovi dedNanel dent i fi er >. Until the service provider registers a different
name, the identity provider will use <I DPPr ovi dedNanel dent i fi er > torefer to the Principal when
communicating with the service provider.

After aservice provider’'s nameregigtration, the identity provider MUST use the

<SPPr ovi dedNanel denti fi er > for <sam : Nanmel dent i fi er > elements when communicating to the
service provider about the Principal. The service provider MUST use the current (most recently supplied)

<| DPPr ovi dedNarel dent i fi er > for <sam : Nanel dent i fi er > elements when communicating to the
identity provider about the Principal.

Either the service provider or theidentity provider MAY register anew name identifier for a Principa with each other
at any time following federation. The name identifiers specified by providers SHOULD adhere to the following
guiddines:

e Thenameidentifier SHOULD be unique across the identity providers with which the Principal’ sidentity is
federated.

¢ Thenameidentifier SHOULD be unique within the group of name identifiers that have been registered
with the identity provider by this service provider.

3.3.1 Request

Toregister a<SPPr ovi dedNanel dent i fi er > with an identity provider, the service provider sendsa
<Regi st er Nanel dent i fi er Request > message.

The same <Regi st er Nanel dent i f i er Request > message may be sent by an identity provider, seeking to
change the <I DPPr ovi dedNanel dent i fi er > stored by the service provider.

The <Regi st er Nanel denti fi er Request > message SHOULD be signed.

3.3.1.1 Element <RegisterNameldentifierRequest>
The elements of the message are as follows:
Ext ensi on [Optional]
Optional container for protocol extensions established by agreement between providers.

Provi der | D[Required]
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The provider’ sidentifier.

| DPPr ovi dedNanel denti fi er [Required]

The name identifier the service provider should use when communicating with the identity provider.

SPPr ovi dedNanel dent i fi er [Required]

The name identifier the identity provider should use when communicating to the service provider.

O dProvi dedNanel denti fi er [Required]

In the case of either provider choosing to request a change of provided name identifiers, this element holdsthe
previous version. For a service provider making their first name change foll owing federation, the

<A dPr ovi dedNanel dent i fi er > will contain the current <I DPPr ovi dedNanel denti fi er>. The
<SPPr ovi dedNanel dent i fi er > will contain the new name that the service provider wishes theidentity
provider to use.

i d[Optional]
Identifier used to identify this element in the signature. See section 3.1.5, Signature Verification.

Rel ay St at e [Optional]

This contains state information that will be relayed back in the response. This data SHOULD be integrity-protected
by the request author and MAY have other protections placed on it by the request author. An example of such
protection is confidentiality.

Affiliationld][Optional]

If present and the requester is a service provider, indicates that the requesting service provider isacting asa
member of the specified affiliation. If present and the requester is an identity provider, indicatesthat the receiving
service provider should interpret the message as being from a member of the specified affiliation, and representing
the group, rather than theindividual provider.

The schema fragment is as follows:

<el ement nane="Regi st er Nanel denti fi er Request "
type="lib: Regi st er Nanel denti fi er Request Type"/>
<conpl exType name="Regi st er Narmel dent i fi er Request Type" >
<conpl exCont ent >
<ext ensi on base="sanl p: Request Abst r act Type" >

<sequence>
<el ement ref="lib: Extension" m nCccurs="0" maxQOccur s="unbounded"/ >
<el enment ref="I|ib:ProviderlD'/>

<el ement nane="| DPProvi dedNanel dentifier" type="sanl: Nanmel dentifi er Type"/>
<el ement nanme="SPProvi dedNanel dentifier" type="sanl :Nanel dentifierType"/>
<el ement nanme="0d dProvi dedNanel dentifier" type="sanl: Nanmel dentifi er Type"/>
<element ref="1ib: Rel ayState" ni nCccurs="0"/>
<element ref="lib: Affiliationld" mnCccurs="0"/>
</ sequence>
<attribute name="id" type="ID' use="optional"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el ement nane="| DPProvi dedNanel dentifier" type="sanl: Nanel dentifi er Type"/>
<el ement nanme="SPProvi dedNanel dentifier" type="sanl :Nanel dentifierType"/>
<el ement nanme="0d dProvi dedNanel dentifier" type="sanl: Nanmel dentifier Type"/>

3.3.1.2 Example

<Regi st er Nanel denti fi er Request id="12345" Request| D="eb20e77f - d982- 44f 9- 936e-
dd135bf 437d4" Maj or Ver si on="1" M nor Ver si on="2" |ssuel nstant ="2001- 12-
17T09: 30: 472" >
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<ds: Si gnature>...</ds: Si gnature>

<Provi der| D>http:// ServiceProvi der. conx/ Provi der | D>

<| DPPr ovi dedNanel dent i fi er >342ad3d8- 93ee- 4c68- be35-

cc9e7db39e2b</ | DPPr ovi dedNanel denti fi er >
<SPPr ovi dedNanel denti fi er >e958019a</ SPPr ovi dedNanel denti fi er >
<A dProvi dedNanel denti fi er>e895014a</ A dProvi dedNanel denti fi er >
<Rel ay St at e>R0l GODI hc gGSALMAAAQCAEMTCZt uMFQXDS8b</ Rel ay St at e>
</ Regi st er Nanel dent i fi er Request >

3.3.2 Response

Theresponding provider MUST respond with <Regi st er Nanel dent i fi er Response>, whichisof type
StatusResponseType. StatusResponseType isan extenson of samlp:ResponseType and a<sam p: St at us>
dement and a<Rel ay St at e> may exist in the body.

This message SHOULD be signed.

3.3.2.1 Element <RegisterNameldentifierResponse>
The elements of the message are as follows:
Ext ensi on [Optional]
Optional container for protocol extensions established by agreement between providers.
Provi der | D[Required]
The provider’s unique identifier.
St at us [Required]
The status of the request processing.
i d[Optional]
Identifier used to identify this element in the signature. See section 3.1.5, Signature Verification.

Rel ay St at e [Optional]

This element contains state information that will be relayed back in theresponse, if it has been supplied in the
request.

The schema fragment is as follows:

<el ement nanme="Regi st er Nanel denti fi er Response" type="Ili b: St at usResponseType"/ >
<conpl exType name="St at usResponseType" >
<conpl exCont ent >
<ext ensi on base="sam p: ResponseAbstr act Type" >

<sequence>
<el erment ref="Iib: Extension" m nCccurs="0" maxQOccur s="unbounded"/ >
<el enment ref="Ilib:ProviderlD'/>
<el ement ref="sani p: Status"/>
<element ref="1ib: Rel ayState” ni nCccurs="0"/>

</ sequence>
<attribute name="id" type="ID' use="optional"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
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3.3.2.2 Example

<Regi st er Nanel denti fi er Response i d="12345" Responsel D="74ff ecOf - 1165- 4f a3- b088-
3dd2c2388h91" | nResponseTo="eb20e77f- d982- 44f 9- 936e- dd135bf 437d4"
Maj or Ver si on="1" M nor Ver si on="2" | ssuel nst ant ="2001-12- 17T09: 30: 472"
Reci pi ent ="ht t p: // Ser vi cePr ovi der . cont' >
<ds: Si gnature>...</ds: Si gnature>
<Provi der| D>htt p:// Servi ceProvi der. conx/ Provi der | D>
<sam p: St at us>
<sam p: St at usCode Val ue="sam p: Success"/ >
</sam p: St at us>
<Rel ay St at e>R0l GODI hc gGSALMAAAQCAEMTCZt uMFQXDS8b</ Rel ay St at e>
</ Regi st er Nanel denti fi er Response>

3.3.3 Processing Rules

Therecipient MUST validate any signature present on the message. To be considered valid, the signature
provided MUST be the signature of the <Pr ovi der | D> contained in the message.

If thereguest includes an <I DPPr ovi dedNan®el dent i fi er > for which no federation exists between the
service provider and theidentity provider, the provider MUST respond with a<sam p: St at us> element
containing a second-level <sanl p: St at usCode> of | i b: Feder at i onDoesNot Exi st . Otherwise,
the identity provider MUST use <SPPr ovi dedNanel dent i fi er > when subsequently communicating to
the service provider regarding this Principal.

Either provider MAY choose to changetheir provided name identifier. In this case, the
<d dProvi dedNanel dent i fi er > should contain the previous version of their nameidentifier. When
aservice provider chooses to change their provided name identifier, the
<d dPr ovi dedNanel dent i fi er > should contain the current <SPPr ovi dedNanel denti fi er >.
Note that when they first change their name, thiswill be equal to the
<| DPPr ovi dedNanel denti fi er>. Similarly, when an identity provider wishes to change their
provided name identifier, they will move the previous version to the<Q dPr ovi dedNanel denti fi er >
when sending this message.

Changesto these identifiers may take a potentially significant amount of time to propagate through the systems at
both the sender and thereceiver. Implementations MAY wish to alow each party to accept either identifier
for some period of time following the successful completion of aname identifier change. Not doing so could
result in the inability of the Principal to access resources.

If <Rel ay St at e> containsa value, the recipient MUST include thisvalue in unmodified form in the
<Rel ay St at e> eement of the response.

<Affiliationld>, ifpresent, MUST bethe Affiliation ID of a known affiliation with which the identity
provider has an established relationship and of which the service provider isamember. If present, providers
MUST refer to the federation associated with the specified affiliation, if any, not the service provider, in
processing the message.

3.4 Federation Termination Notification Protocol

When the Principal terminates an identity federation between a service provider and an identity provider from the
service provider, the service provider MUST send a<Feder at i onTer mi nati onNoti fi cati on> messageto
the identity provider. The service provider is stating that it will no longer accept authentication assertions from the
identity provider for the specified Principal.

Likewise, when the Principal terminates an identity federation from the identity provider, the identity provider MUST
senda<Feder ati onTer m nati onNoti fi cati on>messageto the service provider. In this case, theidentity
provider is stating that it will no longer provide authentication assertions to the service provider for the specified
Principal.

This natification message is a one-way asynchronous message. Reasonable, best-effort delivery MUST be employed
by all providers sending this message.
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3.4.1 Message

The provider sendsa<Feder ati onTer mi nati onNot i fi cati on> totheprovider with which it isterminating
afederation.

The<Feder ati onTermi nati onNoti fi cati on> message SHOULD be signed.

3.4.1.1 Element <FederationTerminationNotification>

The e ementsare as follows:

Ext ensi on [Optional]

Optional container for protocol extensions established by agreement between providers.

Provi der | D[Required]
Theidentifier of the provider that is sending this message.

Nanel dent i fi er [Required]

The nameidentifier of the Principal terminating federation. Thisname identifier MUST be equal to the
<samni : Nanel denti fi er > element (and itsincluded attributes) agreed upon earlier between the two
communicating providers.

i d[Optional]
Identifier used to identify this element in the signature. See section 3.1.5, Signature Verification.
Affiliationld][Optional]

If present and the requester is a service provider, indicates that the requesting service provider isacting asa
member of the specified Affiliation. If present and the requester is an identity provider, indicates that the receiving
service provider should interpret the message as a member of the specified affiliation.

consent [Optional]

Indicatesthat consent has been obtained from auser in sending this message.
The schema fragment is as follows:

<el ement nane="Federati onTerm nati onNoti fi cati on"
type="lib: Federati onTerm nati onNotificationType"/>
<conpl exType name="Federati onTerm nati onNoti fi cati onType">
<conpl exCont ent >
<ext ensi on base="sam p: Request Abst r act Type" >

<sequence>
<el ement ref="lib: Extension" m nCccurs="0" maxQOccur s="unbounded"/ >
<el enment ref="Ilib:ProviderlD'/>
<el ement ref="sam : Nanel dentifier"/>
<element ref="Ilib: Affiliationld* m nQccurs="0"/>

</ sequence>
<attribute name="id" type="ID' use="optional"/>
<attribute ref="lib: consent" use="optional"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

3.4.1.2 Example

<Feder ati onTerm nati onNoti fi cation i d="12345" Request | D="9ec2- eb65- 4bce- ab8f -
4becdf 229815" Maj or Ver si on="1" M nor Ver si on="2"
consent ="urn:|iberty: consent: obtai ned" |ssuelnstant="2001-12-
17T09: 30: 472" >
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<ds: Si gnat ure>...</ds: S gnat ur e>

<Provi derl D>http://1dentityProvider. conx/Provi der| D>

<sam : Nanel denti fi er >e958019a</ san : Nanel denti fi er>

<Rel ay St at e>R0l GODI hc gGSALMAAAQCAEMTCZt uMFQXDS8b</ Rel ay St at e>
</ Federati onTerm nati onNotification>

3.4.2 Processing Rules

Thereceiving provider MUST validate any signature present on the message. The signature on the message
MUST be the signature of the <Pr ovi der | D> contained in the message. If the signatureisnot valid, the
provider MUST ignore the message.

If a provider receives a federation termination notification message that refers to a federation that does not exist
from the perspective of the provider, the provider MUST ignore the message. Otherwise, the provider MAY
perform any maintenance with the knowledge that the federation has been terminated.

A provider MAY choose to invalidate the session of a user for whom federation has been terminated.

<Affiliationld>,if present, MUST bethe Affiliation ID of a known affiliation with which the identity
provider has an established relationship and of which the service provider isamember. If present, providers
MUST refer to the federation associated with the specified affiliation, if any, not the service provider, in
processing the message.

3.5 Single Logout Protocol

The Single Logout Protocol provides a message exchange protocol by which all sessions authenticated by a particular
identity provider are near-smultaneously terminated. The Single Logout Protocol is used either when a Principal logs
out at aservice provider or when the Principa logs out at an identity provider.

When the Principal invokes the single logout process at a service provider, the service provider MUST send a
<Logout Request > message to the identity provider that provided the authentication service for the session.

When either the Principal invokes alogout at the identity provider or aservice provider sends alogout request to the
identity provider specifying that Principa, the identity provider MUST send a<Logout Request > message to each
service provider to which it provided authentication assertions in the current session with the Principal, with the
exception of the service provider that sent the <Logout Request > message to the Identity Provider.

If theidentity provider is proxying authentication from a second identity provider, then it MUST send a
<Logout Request > tothe proxied identity provider, unless the proxying provider has already received a
<Logout Request > from the proxied provider.

If the identity provider has provided authentication assertions on behalf of a Principal to a proxying identity provider,
then it MUST send a<Logout Request > to that provider, unless the proxying provider has already received a
<Logout Request > from the proxied provider.

3.5.1 Request

The<Logout Request > message indicates to the message receiver that a Principal’ s session was terminated. The
message includes an optional <Sessi onl ndex> eement that MUST be specified if and only if the authentication
statement in the assertion that the service provider used in establishing the session with the Principa contained a
Sessi onl ndex attribute. This message SHOULD be signed.

3.5.1.1 Element <LogoutRequest>
Ext ensi on [Optional]
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Optional container for protocol extensions established by agreement between providers. Implementors should note
that this e ement may not contain content from the core Liberty namespace (which is prevented at the schema level
by requiring namespace="##ot her ).

Nanel dent i fi er [Required]

The nameidentifier of the Principal that logged out. Thisname identifier MUST be equal to the
<saml : Nanel dent i fi er > element (including the equality of contained attributes) agreed upon between the
two communicating providers.

Provi der | D[Required]
Theidentifier of the provider that is making the request.

Sessi onl ndex [Optional]

The session index specified in the authentication statement of the assertion used to establish the session being
terminated. If a<Sessi onl ndex> element was present in the authentication statement, an identical
<Sessi onl ndex> MUST be present in the <Logout Request >. If no <Sessi onl ndex> dement was
present in the authentication statement, the <Sessi onl ndex> MUST be omitted from the

<Logout Request >.

i d[Optional]
Identifier used to identify this element in the signature. See section 3.1.5, Signature Verification.

Rel ay St at e [Optional]

Thismay contain state information that will be relayed back in the response. This data SHOULD be integrity-
protected by the request author and MAY have other protections placed on it by the request author. An example of
such protection is confidentiality.

Affiliationld][Optional]

If present and the requester is a service provider, indicates that the requesting service provider isacting asa
member of the specified Affiliation. If present and the requester is an identity provider, indicates that the receiving
service provider should interpret the message as a member of the specified affiliation.

consent [Optional]

Indicates that consent has been obtained from a user in sending this message.
The schema fragment is as follows:

<el ement nane="Logout Request" type="1ib: Logout Request Type"/ >
<conpl exType name="Logout Request Type" >
<conpl exCont ent >
<ext ensi on base="saml p: Request Abst r act Type" >

<sequence>
<el erment ref="Iib: Extension" m nCccurs="0" maxQOccur s="unbounded"/ >
<el enment ref="Ilib:ProviderlD'/>

<el ement ref="sam : Nanel dentifier"/>
<el ement nanme="Sessi onl ndex" type="string" m nCccurs="0"/>
<element ref="1ib: Rel ayState” ni nCccurs="0"/>
<element ref="lib: Affiliationld" minCccurs="0"/>
</ sequence>
<attribute name="id" type="ID' use="optional"/>
<attribute ref="lib: consent" use="optional"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
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3.5.1.2 Example

<Logout Request id="12345" Request | D="47693d03- 7c33-4d65- 931f - ddeb19f a6a73"
Maj or Ver si on="1" M nor Ver si on="2" consent ="urn: |iberty: consent: obtai ned"
| ssuel nst ant ="2001- 12- 17T09: 30: 472" >
<ds: Si gnature>...</ds: Si gnature>
<Provi der| D>http:// Servi ceProvi der. conx/ Provi der | D>
<sanl : Narel dent i fi er >342ad3d8- 93ee- 4c68- be35- cc9e7db39e2b</ sam : Nanel denti fi er >
<Sessi onl ndex>3</ Sessi onl ndex>
<Rel ay St at e>R0l GODI hc gGSALMAAAQCAEMTCZt uMFQXDS8b</ Rel ay St at e>
</ Logout Request >

3.5.1.3 Response
Theresponding provider MUST return a<Logout Response> message, which is of type StatusResponseType.

This message SHOULD be signed.

3.5.1.4 Element <LogoutResponse>
The elements of the message are as follows:

Ext ensi on [Optional]

Optional container for protocol extensions established by agreement between providers.

Provi der | D[Required]
Theidentifier of the provider responding.

St at us [Required]
A status code that indicates the result of the request.

i d[Optional]
Identifier used to identify this element in the signature. See section 3.1.5, Signature Verification.

Rel ay St at e [Optional]
This contains state information that may have appeared in the request, and is being relayed back to the sender.

The schema fragment is as follows:

<el ement nanme="Logout Response" type="lib: StatusResponseType"/>

3.5.1.5 Example

<Logout Response i d="12345" Responsel D="74ff ecOf - 1165- 4f a3- b088- 3dd2c2388b91"
I nResponseTo="eb20e77f - d982- 44f 9- 936e- dd135bf 437d4" Maj or Ver si on="1"
M nor Ver si on="2" |ssuel nst ant ="2001-12-17T09: 30: 472"
Reci pi ent ="ht t p: // Ser vi cePr ovi der . coni' >
<ds: Si gnature>...</ds: Si gnature>
<Provider|I D>http://1dentityProvider.conx/Providerl D>
<sam p: St at us>
<sam p: St at usCode Val ue="sam p: Success"/ >
</sam p: St at us>
<Rel ay St at e>R0l GODI hc gGSALMAAAQCAEMTCZt uMFQXDS8b</ Rel ay St at e>
</ Logout Response>

Liberty Alliance Project
34



1452

1453
1454

1455
1456
1457
1458

1459
1460

1461

1462
1463
1464

1465
1466

1467
1468
1469

1470

1471
1472
1473
1474
1475
1476

1477

1478
1479
1480
1481

1482

1483
1484
1485
1486
1487

1488
1489

Liberty Alliance Project: DRAFT Version 1.2-08
Liberty Protocols and Schema Specification

3.5.1.6 Processing Rules

If <Rel ay St at e> containsa value, the recipient MUST include thisvalue in unmodified form in the
<Rel ay St at e> eement of the response.

<Affiliationld>,ifpresent, MUST bethe Affiliation ID of a known affiliation with which the identity
provider has an established relationship and of which the service provider isamember. If present, providers
MUST interpret the<sam : Nanel dent i fi er > in the context of the specified affiliation, not the service
provider, in processing the message.

Other unique processing rules apply based on whether the message receiver isan identity provider or aservice
provider.

3.5.1.7 Identity Provider Processing Rules

When an identity provider receives the <Logout Request > message, the identity provider MUST validate that any
signature present on the message is the signature of a service provider to which the identity provider provided an
authentication assertion for the current session. If that holds, the identity provider SHOULD do the following;:

Send a<Logout Request > message to each service provider for which the identity provider provided
authentication assertions in the current session, other than the originator of the <Logout Request >.

Send a<Logout Request > message to the identity provider on behalf of whom theidentity provider
proxied the user's authentication, unless the second identity provider isthe originator of the
<Logout Request >.

Terminate the Principal’ s current session as specified by the<sani : Nanel denti fi er > eement.

If an error occurs during this further processing of the logout (for example, relying service providers may not
all implement the Single Logout profile used by the requesting service provider), then the identity
provider MUST respond to the original requestor with a<Logout Response> message, indicating the
status of thelogout request. The value "lib:UnsupportedProfil€" is provided for a second-level
<saml p: St at usCode>, indicating that a service provider should retry the <Logout Request >
using adifferent profile.

3.5.1.8 Service Provider Processing Rules

When the service provider receives the <Logout Request > message, the service provider MUST validate the
identity provider’s signature contained in the <ds: Si gnat ur e> element. If the Sgnatureisthat of the identity
provider that provided the authentication for the Principal’ s current session, the service provider MUST invalidate the
Principa’s session referred to in the <sami : Nanel denti fi er > element.

3.6 Introduction Notification Protocol

If a service provider is successfully introduced to an identity provider through the mediation of an introducing identity
provider; the service provider federates a Principal’ sidentity with the provider to whom they have been introduced,
and if theintroducing provider has requested natification of federation by includinga<Not i fi cat i on> element of
"true’ inthe<l nt r oduct i onSt at enent >, then theidentity provider to whom the service provider has been
introduced MUST send an <I nt r oduct i onNot i fi cati on> messageto the introducing provider.

This natification message is a one-way asynchronous message. Reasonable, best-effort delivery MUST be employed
by all providers sending this message.
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3.6.1 Message

An identity provider that is federating a Principa’ sidentity as aresult of the introduction of another identity provider
sendsa<I ntroducti onNoti fi cati on> messageto the introducing provider if that provider hasrequested
introduction notification viathe<Not i f i cat i on> eement.

The<l ntroducti onNoti fi cati on> message SHOULD be signed.

3.6.1.1 Element <IntroductionNotification>
The e ementsare as follows:

Ext ensi on [Optional]

Optional container for protocol extensions established by agreement between providers.

Provi der | D[Required]
Theidentifier of theidentity provider that is sending this message.

| nt roducedProvi derl Dorl ntroducedAffiliationl D[Required]
Theidentifier of the service provider or affiliation group that has been successfully introduced.

Assertionl DRef er ence [Required]

Theidentifier of theintroduction assertion utilized by the sending provider to accept the introduction of the
provider to whom the natification is being sent.

Nanel dent i fi er [Required]

The nameidentifier of the Principal whose identity federation triggered the introduction. Thisname identifier
MUST be unique per Principal, generated specifically for use by this protocol and MUST be different for each
introducing identity provider. It MUST be reused if the same Principal triggersintroduction of subsequent service
providers.

i d[Optional]
Identifier used to identify this element in the signature. See section 3.1.5, Signature Verification.
The schema fragment is as follows:

<el ement nanme="IntroductionNotification" type="lib:IntroductionNotificationType"/>
<conpl exType name="Introducti onNotificationType">
<conpl exCont ent >
<ext ensi on base="sanl p: Request Abst r act Type" >

<sequence>
<element ref="Iib: Extension" m nCccurs="0" maxCccur s="unbounded"/ >
<element ref="Iib: ProviderlD'/>
<choi ce>
<el ement nanme="I| ntroducedProvi derl D' type="1ib: Providerl| DType"/ >
<el ement name="IntroducedAffiliationl D' type="Iib:Providerl DType"/>
</ choi ce>

<el ement ref="sanl : Asserti onl DRef erence"/ >
<el ement ref="sam : Nanel dentifier"/>
</ sequence>
<attribute name="id" type="ID' use="optional"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

Liberty Alliance Project
36



1532

1533
1534
1535
1536
1537
1538
1539
1540

1541

1542
1543
1544

1545

1546
1547
1548
1549

1550
1551

1552

1553
1554

1555

1556

1557

1558

1559

1560

1561

1562

1563

1564

1565

1566

1567
1568
1569

Liberty Alliance Project: DRAFT Version 1.2-08
Liberty Protocols and Schema Specification

3.6.1.2 Example

<IntroductionNotification id="12345" Request | D="9ec2-eb65-4bce- ab8f - 4becdf 229815"
Maj or Ver si on="1" M nor Ver si on="2" |ssuel nstant ="2001-12-17T09: 30: 472" >
<ds: Si gnat ure>...</ds: S gnat ur e>
<Provi derl D>http://1dentityProvider. conx/Provi der| D>
<I nt roducedProvi der| D>htt p: // Ser vi ceProvi der. conx/ | nt roducedPr ovi der | D>
<sanl : Asserti onl DRef er ence>dswd398t 4deur d4</ saml : Asserti onl DRef er ence>
<sanl : Narel denti fi er >e958019a</ sani : Nanel denti fi er>
</IntroductionNotification>

3.6.2 Processing Rules

Thereceiving identity provider MUST validate any signature present on the message. The signature on the message
MUST be the signature of the <Pr ovi der | D> contained in the message. If the signatureisnot valid, the provider
MUST ignore the message.

3.7 Provider Relationship Termination Protocol

When a service provider has previously been successfully introduced to an identity provider through the mediation of
an introducing identity provider, but the business relationship between theidentity providers has subsequently been
broken, then the introducing identity provider SHOULD send a

<Pr ovi der Rel ati onshi pTer m nat i onRequest > message to the service provider.

Upon reception of a<Pr ovi der Rel ati onshi pTer m nat i onRequest > message, aprovider MUST respond
with a<Pr ovi der Rel ati onshi pTer n nat i onResponse> message.

3.7.1 Message

Theintroducing identity provider sendsa<Pr ovi der Rel at i onshi pTer m nat i onRequest > to the service
provider concerning the termination of the relationship between the identity providers.

The<Pr ovi der Rel ati onshi pTer m nati onRequest > message MUST be signed.

3.7.1.1 Element <ProviderRelationshipTerminationRequest>
The elementsare asfollows:
Ext ensi on [Optional]
Optional container for protocol extensions established by agreement between providers.

Provi der | D[Required]
Theidentifier of the provider that is sending this message.

Ter m nat edPr ovi der | D[Required]
Theidentifier of the provider with which the sender has terminated arelationship.
i d[Optional]
Identifier used to identify this element in the signature. See section 3.1.5, Signature Verification.

Rel ay St at e [Optional]

This contains state information that will be relayed back in the response. This data SHOULD be integrity-protected
by the request author and MAY have other protections placed on it by the request author. An example of such
protection is confidentiality.
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1570  Theschemafragment is as follows:

1571 <el ement nane="Provi der Rel ati onshi pTer ni nati onRequest "

1572 type="1Iib: Provider Rel ati onshi pTer mi nat i onRequest Type"/ >

1573 <conpl exType name="Provi der Rel ati onshi pTer m nat i onRequest Type" >

1574 <conpl exCont ent >

1575 <ext ensi on base="sam p: Request Abst r act Type" >

1576 <sequence>

1577 <el ement ref="Iib: Extension" minCccurs="0" maxCccurs="unbounded"/ >
1578 <el ement ref="1ib: ProviderlD'/>

1579 <el ement nanme="Ter m nat edProvi der| D' type="1ib: Provider| DType”/ >
1580 <element ref="1ib: Rel ayState” ni nCccurs="0"/>

1581 </ sequence>

1582 <attribute name="id" type="ID' use="optional"/>

1583 </ ext ensi on>

1584 </ conpl exCont ent >

1585 </ conpl exType>

1586 3.7.1.2 Example

1587 <Provi der Rel ati onshi pTer mi nati onRequest id="abcde” Request| D="9ec2-eb65-4bce- ab8f -
1588 4becdf 229815" Maj or Ver si on="1" M nor Versi on="2" | ssuel nst ant="2001-12-

1589 17T09: 30: 472" >

1590 <ds: Si gnat ure>...</ds: Si gnat ur e>

1591 <Provi der|l D>http:/ /1 ntroduci ngl dentityProvider. conx/Provi derl D>

1592 <Ter m nat edProvi der | D>http:/ /| ntroducedl dentityProvi der.conx/ Ter m nat edPr ovi der
1593 | D>

1594 <Rel ay St at e>R0l GODI hc gGSALMAAAQCAEMTCZt uMFQXDS8b</ Rel ay St at e>

1595 </ Provi der Rel ati onshi pTer mi nati onRequest >

1596  3.7.2 Response

1597  Theresponding provider MUST return a<Pr ovi der Rel at i onshi pTer m nat i onResponse> message,
1598  which isof type StatusResponseType.

1599  Thismessage SHOULD be signed.

1600 3.7.2.1 Element <ProviderRelationshipTerminationResponse>

1601 The elements of the message are as follows:

1602  Ext ensi on [Optional]
1603 Optional container for protocol extensions established by agreement between providers.
1604  Provi der | D[Required]

1605 Theidentifier of the provider responding.

1606 St at us [Required]

1607 A status code that indicates the reception of the natification message.

1608 i d [Optional]

1609 Identifier used to identify this element in the signature. See section 3.1.5, Signature Verification.

1610  Rel aySt at e [Optional]

1611 This contains state information that may have appeared in the request, and is being relayed back to the sender.
1612  Theschemafragment isas follows:

1613 <el ement nane="Provi der Rel ati onshi pTer ni nati onResponse"
1614 type="1lib: St at usResponseType"/ >
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1615  3.7.2.2 Example

1616 <Provi der Rel ati onshi pTerm nati onResponse i d="abcde” Responsel D="74ff ecOf - 1165-
1617 4f a3- b088- 3dd2c2388b91" | nResponseTo="eb20e77f - d982- 44f 9- 936e-

1618 dd135bf 437d4" Maj or Ver si on="1" M nor Ver si on="0" |ssuel nstant ="2001- 12-
1619 17T09: 30: 472" Recipient="http://|ntroduci ngldentityProvi der.coni>

1620 <ds: Si gnature>...</ds: Si gnature>

1621 <Provi der| D>htt p:// Servi ceProvi der. conx/ Provi der | D>

1622 <sam p: St at us>

1623 <sam p: St at usCode Val ue="sam p: Success"/ >

1624 </sam p: St at us>

1625 <Rel ay St at e>R0l GODI hc gGSALMAAAQCAEMTCZt uMFQXDS8b</ Rel ay St at e>

1626 </ Provi der Rel ati onshi pTer nmi nati onResponse>

1627 3.7.3 Processing Rules

1628  Thereceiving provider MUST validate any signature present on the message. The signature on the message
1629 MUST be the signature of the <Pr ovi der | D> contained in the message. If the signatureisnot valid, the
1630 provider MUST ignore the message.

1631 If <Rel ay St at e> containsa value, the recipient MUST include thisvalue in unmodified form in the
1632 <Rel ay St at e> dement of the response.
1633  3.7.3.1 Recipient Processing Rules

1634  Thereceiving provider MAY choose to invalidate the relationship with the provider identified by the
1635 <Ter m nat edPr ovi der | D> element.

1636  Therecipient MUST respond with a<Pr ovi der Rel at i onshi pTer m nat i onResponse> message.

1637 4 Schema Definition

1638 <?xm version="1.0" encodi ng="UTF-8"?>
1639 <schema t ar get Namespace="urn:liberty:iff:1.2" xmns:lib="urn:liberty:iff:1.2"

1640 xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xni dsi g#"

1641 xm ns: sam p="ur n: oasi s: nanes: tc: SAM.: 1. O: pr ot ocol "

1642 xm ns: sam ="urn: oasi s: names: tc: SAM.: 1. 0: assertion" xm ns:ac="urn:Iliberty:ac:1.2"
1643 xm ns="ht tp://ww. w3. or g/ 2001/ XM_Schema" el ement For mDef aul t ="qual i fi ed"

1644 attri but eFor nDef aul t ="unqual i fi ed">

1645 <i nport nanespace="urn: oasi s: nanes: tc: SAML.: 1. 0: asserti on"

1646 schemaLocat i on="htt p: // ww. oasi s- open. org/ conmi ttees/security/docs/cs-sstc-
1647 schema- assertion-01. xsd"/ >

1648 <i nport nanespace="urn: oasi s: nanes: tc: SAM.: 1. 0: pr ot ocol "

1649 schemalLocat i on="htt p: // ww. oasi s- open. org/conmi ttees/security/docs/cs-sstc-
1650 schema- pr ot ocol - 01. xsd"/ >

1651 <i nport nanespace="http://ww. w3. or g/ 2000/ 09/ xni dsi g#"

1652 schemaLocati on="http://ww. w3. or g/ TR/ xm dsi g- cor e/ xm dsi g- cor e- schema. xsd"/ >
1653 <i nport nanespace="urn:|iberty:ac:1.2"

1654 schemaLocation="http://ww. projectliberty.org/specs/!|iberty-architecture-
1655 aut henti cation-cont ext-vl. 2. xsd"/>

1656 <i ncl ude schemalLocati on="http://ww. projectliberty.org/specs/liberty-architecture-
1657 utility-v1.0.xsd"/>

1658 <si npl eType nanme="Provi der| DType" >

1659 <restriction base="anyURl "/ >

1660 </ si npl eType>

1661 <el enent nane="Provider| D' type="Ilib: Provider| DType"/>

1662 <el enent nane="Affiliationl D' type="1Iib:ProviderlDType"/>

1663 <conpl exType name="Si gnedSAM_Request Type" >

1664 <conpl exCont ent >

1665 <ext ensi on base="sam p: Request Type" >

1666 <attribute name="id" type="1D" use="optional"/>

1667 </ ext ensi on>
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</ conpl exCont ent >
</ conpl exType>
<el ement nane="Aut hnRequest" type="1i b: Aut hnRequest Type"/>
<conpl exType name="Aut hnRequest Type" >
<conpl exCont ent >
<ext ensi on base="sam p: Request Abstr act Type" >

<sequence>
<el enent ref="1ib: Extension m nCccurs="0" maxQOccur s="unbounded"/ >
<elenent ref="lib:ProviderlD'/>
<elenent ref="lib:Affiliationld* m nCccurs="0"/>
<el enent ref="1ib: Namel DPol i cy" m nQccurs="0"/>

<el enent nane="ForceAut hn" type="bool ean" m nOccurs="0"/>
<el enent nane="I|sPassive" type="bool ean" m nCQccurs="0"/>

<el enent ref="Iib:Protocol Profile" m nCccurs="0"/>

<el enent nanme="AssertionConsumner Servi cel D' type="string" m nCccurs="0"/>
<el enent ref="1ib: Aut hnCont ext" m nQccurs="0"/>

<el enent ref="lib:RelayState" m nCccurs="0"/>

<el enment nane=" Aut hnCont ext Conpari son"
type="1ib: Aut hnCont ext Conpari sonType" m nQccurs="0"/>
<el enent nane="ProxyCount" type="nonNegativel nteger" mi nCccurs="0"/>
<el ement ref="lib:IntroductionArtifact" m nCccurs="0"/>
</ sequence>
<attribute name="id" type="1D"' use="optional"/>
<attribute ref="lib:consent" use="optional"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<si npl eType nane="Namel DPol i cyType" >
<restriction base="string">
<enumer ati on val ue="none"/>
<enuner ati on val ue="t enporary"/>
<enumer ation val ue="f ederated"/ >
<enuner ation val ue="any"/ >
</restriction>
</ si npl eType>
<si npl eType nanme="Aut hnCont ext Conpari sonType" >
<restriction base="string">
<enumer ation val ue="exact"/ >
<enumer ation val ue="m ni muni'/ >
<enumer ati on val ue="better"/>
</restriction>
</ si npl eType>
<el enent nane="Nanel DPol i cy type="Iib: Nanel DPol i cyType"/ >
<el enent nane="Rel ayState" type="string"/>
<el enent nanme="Protocol Profile" type="anyURl"/>
<el ement nane="Aut hnCont ext " >
<conpl exType>
<choi ce>
<el enent nanme="Aut hnCont ext Ol assRef" type="anyURlI " maxCccur s="unbounded"/ >
<el enent nane="Aut hnCont ext St at enent Ref " type="anyURl "
maxCccur s="unbounded" />
</ choi ce>
</ conpl exType>
</ el ement >
<el enent nanme="IntroductionArtifact" type="string"/>
<el enent nanme="Aut hnResponse" type="1ib: Aut hnResponseType"/ >
<conpl exType nanme="Aut hnResponseType" >
<conpl exCont ent >
<ext ensi on base="sam p: ResponseType" >

<sequence>
<el enent ref="1lib: Extension" m nOccurs="0" maxQccur s="unbounded"/>
<el enent ref="lib:ProviderlD'/>
<el enent ref="lib:RelayState" m nCccurs="0"/>

</ sequence>

<attribute name="id" type="1D"' use="optional"/>

<attribute ref="lib:consent" use="optional"/>
</ ext ensi on>
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</ conpl exCont ent >
</ conpl exType>
<el enent nanme="Assertion" type="lib: Asserti onType"/>
<conpl exType name="AssertionType">
<conpl exCont ent >
<ext ensi on base="sam : Asserti onType">
<attribute name="|nResponseTo" type="sanl :| DReferenceType"/>
<attribute name="id" type="1D"' use="optional"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType name="Subj ect Type" >
<conpl exCont ent >
<ext ensi on base="sam : Subj ect Type" >
<sequence>
<el ement ref="1ib:|DPProvi dedNanel dentifier"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType name="Aut henti cati onSt at ement Type" >
<conpl exCont ent >
<ext ensi on base="sam : Aut henti cati onSt at ement Type" >
<sequence>
<el ement name="Aut hnContext" m nOccurs="0">
<conpl exType>
<sequence>
<el enent nane="Aut hnCont ext d assRef" type="anyURI" m nCccurs="0"/>
<choi ce>
<el ement ref="ac: Aut henti cati onCont ext St atenent" />
<el enent nane="Aut hnCont ext St at enent Ref " type="anyURl "/ >
</ choi ce>
</ sequence>
</ conpl exType>
</ el ement >
</ sequence>
<attribute name="Reaut henticateOnOr After" type="dateTi ne" use="optional"/>
<attribute name="Sessionl ndex" type="string" use="optional"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType name="Introducti onSt at ement Type" >
<conpl exCont ent >
<ext ensi on base="sam : Subj ect St at enent Type" >
<choi ce maxQccur s="unbounded" >

<elenent ref="lib:ProviderlD'/>
<elenent ref="lib:AffiliationlD'/>
</ choi ce>

<el enent nanme="Noti fi cati on" type="bool ean" m nCccurs="0"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el enent nanme="Aut hnRequest Envel ope" type="1i b: Aut hnRequest Envel opeType"/ >
<conpl exType name="Aut hnRequest Envel opeType" >
<conpl exCont ent >

<ext ensi on base="Ii b: Request Envel opeType" >
<sequence>
<el enent ref="1ib: Aut hnRequest" />
<el ement ref="lib:ProviderlD'/>

<el enment nane="Provi der Nane" type="string" m nCccurs="0"/>
<el enent nane="Asserti onConsumrer Servi ceURL" type="anyURl "/ >
<el ement ref="lib:|DPList" m nQccurs="0"/>
<el enent nane="I|sPassive" type="bool ean" m nCQccurs="0"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
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<conpl exType name="Request Envel opeType" >
<sequence>
<el ement ref="1ib: Extension" m nCccurs="0" maxCccurs="unbounded"/>
</ sequence>
</ conpl exType>
<el enent nanme="I|DPList" type="lib:|DPLi st Type"/>
<conpl exType name="1DPLi st Type" >

<sequence>
<el enent ref="lib:|DPEntries"/>
<el enent ref="1ib: Get Conpl ete" mi nCccurs="0" maxCccur s="unbounded"/ >

</ sequence>
</ conpl exType>
<el enent nane="|DPEntry">
<conpl exType>
<sequence>
<el ement ref="lib:ProviderlD'/>
<el enment nane="Provi der Nane" type="string" m nCccurs="0"/>
<el enent nane="Loc" type="anyURl"/>
</ sequence>
</ conpl exType>
</ el ement >
<el ement nanme="I|DPEntri es">
<conpl exType>
<sequence>
<el enent ref="Ilib:1DPEntry" maxCccurs="unbounded"/ >
</ sequence>
</ conpl exType>
</ el ement >
<el enent nane="Cet Conpl ete" type="anyURI"/>
<el enent nane="Aut hnResponseEnvel ope" type="1i b: Aut hnResponseEnvel opeType"/ >
<conpl exType name="Aut hnResponseEnvel opeType" >
<conpl exCont ent >

<ext ensi on base="li b: ResponseEnvel opeType" >
<sequence>
<el enent ref="1ib: Aut hnResponse"/ >

<el enent nanme="Asserti onConsumer Servi ceURL" type="anyURl "/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<conpl exType name="ResponseEnvel opeType" >
<sequence>
<el ement ref="1ib: Extension" m nCccurs="0" maxCccurs="unbounded"/>
</ sequence>
</ conpl exType>
<el enent nanme="Regi st er Nanel denti fi er Request "
type="1ib: Regi st er Nanel dent i fi er Request Type"/>
<conpl exType name="Regi st er Nanel denti fi er Request Type" >
<conpl exCont ent >
<ext ensi on base="sam p: Request Abstr act Type" >

<sequence>
<el enent ref="1lib: Extension" m nCOccurs="0" maxQccur s="unbounded"/>
<el enent ref="lib:ProviderlD'/>

<el enent nane="| DPProvi dedNanel dentifier" type="sanl :Nanel dentifierType"/>
<el enent nanme="SPProvi dedNanel dentifier" type="sanl : NaneldentifierType"/>
<el enent nanme="0d dProvi dedNanel dentifier" type="sanl :Nanel dentifierType"/>
<el enent ref="lib:RelayState" m nCccurs="0"/>
<element ref="lib:Affiliationld" mnCccurs="0"/>
</ sequence>
<attribute name="id" type="1D"' use="optional"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el enent nane="| DPProvi dedNanel dentifier" type="sanl :Nanel dentifierType"/>
<el enent name="SPProvi dedNanel dentifier" type="sanl : NaneldentifierType"/>
<el enent nanme="0d dProvi dedNanel dentifier" type="sanl :Nanel dentifierType"/>
<el enent nane="Regi st er Nanel denti fi er Response" type="1ib: St at usResponseType"/>
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1869 <conpl exType name="St at usResponseType" >

1870 <conpl exCont ent >

1871 <ext ensi on base="sam p: ResponseAbst ract Type" >

1872 <sequence>

1873 <el ement ref="1ib: Extension" m nCccurs="0" maxCccurs="unbounded"/>
1874 <el ement ref="lib:ProviderlD'/>

1875 <el enent ref="sanl p: Status"/>

1876 <el enent ref="lib:RelayState" m nCccurs="0"/>

1877 </ sequence>

1878 <attribute name="id" type="1D" use="optional"/>

1879 </ ext ensi on>

1880 </ conpl exCont ent >

1881 </ conpl exType>

1882 <el ement nane="Federati onTerm nationNotification"

1883 type="1ib: FederationTerm nati onNoti fi cati onType"/>

1884 <conpl exType name="Federati onTerm nati onNotifi cati onType">

1885 <conpl exCont ent >

1886 <ext ensi on base="sam p: Request Abstr act Type" >

1887 <sequence>

1888 <el ement ref="1ib: Extension" m nCccurs="0" maxCccurs="unbounded"/>
1889 <el ement ref="lib:ProviderlD'/>

1890 <el ement ref="sam : Nanel dentifier"/>

1891 <element ref="lib:Affiliationld" mnQCccurs="0"/>

1892 </ sequence>

1893 <attribute name="id" type="1D"' use="optional"/>

1894 <attribute ref="lib:consent" use="optional"/>

1895 </ ext ensi on>

1896 </ conpl exCont ent >

1897 </ conpl exType>

1898 <el enent nanme="Logout Request" type="1ib: Logout Request Type"/>

1899 <conpl exType name="Logout Request Type" >

1900 <conpl exCont ent >

1901 <ext ensi on base="sam p: Request Abstr act Type" >

1902 <sequence>

1903 <el ement ref="1ib: Extension" m nCccurs="0" maxCccurs="unbounded"/>
1904 <el ement ref="lib:ProviderlD'/>

1905 <el ement ref="sam : Nanel dentifier"/>

1906 <el ement nane="Sessi onl ndex" type="string" m nCccurs="0"/>

1907 <el enent ref="lib:RelayState" m nCccurs="0"/>

1908 <element ref="lib:Affiliationld" mnCccurs="0"/>

1909 </ sequence>

1910 <attribute name="id" type="1D"' use="optional"/>

1911 <attribute ref="lib:consent" use="optional"/>

1912 </ ext ensi on>

1913 </ conpl exCont ent >

1914 </ conpl exType>

1915 <el enent nanme="Logout Response" type="1li b: St at usResponseType"/>

1916 <el enent nanme="Introducti onNoti ficati on" type="lib:IntroductionNotificationType"/>
1917 <conpl exType name="Introducti onNoti fi cati onType">

1918 <conpl exCont ent >

1919 <ext ensi on base="sam p: Request Abstr act Type" >

1920 <sequence>

1921 <el ement ref="1ib: Extension" m nCccurs="0" maxCccurs="unbounded"/>
1922 <el ement ref="lib:ProviderlD'/>

1923 <choi ce>

1924 <el enent nane="I|ntroducedProviderl D' type="1ib: Provi derl| DType"/>
1925 <el enent nane="IntroducedAffiliationl D' type="Iib: ProviderlDType"/>
1926 </ choi ce>

1927 <el ement ref="sam : Assertionl DRef erence"/ >

1928 <el ement ref="sam : Nanel dentifier"/>

1929 </ sequence>

1930 <attribute name="id" type="1D"' use="optional"/>

1931 </ ext ensi on>

1932 </ conpl exCont ent >

1933 </ conpl exType>

1934 <el enent nane="Provi der Rel ati onshi pTerm nati onRequest"

1935 type="1ib: Provi der Rel ati onshi pTer m nati onRequest Type"/ >
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<conpl exType name="Provi der Rel ati onshi pTerni nati onRequest Type" >
<conpl exCont ent >
<ext ensi on base="sam p: Request Abstr act Type" >

<sequence>
<el enent ref="1ib: Extensi on" m nCccurs="0" maxCccur s="unbounded"/>
<el enent ref="Iib:ProviderlD'/>
<el enent nane="Term nat edProvi der| D' type="1ib: Provi derl| DType"/>
<el enent ref="lib:RelayState" m nCccurs="0"/>

</ sequence>
<attribute name="id" type="1D" use="optional"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el enent nanme="Provi der Rel ati onshi pTerm nati onResponse"
type="1ib: St at usResponseType"/ >
</ schema>
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