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1 Introduction 	��

This specification defines a syntax for the definition of authentication context statements and an initial list of Liberty 	��

authentication context classes. 	��

1.1 Notation  	��

This specification uses schema documents conforming to W3C XML schema (see [Schema1]) and normative text to 	��

describe the syntax and semantics of XML-encoded SAML assertions and protocol messages. Note: Phrases and 		�

numbers in brackets [ ] refer to other documents; details of these references can be found in Section 5 (at the end of 	
�

this document). 
��

The key words “MUST,”  “MUST NOT,” “REQUIRED,”  “SHALL,”  “SHALL NOT,” “SHOULD,”  “SHOULD 
��

NOT,” “RECOMMENDED,” “MAY,” and “OPTIONAL” in this specification are to be interpreted as described in 
��

[RFC2119]: “ they MUST only be used where it is actually required for interoperation or to limit behavior which has 
��

potential for causing harm (e.g., limiting retransmissions).”  
��

These keywords are thus capitalized when used to unambiguously specify requirements over protocol and application 
��

features and behavior that affect the interoperability and security of implementations. When these words are not 
��

capitalized, they are meant in their natural-language sense. 
��

Note: Non-normative notes and explanations appear like this. 
	�

 

�

Li st i ngs of  XML schemas appear  l i ke t hi s .  ����

 ����

Exampl e code l i s t i ngs appear  l i ke t hi s .  ����

 ����

Conventional XML namespace prefixes are used throughout the listings in this specification to stand for their ����

respective namespaces as follows, regardless of whether a namespace declaration is present in the example:  ����

• The prefix l i b:  stands for the Liberty ID-FF namespace ( ur n: l i ber t y: i f f : 1. 2) .  ����

• The prefix AC:  stands for the Liberty Authentication Namespace (ur n: l i ber t y: ac: 1. 2). ����

The prefix saml: stands for the SAML assertion namespace  (ur n: oasi s: names: t c: SAML: 1. 0: asser t i on). ��	�

The prefix samlp: stands for the SAML request-response protocol namespace ��
�

(ur n: oasi s: names: t c: SAML: 1. 0: pr ot ocol ). ����

The prefix ds: stands for the W3C XML signature namespace (ht t p: / / www. w3. or g/ 2000/ 09/ xml dsi g#). ����

The prefix xsd: stands for the W3C XML schema namespace in example listings ����

(ht t p: / / www. w3. or g/ 2001/ XMLSchema). In schema listings, this namespace is the default, and no prefix is ����

shown. ����

This specification uses the following typographical conventions in text: <El ement >, <ns: For ei gnEl ement >, ����

At t r i but e, Datatype, Ot her Code. ����

Definitions for Liberty-specific terms can be found in [LibertyGloss]. ����

2 Overview ��	�

Liberty will not prescribe a single technology, protocol, or policy for the processes by which identity providers issue ��
�

identities to Principals and by which those Principals subsequently authenticate themselves to the identity provider. ����

Different identity providers will choose different technologies, follow different processes, and be bound by different ����
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legal obligations with respect to how they authenticate Principals. The choices that an identity provider makes here ����

will be driven in large part by the requirements of the service providers with which the identity provider has affiliated ����

into a circle of trust. These requirements themselves will be determined by the nature of the service (that is, the ����

sensitivity of any information exchanged, the associated financial value, the service providers risk tolerance, etc.) that ����

the service provider will be providing to the Principal. Consequently, for anything other than trivial services, if the ����

service provider is to place sufficient confidence in the authentication assertions it receives from an identity provider, ����

it will be necessary for the service provider to know which technologies, protocols, and processes were used or ��	�

followed for the original authentication mechanism on which the authentication assertion is based. Armed with this ��
�

information and trusting the origin of the actual assertion, the service provider will be better able to make an informed ����

entitlements decision regarding what services the subject of the authentication assertion should be allowed to access. ����

 ����

Authentication context is defined as the information additional to the authentication assertion itself that the service ����

provider may require before it makes an entitlements decision.  ����

3 Authentication Context ����

If a service provider is to rely on the authentication of a Principal by an identity provider, the service provider may ����

require information additional to the authentication itself to allow it to put the authentication in a trust context. This ����

information could include ��	�

 ��
�

Initial user identification mechanisms (for example, face-to-face, online, shared secret) ����

Mechanisms for minimizing compromise of a Principal’s credentials (for example, credential renewal frequency, ����

client-side key generation) ����

Mechanisms for storing and protecting credentials (for example, smartcard, password rules) ����

Authentication mechanism (for example, password, certificate-based SSL) ����

 ����

The variations and permutations in the examples above guarantee that not all authentication assertions are the same; a ����

particular authentication assertion will be characterized by the values for each of these variables. A somewhat helpful ����

model is to think of an authentication assertion as defined by its coordinates in a multidimensional space. This model ��	�

is demonstrated in Figure 1 (where only three axes are shown). ��
�

 ����

 ����

Figure 1: Authentication asser tion as defined by its coordinates in multidimensional space ����
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 ����

A particular authentication context statement will be characterized by its values along the different axes and ����

consequently by its position in this space. ����

3.1 Authentication Context Classes ����

Liberty can simplify for service providers the task of assessing and comparing authentication assertions by defining ����

particular authentication contexts that are representative of current technologies and practices among identity ��	�

providers. For instance, a typical authentication context will be when a Principal uses a self-chosen password over a ��
�

server-authenticated SSL session to authenticate to an identity provider. (This identity would have been issued when ����

the Principal was originally identified after proving knowledge of some personal information, for example, a frequent ����

flier account number.) Liberty should acknowledge the relevance of this authentication context, and remove from ����

service providers the burden of parsing an XML document that captures this context, by identifying this authentication ����

context as a Liberty class and by giving it a unique identifier so that service providers can recognize it and place an ����

appropriate level of assurance on the associated authentication assertion.  ����

 ����

A particular Liberty authentication context class will define a list of required characteristics of the processes, ����

procedures, and mechanisms by which the identity provider verifies the Principal before issuing an identity, protects ��	�

the secrets on which subsequent authentications are based, and the mechanisms used for this authentication. These ��
�

characteristics can be categorized as ����

 ����

Identification – Characteristics that describe the processes and mechanism the identity provider uses to initially create ����

an association between a Principal and the identity (or name) by which the Principal will be known. ����

Physical Protection – Characteristics that specify physical controls on the facility housing the identity provider’s ����

systems (for example, site location and construction, access controls). ����

Operational Protection – Characteristics that describe procedural security controls employed by the identity provider ����

(for example, security audits, records archival). ����

Technical Protection – Characteristics that describe how the “secret”  (the knowledge or possession of which allows ��	�

the Principal to authenticate to the identity provider) is kept secure. ��
�

Authentication Method – Characteristics that define the mechanisms by which the Principal authenticates to the �	��

identity provider (for example, a password versus a smartcard). �	��

Governing Agreements- Provide a mechanism for linking to external (likely human readable) documents in which �	��

the identity provider can define business level authentication context, for example,  liability constraints or contractual �	��

obligations. Governing Agreements are normally profiled on a Authentication Class-level basis but can be specific to a �	��

given Authentication Context statement. �	��

Authenticating IdP- When Principal authentication is relayed between different IdPs to provide for a seamless cross-�	��

IdP SSO experience the relaying IdP MAY include this element with a reference to the originating IdP. The relaying �	��

IdP MAY include as well extra specific inter-IdP Governing Agreements that may affect those specified at the �		�

Authentication Class-level.   �	
�

Rather than a class being a rigid collection of these characteristics, a class will define a set of conformant �
��

authentication context statements (for example, multiple and different authentication context statements will satisfy the �
��

requirements of a given class). The relationship between an authentication context class and particular authentication �
��

context statements is shown in Figure 2, where all the authentication context statements satisfy the requirements �
��

expressed by the class. �
��

 �
��
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 �
��

Figure 2: Relationship between authentication context class and statements �
��

 �
	�

By introducing the additional layer of classes and by defining an initial list of representative and flexible classes, �

�

Liberty architecture ����

 ����

Makes it easier for the identity provider and service provider to come to an agreement on what are acceptable ����

authentication contexts by giving them a framework for discussion. ����

Makes it easier for service providers to indicate their preferences when requesting a step-up authentication assertion ����

from an identity provider. ����

Simplifies for service providers the burden of processing authentication context statements by giving them the option ����

of being satisfied by the associated class. ����

Protects service providers from impact of new authentication technologies. ��	�

Makes it easier for identity providers to publish their authentication capabilities, for example, through WSDL. ��
�

3.2 Authentication Quality ����

Authentication quality refers to the level of assurance that a service provider can place in an authentication assertion it ����

receives from an identity provider. Authentication quality is motivated by two goals: An identity provider must be able ����

to indicate to a service provider the level of confidence it has in an authentication assertion, and a service provider ����

should be able to indicate its preferences for an authentication context without necessarily specifying the exact context ����

characteristics. The fundamental concern with the concept of authentication quality is the difficulty for Liberty to ����

make the necessary assessments of the classes to enable this flexibility. ����

3.2.1 Service Provider Request ����

To provide the desired flexibility without requiring Liberty to itself assess the quality of particular authentication ��	�

classes, the service provider will be provided a flexible mechanism by which it can indicate its preferences for ��
�

authentication context to the identity provider. The <l i b: Aut hnRequest > message will allow the service ����

provider to request any of the following: ����

 ����

1. A match on a particular authentication context statement ����
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2. A match within a specific authentication context class ����

3. A match or better on a particular authentication context class ����

4. A match within an ordered list (which is designated by the service provider) of authentication context classes ����

5. A match on the originating IdP within an ordered list. ����

 ��	�

Option 1 will require that the identity provider and service provider have previously agreed on the details of a ��
�

particular authentication context that either does not fall into one of the Liberty-defined authentication context classes ����

or needs to be constrained more tightly. ����

 ����

Option 2 is expected to be the typical scenario.  ����

  ����

For option 3, the decision as to what is better is left to the entity best qualified to make that determination, the identity ����

provider. The service provider, trusting the identity provider’s judgment, will accept the assertion it receives back ����

because it will be confident the assertion meets (or exceeds) the provider’s requirements. ����

 ��	�

Option 4 will give the service provider greater control over the authentication context classes to which the ��
�

authentication assertions it receives conform. The identity provider is given no leeway in providing an authentication ����

assertion conforming to a class not on the list. ����

 ����

Option 5 will give the service provider control on which is the original IdP authenticating the Principal. A list containg ����

zero elements MUST be interpreted as the a non-delegable authentication request.  ����

 ����

If the service provider does not specify any of the above options in the <l i b: Aut hnRequest >, the identity ����

provider will be free to provide an authentication context of its choosing. ����

3.2.2 Identity Provider Response ��	�

The authentication assertion that the identity provider returns to the service provider may indicate the authentication ��
�

context class to which the authentication assertion conforms (if it does conform to any such authentication context ����

class), which may or may not be the same as the class requested. ����

 ����

The returned authentication assertion will include a URI specifying the associated authentication context statement. ����

4 Previous work ����

The concept of authentication context has been addressed in other work. ����

4.1 PKI ����

An X.509 certificate is a signed assertion of identity just as a SAML authentication assertion is. Consequently it is not ����

surprising that the issue of authentication context has been addressed within the PKI world. A number of different ��	�

standards or proposals for capturing this sort of information have been written: ��
�

 ����

Cer tificate Practice Statement (CPS) is a statement of the practices that a certification authority employs in issuing ����

certificates. A certificate practice statement may take the form of a declaration by the certification authority of the ����

details of its trustworthy systems and the practices it employs in support of its issuance of certificates.  ����

Cer tificate Policy is a named set of rules that indicates the applicability of a certificate to a particular community ����

and/or class of application. For example, a certificate policy might indicate that a particular type of certificate is ����

appropriate for the authentication of participants in a business-to-business transaction within a given price range. The ����

fundamental difference between the certificate practice statement and the certificate policy is that the former is ����

“owned”  by the issuing certification authority and the latter by the entities who will use the issued certificates. ��	�

Certificate users define certificate policies, and certification authorities (with different certificate practice statements) ��
�

attest that a particular certificate is appropriate for that certificate policy. (See [RFC2527].)  ����
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PKI Disclosure Statement is a supplementary instrument that discloses critical information about the policies and ����

practices of a certificate authority or PKI. A PKI disclosure statement is a vehicle for disclosing and emphasizing ����

information normally covered in detail by associated certificate policy and/or certification practice statement ����

documents. Consequently, a PKI disclosure statement is not intended to replace a certificate policy or practice ����

statement. (See [PDS].)  ����

Key Usage, as defined in X.509, defines the intended use for a key contained in a certificate. These uses (or values) ����

are digitalSignature, nonRepudiation, keyEncipherment, dataEncipherment, keyAgreement, keyCertSign, CRLSign, ����

encipherOnly, and decipherOnly.  ��	�

Extended Key Usage, as the name indicates, extends the possible uses for a key beyond the original nine, each use ��
�

identified by an object identifier. Extended key usage is primarily used by the relying party. As part of its validation �	��

algorithm, a relying party will check for these values to determine whether a given certificate is appropriate for the �	��

application. �	��

4.2 SAML �	��

SAML provides limited support for the concept of authentication context, it defines an Aut hent i cat i onMet hod �	��

attribute on the <saml : Aut hent i cat i onSt at ement > element and an unconstrained (schema model of ANY) �	��

<saml : Advi ce> element. The following listing is an example (where the relevant elements and attributes are �	��

bolded): �	��

 �		�

<?xml  ver s i on=" 1. 0" ?> �	
�

<saml : Asser t i on>  �
��

<saml : Aut hent i cat i onSt at ement  Aut hent i cat i onMet hod="  ur n: i et f : r f c: 2246" > �
��

    <saml : Subj ect >  �
��

            <saml : NameI dent i f i er   �
��

       For mat =" ht t p: / / www. oasi s- open. or g/ commi t t ees/ secur i t y/ docs/ cs- sst c- cor e-�
��

28#X509Subj ect Name" >cn=Joe User , dc=pr oj ect l i ber t y , dc=or g �
��

            </ saml : NameI dent i f i er > �
��

           </ saml : Subj ect >      �
��

</ saml : Aut hent i cat i onSt at ement > �
	�

<saml : Advi ce> �

�

<! —addi t i onal  el ement s i n separ at e namespace à  ����

</ saml : Advi ce> ����

</ saml : Asser t i on> ����

 ����

Note: SAML also defines a <saml : Condi t i on> element, the purpose of which is somewhat complementary to the ����

<saml : Advi ce> element (see [SAMLCore]). ����

 ����

<saml : Condi t i on> [Optional]. Conditions that MUST be taken into account in assessing the validity of the ����

assertion.  ��	�

<saml : Advi ce> [Optional]. Additional information related to the assertion that assists processing in certain ��
�

situations, but MAY be ignored by applications that do not support its use.  ����

 ����

The intent seems to be that the <saml : Condi t i on> element protects the issuing party, and the <saml : Advi ce> ����

element protects the relying party.  ����

 ����

SAML also defines the <saml : Subj ect Conf i r mat i on> element as “a URI that identifies a protocol to be used ����

to authenticate the subject”  where authenticate refers to how the bearer of a SAML assertion proves that it is ����

authorized to hold the assertion as opposed to how it convinced the identity provider to issue the assertion. As such, ����

<saml : Subj ect Conf i r mat i on> is distinct from authentication context.  ��	�

 ��
�

SAML identified a list of common authentication protocols as possible values for both the ����

Aut hent i cat i onMet hod attribute and the <saml : Subj ect Conf i r mat i on> element, including SAML ����

Artifact, Holder of Key, Sender Vouches, Password, Kerberos, and SSL/TLS.  ����
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5 Liberty Authentication Context Mechanisms ����

5.1 Authentication Context Classes ����

The Liberty authentication context classes are listed in  this section. ����

 ����

No ranking is implied by the order of classes. ����

 ��	�

Classes are identified by URIs with the initial stem: ��
�

 ����

ht t p: / / www. pr oj ect l i ber t y. or g/ schemas/ aut hct x/ c l asses ����

 ����

5.1.1 MobileContract ����

The MobileContract class is identified when a mobile Principal has an identity for which the identity provider has ����

vouched.  ����

5.1.1.1 Associated Liberty URI ����

http://www.projectliberty.org/schemas/authctx/classes/MobileContract ����

5.1.1.2 Class Schema ��	�

 ��
�

<?xml  ver s i on=" 1. 0"  encodi ng=" UTF- 8" ?> ����

 ����

<xs: schema xml ns: xs=" ht t p: / / www. w3. or g/ 2001/ XMLSchema"  ����

el ement For mDef aul t =" qual i f i ed" > ����

  ����

<annot at i on> ����

<document at i on> ht t p: / / www. pr oj ect l i ber t y. or g/ schemas/ aut hct x/ c l asses/ Mobi l eCont r act  ����

</ document at i on> ����

</ annot at i on> ��	�

<xs: el ement  name=" Aut hent i cat i onCont ext St at ement " > ��
�

  <xs: compl exType> ����

   <xs: sequence> ����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" I dent i f i cat i on" / > ����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Techni cal Pr ot ect i on" / > ����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Aut hent i cat i onMet hod" / > ����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Oper at i onal Pr ot ect i on" / > ����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Gover ni ngAgr eement s" / > ����

          <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence> ��	�

  </ xs: compl exType> ��
�

 </ xs: el ement > ����

 <xs: el ement  name=" Aut hent i cat i onMet hod" > ����

  <xs: compl exType> ����

   <xs: sequence> ����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Aut hent i cat or " / > ����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  ����

r ef =" Aut hent i cat or Tr anspor t Pr ot ocol " / > ����

          <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence> ��	�

  </ xs: compl exType> ��
�

 </ xs: el ement > ����

 ����

 <xs: el ement  name=" Aut hent i cat or " > ����

  <xs: compl exType> ����

   <xs: sequence> ����
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    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Shar edSecr et Chal l engeResponse" / > ����

          <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence> ����

  </ xs: compl exType> ��	�

 </ xs: el ement > ��
�

 �	��

 <xs: el ement  name=" Aut hent i cat or Tr anspor t Pr ot ocol " > �	��

  <xs: compl exType> �	��

   <xs: sequence> �	��

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Mobi l eNet wor k" / > �	��

          <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  maxOccur s=“ unbounded” / > �	��

</ xs: sequence> �	��

  </ xs: compl exType> �	��

 </ xs: el ement > �		�

  �	
�

 <xs: el ement  name=" Deact i vat i onCal l Cent er " > �
��

  <xs: compl exType> �
��

                        <xs: sequence> �
��

                     <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  �
��

maxOccur s=“ unbounded” / > �
��

                 </ xs: sequence> �
��

             </ xs: compl exType> �
��

 </ xs: el ement > �
��

  �
	�

 <xs: el ement  name=" Gover ni ngAgr eement Ref " > �

�

  <xs: compl exType> ����

   <xs: at t r i but e name=" r ef "  ����

f i xed=" ht t p: / / SomeMobi l ef or um. or g/ namespaces/ aut hcont ext / cl asses/ Mobi l e-����

Cl ass2. pdf " / > ����

  </ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" Gover ni ngAgr eement s" > ����

  <xs: compl exType> ����

   <xs: sequence> ��	�

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Gover ni ngAgr eement Ref " / > ��
�

          <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence> ����

  </ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" I dent i f i cat i on" > ����

  <xs: compl exType> ����

   <xs: sequence> ����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Physi cal Ver i f i cat i on" / > ����

          <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ��	�

maxOccur s=“ unbounded” / ></ xs: sequence> ��
�

   <xs: at t r i but e name=" nym"  t ype=" xs: st r i ng"  use=" r equi r ed" / > ����

  </ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" Mobi l eAut hCar d" > ����

  <xs: compl exType> ����

                <xs: sequence> ����

                    <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / > ����

                </ xs: sequence> ��	�

             </ xs: compl exType> ��
�

 </ xs: el ement > ����

 <xs: el ement  name=" Mobi l eDevi ce" > ����

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" Mobi l eNet wor k" > ����

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> ����

 </ xs: el ement > ��	�

 <xs: el ement  name=" Oper at i onal Pr ot ect i on" > ��
�

  <xs: compl exType> ����

   <xs: sequence> ����
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    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Secur i t yAudi t " / > ����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Deact i vat i onCal l Cent er " / > ����

          <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence> ����

  </ xs: compl exType> ����

 </ xs: el ement > ����

  ��	�

 <xs: el ement  name=" Physi cal Ver i f i cat i on" > ��
�

  <xs: compl exType> ����

   <xs: at t r i but e name=" cr edent i al Level "  t ype=" xs: st r i ng"  use=" r equi r ed" / > ����

  </ xs: compl exType> ����

 </ xs: el ement > ����

  ����

 <xs: el ement  name=" Secur i t yAudi t " > ����

  <xs: compl exType> ����

   <xs: sequence> ����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Swi t chAudi t " / > ��	�

          <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ��
�

maxOccur s=“ unbounded” / ></ xs: sequence> ����

  </ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" Shar edKeyPr ot ect i on" > ����

  <xs: compl exType> ����

   <xs: choi ce> ����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Mobi l eAut hCar d" / > ����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Mobi l eDevi ce" / > ����

   </ xs: choi ce> ��	�

  </ xs: compl exType> ��
�

 </ xs: el ement > ����

 <xs: el ement  name=" Shar edSecr et Chal l engeResponse" > ����

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" Swi t chAudi t " > ����

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> ����

 </ xs: el ement > ��	�

 <xs: el ement  name=" Techni cal Pr ot ect i on" > ��
�

  <xs: compl exType> �	��

   <xs: sequence> �	��

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Shar edKeyPr ot ect i on" / > �	��

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  �	��

maxOccur s=“ unbounded” / ></ xs: sequence> �	��

  </ xs: compl exType> �	��

 </ xs: el ement > �	��

</ xs: schema> �	��

5.1.2 MobileDigitalID �		�

The MobileDigitalID class is identified by detailed and verified registration procedures, users’ consent to sign and �	
�

authorize transactions, and DigitalID-based authentication. �
��

5.1.2.1 Associated Liberty URI �
��

http://www.projectliberty.org/schemas/authctx/classes/MobileDigitalID �
��

5.1.2.2 Class Schema �
��

 �
��

<?xml  ver s i on=" 1. 0"  encodi ng=" UTF- 8" ?> �
��

 �
��

<xs: schema xml ns: xs=" ht t p: / / www. w3. or g/ 2001/ XMLSchema"  �
��

el ement For mDef aul t =" qual i f i ed" > �
	�

 �

�

<annot at i on> ����
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<document at i on> ht t p: / / www. pr oj ect l i ber t y. or g/ schemas/ aut hct x/ c l asses/ Mobi l eDi gi t al I D ����

</ document at i on> ����

</ annot at i on> ����

 ����

 <xs: el ement  name=" Aut hent i cat i onCont ext St at ement " > ����

  <xs: compl exType> ����

   <xs: sequence> ����

    <xs: el ement  r ef =" I dent i f i cat i on" / > ��	�

    <xs: el ement  r ef =" Techni cal Pr ot ect i on" / > ��
�

    <xs: el ement  r ef =" Aut hent i cat i onMet hod" / > ����

    <xs: el ement  r ef =" Oper at i onal Pr ot ect i on" / > ����

    <xs: el ement  r ef =" Gover ni ngAgr eement s" / > ����

          <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence> ����

  </ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" Aut hent i cat i onMet hod" > ����

  <xs: compl exType> ��	�

   <xs: sequence> ��
�

    <xs: el ement  r ef =" Aut hent i cat or " / > ����

    <xs: el ement  r ef =" Aut hent i cat or Tr anspor t Pr ot ocol " / > ����

          <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence> ����

  </ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" Aut hent i cat or " > ����

  <xs: compl exType> ����

   <xs: choi ce> ��	�

    <xs: el ement  r ef =" Di g- s i g" / > ��
�

    <xs: el ement  r ef =" Zer oKnowl edge" / > ����

   </ xs: choi ce> ����

  </ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" Aut hent i cat or Tr anspor t Pr ot ocol " > ����

  <xs: compl exType> ����

   <xs: choi ce> ����

    <xs: el ement  r ef =" Mobi l eNet wor k" / > ����

    <xs: el ement  r ef =" SSL" / > ��	�

    <xs: el ement  r ef =" WTLS" / > ��
�

    <xs: el ement  r ef =" I PSec" / > ����

   </ xs: choi ce> ����

  </ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" Deact i vat i onCal l Cent er " > ����

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" Di g- si g" > ��	�

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ��
�

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" Gover ni ngAgr eement Ref " > ����

  <xs: compl exType> ����

   <xs: at t r i but e name=" r ef "  ����

f i xed=" ht t p: / / SomeMobi l ef or um. or g/ namespaces/ aut hcont ext / cl asses/ Mobi l e-����

Cl ass3. pdf " / > ����

  </ xs: compl exType> ����

 </ xs: el ement > ��	�

 <xs: el ement  name=" Gover ni ngAgr eement s" > ��
�

  <xs: compl exType> ����

   <xs: sequence> ����

    <xs: el ement  r ef =" Gover ni ngAgr eement Ref " / > ����

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence> ����

  </ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" I PSec" > ����
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  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ��	�

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> ��
�

 </ xs: el ement > ����

 <xs: el ement  name=" I dent i f i cat i on" > ����

  <xs: compl exType> ����

   <xs: sequence> ����

    <xs: el ement  r ef =" Physi cal Ver i f i cat i on" / > ����

    <xs: el ement  r ef =" Wr i t t enConsent " / > ����

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence> ����

   <xs: at t r i but e name=" nym"  t ype=" xs: st r i ng"  use=" r equi r ed" / > ��	�

  </ xs: compl exType> ��
�

 </ xs: el ement > �	��

 <xs: el ement  name=" KeySt or age" > �	��

  <xs: compl exType> �	��

   <xs: at t r i but e name=" medi um"  t ype=" xs: st r i ng"  use=" r equi r ed" / > �	��

  </ xs: compl exType> �	��

 </ xs: el ement > �	��

 <xs: el ement  name=" Mobi l eNet wor k" > �	��

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  �	��

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> �		�

 </ xs: el ement > �	
�

 <xs: el ement  name=" Oper at i onal Pr ot ect i on" > �
��

  <xs: compl exType> �
��

   <xs: sequence> �
��

    <xs: el ement  r ef =" Secur i t yAudi t " / > �
��

    <xs: el ement  r ef =" Deact i vat i onCal l Cent er " / > �
��

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  �
��

maxOccur s=“ unbounded” / ></ xs: sequence> �
��

  </ xs: compl exType> �
��

 </ xs: el ement > �
	�

 <xs: el ement  name=" Physi cal Ver i f i cat i on" > �

�

  <xs: compl exType> ����

   <xs: at t r i but e name=" cr edent i al Level "  t ype=" xs: st r i ng"  use=" r equi r ed" / > ����

  </ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" Pr i vat eKeyPr ot ect i on" > ����

  <xs: compl exType> ����

   <xs: sequence> ����

    <xs: el ement  r ef =" KeySt or age" / > ����

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ��	�

maxOccur s=“ unbounded” / ></ xs: sequence> ��
�

  </ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" SSL" > ����

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" Secur i t yAudi t " > ����

  <xs: compl exType> ����

   <xs: sequence> ��	�

    <xs: el ement  r ef =" Swi t chAudi t " / > ��
�

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence> ����

  </ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" Swi t chAudi t " > ����

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" Techni cal Pr ot ect i on" > ��	�

  <xs: compl exType> ��
�

   <xs: sequence> ����

    <xs: el ement  r ef =" Pr i vat eKeyPr ot ect i on" / > ����

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence> ����

  </ xs: compl exType> ����
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 </ xs: el ement > ����

 <xs: el ement  name=" WTLS" > ����

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> ��	�

 </ xs: el ement > ��
�

 <xs: el ement  name=" Wr i t t enConsent " > ����

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" Zer oKnowl edge" > ����

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> ����

 </ xs: el ement > ����

</ xs: schema> ��	�

5.1.3 MobileUnregistered ��
�

The MobileUnregistered class is identified when the real identity of a mobile Principal has not been strongly verified. ����

5.1.3.1 Associated Liberty URI ����

http://www.projectliberty.org/schemas/authctx/classes/MobileUnregistered ����

5.1.3.2 Class Schema ����

 ����

<?xml  ver s i on=" 1. 0"  encodi ng=" UTF- 8" ?> ����

 ����

<xs: schema xml ns: xs=" ht t p: / / www. w3. or g/ 2001/ XMLSchema"  ����

el ement For mDef aul t =" qual i f i ed" > ��	�

 ��
�

<annot at i on> ����

<document at i on> ����

ht t p: / / www. pr oj ect l i ber t y. or g/ schemas/ aut hct x/ c l asses/ Mobi l eUnr egi st er ed ����

</ document at i on> ����

</ annot at i on> ����

 ����

 <xs: el ement  name=" Aut hent i cat i onCont ext St at ement " > ����

  <xs: compl exType> ����

   <xs: sequence> ��	�

    <xs: el ement  r ef =" Techni cal Pr ot ect i on" / > ��
�

    <xs: el ement  r ef =" Aut hent i cat i onMet hod" / > ����

    <xs: el ement  r ef =" Oper at i onal Pr ot ect i on" / > ����

    <xs: el ement  r ef =" Gover ni ngAgr eement s" / > ����

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence> ����

  </ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" Aut hent i cat i onMet hod" > ����

  <xs: compl exType> ��	�

   <xs: sequence> ��
�

    <xs: el ement  r ef =" Aut hent i cat or " / > �	��

    <xs: el ement  r ef =" Aut hent i cat or Tr anspor t Pr ot ocol " / > �	��

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  �	��

maxOccur s=“ unbounded” / ></ xs: sequence> �	��

  </ xs: compl exType> �	��

 </ xs: el ement > �	��

 <xs: el ement  name=" Aut hent i cat or " > �	��

  <xs: compl exType> �	��

   <xs: sequence> �		�

    <xs: el ement  r ef =" Shar edSecr et Chal l engeResponse" / > �	
�

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  �
��

maxOccur s=“ unbounded” / ></ xs: sequence> �
��

  </ xs: compl exType> �
��

 </ xs: el ement > �
��
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 <xs: el ement  name=" Aut hent i cat or Tr anspor t Pr ot ocol " > �
��

  <xs: compl exType> �
��

   <xs: sequence> �
��

    <xs: el ement  r ef =" Mobi l eNet wor k" / > �
��

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  �
	�

maxOccur s=“ unbounded” / ></ xs: sequence> �

�

  </ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" Deact i vat i onCal l Cent er " > ����

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" Gover ni ngAgr eement Ref " > ����

  <xs: compl exType> ����

   <xs: at t r i but e name=" r ef "  ��	�

f i xed=" ht t p: / / SomeMobi l ef or um. or g/ namespaces/ aut hcont ext / cl asses/ Mobi l e-��
�

Cl ass1. pdf " / > ����

  </ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" Gover ni ngAgr eement s" > ����

  <xs: compl exType> ����

   <xs: sequence> ����

    <xs: el ement  r ef =" Gover ni ngAgr eement Ref " / > ����

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence> ��	�

  </ xs: compl exType> ��
�

 </ xs: el ement > ����

 <xs: el ement  name=" Mobi l eAut hCar d" > ����

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" Mobi l eDevi ce" > ����

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> ����

 </ xs: el ement > ��	�

 <xs: el ement  name=" Mobi l eNet wor k" > ��
�

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" Oper at i onal Pr ot ect i on" > ����

  <xs: compl exType> ����

   <xs: sequence> ����

    <xs: el ement  r ef =" Secur i t yAudi t " / > ����

    <xs: el ement  r ef =" Deact i vat i onCal l Cent er " / > ����

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ��	�

maxOccur s=“ unbounded” / ></ xs: sequence> ��
�

  </ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" Secur i t yAudi t " > ����

  <xs: compl exType> ����

   <xs: sequence> ����

    <xs: el ement  r ef =" Swi t chAudi t " / > ����

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence> ����

  </ xs: compl exType> ��	�

 </ xs: el ement > ��
�

 <xs: el ement  name=" Shar edKeyPr ot ect i on" > ����

  <xs: compl exType> ����

   <xs: choi ce> ����

    <xs: el ement  r ef =" Mobi l eAut hCar d" / > ����

    <xs: el ement  r ef =" Mobi l eDevi ce" / > ����

   </ xs: choi ce> ����

  </ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" Shar edSecr et Chal l engeResponse" > ��	�

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ��
�

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> ����
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 </ xs: el ement > ����

 <xs: el ement  name=" Swi t chAudi t " > ����

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> ����

 </ xs: el ement > ����

 <xs: el ement  name=" Techni cal Pr ot ect i on" > ����

  <xs: compl exType> ����

   <xs: sequence> ��	�

    <xs: el ement  r ef =" Shar edKeyPr ot ect i on" / > ��
�

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ����

maxOccur s=“ unbounded” / ></ xs: sequence> ����

  </ xs: compl exType> ����

 </ xs: el ement > ����

</ xs: schema> ����

5.1.4 Password ����

The Password class is identified when a Principal authenticates to an identity provider through the presentation of a ����

password over an unprotected HTTP session. ����

5.1.4.1 Associated Liberty URI ��	�

http://www.projectliberty.org/schemas/authctx/classes/Password ��
�

5.1.4.2 Class Schema �	��

<?xml  ver s i on=" 1. 0"  encodi ng=" UTF- 8" ?> �	��

 �	��

<xs: schema xml ns: xs=" ht t p: / / www. w3. or g/ 2001/ XMLSchema"  �	��

el ement For mDef aul t =" qual i f i ed" > �	��

 �	��

<annot at i on> �	��

<document at i on> ht t p: / / www. pr oj ect l i ber t y. or g/ schemas/ aut hct x/ c l asses/ Passwor d �	��

</ document at i on> �		�

</ annot at i on> �	
�

 �
��

 <xs: el ement  name=" Aut hent i cat i onCont ext St at ement " > �
��

  <xs: compl exType> �
��

   <xs: sequence> �
��

    <xs: el ement  r ef =" Aut hent i cat i onMet hod" / > �
��

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  �
��

maxOccur s=“ unbounded” / ></ xs: sequence> �
��

  </ xs: compl exType> �
��

 </ xs: el ement > �
	�

 <xs: el ement  name=" Aut hent i cat i onMet hod" > �

�

  <xs: compl exType> 	���

   <xs: al l > 	���

    <xs: el ement  r ef =" Pr i nc i pal Aut hent i cat i onMechani sm" / > 	���

    <xs: el ement  r ef =" Aut hent i cat or Tr anspor t Pr ot ocol " / > 	���

   </ xs: al l > 	���

  </ xs: compl exType> 	���

 </ xs: el ement > 	���

 <xs: el ement  name=" Aut hent i cat or Tr anspor t Pr ot ocol " > 	���

  <xs: compl exType> 	�	�

   <xs: sequence> 	�
�

    <xs: el ement  r ef =" HTTP" / > 	���

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  	���

maxOccur s=“ unbounded” / ></ xs: sequence> 	���

  </ xs: compl exType> 	���

 </ xs: el ement > 	���

 <xs: el ement  name=" HTTP" > 	���

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  	���

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> 	���

 </ xs: el ement > 	�	�

 <xs: el ement  name=" Lengt h" > 	�
�
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  <xs: compl exType> 	���

   <xs: at t r i but e name=" mi n"  f i xed=" 3" / > 	���

  </ xs: compl exType> 	���

 </ xs: el ement > 	���

 <xs: el ement  name=" Passwor d" > 	���

  <xs: compl exType> 	���

   <xs: sequence> 	���

    <xs: el ement  r ef =" Lengt h" / > 	���

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  	�	�

maxOccur s=“ unbounded” / ></ xs: sequence> 	�
�

  </ xs: compl exType> 	���

 </ xs: el ement > 	���

 <xs: el ement  name=" Pr i nci pal Aut hent i cat i onMechani sm" > 	���

  <xs: compl exType> 	���

   <xs: sequence> 	���

    <xs: el ement  r ef =" Passwor d" / > 	���

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  	���

maxOccur s=“ unbounded” / ></ xs: sequence> 	���

  </ xs: compl exType> 	�	�

 </ xs: el ement > 	�
�

</ xs: schema> 	���

5.1.5 Password- ProtectedTransport 	���

The Password-ProtectedTransport class is identified when a Principal authenticates to an identity provider through the 	���

presentation of a password over an SSL-protected session. 	���

5.1.5.1 Associated Liberty URI 	���

http://www.projectliberty.org/schemas/authctx/classes/Password-ProtectedTransport 	���

5.1.5.2 Class Schema 	���

 	���

<?xml  ver s i on=" 1. 0"  encodi ng=" UTF- 8" ?> 	�	�

 	�
�

<xs: schema xml ns: xs=" ht t p: / / www. w3. or g/ 2001/ XMLSchema"  	���

el ement For mDef aul t =" qual i f i ed" > 	���

  	���

<annot at i on> 	���

<document at i on> ht t p: / / www. pr oj ect l i ber t y. or g/ schemas/ aut hct x/ c l asses/ Passwor d-	���

Pr ot ect edTr anspor t  </ document at i on> 	���

</ annot at i on> 	���

 	���

<xs: el ement  name=" Aut hent i cat i onCont ext St at ement " > 	�	�

  <xs: compl exType> 	�
�

   <xs: sequence> 	���

    <xs: el ement  r ef =" Aut hent i cat i onMet hod" / > 	���

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  	���

maxOccur s=“ unbounded” / ></ xs: sequence> 	���

  </ xs: compl exType> 	���

 </ xs: el ement > 	���

 <xs: el ement  name=" Aut hent i cat i onMet hod" > 	���

  <xs: compl exType> 	���

   <xs: al l > 	�	�

    <xs: el ement  r ef =" Pr i nc i pal Aut hent i cat i onMechani sm" / > 	�
�

    <xs: el ement  r ef =" Aut hent i cat or Tr anspor t Pr ot ocol " / > 	���

   </ xs: al l > 	���

  </ xs: compl exType> 	���

 </ xs: el ement > 	���

 <xs: el ement  name=" Aut hent i cat or Tr anspor t Pr ot ocol " > 	���

  <xs: compl exType> 	���

   <xs: sequence> 	���

    <xs: el ement  r ef =" SSL" / > 	���

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  	�	�

maxOccur s=“ unbounded” / ></ xs: sequence> 	�
�
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  </ xs: compl exType> 		��

 </ xs: el ement > 		��

 <xs: el ement  name=" Lengt h" > 		��

  <xs: compl exType> 		��

   <xs: at t r i but e name=" mi n"  f i xed=" 3" / > 		��

  </ xs: compl exType> 		��

 </ xs: el ement > 		��

 <xs: el ement  name=" Passwor d" > 		��

  <xs: compl exType> 			�

   <xs: sequence> 		
�

    <xs: el ement  r ef =" Lengt h" / > 	
��

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  	
��

maxOccur s=“ unbounded” / ></ xs: sequence> 	
��

  </ xs: compl exType> 	
��

 </ xs: el ement > 	
��

 <xs: el ement  name=" Pr i nci pal Aut hent i cat i onMechani sm" > 	
��

  <xs: compl exType> 	
��

   <xs: sequence> 	
��

    <xs: el ement  r ef =" Passwor d" / > 	
	�

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  	

�

maxOccur s=“ unbounded” / ></ xs: sequence> 
���

  </ xs: compl exType> 
���

 </ xs: el ement > 
���

 <xs: el ement  name=" SSL" > 
���

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  
���

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> 
���

 </ xs: el ement > 
���

</ xs: schema> 
���

5.1.6 Previous-Session 
�	�

The Previous-Session class is identified when a Principal had authenticated to an identity provider at some point in the 
�
�

past using any authentication context supported by that identity provider. Consequently, a subsequent authentication 
���

event that the identity provider will assert to the service provider may be significantly separated in time from the 
���

Principal’s current resource access request. 
���

 
���

The context for the previously authenticated session is explicitly not included in this context class because the user has 
���

not authenticated during this session, and so the mechanism that the user employed to authenticate in a previous 
���

session should not be used as part of a decision on whether to now allow access to a resource. 
���

5.1.6.1 Associated Liberty URI 
���

http://www.projectliberty.org/schemas/authctx/classes/Previous-Session 
�	�

5.1.6.2 Class Schema 
�
�

 
���

<?xml  ver s i on=" 1. 0"  encodi ng=" UTF- 8" ?> 
���

 
���

<xs: schema xml ns: xs=" ht t p: / / www. w3. or g/ 2001/ XMLSchema"  
���

el ement For mDef aul t =" qual i f i ed" > 
���

 
���

<annot at i on> 
���

<document at i on> ht t p: / / www. pr oj ect l i ber t y. or g/ schemas/ aut hct x/ c l asses/ Pr evi ous-
���

Sessi on </ document at i on> 
�	�

</ annot at i on> 
�
�

 
���

 <xs: el ement  name=" Aut hent i cat i onCont ext St at ement " > 
���

  <xs: compl exType> 
���

   <xs: sequence> 
���

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Aut hent i cat i onMet hod" / > 
���

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  
���

maxOccur s=“ unbounded” / ></ xs: sequence> 
���

  </ xs: compl exType> 
���

 </ xs: el ement > 
�	�
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�
�

 <xs: el ement  name=" Aut hent i cat i onMet hod" > 
���

  <xs: compl exType> 
���

   <xs: sequence> 
���

    <xs: el ement  r ef =" Aut hent i cat or "  mi nOccur s=" 0"  maxOccur s=" 1" / > 
���

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  
���

maxOccur s=“ unbounded” / ></ xs: sequence> 
���

  </ xs: compl exType> 
���

 </ xs: el ement > 
���

 
�	�

 <xs: el ement  name=" Aut hent i cat or " > 
�
�

  <xs: compl exType> 
���

   <xs: sequence> 
���

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Pr evi ousSessi on" / > 
���

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  
���

maxOccur s=“ unbounded” / ></ xs: sequence> 
���

  </ xs: compl exType> 
���

 </ xs: el ement > 
���

 
���

 <xs: el ement  name=" Pr evi ousSessi on" > 
�	�

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  
�
�

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> 
���

 </ xs: el ement > 
���

 
���

</ xs: schema> 
���

 
���

5.1.7 Smartcard 
���

The Smartcard class is identified when a Principal authenticates to an identity provider using a smartcard. 
���

5.1.7.1 Associated Liberty URI 
���

http://www.projectliberty.org/schemas/authctx/classes/Smartcard 
�	�

5.1.7.2 Class Schema 
�
�

<?xml  ver s i on=" 1. 0"  encodi ng=" UTF- 8" ?> 
���

 
���

<xs: schema xml ns: xs=" ht t p: / / www. w3. or g/ 2001/ XMLSchema"  
���

el ement For mDef aul t =" qual i f i ed" > 
���

 
���

<annot at i on> 
���

<document at i on> ht t p: / / www. pr oj ect l i ber t y. or g/ schemas/ aut hct x/ c l asses/ Smar t car d 
���

</ document at i on> 
���

</ annot at i on> 
�	�

 
�
�

 <xs: el ement  name=" Aut hent i cat i onCont ext St at ement " > 
	��

  <xs: compl exType> 
	��

   <xs: sequence> 
	��

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Aut hent i cat i onMet hod" / > 
	��

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  
	��

maxOccur s=“ unbounded” / ></ xs: sequence> 
	��

  </ xs: compl exType> 
	��

 </ xs: el ement > 
	��

 <xs: el ement  name=" Aut hent i cat i onMet hod" > 
		�

  <xs: compl exType> 
	
�

   <xs: sequence> 

��

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  

��

r ef =" Pr i nc i pal Aut hent i cat i onMechani sm" / > 

��

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  

��

maxOccur s=“ unbounded” / ></ xs: sequence> 

��

  </ xs: compl exType> 

��

 </ xs: el ement > 

��

 <xs: el ement  name=" Pr i nci pal Aut hent i cat i onMechani sm" > 

��

  <xs: compl exType> 

	�
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   <xs: sequence> 


�

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Smar t car d" / > �����

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  �����

maxOccur s=“ unbounded” / ></ xs: sequence> �����

  </ xs: compl exType> �����

 </ xs: el ement > �����

 <xs: el ement  name=" Smar t car d" > �����

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  �����

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> �����

 </ xs: el ement > ���	�

</ xs: schema> ���
�

 �����

5.1.8 Smartcard-PKI �����

The Smartcard-PKI class is identified when a Principal authenticates to an identity provider through a two-factor �����

authentication mechanism using a smartcard with enclosed private key and a PIN. �����

5.1.8.1 Associated Liberty URI �����

http://www.projectliberty.org/schemas/authctx/classes/Smartcard-PKI �����

5.1.8.2 Class Schema �����

<?xml  ver s i on=" 1. 0"  encodi ng=" UTF- 8" ?> �����

 ���	�

<xs: schema xml ns: xs=" ht t p: / / www. w3. or g/ 2001/ XMLSchema"  ���
�

el ement For mDef aul t =" qual i f i ed" > �����

 �����

<annot at i on> �����

<document at i on> ht t p: / / www. pr oj ect l i ber t y. or g/ schemas/ aut hct x/ c l asses/ Smar t car d-�����

PKI </ document at i on> �����

</ annot at i on> �����

 �����

 <xs: el ement  name=" Aut hent i cat i onCont ext St at ement " > �����

  <xs: compl exType> ���	�

   <xs: sequence> ���
�

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Techni cal Pr ot ect i on" / > �����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Aut hent i cat i onMet hod" / > �����

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  �����

maxOccur s=“ unbounded” / ></ xs: sequence> �����

  </ xs: compl exType> �����

 </ xs: el ement > �����

 <xs: el ement  name=" Aut hent i cat i onMet hod" > �����

  <xs: compl exType> �����

   <xs: sequence> ���	�

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  ���
�

r ef =" Pr i nc i pal Aut hent i cat i onMechani sm" / > �����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Aut hent i cat or " / > �����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  �����

r ef =" Aut hent i cat or Tr anspor t Pr ot ocol " / > �����

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  �����

maxOccur s=“ unbounded” / ></ xs: sequence> �����

  </ xs: compl exType> �����

 </ xs: el ement > �����

 <xs: el ement  name=" Aut hent i cat or " > ���	�

  <xs: compl exType> ���
�

   <xs: sequence> �����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Di g- si g" / > �����

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  �����

maxOccur s=“ unbounded” / ></ xs: sequence> �����

  </ xs: compl exType> �����

 </ xs: el ement > �����

 <xs: el ement  name=" Aut hent i cat or Tr anspor t Pr ot ocol " > �����

  <xs: compl exType> �����
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   <xs: sequence> ���	�

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" SSL" / > ���
�

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  �����

maxOccur s=“ unbounded” / ></ xs: sequence> �����

  </ xs: compl exType> �����

 </ xs: el ement > �����

 <xs: el ement  name=" Di g- si g" > �����

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  �����

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> �����

 </ xs: el ement > �����

 <xs: el ement  name=" KeyAct i vat i on" > ���	�

  <xs: compl exType> ���
�

   <xs: sequence> �����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Passwor d" / > �����

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  �����

maxOccur s=“ unbounded” / ></ xs: sequence> �����

  </ xs: compl exType> �����

 </ xs: el ement > �����

 <xs: el ement  name=" Lengt h" > �����

  <xs: compl exType> �����

   <xs: at t r i but e name=" mi n"  t ype=" xs: byt e"  use=" r equi r ed" / > ���	�

  </ xs: compl exType> ���
�

 </ xs: el ement > ��	��

 <xs: el ement  name=" Passwor d" > ��	��

  <xs: compl exType> ��	��

   <xs: sequence> ��	��

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Lengt h" / > ��	��

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ��	��

maxOccur s=“ unbounded” / ></ xs: sequence> ��	��

  </ xs: compl exType> ��	��

 </ xs: el ement > ��		�

 <xs: el ement  name=" Pr i nci pal Aut hent i cat i onMechani sm" > ��	
�

  <xs: compl exType> ��
��

   <xs: sequence> ��
��

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Smar t car d" / > ��
��

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ��
��

maxOccur s=“ unbounded” / ></ xs: sequence> ��
��

  </ xs: compl exType> ��
��

 </ xs: el ement > ��
��

 <xs: el ement  name=" Pr i vat eKeyPr ot ect i on" > ��
��

  <xs: compl exType> ��
	�

   <xs: sequence> ��

�

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" KeyAct i vat i on" / > �����

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  �����

maxOccur s=“ unbounded” / ></ xs: sequence> �����

  </ xs: compl exType> �����

 </ xs: el ement > �����

 <xs: el ement  name=" SSL" > �����

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  �����

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> �����

 </ xs: el ement > ���	�

 <xs: el ement  name=" Smar t car d" > ���
�

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  �����

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> �����

 </ xs: el ement > �����

 <xs: el ement  name=" Techni cal Pr ot ect i on" > �����

  <xs: compl exType> �����

   <xs: sequence> �����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Pr i vat eKeyPr ot ect i on" / > �����

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  �����

maxOccur s=“ unbounded” / ></ xs: sequence> ���	�

  </ xs: compl exType> ���
�

 </ xs: el ement > �����

</ xs: schema> �����

 �����
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5.1.9 Software-PKI �����

The Software-PKI class is identified when a Principal uses an X.509 certificate stored in software to authenticate to �����

the identity provider over an SSL protected session. �����

 �����

5.1.9.1 Associated Liberty URI �����

 ���	�

http://www.projectliberty.org/schemas/authctx/classes/Software-PKI ���
�

5.1.9.2 Class Schema �����

 �����

<?xml  ver s i on=" 1. 0"  encodi ng=" UTF- 8" ?> �����

 �����

<xs: schema xml ns: xs=" ht t p: / / www. w3. or g/ 2001/ XMLSchema"  �����

el ement For mDef aul t =" qual i f i ed" > �����

 �����

<annot at i on> �����

<document at i on> ht t p: / / www. pr oj ect l i ber t y. or g/ schemas/ aut hct x/ c l asses/ Sof t war e- PKI  ���	�

</ document at i on> ���
�

</ annot at i on> �����

 �����

 <xs: el ement  name=" Aut hent i cat i onCont ext St at ement " > �����

  <xs: compl exType> �����

   <xs: sequence> �����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Aut hent i cat i onMet hod" / > �����

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  �����

maxOccur s=“ unbounded” / ></ xs: sequence> �����

  </ xs: compl exType> ���	�

 </ xs: el ement > ���
�

 <xs: el ement  name=" Aut hent i cat i onMet hod" > �����

  <xs: compl exType> �����

   <xs: sequence> �����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  �����

r ef =" Pr i nc i pal Aut hent i cat i onMechani sm" / > �����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Aut hent i cat or " / > �����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  �����

r ef =" Aut hent i cat or Tr anspor t Pr ot ocol " / > �����

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ���	�

maxOccur s=“ unbounded” / ></ xs: sequence> ���
�

  </ xs: compl exType> �����

 </ xs: el ement > �����

 <xs: el ement  name=" Aut hent i cat or " > �����

  <xs: compl exType> �����

   <xs: sequence> �����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Di g- si g" / > �����

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  �����

maxOccur s=“ unbounded” / ></ xs: sequence> �����

  </ xs: compl exType> ���	�

 </ xs: el ement > ���
�

 <xs: el ement  name=" Aut hent i cat or Tr anspor t Pr ot ocol " > �����

  <xs: compl exType> �����

   <xs: sequence> �����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" SSL" / > �����

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  �����

maxOccur s=“ unbounded” / ></ xs: sequence> �����

  </ xs: compl exType> �����

 </ xs: el ement > �����

 <xs: el ement  name=" Di g- si g" > ���	�

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ���
�

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> ��	��

 </ xs: el ement > ��	��
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 <xs: el ement  name=" Passwor d" > ��	��

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ��	��

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> ��	��

 </ xs: el ement > ��	��

 <xs: el ement  name=" Pr i nci pal Aut hent i cat i onMechani sm" > ��	��

  <xs: compl exType> ��	��

   <xs: sequence> ��		�

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Passwor d" / > ��	
�

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ��
��

maxOccur s=“ unbounded” / ></ xs: sequence> ��
��

  </ xs: compl exType> ��
��

 </ xs: el ement > ��
��

 <xs: el ement  name=" SSL" > ��
��

  <xs: compl exType><xs: sequence><xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ��
��

maxOccur s=“ unbounded” / ></ xs: sequence></ xs: compl exType> ��
��

 </ xs: el ement > ��
��

</ xs: schema> ��
	�

 ��

�

5.1.10 Time-Sync-Token �����

The Time-Sync-Token class is identified when a Principal authenticates through a time synchronization token. �����

5.1.10.1 Associated Liberty URI �����

http://www.projectliberty.org/schemas/authctx/classes/Time-Sync-Token �����

5.1.10.2 Class Schema �����

 �����

<?xml  ver s i on=" 1. 0"  encodi ng=" UTF- 8" ?> �����

 �����

<xs: schema xml ns: xs=" ht t p: / / www. w3. or g/ 2001/ XMLSchema"  ���	�

el ement For mDef aul t =" qual i f i ed" > ���
�

 �����

<annot at i on> �����

<document at i on> ht t p: / / www. pr oj ect l i ber t y. or g/ schemas/ aut hct x/ c l asses/ Ti me- Sync- Token �����

</ document at i on> �����

</ annot at i on> �����

 �����

 <xs: el ement  name=" Aut hent i cat i onCont ext St at ement " > �����

  <xs: compl exType> �����

   <xs: sequence> ���	�

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Aut hent i cat i onMet hod" / > ���
�

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  �����

maxOccur s=“ unbounded” / ></ xs: sequence> �����

  </ xs: compl exType> �����

 </ xs: el ement > �����

 <xs: el ement  name=" Aut hent i cat i onMet hod" > �����

  <xs: compl exType> �����

   <xs: sequence> �����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  �����

r ef =" Pr i nc i pal Aut hent i cat i onMechani sm" / > ���	�

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ���
�

maxOccur s=“ unbounded” / ></ xs: sequence> �����

  </ xs: compl exType> �����

 </ xs: el ement > �����

 <xs: el ement  name=" Gener at i on" > �����

  <xs: compl exType> �����

   <xs: at t r i but e name=" mechani sm"  f i xed=" pr i nci pal chosen"  / > �����

  </ xs: compl exType> �����

 </ xs: el ement > �����

  ���	�

 <xs: el ement  name=" Pr i nci pal Aut hent i cat i onMechani sm" > ���
�

  <xs: compl exType> �����

   <xs: sequence> �����
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    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Token" / > �����

           <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  �����

maxOccur s=“ unbounded” / ></ xs: sequence> �����

  </ xs: compl exType> �����

 </ xs: el ement > �����

 <xs: el ement  name=" Ti meSyncToken" > �����

  <xs: compl exType> ���	�

   <xs: at t r i but e name=" devi ceType"  f i xed=" har dwar e"  / > ���
�

   <xs: at t r i but e name=" seedLengt h"  f i xed=" 64"  / > �����

   <xs: at t r i but e name=" devi ceI nHand"   f i xed=" t r ue"  / > �����

  </ xs: compl exType> �����

 </ xs: el ement > �����

 <xs: el ement  name=" Token" > �����

  <xs: compl exType> �����

   <xs: sequence> �����

    <xs: el ement  mi nOccur s=" 1"  maxOccur s=" 1"  r ef =" Ti meSyncToken" / > �����

          <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  ���	�

maxOccur s=“ unbounded” / ></ xs: sequence> ���
�

  </ xs: compl exType> �����

 </ xs: el ement > �����

</ xs: schema> �����

 �����

5.1.11 Internet Protocol �����

The Internet Protocol class is identified when a Principal is authenticated through the use of a provided IP address. �����

5.1.11.1 Associated Liberty URI �����

http://www.projectliberty.org/schemas/authctx/classes/ IAP-IPAddress �����

5.1.11.2 Class Schema ���	�

<?xml  ver s i on=" 1. 0"  encodi ng=" UTF- 8" ?> ���
�

<xs: schema xml ns: xs=" ht t p: / / www. w3. or g/ 2001/ XMLSchema"  �����

el ement For mDef aul t =" qual i f i ed" > �����

 <xs: annot at i on> �����

  <xs: document at i on>ht t p: / / www. pr oj ect l i ber t y. or g/ schemas/ aut hct x/ c l asses/ I AP-�����

I PAddr ess</ xs: document at i on> �����

 </ xs: annot at i on> �����

 <xs: el ement  name=" Aut hent i cat i onCont ext St at ement " > �����

  <xs: compl exType> �����

   <xs: sequence> ���	�

    <xs: el ement  r ef =" Aut hent i cat i onMet hod" / > ���
�

    <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  maxOccur s=“ unbounded” / > ��	��

   </ xs: sequence> ��	��

  </ xs: compl exType> ��	��

 </ xs: el ement > ��	��

 <xs: el ement  name=" Aut hent i cat i onMet hod" > ��	��

  <xs: compl exType> ��	��

   <xs: sequence> ��	��

    <xs: el ement  r ef =" Aut hent i cat or " / > ��	��

    <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  maxOccur s=“ unbounded” / > ��		�

   </ xs: sequence> ��	
�

  </ xs: compl exType> ��
��

 </ xs: el ement > ��
��

 <xs: el ement  name=" Aut hent i cat or " > ��
��

  <xs: compl exType> ��
��

   <xs: sequence> ��
��

    <xs: el ement  r ef =" I PAddr ess" / > ��
��

    <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  maxOccur s=“ unbounded” / > ��
��

   </ xs: sequence> ��
��

  </ xs: compl exType> ��
	�

 </ xs: el ement > ��

�

 <xs: el ement  name=" I PAddr ess" > �����

  <xs: compl exType> �����
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   <xs: sequence> �����

    <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  maxOccur s=“ unbounded” / > �����

   </ xs: sequence> �����

  </ xs: compl exType> �����

 </ xs: el ement > �����

</ xs: schema> �����

 ���	�

5.1.12 Internet Protocol + Password ���
�

The Internet Protocol Password class is identified when a Principal is authenticated through the use of a provided IP �����

address, in addition to username/password. �����

5.1.12.1 Associated Liberty URI �����

http://www.projectliberty.org/schemas/authctx/classes/ IAP-Password �����

5.1.12.2 Class Schema �����

<?xml  ver s i on=" 1. 0"  encodi ng=" UTF- 8" ?> �����

<xs: schema xml ns: xs=" ht t p: / / www. w3. or g/ 2001/ XMLSchema"  �����

el ement For mDef aul t =" qual i f i ed" > �����

 <xs: annot at i on> ���	�

  <xs: document at i on>ht t p: / / www. pr oj ect l i ber t y. or g/ schemas/ aut hct x/ c l asses/ I AP-���
�

Passwor d</ xs: document at i on> �����

 </ xs: annot at i on> �����

 <xs: el ement  name=" Aut hent i cat i onCont ext St at ement " > �����

  <xs: compl exType> �����

   <xs: sequence> �����

    <xs: el ement  r ef =" Aut hent i cat i onMet hod" / > �����

    <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  maxOccur s=“ unbounded” / > �����

   </ xs: sequence> �����

  </ xs: compl exType> ���	�

 </ xs: el ement > ���
�

 <xs: el ement  name=" Aut hent i cat i onMet hod" > �����

  <xs: compl exType> �����

   <xs: sequence> �����

    <xs: el ement  r ef =" Aut hent i cat or " / > �����

    <xs: el ement  r ef =" Pr i nc i pal Aut hent i cat i onMechani sm" / > �����

    <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  maxOccur s=“ unbounded” / > �����

   </ xs: sequence> �����

  </ xs: compl exType> �����

 </ xs: el ement > ���	�

 <xs: el ement  name=" Aut hent i cat or " > ���
�

  <xs: compl exType> �����

   <xs: sequence> �����

    <xs: el ement  r ef =" I PAddr ess" / > �����

    <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  maxOccur s=“ unbounded” / > �����

   </ xs: sequence> �����

  </ xs: compl exType> �����

 </ xs: el ement > �����

 <xs: el ement  name=" I PAddr ess" > �����

  <xs: compl exType> ���	�

   <xs: sequence> ���
�

    <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  maxOccur s=“ unbounded” / > �����

   </ xs: sequence> �����

  </ xs: compl exType> �����

 </ xs: el ement > �����

 <xs: el ement  name=" Pr i nci pal Aut hent i cat i onMechani sm" > �����

  <xs: compl exType> �����

   <xs: sequence> �����

    <xs: el ement  r ef =" Passwor d" / > �����

    <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  maxOccur s=“ unbounded” / > ���	�

   </ xs: sequence> ���
�

  </ xs: compl exType> �����

 </ xs: el ement > �����
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 <xs: el ement  name=" Lengt h" > �����

  <xs: compl exType> �����

   <xs: at t r i but e name=" mi n"  f i xed=" 3" / > �����

  </ xs: compl exType> �����

 </ xs: el ement > �����

 <xs: el ement  name=" Passwor d" > �����

  <xs: compl exType> ���	�

   <xs: sequence> ���
�

    <xs: el ement  r ef =" Lengt h" / > �����

    <xs: el ement  r ef =“ AC: ext ensi on”  mi nOccur s=“ 0”  maxOccur s=“ unbounded” / > �����

   </ xs: sequence> �����

  </ xs: compl exType> �����

 </ xs: el ement > �����

</ xs: schema> �����

5.2 Authentication Context Schema  �����

The relationship between authentication context statements, authentication context classes, and the authentication �����

context XML schema is shown in Figure 3. ���	�

 ���
�

 ��	��

Figure 3: Relationship between authentication context statements, classes, and XML schema ��	��

 ��	��

Authentication context statements may conform to authentication context classes, which are themselves logical subsets ��	��

of  the authentication context XML schema.  ��	��

 ��	��

5.2.1 XML Schema ��	��

<?xml  ver s i on=" 1. 0"  encodi ng=" UTF- 8" ?> ��	��

<xs: schema t ar get Namespace=" ur n: l i ber t y: ac: 1. 2"  ��		�

xml ns: xsd=" ht t p: / / www. w3. or g/ 2001/ XMLSchema "  xml ns=" ur n: l i ber t y: ac: 1. 2"  ��	
�

xml ns: xs=" ht t p: / / www. w3. or g/ 2001/ XMLSchema"  ver si on=" 1. 2- 04" > ��
��

    <! - -  added t o get  t he Ext ensi on el ement  - - > ��
��

    <xs: i ncl ude schemaLocat i on=" l i b- ar ch- ut i l i t y. xsd" / > ��
��

    <xs: annot at i on> ��
��
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        <xs: document at i on>  ### I MPORTANT NOTI CE ###  The sour ce code i n t hi s  XSD ��
��

f i l e was excer pt ed ver bat i m f r om:    Li ber t y Aut hent i cat i on Cont ext  Speci f i cat i on  ��
��

( l i ber t y- ar chi t ect ur e- aut hent i cat i on- cont ext - v1. 2)   Ver si on 1. 2  04 Apr i l  2003   ��
��

The f ol l owi ng not i ces per t ai n t o t hi s sour ce f i l e:    Copyr i ght  ( c)  2002, 2003 ��
��

Act i vCar d;  Amer i can Expr ess Tr avel  Rel at ed Ser v i ces;  Amer i ca Onl i ne,  I nc. ;  Bank ��
	�

of  Amer i ca;  Bel l  Canada;  Cat avaul t ;  Ci ngul ar  Wi r el ess;  Ci sco Syst ems,  I nc. ;  ��

�

Ci t i gr oup;  Communi cat or ,  I nc. ;  Consi gni a;  Cyber un Cor por at i on;  Del oi t t e &amp;  �����

Touche LLP;  Ear t hl i nk,  I nc. ;  El ect r oni c Dat a Syst ems,  I nc. ;  Ent r ust ,  I nc. ;  �����

Er i csson;  Fi del i t y  I nvest ment s;  Fr ance Tel ecom;  Gempl us;  Gener al  Mot or s;  Hewl et t -�����

Packar d Company;  i 2 Technol ogi es,  I nc. ;  I nt er net 2;  I nt ui t  I nc. ;  Mast er Car d �����

I nt er nat i onal ;  NEC Cor por at i on;  Net egr i t y;  NeuSt ar ;  Next el  Communi cat i ons;  Ni ppon �����

Tel egr aph and Tel ephone Company;  Noki a Cor por at i on;  Novel l ,  I nc. ;  NTT DoCoMo,  �����

I nc. ;  OneName Cor por at i on;  Openwave Syst ems I nc. ;  Phaos Technol ogy;  �����

Pr i cewat er houseCooper s LLP;  Regi st er . com;  RSA Secur i t y I nc;  Sabr e Hol di ngs �����

Cor por at i on;  SAP AG;  Schl umber ger Sema;  SK Tel ecom;  Sony Cor por at i on;  Sun ���	�

Mi cr osyst ems,  I nc. ;  Tr ust geni x;  Uni t ed Ai r l i nes;  Ver i Si gn,  I nc. ;  Vi sa ���
�

I nt er nat i onal ;  Vodaf one Gr oup Pl c;  Wave Syst ems; .  Al l  r i ght s r eser ved.    Thi s �����

speci f i cat i on document  has been pr epar ed by Sponsor s of  t he Li ber t y Al l i ance.  �����

Per mi ssi on i s her eby gr ant ed t o use t he document  sol el y  f or  t he pur pose of  �����

i mpl ement i ng t he Speci f i cat i on.  No r i ght s ar e gr ant ed t o pr epar e der i vat i ve wor ks �����

of  t hi s Speci f i cat i on.  Ent i t i es seeki ng per mi ssi on t o r epr oduce por t i ons of  t hi s �����

document  f or  ot her  uses must  cont act  t he Li ber t y Al l i ance t o det er mi ne whet her  an �����

appr opr i at e l i cense f or  such use i s avai l abl e.     I mpl ement at i on of  cer t ai n �����

el ement s of  t hi s  Speci f i cat i on may r equi r e l i censes under  t hi r d par t y �����

i nt el l ect ual  pr oper t y r i ght s,  i ncl udi ng wi t hout  l i mi - t at i on,  pat ent  r i ght s.  The ���	�

Sponsor s of  and any ot her  cont r i but or s t o t he Speci f i cat i on ar e not ,  and shal l  ���
�

not  be hel d r esponsi bl e i n any manner ,  f or  i dent i f y i ng or  f ai l i ng t o i dent i f y  any �����

or  al l  such t hi r d par t y i nt el l ect ual  pr op- er t y  r i ght s.  Thi s Speci f i cat i on i s �����

pr ovi ded " AS I S" ,  and no par t i ci pant  i n t he Li ber t y Al l i ance makes any war r ant y �����

of  any k i nd,  expr ess or  i mpl i ed,  i nc l udi ng any i mpl i ed war r ant i es of  �����

mer chant abi l i t y,  non- i nf r i ngement  of  t hi r d par t y i nt el l ect ual  pr oper t y r i ght s,  �����

and f i t ness f or  a par t i cul ar  pur pose.  I mpl ement or s of  t hi s Speci f i cat i on ar e �����

advi sed t o r ev i ew t he Li ber t y Al l i ance Pr oj ect â
� ����� � ��� 	 
��

�����

( ht t p: / / www. pr oj ect l i ber t y . or g)  f or  i nf or mat i on concer ni ng any Necessar y Cl ai ms �����

Di scl osur e Not i ces t hat  have been r ecei ved by t he Li ber t y Al l i ance Management  ���	�

Boar d.    Li ber t y  Al l i ance Pr oj ect   Li censi ng Admi ni st r at or   c / o I EEE- I STO  445 ���
�

Hoes Lane  Pi scat away,  NJ  08855- 1331,  USA  �����

        </ xs: document at i on> �����

        <xs: document at i on> �����

ht t p: / / www. pr oj ect l i ber t y. or g/ schemas/ aut hct x/ 2002/ 05/ </ xs: document at i on> �����

    </ xs: annot at i on> �����

    <xs: el ement  name=" Aut hent i cat i onCont ext St at ement " > �����

        <xs: annot at i on> �����

            <xs: document at i on>A par t i cul ar  asser t i on on an i dent i t y  pr ovi der ' s par t  �����

wi t h r espect  t o t he aut hent i cat i on cont ext  associ at ed wi t h an aut hent i cat i on ���	�

asser t i on.  </ xs: document at i on> ���
�

        </ xs: annot at i on> �����

        <xs: compl exType> �����

            <xs: sequence> �����

                <xs: el ement  r ef =" I dent i f i cat i on"  mi nOccur s=" 0" / > �����

                <xs: el ement  r ef =" Techni cal Pr ot ect i on"  mi nOccur s=" 0" / > �����

                <xs: el ement  r ef =" Oper at i onal Pr ot ect i on"  mi nOccur s=" 0" / > �����

                <xs: el ement  r ef =" Aut hent i cat i onMet hod"  mi nOccur s=" 0" / > �����

                <xs: el ement  r ef =" Gover ni ngAgr eement s"  mi nOccur s=" 0" / > �����

                <xs: el ement  r ef =" Aut hent i cat i ngI dP"  mi nOccur s=" 0" / > ���	�

                <xs: el ement  r ef =" Ext ensi on"  mi nOccur s=" 0"  maxOccur s=" unbounded" / > ���
�

            </ xs: sequence> �����

            <xs: at t r i but e name=" I D"  t ype=" xs: I D" / > �����

        </ xs: compl exType> �����

    </ xs: el ement > �����

    <xs: el ement  name=" I dent i f i cat i on" > �����

        <xs: annot at i on> �����

            <xs: document at i on>Ref er s t o t hose char act er i s t i cs t hat  descr i be t he �����

pr ocesses and mechani sms t he    i dent i t y  pr ovi der  uses t o i ni t i al l y cr eat e an �����

associ at i on bet ween a Pr i nci pal  and t he i dent i t y   ���	�

 ( or  name)  by whi ch t he Pr i nc i pal  wi l l  be known</ xs: document at i on> ���
�

        </ xs: annot at i on> �����
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        <xs: compl exType> �����

            <xs: sequence> �����

                <xs: el ement  r ef =" Physi cal Ver i f i cat i on"  mi nOccur s=" 0" / > �����

                <xs: el ement  r ef =" Wr i t t enConsent "  mi nOccur s=" 0" / > �����

                <xs: el ement  r ef =" Ext ensi on"  mi nOccur s=" 0"  maxOccur s=" unbounded" / > �����

            </ xs: sequence> �����

            <xs: at t r i but e name=" nym" > �����

                <xs: annot at i on> ���	�

                    <xs: document at i on>Thi s at t r i but e i ndi cat es whet her  or  not  t he ���
�

I dent i f i cat i on mechani sms al l ow t he   �����

  act i ons of  t he Pr i nc i pal  t o be l i nked t o an act ual  end �����

user . </ xs: document at i on> �����

                </ xs: annot at i on> �����

                <xs: si mpl eType> �����

                    <xs: r est r i ct i on base=" xs: NMTOKEN" > �����

                        <xs: enumer at i on val ue=" anonymi t y" / > �����

                        <xs: enumer at i on val ue=" ver i nymi t y" / > �����

                        <xs: enumer at i on val ue=" pseudonymi t y" / > ���	�

                    </ xs: r est r i c t i on> ���
�

                </ xs: s i mpl eType> ��	��

            </ xs: at t r i but e> ��	��

        </ xs: compl exType> ��	��

    </ xs: el ement > ��	��

    <xs: el ement  name=" Physi cal Ver i f i cat i on" > ��	��

        <xs: annot at i on> ��	��

            <xs: document at i on>Thi s el ement  i ndi cat es t hat  i dent i f i cat i on has been ��	��

per f or med i n a physi cal     f ace- t o- f ace meet i ng wi t h t he pr i nci pal  and not  i n an ��	��

onl i ne manner .  </ xs: document at i on> ��		�

        </ xs: annot at i on> ��	
�

        <xs: compl exType> ��
��

            <xs: at t r i but e name=" cr edent i al Level " > ��
��

                <xs: si mpl eType> ��
��

                    <xs: r est r i ct i on base=" xs: NMTOKEN" > ��
��

                        <xs: enumer at i on val ue=" pr i mar y" / > ��
��

                        <xs: enumer at i on val ue=" secondar y" / > ��
��

                    </ xs: r est r i c t i on> ��
��

                </ xs: s i mpl eType> ��
��

            </ xs: at t r i but e> ��
	�

        </ xs: compl exType> ��

�

    </ xs: el ement > �����

    <xs: el ement  name=" Wr i t t enConsent " > �����

        <xs: compl exType> �����

            <xs: sequence> �����

                <xs: el ement  r ef =" Ext ensi on"  mi nOccur s=" 0"  maxOccur s=" unbounded" / > �����

            </ xs: sequence> �����

        </ xs: compl exType> �����

    </ xs: el ement > �����

    <xs: el ement  name=" Techni cal Pr ot ect i on" > ���	�

        <xs: annot at i on> ���
�

            <xs: document at i on>Ref er s t o t hose char act er st i cs t hat  descr i be how t he �����

' secr et '  ( t he knowl edge or  possessi on of  whi ch al l ows t he Pr i nc i pal  t o �����

aut hent i cat e t o t he i dent i t y  pr ovi der )  i s kept  secur e</ xs: document at i on> �����

        </ xs: annot at i on> �����

        <xs: compl exType> �����

            <xs: sequence> �����

                <xs: el ement  r ef =" Pr i vat eKeyPr ot ect i on"  mi nOccur s=" 0" / > �����

                <xs: el ement  r ef =" Shar edKeyPr ot ect i on"  mi nOccur s=" 0" / > �����

                <xs: el ement  r ef =" Ext ensi on"  mi nOccur s=" 0"  maxOccur s=" unbounded" / > ���	�

            </ xs: sequence> ���
�

        </ xs: compl exType> �����

    </ xs: el ement > �����

    <xs: el ement  name=" Shar edKeyPr ot ect i on" > �����

        <xs: annot at i on> �����

            <xs: document at i on>Thi s el ement  i ndi cat es t he t ypes and st r engt hs of  �����

f aci l i t i es   of  a UA used t o pr ot ect  a shar ed secr et  key f r om unaut hor i zed �����

access and/ or  use. </ xs: document at i on> �����

        </ xs: annot at i on> �����
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        <xs: compl exType> ���	�

            <xs: choi ce mi nOccur s=" 0" > ���
�

                <xs: el ement  r ef =" Mobi l eDevi ce" / > �����

                <xs: el ement  r ef =" Mobi l eAut hCar d" / > �����

            </ xs: choi ce> �����

        </ xs: compl exType> �����

    </ xs: el ement > �����

    <xs: el ement  name=" Mobi l eDevi ce" > �����

        <xs: annot at i on> �����

            <xs: document at i on>Thi s el ement  i di cat es t hat  t he shar ed secr et  key i s  �����

secur el y mai nt ai ned i n a mobi l e devi ce   ���	�

 ( as opposed t o bei ng st or ed i n a mobi l e aut hent i cat i on car d) . </ xs: document at i on> ���
�

        </ xs: annot at i on> �����

        <xs: compl exType> �����

            <xs: sequence> �����

                <xs: el ement  r ef =" Ext ensi on"  mi nOccur s=" 0"  maxOccur s=" unbounded" / > �����

            </ xs: sequence> �����

        </ xs: compl exType> �����

    </ xs: el ement > �����

    <xs: el ement  name=" Mobi l eAut hCar d" > �����

        <xs: annot at i on> ���	�

            <xs: document at i on>Thi s el ement  i ndi cat es t hat  t he shar ed secr et  key i s ���
�

secur el y mai nt ai ned i n a mobi l e aut hent i cat i on car d ( e. g. ,  a SI M �����

car d) . </ xs: document at i on> �����

        </ xs: annot at i on> �����

        <xs: compl exType> �����

            <xs: sequence> �����

                <xs: el ement  r ef =" Ext ensi on"  mi nOccur s=" 0"  maxOccur s=" unbounded" / > �����

            </ xs: sequence> �����

        </ xs: compl exType> �����

    </ xs: el ement > ���	�

    <xs: el ement  name=" Pr i vat eKeyPr ot ect i on" > ���
�

        <xs: annot at i on> �����

            <xs: document at i on>Thi s el ement  i ndi cat es t he t ypes and st r engt hs of  �����

f aci l i t i es   of  a UA used t o pr ot ect  a pr i vat e key f r om unaut hor i zed access �����

and/ or  use. </ xs: document at i on> �����

        </ xs: annot at i on> �����

        <xs: compl exType> �����

            <xs: sequence> �����

                <xs: el ement  r ef =" KeyAct i vat i on"  mi nOccur s=" 0" / > �����

                <xs: el ement  r ef =" KeySt or age"  mi nOccur s=" 0" / > ���	�

                <xs: el ement  r ef =" Ext ensi on"  mi nOccur s=" 0"  maxOccur s=" unbounded" / > ���
�

            </ xs: sequence> �����

        </ xs: compl exType> �����

    </ xs: el ement > �����

    <xs: el ement  name=" KeyAct i vat i on" > �����

        <xs: annot at i on> �����

            <xs: document at i on>The act i ons t hat  must  be per f or med bef or e t he pr i vat e �����

key can be used.  </ xs: document at i on> �����

        </ xs: annot at i on> �����

        <xs: compl exType> ���	�

            <xs: choi ce> ���
�

                <xs: el ement  r ef =" Passwor d" / > ��	��

            </ xs: choi ce> ��	��

        </ xs: compl exType> ��	��

    </ xs: el ement > ��	��

    <xs: el ement  name=" KeySt or age" > ��	��

        <xs: annot at i on> ��	��

            <xs: document at i on>I n whi ch medi um i s t he pr i vat e key st or ed.   ��	��

    memor y -  t he pr i vat e key i s st or ed i n memor y.   ��	��

    ecar d -  t he pr i vat e key i s  s t or ed i n a smar t car d.   ��		�

    t oken -  t he pr i vat e key i s  s t or ed i n a har dwar e t oken.   ��	
�

    Mobi l eAut hCar d -  t he pr i vat e key i s st or ed i n a mobi l e aut hent i cat i on car d ��
��

( e. g. ,  SI M car d) .        </ xs: document at i on> ��
��

        </ xs: annot at i on> ��
��

        <xs: compl exType> ��
��

            <xs: at t r i but e name=" medi um"  use=" r equi r ed" > ��
��
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                <xs: si mpl eType> ��
��

                    <xs: r est r i ct i on base=" xs: NMTOKEN" > ��
��

                        <xs: enumer at i on val ue=" memor y" / > ��
��

                        <xs: enumer at i on val ue=" smar t car d" / > ��
	�

                        <xs: enumer at i on val ue=" t oken" / > ��

�

                        <xs: enumer at i on val ue=" Mobi l eAut hCar d" / > �����

                    </ xs: r est r i c t i on> �����

                </ xs: s i mpl eType> �����

            </ xs: at t r i but e> �����

        </ xs: compl exType> �����

    </ xs: el ement > �����

    <xs: el ement  name=" Passwor d" > �����

        <xs: annot at i on> �����

            <xs: document at i on>Thi s el ement  i ndi cat es t hat  a passwor d ( or  PI N or  ���	�

passphr ase)  has been used t o aut hent i cat e t he Pr i nc i pal  or  t o gai n access t o some ���
�

r esour ce ( f or  exampl e,  t o gai n access t o t he pr i vat e key) . </ xs: document at i on> �����

        </ xs: annot at i on> �����

        <xs: compl exType> �����

            <xs: sequence> �����

                <xs: el ement  r ef =" Lengt h"  mi nOccur s=" 0" / > �����

                <xs: el ement  r ef =" Gener at i on"  mi nOccur s=" 0" / > �����

                <xs: el ement  r ef =" Ext ensi on"  mi nOccur s=" 0"  maxOccur s=" unbounded" / > �����

            </ xs: sequence> �����

        </ xs: compl exType> ���	�

    </ xs: el ement > ���
�

    <xs: el ement  name=" Token" > �����

        <xs: annot at i on> �����

            <xs: document at i on>Thi s el ement  i ndi cat es t hat  a har dwar e or  sof t war e �����

t oken i s   used as a met hod of  i dent i f y i ng t he Pr i nc i pal . </ xs: document at i on> �����

        </ xs: annot at i on> �����

        <xs: compl exType> �����

            <xs: sequence> �����

                <xs: el ement  r ef =" Ti meSyncToken" / > �����

                <xs: el ement  r ef =" Ext ensi on"  mi nOccur s=" 0"  maxOccur s=" unbounded" / > ���	�

            </ xs: sequence> ���
�

        </ xs: compl exType> �����

    </ xs: el ement > �����

    <xs: el ement  name=" Ti meSyncToken" > �����

        <xs: annot at i on> �����

            <xs: document at i on>Thi s el ement  i ndi cat es t hat  a t i me synchr oni zat i on  �����

t oken i s  used t o i dent i f y t he Pr i nci pal .  har dwar e -  t he t i me synchoni zat i on t oken �����

has been i mpl ement ed i n har dwar e.  sof t war e -  t he t i me synchr oni zat i on t oken has �����

been i mpl ement ed i n sof t war e.  SeedLengt h -  t he l engt h,  i n bi t s,  of  t he r andom �����

seed used i n t he t i me synchr oni zat i on t oken.  </ xs: document at i on> ���	�

        </ xs: annot at i on> ���
�

        <xs: compl exType> �����

            <xs: at t r i but e name=" Devi ceType"  use=" r equi r ed" > �����

                <xs: si mpl eType> �����

                    <xs: r est r i ct i on base=" xs: NMTOKEN" > �����

                        <xs: enumer at i on val ue=" har dwar e" / > �����

                        <xs: enumer at i on val ue=" sof t war e" / > �����

                    </ xs: r est r i c t i on> �����

                </ xs: s i mpl eType> �����

            </ xs: at t r i but e> ���	�

            <xs: at t r i but e name=" SeedLengt h"  t ype=" xs: i nt eger "  use=" r equi r ed" / > ���
�

            <xs: at t r i but e name=" Devi ceI nHand"  use=" r equi r ed" > �����

                <xs: si mpl eType> �����

                    <xs: r est r i ct i on base=" xs: NMTOKEN" > �����

                        <xs: enumer at i on val ue=" t r ue" / > �����

                        <xs: enumer at i on val ue=" f al se" / > �����

                    </ xs: r est r i c t i on> �����

                </ xs: s i mpl eType> �����

            </ xs: at t r i but e> �����

        </ xs: compl exType> ���	�

    </ xs: el ement > ���
�

    <xs: el ement  name=" Smar t car d" > �����

        <xs: annot at i on> �����
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            <xs: document at i on>Thi s el ement  i ndi cat es t hat  a smar t car d i s used t o �����

i dent i t y  t he Pr i nc i pal . </ xs: document at i on> �����

        </ xs: annot at i on> �����

        <xs: compl exType> �����

            <xs: sequence> �����

                <xs: el ement  r ef =" Ext ensi on"  mi nOccur s=" 0"  maxOccur s=" unbounded" / > �����

            </ xs: sequence> ���	�

        </ xs: compl exType> ���
�

    </ xs: el ement > �����

    <xs: el ement  name=" Lengt h" > �����

        <xs: annot at i on> �����

            <xs: document at i on>Thi s el ement  i ndi cat es t he mi ni mum and/ or  maxi mum ASCI I   �����

l engt h of  t he passwor d whi ch i s enf or ced ( by t he UA or  t he I dP) .   I n ot her  wor ds,   �����

t hi s  i s t he mi ni mum and/ or  maxi mum number  of  ASCI I  char act er s r equi r ed t o �����

r epr esent  a val i d passwor d.      mi n -  t he mi ni mum number  of  ASCI I  char act er s �����

r equi r ed i n a val i d passwor d,  as enf or ced by t he UA or  t he I dP.   �����

    max -  t he maxi mum number  of  ASCI I  char act er s r equi r ed i n a val i d passwor d,  ���	�

as enf or ced by t he UA or  t he I dP. </ xs: document at i on> ���
�

        </ xs: annot at i on> ��	��

        <xs: compl exType> ��	��

            <xs: at t r i but e name=" mi n"  t ype=" xs: i nt eger "  use=" r equi r ed" / > ��	��

            <xs: at t r i but e name=" max"  t ype=" xs: i nt eger "  use=" opt i onal " / > ��	��

        </ xs: compl exType> ��	��

    </ xs: el ement > ��	��

    <xs: el ement  name=" Gener at i on" > ��	��

        <xs: annot at i on> ��	��

            <xs: document at i on>I ndi cat es whet her  t he passwor d was chosen by t he ��		�

Pr i nci pal  or  aut o- suppl i ed by t he i dent i t y  pr ovi der .   ��	
�

    pr i nci pal chosen -  t he Pr i nci pal  i s  al l owed t o choose t he val ue of  t he ��
��

passwor d.   Thi s i s  t r ue even i f  t he i ni t i al  passwor d i s  chosen at    ��
��

 r andom by t he UA or  t he I dP and t he Pr i nci pal  i s t hen f r ee t o change t he ��
��

passwor d.  aut omat i c -  t he passwor d i s chosen by t he UA or  t he I dP t o be ��
��

cr ypt ogr aphi cal l y st r ong i n some sense,  or  t o sat i s f y  cer t ai n  passwor d r ul es,  ��
��

and t hat  t he Pr i nc i pal  i s not  f r ee t o change i t  or  t o choose a new passwor d.  ��
��

 </ xs: document at i on> ��
��

        </ xs: annot at i on> ��
��

        <xs: compl exType> ��
	�

            <xs: at t r i but e name=" mechani sm"  use=" r equi r ed" > ��

�

                <xs: si mpl eType> �����

                    <xs: r est r i ct i on base=" xs: NMTOKEN" > �����

                        <xs: enumer at i on val ue=" pr i nci pal chosen" / > �����

                        <xs: enumer at i on val ue=" aut omat i c" / > �����

                    </ xs: r est r i c t i on> �����

                </ xs: s i mpl eType> �����

            </ xs: at t r i but e> �����

        </ xs: compl exType> �����

    </ xs: el ement > ���	�

    <xs: el ement  name=" Aut hent i cat i onMet hod" > ���
�

        <xs: annot at i on> �����

            <xs: document at i on>Ref er s t o t hose char act er i s t i cs t hat  def i ne t he �����

mechani sms by whi ch t he Pr i nci pal  aut hent i cat es t o t he i dent i t y  �����

pr ovi der . </ xs: document at i on> �����

        </ xs: annot at i on> �����

        <xs: compl exType> �����

            <xs: sequence> �����

                <xs: el ement  r ef =" Pr i nc i pal Aut hent i cat i onMechani sm" / > �����

                <xs: el ement  r ef =" Aut hent i cat or "  mi nOccur s=" 0" / > ���	�

                <xs: el ement  r ef =" Aut hent i cat or Tr anspor t Pr ot ocol " / > ���
�

                <xs: el ement  r ef =" Ext ensi on"  mi nOccur s=" 0"  maxOccur s=" unbounded" / > �����

            </ xs: sequence> �����

        </ xs: compl exType> �����

    </ xs: el ement > �����

    <xs: el ement  name=" Pr i nci pal Aut hent i cat i onMechani sm" > �����

        <xs: annot at i on> �����

            <xs: document at i on>The met hod t hat  a Pr i nc i pal  empl oys t o per f or m �����

aut hent i cat i on t o l ocal  syst em component s. </ xs: document at i on> �����

        </ xs: annot at i on> ���	�
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        <xs: compl exType> ���
�

            <xs: choi ce mi nOccur s=" 0"  maxOccur s=" unbounded" > �����

                <xs: el ement  r ef =" Passwor d" / > �����

                <xs: el ement  r ef =" Token" / > �����

                <xs: el ement  r ef =" Smar t car d" / > �����

            </ xs: choi ce> �����

        </ xs: compl exType> �����

    </ xs: el ement > �����

    <xs: el ement  name=" Aut hent i cat or " > �����

        <xs: annot at i on> ���	�

            <xs: document at i on>The met hod appl i ed t o val i dat e a pr i nci pal ' s ���
�

aut hent i cat i on acr oss a net wor k </ xs: document at i on> �����

        </ xs: annot at i on> �����

        <xs: compl exType> �����

            <xs: choi ce mi nOccur s=" 0"  maxOccur s=" unbounded" > �����

                <xs: el ement  r ef =" Pr evi ousSessi on" / > �����

                <xs: el ement  r ef =" Di g- s i g" / > �����

                <xs: el ement  r ef =" Zer oKnowl edge" / > �����

                <xs: el ement  r ef =" Shar edSecr et Chal l engeResponse" / > �����

            </ xs: choi ce> ���	�

        </ xs: compl exType> ���
�

    </ xs: el ement > �����

    <xs: el ement  name=" Pr evi ousSessi on" > �����

        <xs: annot at i on> �����

            <xs: document at i on>I ndi cat es t hat  t he Pr i nci pal  has been st r ongl y �����

aut hent i cat ed i n a pr evi ous sessi on dur i ng whi ch  t he I dP has set  a cooki e i n t he �����

UA.   Dur i ng t he pr esent  sessi on t he Pr i nci pal  has onl y been aut hent i cat ed by t he �����

UA r et ur ni ng t he cooki e t o t he I dP. </ xs: document at i on> �����

        </ xs: annot at i on> �����

        <xs: compl exType> ���	�

            <xs: sequence> ���
�

                <xs: el ement  r ef =" Ext ensi on"  mi nOccur s=" 0"  maxOccur s=" unbounded" / > �����

            </ xs: sequence> �����

        </ xs: compl exType> �����

    </ xs: el ement > �����

    <xs: el ement  name=" Zer oKnowl edge" > �����

        <xs: annot at i on> �����

            <xs: document at i on>Thi s el ement  i ndi cat es t hat  t he Pr i nc i pal  has been �����

aut hent i cat ed by a zer o knowl edge t echni que as speci f i ed i n I SO/ I EC 9798-�����

5. </ xs: document at i on> ���	�

        </ xs: annot at i on> ���
�

        <xs: compl exType> �����

            <xs: sequence> �����

                <xs: el ement  r ef =" Ext ensi on"  mi nOccur s=" 0"  maxOccur s=" unbounded" / > �����

            </ xs: sequence> �����

        </ xs: compl exType> �����

    </ xs: el ement > �����

    <xs: el ement  name=" Shar edSecr et Chal l engeResponse" > �����

        <xs: annot at i on> �����

            <xs: document at i on>Thi s el ement  i ndi cat es t hat  t he Pr i nc i pal  has been ���	�

aut hent i cat ed by a chal l enge- r esponse pr ot ocol  ut i l i z i ng shar ed secr et  keys and ���
�

symmet r i c cr ypt ogr aphy. </ xs: document at i on> ��	��

        </ xs: annot at i on> ��	��

        <xs: compl exType> ��	��

            <xs: sequence> ��	��

                <xs: el ement  r ef =" Ext ensi on"  mi nOccur s=" 0"  maxOccur s=" unbounded" / > ��	��

            </ xs: sequence> ��	��

        </ xs: compl exType> ��	��

    </ xs: el ement > ��	��

    <xs: el ement  name=" Di g- si g" > ��		�

        <xs: annot at i on> ��	
�

            <xs: document at i on>Thi s el ement  i ndi cat es t hat  t he Pr i nc i pal  has been ��
��

aut hent i cat ed by a mechani sm whi ch i nvol ves t he Pr i nc i pal    ��
��

 comput i ng a di gi t al  si gnat ur e over  at  l east  chal l enge dat a pr ovi ded by t he ��
��

I dP. </ xs: document at i on> ��
��

        </ xs: annot at i on> ��
��

        <xs: compl exType> ��
��
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            <xs: sequence> ��
��

                <xs: el ement  r ef =" Ext ensi on"  mi nOccur s=" 0"  maxOccur s=" unbounded" / > ��
��

            </ xs: sequence> ��
	�

        </ xs: compl exType> ��

�

    </ xs: el ement > �	���

    <xs: el ement  name=" Aut hent i cat or Tr anspor t Pr ot ocol " > �	���

        <xs: annot at i on> �	���

            <xs: document at i on>The pr ot ocol  acr oss whi ch Aut hent i cat or  i nf or mat i on i s �	���

t r ansf er r ed t o an i dent i t y  pr ovi der  ver i f i er . </ xs: document at i on> �	���

        </ xs: annot at i on> �	���

        <xs: compl exType> �	���

            <xs: choi ce mi nOccur s=" 0"  maxOccur s=" unbounded" > �	���

                <xs: el ement  r ef =" HTTP" / > �	�	�

                <xs: el ement  r ef =" SSL" / > �	�
�

                <xs: el ement  r ef =" Mobi l eNet wor k" / > �	���

                <xs: el ement  r ef =" WTLS" / > �	���

                <xs: el ement  r ef =" I PSec" / > �	���

            </ xs: choi ce> �	���

        </ xs: compl exType> �	���

    </ xs: el ement > �	���

    <xs: el ement  name=" HTTP" > �	���

        <xs: annot at i on> �	���

            <xs: document at i on>Thi s el ement  i ndi cat es t hat  t he Aut hent i cat or  has been �	�	�

t r ansmi t t ed usi ng bar e HTTP ut i l i z i ng no addi t i onal  secur i t y �	�
�

pr ot ocol s. </ xs: document at i on> �	���

        </ xs: annot at i on> �	���

        <xs: compl exType> �	���

            <xs: sequence> �	���

                <xs: el ement  r ef =" Ext ensi on"  mi nOccur s=" 0"  maxOccur s=" unbounded" / > �	���

            </ xs: sequence> �	���

        </ xs: compl exType> �	���

    </ xs: el ement > �	���

    <xs: el ement  name=" I PSec" > �	�	�

        <xs: annot at i on> �	�
�

            <xs: document at i on>Thi s el ement  i ndi cat es t hat  t he Aut hent i cat or  has been �	���

t r ansmi t t ed usi ng a t r anspor t  mechani sm pr ot ect ed by an I PSEC �	���

sessi on. </ xs: document at i on> �	���

        </ xs: annot at i on> �	���

        <xs: compl exType> �	���

            <xs: sequence> �	���

                <xs: el ement  r ef =" Ext ensi on"  mi nOccur s=" 0"  maxOccur s=" unbounded" / > �	���

            </ xs: sequence> �	���

        </ xs: compl exType> �	�	�

    </ xs: el ement > �	�
�

    <xs: el ement  name=" WTLS" > �	���

        <xs: annot at i on> �	���

            <xs: document at i on>Thi s el ement  i ndi cat es t hat  t he Aut hent i cat or  has been �	���

t r ansmi t t ed usi ng a t r anspor t  mechani sm pr ot ect ed by a WTLS �	���

sessi on. </ xs: document at i on> �	���

        </ xs: annot at i on> �	���

        <xs: compl exType> �	���

            <xs: sequence> �	���

                <xs: el ement  r ef =" Ext ensi on"  mi nOccur s=" 0"  maxOccur s=" unbounded" / > �	�	�

            </ xs: sequence> �	�
�

        </ xs: compl exType> �	���

    </ xs: el ement > �	���

    <xs: el ement  name=" Mobi l eNet wor k" > �	���

        <xs: annot at i on> �	���

            <xs: document at i on>Thi s el ement  i ndi cat es t hat  t he Aut hent i cat or  has been �	���

t r ansmi t t ed sol el y  acr oss a mobi l e net wor k usi ng no addi t i onal  secur i t y  �	���

mechani sm. </ xs: document at i on> �	���

        </ xs: annot at i on> �	���

        <xs: compl exType> �	�	�

            <xs: sequence> �	�
�

                <xs: el ement  r ef =" Ext ensi on"  mi nOccur s=" 0"  maxOccur s=" unbounded" / > �	���

            </ xs: sequence> �	���

        </ xs: compl exType> �	���
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    </ xs: el ement > �	���

    <xs: el ement  name=" SSL" > �	���

        <xs: annot at i on> �	���

            <xs: document at i on>Thi s el ement  i ndi cat es t hat  t he Aut hent i cat or  has been �	���

t r ansmi t t ed usi ng a t r anspor t  mechnani sm pr ot ect ed by an SSL or  TLS �	���

sessi on. </ xs: document at i on> �	�	�

        </ xs: annot at i on> �	�
�

        <xs: compl exType> �	���

            <xs: sequence> �	���

                <xs: el ement  r ef =" Ext ensi on"  mi nOccur s=" 0"  maxOccur s=" unbounded" / > �	���

            </ xs: sequence> �	���

        </ xs: compl exType> �	���

    </ xs: el ement > �	���

    <xs: el ement  name=" Oper at i onal Pr ot ect i on" > �	���

        <xs: annot at i on> �	���

            <xs: document at i on>Ref er s t o t hose char act er i s t i cs t hat  descr i be �	�	�

pr ocedur al  secur i t y cont r ol s  empl oyed by t he i dent i t y  �	�
�

pr ovi der . </ xs: document at i on> �		��

        </ xs: annot at i on> �		��

        <xs: compl exType> �		��

            <xs: sequence> �		��

                <xs: el ement  r ef =" Secur i t yAudi t "  mi nOccur s=" 0" / > �		��

                <xs: el ement  r ef =" Deact i vat i onCal l Cent er "  mi nOccur s=" 0" / > �		��

                <xs: el ement  r ef =" Ext ensi on"  mi nOccur s=" 0"  maxOccur s=" unbounded" / > �		��

            </ xs: sequence> �		��

        </ xs: compl exType> �			�

    </ xs: el ement > �		
�

    <xs: el ement  name=" Secur i t yAudi t " > �	
��

        <xs: compl exType> �	
��

            <xs: sequence> �	
��

                <xs: el ement  r ef =" Swi t chAudi t "  mi nOccur s=" 0" / > �	
��

                <xs: el ement  r ef =" Ext ensi on"  mi nOccur s=" 0"  maxOccur s=" unbounded" / > �	
��

            </ xs: sequence> �	
��

        </ xs: compl exType> �	
��

    </ xs: el ement > �	
��

    <xs: el ement  name=" Swi t chAudi t " > �	
	�

        <xs: compl exType> �	

�

            <xs: sequence> �
���

                <xs: el ement  r ef =" Ext ensi on"  mi nOccur s=" 0"  maxOccur s=" unbounded" / > �
���

            </ xs: sequence> �
���

        </ xs: compl exType> �
���

    </ xs: el ement > �
���

    <xs: el ement  name=" Deact i vat i onCal l Cent er " > �
���

        <xs: compl exType> �
���

            <xs: sequence> �
���

                <xs: el ement  r ef =" Ext ensi on"  mi nOccur s=" 0"  maxOccur s=" unbounded" / > �
�	�

            </ xs: sequence> �
�
�

        </ xs: compl exType> �
���

    </ xs: el ement > �
���

    <xs: el ement  name=" Gover ni ngAgr eement s" > �
���

        <xs: annot at i on> �
���

            <xs: document at i on>Pr ovi des a mechani sm f or  l i nk i ng t o ext er nal  ( l i kel y �
���

human r eadabl e)  document s i n whi ch t he i dent i t y  pr ovi der  can def i ne busi ness �
���

l evel  aut hent i cat i on cont ext ,  e. g.  l i abi l i t y  const r ai nt s,  cont r ct ual  �
���

obl i gat i ons. </ xs: document at i on> �
���

        </ xs: annot at i on> �
�	�

        <xs: compl exType> �
�
�

            <xs: sequence> �
���

                <xs: el ement  r ef =" Gover ni ngAgr eement Ref " / > �
���

            </ xs: sequence> �
���

        </ xs: compl exType> �
���

    </ xs: el ement > �
���

    <xs: el ement  name=" Gover ni ngAgr eement Ref " > �
���

        <xs: compl exType> �
���

            <xs: at t r i but e name=" gover ni ngAgr eement Ref "  t ype=" xs: anyURI "  �
���

use=" r equi r ed" / > �
�	�

        </ xs: compl exType> �
�
�
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    </ xs: el ement > �
���

    <xs: el ement  name=" Aut hent i cat i ngI dP" > �
���

        <xs: annot at i on> �
���

            <xs: document at i on>The I dP t hat  or i gi nal l y  aut hent i cat ed t he Pr i nc i pal .  �
���

</ xs: document at i on> �
���

        </ xs: annot at i on> �
���

        <xs: compl exType> �
���

            <xs: sequence> �
���

                <xs: el ement  r ef =" Gover ni ngAgr eement s"  mi nOccur s=" 0" / > �
�	�

            </ xs: sequence> �
�
�

            <xs: at t r i but e name=" I D"  t ype=" xs: anyURI "  use=" r equi r ed" / > �
���

        </ xs: compl exType> �
���

    </ xs: el ement > �
���

</ xs: schema> �
���
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