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1 Introduction

This specification defines a syntax for the definition of authentication context statementsand an initial list of Liberty
authenti cation context classes.

1.1 Notation

This specification uses schema documents conforming to W3C XML schema (see [Schemal]) and normative text to
describe the syntax and semantics of XML-encoded SAML assertions and protocol messages. Note: Phrases and
numbersin brackets [ ] refer to other documents; details of these references can be found in Section 5 (at the end of
this document).

The key words “MUST,” “MUST NOT,” “REQUIRED,” “SHALL,” “SHALL NOT,” “SHOULD,” “SHOULD
NOT,” “RECOMMENDED,” “MAY,” and “OPTIONAL" in this specification areto be interpreted as described in
[REC2119]: “they MUST only be used whereit isactualy required for interoperation or to limit behavior which has
potential for causing harm (e.g., limiting retransmissions).”

These keywords are thus capitalized when used to unambiguously specify requirements over protocol and application
features and behavior that affect the interoperability and security of implementations. When these words are not
capitalized, they are meant in their natural-language sense.

Note: Non-normative notes and explanations appear like this.

Li stings of XML schenas appear |like this.

Exanpl e code |istings appear |ike this.

Conventional XML namespace prefixes are used throughout the listings in this specification to stand for their
respective namespaces as follows, regardless of whether anamespace declaration is present in the example:

e« Theprefix| i b: standsfor the Liberty ID-FF namespace (urn: i berty:iff:1.2).
e Theprefix AC. standsfor the Liberty Authentication Namespace (ur n: | i berty: ac: 1. 2).
The prefix saml: stands for the SAML assertion namespace (ur n: oasi s: nanmes: tc: SAM.: 1. 0: asserti on).

The prefix samlp: sands for the SAML request-response protocol namespace
(urn: oasi s: names: tc: SAM.: 1. 0: prot ocol ).

The prefix ds: stands for the W3C XML signature namespace (ht t p: / / www. w3. or g/ 2000/ 09/ xmi dsi g#).

The prefix xsd: stands for the W3C XML schemanamespace in example listings
(htt p: // www. w3. or g/ 2001/ XM_Schenm). In schemalligtings, this namespace isthe default, and no prefix is
shown.

This specification uses the following typographical conventionsin text: <El enent >, <ns: For ei gnEl enent >,
At tri but e, Datatype, & her Code.

Definitions for Liberty-specific terms can be found in [LibertyGloss].

2 Overview

Liberty will not prescribe a single technology, protocol, or palicy for the processes by which identity providersissue
identities to Principals and by which those Principal s subsequently authenticate themsel ves to the identity provider.
Different identity providers will choose different technologies, follow different processes, and be bound by different

Liberty Alliance Project
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legal obligations with respect to how they authenticate Principals. The choices that an identity provider makes here
will be driven in large part by the requirements of the service providers with which the identity provider has affiliated
into acircle of trust. These requirements themselves will be determined by the nature of the service (that is, the
sensitivity of any information exchanged, the associated financial value, the service providersrisk tolerance, etc.) that
the service provider will be providing to the Principal. Consequently, for anything other than trivial services, if the
service provider isto place sufficient confidence in the authentication assertionsit receives from an identity provider,
it will be necessary for the service provider to know which technologies, protocols, and processes were used or
followed for the origina authentication mechanism on which the authentication assertion is based. Armed with this
information and trusting the origin of the actual assertion, the service provider will be better able to make an informed
entitlements decision regarding what services the subject of the authentication assertion should be allowed to access.

Authentication context is defined as the information additional to the authentication assertion itself that the service
provider may require before it makes an entitlements decision.

3 Authentication Context

If aservice provider isto rely on the authentication of a Principal by an identity provider, the service provider may
require information additional to the authentication itself to dlow it to put the authentication in atrust context. This
information could include

Initial user identification mechanisms (for example, face-to-face, online, shared secret)

Mechanisms for minimizing compromise of a Principal’s credentias (for example, credential renewal frequency,
client-side key generation)

Mechanisms for storing and protecting credentias (for example, smartcard, password rules)

Authentication mechanism (for example, password, certificate-based SSL)

The variations and permutationsin the exampl es above guarantee that not al authentication assertions are the same; a
particular authentication assertion will be characterized by the values for each of these variables. A somewhat helpful
model isto think of an authentication assertion as defined by its coordinatesin amultidimensional space. This model
isdemonstrated in Figure 1 (where only three axes are shown).

ldemtfi cation

&

. Authentication
" method

XY, 2)

Technical
Protection

Figure 1: Authentication assertion as defined by its coor dinatesin multidimensional space
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A particular authentication context statement will be characterized by its values along the different axes and
consequently by its position in this space.

3.1Authentication Context Classes

Liberty can simplify for service providers the task of assessing and comparing authentication assertions by defining
particular authentication contextsthat are representative of current technologies and practices among identity
providers. For instance, atypical authentication context will be when a Principal uses a self-chosen password over a
server-authenticated SSL session to authenticate to an identity provider. (Thisidentity would have been issued when
the Principal was originally identified after proving knowledge of some persona information, for example, afrequent
flier account number.) Liberty should acknowledge the relevance of this authentication context, and remove from
service providers the burden of parsing an XML document that captures this context, by identifying this authentication
context asa Liberty class and by giving it a unique identifier so that service providers can recognize it and place an
appropriate level of assurance on the associ ated authenti cation assertion.

A particular Liberty authentication context classwill define alist of required characteristics of the processes,
procedures, and mechanisms by which the identity provider verifies the Principal before issuing an identity, protects
the secrets on which subsequent authentications are based, and the mechanisms used for this authentication. These
characteristics can be categorized as

I dentification — Characteristics that describe the processes and mechanism the identity provider usestoinitially create
an association between a Principal and the identity (or name) by which the Principal will be known.

Physical Protection — Characteristics that specify physical controls on the facility housing the identity provider’'s
systems (for example, site location and construction, access controls).

Operational Protection — Characteristics that describe procedural security controls employed by the identity provider
(for example, security audits, records archival).

Technical Protection — Characteristics that describe how the “secret” (the knowledge or possession of which allows
the Principal to authenticate to the identity provider) is kept secure.

Authentication Method — Characterigtics that define the mechanisms by which the Principa authenticatesto the
identity provider (for example, a password versus a smartcard).

Governing Agreements- Provide a mechanism for linking to externd (likely human readable) documentsin which
the identity provider can define businessleve authentication context, for example, liability constraints or contractual
obligations. Governing Agreements are normally profiled on a Authentication Class-level basis but can be specificto a
given Authentication Context statement.

Authenticating | dP- When Principal authentication isrelayed between different IdPsto provide for a seamless cross-
IdP SSO experience therdaying IdP MAY include this e ement with areference to the originating |dP. Therelaying
IdP MAY include aswell extra specific inter-ldP Governing Agreementsthat may affect those specified at the
Authentication Class-level.

Rather than a class being arigid collection of these characteristics, aclasswill define a set of conformant
authentication context statements (for example, multiple and different authentication context statements will satisfy the
requirements of a given class). The relationship between an authentication context class and particular authentication
context statementsis shown in Figure 2, where all the authentication context statements satisfy the requirements
expressed by the class.

Liberty Alliance Project
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Identification
&

AC Class

4 : " . » Technical

Protection

AC statements

Authentication
method

Figure 2: Relationship between authentication context class and statements

By introducing the additional layer of classes and by defining an initia list of representative and flexible classes,
Liberty architecture

Makesit easier for theidentity provider and service provider to come to an agreement on what are acceptable
authentication contexts by giving them aframework for discussion.

Makesit easier for service providersto indicate their preferences when requesting a step-up authentication assertion
from an identity provider.

Simplifies for service providers the burden of processing authentication context statements by giving them the option
of being satisfied by the associated class.
Protects service providers from impact of new authentication technologies.

Makesit easier for identity providers to publish their authentication capabilities, for example, through WSDL.

3.2Authentication Quality

Authentication quality refers to the level of assurance that a service provider can place in an authentication assertion it
receives from an identity provider. Authentication quality is motivated by two goals: An identity provider must be able
toindicate to a service provider the levd of confidence it hasin an authentication assertion, and a service provider
should be able to indicate its preferences for an authentication context without necessarily specifying the exact context
characterigtics. The fundamental concern with the concept of authentication quality is the difficulty for Liberty to
make the necessary assessments of the classes to enable thisflexibility.

3.2.1 Service Provider Request

To provide the desired flexibility without requiring Liberty to itself assess the quality of particular authentication
classes, the service provider will be provided a flexible mechanism by which it can indicate its preferences for
authentication context to the identity provider. The<l i b: Aut hnRequest > message will allow the service
provider to request any of the following:

1. A match on a particular authentication context statement

Liberty Alliance Project
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A match within a specific authentication context class

A match or better on a particular authentication context class

A match within an ordered list (which is designated by the service provider) of authentication context classes
A match on the originating IdP within an ordered list.

o > 0D

Option 1 will require that the identity provider and service provider have previously agreed on the details of a
particular authentication context that either does not fall into one of the Liberty-defined authentication context classes
or needs to be constrained more tightly.

Option 2 is expected to be the typical scenario.

For option 3, the decision asto what is better isleft to the entity best qualified to make that determination, the identity
provider. The service provider, trusting the identity provider’s judgment, will accept the assertion it receives back
because it will be confident the assertion meets (or exceeds) the provider’ srequirements.

Option 4 will give the service provider greater control over the authentication context classes to which the
authentication assertions it receives conform. Theidentity provider is given no leeway in providing an authentication
assertion conforming to aclassnot on thelist.

Option 5 will give the service provider control on which isthe original |dP authenticating the Principal. A list containg
zero eements MUST be interpreted as the a non-del egabl e authenti cation request.

If the service provider does not specify any of the above optionsin the<l i b: Aut hnRequest >, theidentity
provider will be free to provide an authentication context of its choosing.

3.2.2 Identity Provider Response

The authentication assertion that the identity provider returnsto the service provider may indicate the authentication
context classto which the authentication assertion conforms (if it does conform to any such authentication context
class), which may or may not be the same as the class requested.

The returned authentication assertion will include a URI specifying the associ ated authentication context statement.

4 Previous work
The concept of authentication context has been addressed in other work.

4.1PKI

An X.509 certificateis a signed assertion of identity just asa SAML authentication assertion is. Consequently it isnot
surprising that the issue of authentication context has been addressed within the PKI world. A number of different
standards or proposals for capturing this sort of information have been written:

Certificate Practice Statement (CPS) is a statement of the practices that a certification authority employsin issuing
certificates. A certificate practice statement may take the form of a declaration by the certification authority of the
details of its trustworthy systems and the practices it employsin support of itsissuance of certificates.

Certificate Policy isanamed set of rules that indicates the applicability of a certificate to a particular community
and/or class of application. For example, a certificate policy might indicate that a particular type of certificateis
appropriate for the authentication of participantsin a business-to-business transaction within agiven pricerange. The
fundamental difference between the certificate practice statement and the certificate policy isthat the former is
“owned” by theissuing certification authority and the latter by the entities who will usethe issued certificates.
Certificate users define certificate policies, and certification authorities (with different certificate practice statements)
attest that a particular certificate is appropriate for that certificate palicy. (See [RFC2527].)

Liberty Alliance Project
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PK | Disclosure Statement is a supplementary instrument that discloses critical information about the policies and
practices of a certificate authority or PKI. A PKI disclosure statement is a vehicle for disclosing and emphasizing
information normally covered in detail by associated certificate policy and/or certification practice statement
documents. Consequently, a PK| disclosure statement isnot intended to replace a certificate policy or practice
statement. (See [PDS].)

Key Usage, asdefined in X.509, defines the intended use for akey contained in a certificate. These uses (or values)
are digital Signature, nonRepudiation, keyEncipherment, dataEnci pherment, keyAgreement, keyCertSign, CRLSign,
encipherOnly, and decipherOnly.

Extended Key Usage, as the name indicates, extends the possible uses for akey beyond the original nine, each use
identified by an object identifier. Extended key usage is primarily used by the relying party. As part of its vaidation
algorithm, aredlying party will check for these values to determine whether a given certificate is appropriate for the
application.

4.2 SAML

SAML provides limited support for the concept of authentication context, it definesan Aut hent i cat i onMet hod
attribute onthe<san : Aut hent i cat i onSt at erent > element and an unconstrained (schemamodel of ANY)
<saml : Advi ce> element. Thefallowing listing is an example (where the relevant e ements and attributes are
bolded):

<?xm version="1.0"?>
<sanl : Assertion>
<sam : Aut henti cati onSt at ement Aut henti cati onMet hod=" urn:ietf:rfc:2246">
<sanl : Subj ect >
<san : Narel denti fi er
For mat ="htt p: // ww. oasi s- open. org/ conm ttees/security/ docs/cs-sstc-core-
28#X509Subj ect Nanme" >cn=Joe User, dc=proj ectli berty, dc=org
</ sam : Nanel dentifier>
</ sam : Subj ect >

</ sam : Aut henti cati onSt at ement >
<saml : Advi ce>
<l —additional elenents in separate namespace
</ sam : Advi ce>
</ sam : Asserti on>

Note SAML also definesa<samni : Condi ti on> element, the purpose of which is somewhat complementary to the
<saml : Advi ce> element (see [SAML Core]).

<saml : Condi ti on> [Optional]. Conditions that MUST be taken into account in assessing the validity of the
assertion.

<saml : Advi ce> [Optional]. Additional information related to the assertion that assists processing in certain
situations, but MAY be ignored by applications that do not support its use.

Theintent seemsto be that the <sani : Condi t i on> element protects theissuing party, and the <sani : Advi ce>
e ement protects the relying party.

SAML also definesthe<sam : Subj ect Conf i r nat i on> element as“a URI that identifies a protocal to be used
to authenticate the subject” where authenticate refersto how the bearer of a SAML assertion provesthat itis
authorized to hold the assertion as opposed to how it convinced the identity provider to issue the assertion. As such,
<saml : Subj ect Confi r mat i on> isdistinct from authentication context.

SAML identified alist of common authentication protocols as possible values for both the
Aut hent i cat i onMet hod attribute and the <sami : Subj ect Confi r mat i on> eement, including SAML
Artifact, Holder of Key, Sender Vouches, Password, Kerberos, and SSL/TLS.
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5 Liberty Authentication Context Mechanisms

5.1Authentication Context Classes

The Liberty authentication context classes arelisted in this section.
No ranking isimplied by the order of classes.

Classes areidentified by URIswith theinitial stem:

http://ww. projectliberty. org/ schemas/ aut hct x/ cl asses

5.1.1 MobileContract

The MobileContract classis identified when a mobile Principal has an identity for which the identity provider has
vouched.

51.1.1 Associated Liberty URI
http://www.projectliberty.org/schemas/authctx/classes/M obil eContract

51.1.2 Class Schema

<?xm version="1.0" encodi ng="UTF- 8" ?>

<xs:schenma xm ns: xs="http://wwmw. w3. or g/ 2001/ XM_Schema"
el enent For nDef aul t =" qual i fi ed" >

<annot ati on>
<document ati on> http://ww. projectliberty. org/ schemas/ aut hct x/ cl asses/ Mobi | eCont ract
</ docunent at i on>
</ annot ati on>
<xs: el ement nane=" Aut henti cati onCont ext St at enent " >
<xs: conpl exType>
<Xs: sequence>
<xs: el ement m nCccurs="1" nmaxQccurs="1" ref="Ildentification"/>
<xs: el ement m nCccurs="1" nmaxQccurs="1" ref="Techni cal Protection"/>
<xs: el ement m nCccurs="1" maxQccurs="1" ref="Authenti cati onMet hod"/>
<xs:el ement m nCccurs="1" maxCccurs="1" ref="Cperational Protection"/>
<xs:el ement m nCccurs="1" maxCccurs="1" ref="Coverni ngAgr eenents"/>
<xs: el ement ref="AC. ext ensi on” m nQccurs="0"
maxQccur s=“unbounded”/ ></ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement nane=" Aut henti cati onMet hod" >
<xs: conpl exType>
<Xs: sequence>
<xs: el ement m nCccurs="1" naxQccurs="1" ref="Authenticator"/>
<xs: el ement m nCccurs="1" nmaxQccurs="1"
ref =" Aut hent i cat or Tr ansport Prot ocol "/ >
<xs: el ement ref="AC. ext ensi on” m nCccurs="0"
maxQccur s=“unbounded”/ ></ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

<xs: el ement nane="Aut henti cator">
<xs: conpl exType>
<Xs: sequence>
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<xs:el ement m nCccurs="1" maxCccurs="1" ref="Shar edSecr et Chal | engeResponse"/>
<xs: el ement ref="AC: extension” m nQccurs="0"
maxQccur s=“unbounded”/ ></ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >

<xs: el ement name="Aut henti cat or Transport Prot ocol ">

<xs: conpl exType>

<Xs: sequence>
<xs: el ement m nCccurs="1" maxCccurs="1" ref="Mobil eNet work"/>
<xs: el ement ref="AC: extension” m nCccurs="“0" maxCccurs=*unbounded”/ >
</ xs: sequence>

</ xs: conpl exType>

</ xs: el enent >

<xs: el ement nane="Deacti vationCall Center">
<xs: conpl exType>
<XSs: sequence>
<xs: el ement ref="AC: extension
maxQccur s=“unbounded”/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

”

m nCccurs=*0"

<xs: el ement name=" Gover ni ngAgr eenent Ref " >
<xs: conpl exType>
<xs:attribute name="ref"
fixed="htt p:// SomeMobi | ef orum or g/ nanespaces/ aut hcont ext/ cl asses/ Mobi | e-
Cl ass2. pdf "/ >
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name=" Gover ni ngAgr eenent s" >
<xs: conpl exType>
<XSs: sequence>
<xs:el ement m nCccurs="1" maxCccurs="1" ref="CGoverni ngAgr eenent Ref"/>
<xs: el ement ref="AC: extension” m nQccurs="0"
maxQccur s=“unbounded”/ ></ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Identification">
<xs: conpl exType>
<XSs: sequence>
<xs:el ement m nCccurs="1" maxCccurs="1" ref="Physical Verification"/>
<xs: el ement ref="AC: extension” m nQccurs="0"
maxQccur s=“unbounded”/ ></ xs: sequence>
<xs:attribute nane="nynm' type="xs:string" use="required"/>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Mbbi | eAut hCard" >
<xs: conpl exType>
<xs: sequence>
<xs: el ement ref="AC extension” m nQccurs="0"
maxQOccur s=*“unbounded”/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Mbbi | eDevi ce">
<xs: conpl exType><xs: sequence><xs: el ement ref="AC. extension
maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Mobi | eNet wor k" >
<xs: conpl exType><xs: sequence><xs: el ement ref="AC. extension
maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="(perational Protection">
<xs: conpl exType>
<Xs: sequence>

”

m nCccurs=*0"

”

m nCccurs=“0"
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<xs:el ement m nCccurs="1" maxOccurs="1" ref="SecurityAudit"/>
<xs: el ement m nCccurs="1" nmaxQccurs="1" ref="Deacti vationCall Center"/>
<xs: el ement ref="AC. ext ensi on” m nQccurs="0"
maxQccur s=“unbounded”/ ></ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

<xs: el ement name="Physi cal Verification">
<xs: conpl exType>
<xs:attribute nane="credenti al Level " type="xs:string" use="required"/>
</ xs: conpl exType>
</ xs: el ement >

<xs: el ement name="SecurityAudit">
<xs: conpl exType>
<XSs: sequence>
<xs:el ement m nCccurs="1" maxCccurs="1" ref="SwitchAudit"/>
<xs:el ement ref="AC: extension” nm nCccurs="0"
maxQccur s=“unbounded”/ ></ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Shar edKeyPr ot ecti on">
<xs: conpl exType>
<xs: choi ce>
<xs:el ement m nCccurs="1" maxCccurs="1" ref="Mbil eAut hCard"/>
<xs:el ement m nCccurs="1" maxOccurs="1" ref="Mobil eDevice"/>
</ xs: choi ce>
</ xs: conpl exType>
</ xs: el emrent >
<xs: el ement name="Shar edSecr et Chal | engeResponse" >
<xs: conpl exType><xs: sequence><xs: el ement ref="AC extension” m nQccurs="0"
maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Swi t chAudit">
<xs: conpl exType><xs: sequence><xs: el ement ref="AC extension” m nQccurs="0"
maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Techni cal Protection">
<xs: conpl exType>
<XSs: sequence>
<xs:el ement m nCccurs="1" maxCccurs="1" ref="Shar edKeyProtection"/>
<xs: el ement ref="AC: extension” m nCccurs="0"
maxQccur s=“unbounded”/ ></ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: schema>

5.1.2 MobileDigitallD

The MobileDigitd D classisidentified by detailed and verified registration procedures, users consent to sign and
authorize transactions, and Digital | D-based authentication.

5.1.2.1 Associated Liberty URI
http://www.projectliberty.org/schemas/authctx/classessMobileDigita |1 D

5.1.2.2 Class Schema

<?xm version="1.0" encodi ng="UTF- 8" ?>

<xs:schenma xm ns: xs="http://wwm. w3. or g/ 2001/ XM_Schema"
el enent For nDef aul t =" qual i fi ed" >

<annot ati on>
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501 <document ati on> http://ww. projectliberty. org/schemas/aut hctx/classes/MbileDigitallD
502 </ docurent at i on>
503 </ annot ati on>

504

505 <xs: el ement name="Aut henti cati onCont ext St at ement " >

506 <xs: conpl exType>

507 <XSs: sequence>

508 <xs:element ref="Identification"/>

509 <xs: el ement ref="Technical Protection"/>

510 <xs: el ement ref="AuthenticationMethod"/>

511 <xs: el ement ref="Cperational Protection"/>

512 <xs: el ement ref="CGoverni ngAgreenents"/>

513 <xs:el ement ref="AC: extension” nm nCccurs="0"
514 maxQccur s=“unbounded”/ ></ xs: sequence>

515 </ xs: conpl exType>

516 </ xs: el enent >

517 <xs: el ement name="Aut henti cati onMet hod" >

518 <xs: conpl exType>

519 <XSs: sequence>

520 <xs:el ement ref="Authenticator"/>

521 <xs: el ement ref="AuthenticatorTransportProtocol "/>
522 <xs:el ement ref="AC: extension” nm nCccurs="0"
523 maxQccur s=“unbounded”/ ></ xs: sequence>

524 </ xs: conpl exType>

525 </ xs: el enent >

526 <xs: el ement name="Aut henti cator">

527 <xs: conpl exType>

528 <xs: choi ce>

529 <xs:element ref="Dig-sig"/>

530 <xs: el ement ref="Zer oKnow edge"/ >

531 </ xs: choi ce>

532 </ xs: conpl exType>

533 </ xs: el enent >

534 <xs: el ement name="Aut henti cat or Transport Prot ocol ">

535 <xs: conpl exType>

536 <xs: choi ce>

537 <xs: el ement ref="Mbil eNetwork"/>

538 <xs:el ement ref="SSL"/>

539 <xs:el ement ref="WLS"/>

540 <xs:el ement ref="1PSec"/>

541 </ xs: choi ce>

542 </ xs: conpl exType>

543 </ xs: el enent >

544 <xs: el ement name="Deacti vati onCal | Center">

545 <xs: conpl exType><xs: sequence><xs: el ement ref="AC extensi on” m nQccurs="0"
546 maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>
547 </ xs: el enent >

548 <xs: el ement nanme="D g-sig">

549 <xs: conpl exType><xs: sequence><xs: el ement ref="AC extensi on” m nQccurs="0"
550 maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>
551 </ xs: el enent >

552 <xs: el ement name=" Gover ni ngAgr eenent Ref " >

553 <xs: conpl exType>

554 <xs:attribute nane="ref"

555 fixed="htt p:// SomeMobi | ef orum or g/ nanespaces/ aut hcont ext/ cl asses/ Mobi | e-
556 Cl ass3. pdf "/ >

557 </ xs: conpl exType>

558 </ xs: el enent >

559 <xs: el ement name=" Gover ni ngAgr eenent s" >

560 <xs: conpl exType>

561 <XSs: sequence>

562 <xs: el ement ref="CGover ni ngAgreenent Ref "/ >

563 <xs: el ement ref="AC: extension” m nCccurs="0"
564 maxQccur s=“unbounded”/ ></ xs: sequence>

565 </ xs: conpl exType>

566 </ xs: el enent >

567 <xs: el ement nanme="1|PSec" >
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568 <xs: conpl exType><xs: sequence><xs: el ement ref="AC extension” m nQccurs="0"
569 maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>

570 </ xs: el enent >

571 <xs: el ement name="Identification">

572 <xs: conpl exType>

573 <XSs: sequence>

574 <xs: el ement ref="Physical Verification"/>

575 <xs: el ement ref="WittenConsent"/>

576 <xs: el ement ref="AC extension” mnCccurs="0"

577 maxQccur s=“unbounded”/ ></ xs: sequence>

578 <xs:attribute nane="nym' type="xs:string" use="required"/>
579 </ xs: conpl exType>

580 </ xs: el enent >

581 <xs: el ement name="KeySt orage" >

582 <xs: conpl exType>

583 <xs:attribute nane="nmedi unf’ type="xs:string" use="required"/>
584 </ xs: conpl exType>

585 </ xs: el enent >

586 <xs: el ement name="Mobi | eNet wor k" >

587 <xs: conpl exType><xs: sequence><xs: el ement ref="AC extension” m nQccurs="0"
588 maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>

589 </ xs: el enent >

590 <xs: el ement name="Cperational Protection">

591 <xs: conpl exType>

592 <XSs: sequence>

593 <xs:el ement ref="SecurityAudit"/>

594 <xs: el ement ref="DeactivationCallCenter"/>

595 <xs: el ement ref="AC extension” m nCccurs="0"

596 maxQccur s=“unbounded”/ ></ xs: sequence>

597 </ xs: conpl exType>

598 </ xs: el enent >

599 <xs: el ement name="Physi cal Verification">

600 <xs: conpl exType>

601 <xs:attribute nane="credenti al Level " type="xs:string" use="required"/>
602 </ xs: conpl exType>

603 </ xs: el enent >

604 <xs: el ement name="Privat eKeyProtecti on">

605 <xs: conpl exType>

606 <XSs: sequence>

607 <xs: el ement ref="KeyStorage"/>

608 <xs: el ement ref="AC extension” mnCccurs="0"

609 maxQccur s=“unbounded”/ ></ xs: sequence>

610 </ xs: conpl exType>

611 </ xs: el enent >

612 <xs: el ement nanme="SSL">

613 <xs: conpl exType><xs: sequence><xs: el ement ref="AC extension” m nQccurs="0"
614 maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>

615 </ xs: el enent >

616 <xs: el ement name="SecurityAudit">

617 <xs: conpl exType>

618 <XSs: sequence>

619 <xs:element ref="Sw tchAudit"/>

620 <xs: el ement ref="AC extension” mnCccurs="0"

621 maxQccur s=“unbounded”/ ></ xs: sequence>

622 </ xs: conpl exType>

623 </ xs: el enent >

624 <xs: el ement name="Sw t chAudit">

625 <xs: conpl exType><xs: sequence><xs: el ement ref="AC extension” m nQccurs="0"
626 maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>

627 </ xs: el enent >

628 <xs: el ement name="Techni cal Protection">

629 <xs: conpl exType>

630 <XSs: sequence>

631 <xs:el ement ref="PrivateKeyProtection"/>

632 <xs: el ement ref="AC extension” mnCccurs="0"

633 maxQccur s=“unbounded”/ ></ xs: sequence>

634 </ xs: conpl exType>
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635 </ xs: el ement >

636 <xs: el ement name="WLS">

637 <xs: conpl exType><xs: sequence><xs: el ement ref="AC extensi on” m nQccurs="0"
638 maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>

639 </ xs: el ement >

640 <xs: el ement name="WittenConsent">

641 <xs: conpl exType><xs: sequence><xs: el ement ref="AC extensi on” m nQccurs="0"
642 maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>

643 </ xs: el ement >

644 <xs: el ement name="Zer oKnow edge" >

645 <xs: conpl exType><xs: sequence><xs: el ement ref="AC extension” m nQccurs="0"
646 maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>

647 </ xs: el ement >

648 </ xs: schenma>
649 5.1.3 MobileUnregistered
650  The MobileUnregistered classisidentified when thereal identity of a mobile Principal has not been strongly verified.

651 5.1.3.1 Associated Liberty URI
652 http://www.projectliberty.org/schemas/authctx/cl asses’M obileUnregistered

653 5.1.3.2 Class Schema

654

655 <?xm version="1.0" encodi ng="UTF- 8" ?>

656

657 <xs:schenma xm ns: xs="htt p://wwmw. w3. or g/ 2001/ XM_Schema"
658 el enent For nDef aul t =" qual i fi ed" >

659

660 <annot ati on>
661 <docunent ati on>

662 http://ww. projectliberty. org/schemas/ aut hct x/ cl asses/ Mobi | eUnr egi st ered
663 </ docurent at i on>

664 </ annot ati on>

665

666 <xs: el ement name="Aut henti cati onCont ext St at ement " >

667 <xs: conpl exType>

668 <Xs: sequence>

669 <xs: el ement ref="Technical Protection"/>

670 <xs:el ement ref="AuthenticationMethod"/>

671 <xs: el ement ref="Cperational Protection"/>

672 <xs: el ement ref="CGoverni ngAgreenents"/>

673 <xs: el ement ref="AC: extension” m nCccurs="0"
674 maxQccur s=“unbounded”/ ></ xs: sequence>

675 </ xs: conpl exType>

676 </ xs: el enent >

677 <xs: el ement name="Aut henti cati onMet hod" >

678 <xs: conpl exType>

679 <Xs: sequence>

680 <xs:el ement ref="Authenticator"/>

681 <xs: el ement ref="AuthenticatorTransportProtocol "/>
682 <xs: el ement ref="AC: extension” m nCccurs="0"
683 maxQccur s=“unbounded”/ ></ xs: sequence>

684 </ xs: conpl exType>

685 </ xs: el enent >

686 <xs: el ement name="Aut henti cator">

687 <xs: conpl exType>

688 <Xs: sequence>

689 <xs: el ement ref="SharedSecret Chal | engeResponse"/ >
690 <xs: el ement ref="AC: extension” m nCccurs="0"
691 maxQccur s=“unbounded”/ ></ xs: sequence>

692 </ xs: conpl exType>

693 </ xs: el enent >
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694 <xs: el ement name="Aut henti cat or Transport Prot ocol ">

695 <xs: conpl exType>

696 <XSs: sequence>

697 <xs: el ement ref="Mobil eNetwork"/>

698 <xs: el ement ref="AC extension” mnCccurs="0"
699 maxQccur s=“unbounded”/ ></ xs: sequence>

700 </ xs: conpl exType>

701 </ xs: el enent >

702 <xs: el ement name="Deacti vati onCal | Center">

703 <xs: conpl exType><xs: sequence><xs: el ement ref="AC extension” m nQccurs="0"
704 maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>
705 </ xs: el enent >

706 <xs: el ement name=" Gover ni ngAgr eenent Ref " >

707 <xs: conpl exType>

708 <xs:attribute name="ref"

709 fixed="htt p:// SomeMobi | ef orum or g/ nanespaces/ aut hcont ext/ cl asses/ Mobi | e-
710 Cl assl. pdf "/ >

711 </ xs: conpl exType>

712 </ xs: el enent >

713 <xs: el ement name=" Gover ni ngAgr eenent s" >

714 <xs: conpl exType>

715 <XSs: sequence>

716 <xs: el ement ref="Cover ni ngAgreenent Ref "/ >

717 <xs: el ement ref="AC extension” mnCccurs="0"
718 maxQccur s=“unbounded”/ ></ xs: sequence>

719 </ xs: conpl exType>

720 </ xs: el enent >

721 <xs: el ement name="Mbbi | eAut hCard" >

722 <xs: conpl exType><xs: sequence><xs: el ement ref="AC extension” m nQccurs="0"
723 maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>
724 </ xs: el enent >

725 <xs: el ement name="Mbbi | eDevi ce">

726 <xs: conpl exType><xs: sequence><xs: el ement ref="AC extensi on” m nQccurs="0"
727 maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>
728 </ xs: el enent >

729 <xs: el ement name="Mobi | eNet wor k" >

730 <xs: conpl exType><xs: sequence><xs: el ement ref="AC extension” m nQccurs="0"
731 maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>
732 </ xs: el enent >

733 <xs: el ement name="Cperational Protection">

734 <xs: conpl exType>

735 <XSs: sequence>

736 <xs:el ement ref="SecurityAudit"/>

737 <xs: el ement ref="DeactivationCallCenter"/>

738 <xs: el ement ref="AC extension” m nCccurs="0"
739 maxQccur s=“unbounded”/ ></ xs: sequence>

740 </ xs: conpl exType>

741 </ xs: el enent >

742 <xs: el ement name="SecurityAudit">

743 <xs: conpl exType>

744 <XSs: sequence>

745 <xs:element ref="Sw tchAudit"/>

746 <xs: el ement ref="AC extension” mnCccurs="0"
747 maxQccur s=“unbounded”/ ></ xs: sequence>

748 </ xs: conpl exType>

749 </ xs: el enent >

750 <xs: el ement name=" Shar edKeyPr ot ecti on">

751 <xs: conpl exType>

752 <xs: choi ce>

753 <xs: el ement ref="Mobil eAut hCard"/>

754 <xs: el ement ref="Mobil eDevice"/>

755 </ xs: choi ce>

756 </ xs: conpl exType>

757 </ xs: el enent >

758 <xs: el ement name="Shar edSecr et Chal | engeResponse" >

759 <xs: conpl exType><xs: sequence><xs: el ement ref="AC extension” m nQccurs="0"
760 maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>
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</ xs: el ement >
<xs: el ement name="Swi t chAudit">
<xs: conpl exType><xs: sequence><xs: el ement ref="AC extensi on” m nQccurs="0"
maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Techni cal Protection">
<xs: conpl exType>
<XSs: sequence>
<xs: el ement ref="SharedKeyProtection"/>
<xs: el ement ref="AC: extension” m nCccurs="0"
maxQccur s=“unbounded”/ ></ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: schema>

5.1.4 Password

The Password classisidentified when a Principal authenticates to an identity provider through the presentation of a
password over an unprotected HT TP session.

5141 Associated Liberty URI
http://www.projectliberty.org/schemas/authctx/cl asses/Password

5.1.4.2 Class Schema
<?xm version="1.0" encodi ng="UTF- 8" ?>

<xs:schenma xm ns: xs="htt p://wwmw. w3. or g/ 2001/ XM_Schema"
el enent For nDef aul t =" qual i fi ed" >

<annot at i on>

<document ati on> http://ww. projectliberty. org/ schemas/aut hct x/ cl asses/ Passwor d
</ docurent at i on>

</ annot ati on>

<xs: el ement name="Aut henti cati onCont ext St at ement " >
<xs: conpl exType>
<XSs: sequence>
<xs: el ement ref="AuthenticationMethod"/>
<xs: el ement ref="AC: extension” m nCccurs="0"
maxQccur s=“unbounded”/ ></ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Aut henti cati onMet hod" >
<xs: conpl exType>
<xs:al | >
<xs: el ement ref="Principal Aut henti cati onMechani sm'/ >
<xs: el ement ref="AuthenticatorTransportProtocol "/>
</xs:all>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Aut henti cat or Transport Prot ocol ">
<xs: conpl exType>
<XSs: sequence>
<xs:el ement ref="HTTP"'/>
<xs: el ement ref="AC. extension” m nCccurs="0"
maxQccur s=“unbounded”/ ></ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nanme="HTTP">
<xs: conpl exType><xs: sequence><xs: el ement ref="AC extension” m nQccurs="0"
maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Length">
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820 <xs: conpl exType>

821 <xs:attribute nane="mn" fixed="3"/>

822 </ xs: conpl exType>

823 </ xs: el enent >

824 <xs: el ement nane="Password">

825 <xs: conpl exType>

826 <Xs: sequence>

827 <xs:el ement ref="Length"/>

828 <xs: el ement ref="AC: extension” m nCccurs="0"
829 maxQccur s=“unbounded”/ ></ xs: sequence>

830 </ xs: conpl exType>

831 </ xs: el enent >

832 <xs: el ement name="Princi pal Aut henti cati onMechani sni' >
833 <xs: conpl exType>

834 <Xs: sequence>

835 <xs: el ement ref="Password"/>

836 <xs: el ement ref="AC: extension” m nCccurs="0"
837 maxQccur s=“unbounded”/ ></ xs: sequence>

838 </ xs: conpl exType>

839 </ xs: el enent >

840 </ xs: schenma>
841 5.1.5 Password- ProtectedTransport

842  The Password-ProtectedTransport classis identified when a Principa authenticatesto an identity provider through the
843 presentation of a password over an SSL-protected session.

844 5.15.1 Associated Liberty URI
845 http://www.projectliberty.org/schemas/authctx/cl asses/Password- Protected Transport

846 5.1.5.2 Class Schema

847

848 <?xm version="1.0" encodi ng="UTF- 8" ?>

849

850 <xs:schenma xm ns: xs="htt p://wwmw. w3. or g/ 2001/ XM_Schema"
851 el enent For nDef aul t =" qual i fi ed" >

852

853 <annot at i on>
854 <document ati on> http://ww. projectliberty. org/ schemas/aut hct x/ cl asses/ Passwor d-

855 Pr ot ect edTransport </docunentati on>

856 </ annot ati on>

857

858 <xs: el ement name="Aut henti cati onCont ext St at ement " >

859 <xs: conpl exType>

860 <XSs: sequence>

861 <xs: el ement ref="AuthenticationMethod"/>

862 <xs: el ement ref="AC: extension” m nCccurs="0"
863 maxQccur s=“unbounded”/ ></ xs: sequence>

864 </ xs: conpl exType>

865 </ xs: el enent >

866 <xs: el ement name="Aut henti cati onMet hod" >

867 <xs: conpl exType>

868 <xs:all>

869 <xs: el ement ref="Principal Aut henti cati onMechani sm'/ >
870 <xs: el ement ref="AuthenticatorTransportProtocol "/>
871 </xs:all>

872 </ xs: conpl exType>

873 </ xs: el enent >

874 <xs: el ement name="Aut henti cat or Transport Prot ocol ">

875 <xs: conpl exType>

876 <XSs: sequence>

877 <xs:el ement ref="SSL"/>

878 <xs: el ement ref="AC: extension” m nCccurs="0"
879 maxQccur s=“unbounded”/ ></ xs: sequence>
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880 </ xs: conpl exType>

881 </ xs: el enent >

882 <xs: el ement name="Length">

883 <xs: conpl exType>

884 <xs:attribute nane="mn" fixed="3"/>

885 </ xs: conpl exType>

886 </ xs: el enent >

887 <xs: el ement nane="Password">

888 <xs: conpl exType>

889 <XSs: sequence>

890 <xs:el ement ref="Length"/>

891 <xs: el ement ref="AC: extension” m nCccurs="0"
892 maxQccur s=“unbounded”/ ></ xs: sequence>

893 </ xs: conpl exType>

894 </ xs: el enent >

895 <xs: el ement name="Princi pal Aut hent i cati onMechani sni' >
896 <xs: conpl exType>

897 <XSs: sequence>

898 <xs: el ement ref="Password"/>

899 <xs: el ement ref="AC: extension” m nCccurs="0"
900 maxQccur s=“unbounded”/ ></ xs: sequence>

901 </ xs: conpl exType>

902 </ xs: el enent >

903 <xs: el ement name="SSL" >

904 <xs: conpl exType><xs: sequence><xs: el ement ref="AC extension” m nQccurs="0"
905 maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>
906 </ xs: el enent >

907 </ xs: schenma>
908 5.1.6 Previous-Session

909  The Previous-Session classisidentified when a Principal had authenticated to an identity provider at some point in the
910 past using any authentication context supported by that identity provider. Consequently, a subsequent authentication
911 event that the identity provider will assert to the service provider may be significantly separated in time from the

912 Principa’s current resource access request.

913

914  The context for the previoudy authenticated session is explicitly not included in this context class because the user has
915 not authenticated during this session, and so the mechanism that the user employed to authenticatein a previous

916  session should not be used as part of a decision on whether to now allow access to a resource.

917 5.1.6.1 Associated Liberty URI
918 http://www.projectliberty.org/schemas/authctx/cl asses/ Previous-Session

919 5.1.6.2 Class Schema

920

921 <?xm version="1.0" encodi ng="UTF- 8" ?>

922

923 <xs:schenma xm ns: xs="htt p://wwm w3. or g/ 2001/ XM_Schema"
924 el enent For nDef aul t =" qual i fi ed" >

925

926 <annot at i on>

927 <document ati on> http://ww. projectliberty. org/ schemas/aut hct x/cl asses/ Previ ous-
928 Sessi on </ documnent ati on>

929 </ annot ati on>

930

931 <xs: el ement nane=" Aut henti cati onCont ext St at enent " >

932 <xs: conpl exType>

933 <Xs: sequence>

934 <xs: el ement m nCOccurs="1" maxQccurs="1" ref="Authenti cati onMet hod"/>
935 <xs: el ement ref="AC. extension” m nCQccurs="0"

936 maxQccur s=“unbounded”/ ></ xs: sequence>

937 </ xs: conpl exType>

938 </ xs: el enent >
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939

940 <xs: el ement nane=" Aut henti cati onMet hod" >

941 <xs: conpl exType>

942 <Xs: sequence>

943 <xs: el ement ref="Authenticator" m nCccurs="0" maxCccurs="1"/>
944 <xs: el ement ref="AC. extension” m nQccurs="“0"

945 maxQccur s=“unbounded”/ ></ xs: sequence>

946 </ xs: conpl exType>

947 </ xs: el enent >

948

949 <xs: el ement nane="Aut henti cator">

950 <xs: conpl exType>

951 <Xs: sequence>

952 <xs: el ement m nCccurs="1" nmaxQccurs="1" ref="Previ ousSessi on"/>
953 <xs: el ement ref="AC. extension” m nCQccurs="“0"

954 maxQccur s=“unbounded”/ ></ xs: sequence>

955 </ xs: conpl exType>

956 </ xs: el enent >

957

958 <xs: el ement nane="Previ ousSessi on" >

959 <xs: conpl exType><xs: sequence><xs: el ement ref="AC extension” m nQccurs="0"
960 maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>

961 </ xs: el enent >

962

963 </ xs: schema>

964

965 5.1.7 Smartcard

966  The Smartcard class isidentified when a Principal authenticates to an identity provider using a smartcard.
%7 5.1.7.1 Associated Liberty URI

968 http://www.projectliberty.org/schemas/authctx/cl asses/ Smartcard

9%69 5.1.7.2 Class Schema

970 <?xm version="1.0" encodi ng="UTF- 8" ?>

971

972 <xs:schenma xm ns: xs="http://wwmw. w3. or g/ 2001/ XM_Schema"
973 el enent For nDef aul t =" qual i fi ed" >

974

975 <annot at i on>

976 <documentati on> http://ww. projectliberty. org/ schemas/aut hctx/cl asses/ Smart card
977 </ docurent at i on>

978 </ annot ati on>

979

980 <xs: el ement nane=" Aut henti cati onCont ext St at enent " >

981 <xs: conpl exType>

982 <Xs: sequence>

983 <xs: el ement m nCccurs="1" maxQccurs="1" ref="Authenti cati onMet hod"/>
984 <xs: el ement ref="AC. extension” m nCQccurs="0"
985 maxQccur s=“unbounded”/ ></ xs: sequence>

986 </ xs: conpl exType>

987 </ xs: el enent >

988 <xs: el ement nane=" Aut henti cati onMet hod" >

989 <xs: conpl exType>

990 <Xs: sequence>

991 <xs: el ement m nCccurs="1" nmaxQccurs="1"

992 ref ="Pri nci pal Aut henti cati onMechani sni'/ >

993 <xs: el ement ref="AC. extension” m nCQccurs="0"
994 maxQccur s=“unbounded”/ ></ xs: sequence>

995 </ xs: conpl exType>

996 </ xs: el enent >

997 <xs: el ement name="Princi pal Aut henti cati onMechani sni' >
998 <xs: conpl exType>
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999 <Xs: sequence>

1000 <xs:el ement m nCccurs="1" maxCccurs="1" ref="Smartcard"/>
1001 <xs: el ement ref="AC: extension” m nCccurs="0"

1002 maxQccur s=“unbounded”/ ></ xs: sequence>

1003 </ xs: conpl exType>

1004 </ xs: el enent >

1005 <xs: el ement name="Smartcard">

1006 <xs: conpl exType><xs: sequence><xs: el ement ref="AC extension” m nQccurs="0"
1007 maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>

1008 </ xs: el enent >

1009 </ xs: schenma>

1010

1011 5.1.8 Smartcard-PKI

1012  The Smartcard-PKI classisidentified when a Principal authenticatesto an identity provider through atwo-factor
1013  authentication mechanism using a smartcard with enclosed private key and a PIN.

1014 5.1.8.1 Associated Liberty URI
1015 http://www.projectliberty.org/schemas/authctx/cl asses/ Smartcard-PK |

1016 5.1.8.2 Class Schema

1017 <?xm version="1.0" encodi ng="UTF- 8" ?>

1018

1019 <xs:schenma xm ns: xs="htt p://wwmw. w3. or g/ 2001/ XM_Schema"
1020 el enent For nDef aul t =" qual i fi ed" >

1021

1022 <annot at i on>

1023 <documnentati on> http://ww. projectliberty. org/schemas/aut hctx/cl asses/ Smart card-
1024 PKI </ docunent ati on>

1025 </ annot ati on>

1026

1027 <xs: el ement nane=" Aut henti cati onCont ext St at enent " >

1028 <xs: conpl exType>

1029 <Xs: sequence>

1030 <xs: el ement m nCccurs="1" maxQccurs="1" ref="Techni cal Protection"/>
1031 <xs: el ement m nCccurs="1" maxQccurs="1" ref="Authenti cati onMet hod"/>
1032 <xs: el ement ref="AC. extension” m nCQccurs="0"

1033 maxQccur s=“unbounded”/ ></ xs: sequence>

1034 </ xs: conpl exType>

1035 </ xs: el enent >

1036 <xs: el ement nane=" Aut henti cati onMet hod" >

1037 <xs: conpl exType>

1038 <Xs: sequence>

1039 <xs: el ement m nCccurs="1" nmaxQccurs="1"

1040 ref ="Pri nci pal Aut henti cati onMechani sni'/ >

1041 <xs: el ement m nCccurs="1" naxQccurs="1" ref="Authenticator"/>
1042 <xs: el ement m nCccurs="1" nmaxQccurs="1"

1043 ref =" Aut hent i cat or Tr ansport Prot ocol "/ >

1044 <xs: el ement ref="AC. extension” m nCQccurs="0"

1045 maxQccur s=“unbounded”/ ></ xs: sequence>

1046 </ xs: conpl exType>

1047 </ xs: el enent >

1048 <xs: el ement nane="Aut henti cator">

1049 <xs: conpl exType>

1050 <Xs: sequence>

1051 <xs:el ement m nCccurs="1" maxCccurs="1" ref="Di g-sig"/>
1052 <xs: el ement ref="AC. extension” m nCQccurs="0"

1053 maxQccur s=“unbounded”/ ></ xs: sequence>

1054 </ xs: conpl exType>

1055 </ xs: el enent >

1056 <xs: el ement name="Aut henti cat or Transport Prot ocol ">

1057 <xs: conpl exType>
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1058 <XSs: sequence>

1059 <xs: el ement m nQccurs="1" maxQccurs="1" ref="SSL"/>

1060 <xs: el ement ref="AC: extension” m nCccurs="0"

1061 maxQccur s=“unbounded”/ ></ xs: sequence>

1062 </ xs: conpl exType>

1063 </ xs: el enent >

1064 <xs: el ement nane="D g-sig">

1065 <xs: conpl exType><xs: sequence><xs: el ement ref="AC extension” m nQccurs="0"
1066 maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>

1067 </ xs: el enent >

1068 <xs: el ement name="KeyActivation">

1069 <xs: conpl exType>

1070 <XSs: sequence>

1071 <xs: el ement m nQccurs="1" maxQOccurs="1" ref="Password"/>
1072 <xs: el ement ref="AC: extension” m nCccurs="0"

1073 maxQccur s=“unbounded”/ ></ xs: sequence>

1074 </ xs: conpl exType>

1075 </ xs: el enent >

1076 <xs: el ement name="Length">

1077 <xs: conpl exType>

1078 <xs:attribute nane="m n" type="xs:byte" use="required"/>
1079 </ xs: conpl exType>

1080 </ xs: el enent >

1081 <xs: el ement nane="Password">

1082 <xs: conpl exType>

1083 <XSs: sequence>

1084 <xs:el ement m nCccurs="1" maxCccurs="1" ref="Length"/>
1085 <xs: el ement ref="AC: extension” m nCccurs="0"

1086 maxQccur s=“unbounded”/ ></ xs: sequence>

1087 </ xs: conpl exType>

1088 </ xs: el enent >

1089 <xs: el ement name="Princi pal Aut henti cati onMechani sni' >

1090 <xs: conpl exType>

1091 <XSs: sequence>

1092 <xs: el ement m nQccurs="1" maxQOccurs="1" ref="Smartcard"/>
1093 <xs: el ement ref="AC: extension” m nCccurs="0"

1094 maxQccur s=“unbounded”/ ></ xs: sequence>

1095 </ xs: conpl exType>

1096 </ xs: el enent >

1097 <xs: el ement name="Privat eKeyProtecti on">

1098 <xs: conpl exType>

1099 <XSs: sequence>

1100 <xs:el ement m nCccurs="1" maxOccurs="1" ref="KeyActivation"/>
1101 <xs: el ement ref="AC: extension” m nCccurs="0"

1102 maxQccur s=“unbounded”/ ></ xs: sequence>

1103 </ xs: conpl exType>

1104 </ xs: el enent >

1105 <xs: el ement name="SSL" >

1106 <xs: conpl exType><xs: sequence><xs: el ement ref="AC extensi on” m nQccurs="0"
1107 maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>

1108 </ xs: el enent >

1109 <xs: el ement name="Smartcard">

1110 <xs: conpl exType><xs: sequence><xs: el ement ref="AC extension” m nQccurs="0"
1111 maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>

1112 </ xs: el enent >

1113 <xs: el ement name="Techni cal Protection">

1114 <xs: conpl exType>

1115 <Xs: sequence>

1116 <xs:el ement m nCccurs="1" maxCccurs="1" ref="PrivateKeyProtection"/>
1117 <xs: el ement ref="AC. extension” m nCccurs="0"

1118 maxQccur s=“unbounded”/ ></ xs: sequence>

1119 </ xs: conpl exType>

1120 </ xs: el enent >

1121 </ xs: schema>

1122
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5.1.9 Software-PKI

The Software-PK| classisidentified when a Principal uses an X.509 certificate stored in software to authenticate to
the identity provider over an SSL protected session.

5.1.9.1 Associated Liberty URI

http://www.projectliberty.org/schemas/authctx/classes/ Software-PK |

5.1.9.2 Class Schema

<?xm version="1.0" encodi ng="UTF- 8" ?>

<xs:schenma xm ns: xs="htt p://wwmw. w3. or g/ 2001/ XM_Schema"
el enent For nDef aul t =" qual i fi ed" >

<annot at i on>

<documnent ati on> http://ww. projectliberty. org/schemas/ aut hct x/ cl asses/ Sof t war e- PK
</ docurent at i on>

</ annot ati on>

<xs: el ement name="Aut henti cati onCont ext St at ement " >
<xs: conpl exType>
<XSs: sequence>
<xs:el ement m nCccurs="1" maxCccurs="1" ref="Aut henticati onMet hod"/>
<xs: el ement ref="AC: extension” m nCccurs="0"
maxQccur s=“unbounded”/ ></ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Aut henti cati onMet hod" >
<xs: conpl exType>
<XSs: sequence>
<xs:el ement m nCccurs="1" maxCccurs="1"
ref ="Pri nci pal Aut henti cati onMechani sni'/ >
<xs:el ement m nCccurs="1" maxOccurs="1" ref="Authenticator"/>
<xs:el ement m nCccurs="1" maxCccurs="1"
ref =" Aut hent i cat or Tr ansport Prot ocol "/ >
<xs: el ement ref="AC: extension” m nCccurs="0"
maxQccur s=“unbounded”/ ></ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Aut henti cator">
<xs: conpl exType>
<XSs: sequence>
<xs:el ement m nCccurs="1" maxCccurs="1" ref="Di g-sig"/>
<xs: el ement ref="AC: extension” m nCccurs="0"
maxQccur s=“unbounded”/ ></ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Aut henti cat or Transport Prot ocol ">
<xs: conpl exType>
<XSs: sequence>
<xs:el ement m nCccurs="1" maxCOccurs="1" ref="SSL"/>
<xs: el ement ref="AC: extension” m nCccurs="0"
maxQccur s=“unbounded”/ ></ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nane="D g-sig">
<xs: conpl exType><xs: sequence><xs: el ement ref="AC extension” m nQccurs="0"
maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>
</ xs: el ement >
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1182 <xs: el ement nane="Password">

1183 <xs: conpl exType><xs: sequence><xs: el ement ref="AC extensi on” m nQccurs="0"
1184 maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>

1185 </ xs: el enent >

1186 <xs: el ement name="Princi pal Aut henti cati onMechani sni' >

1187 <xs: conpl exType>

1188 <XSs: sequence>

1189 <xs: el ement m nOccurs="1" maxQOccurs="1" ref="Password"/>

1190 <xs: el ement ref="AC extension” mnCccurs="0"

1191 maxQccur s=“unbounded”/ ></ xs: sequence>

1192 </ xs: conpl exType>

1193 </ xs: el enent >

1194 <xs: el ement nanme="SSL">

1195 <xs: conpl exType><xs: sequence><xs: el ement ref="AC extension” m nQccurs="0"
1196 maxQccur s=“unbounded”/ ></ xs: sequence></ xs: conpl exType>

1197 </ xs: el enent >

1198 </ xs: schenma>

1199

1200 5.1.10 Time-Sync-Token

1201 The Time-Sync-Token classisidentified when aPrincipal authenticates through a time synchronization token.
1202 5.1.10.1 Associated Liberty URI

1203 http://www.projectliberty.org/schemas/authctx/classes/ Time-Sync-Token

1204 5.1.10.2 Class Schema

1205

1206 <?xm version="1.0" encodi ng="UTF- 8" ?>

1207

1208 <xs:schenma xm ns: xs="http://wwmw. w3. or g/ 2001/ XM_Schema"
1209 el enent For nDef aul t =" qual i fi ed" >

1210

1211 <annot at i on>

1212 <document ati on> http://ww. projectliberty. org/ schemas/ aut hct x/ cl asses/ Ti me- Sync- Token
1213 </ docurent at i on>

1214 </ annot ati on>

1215

1216 <xs: el ement name="Aut henti cati onCont ext St at ement " >

1217 <xs: conpl exType>

1218 <Xs: sequence>

1219 <xs:el ement m nCccurs="1" maxCccurs="1" ref="Aut henticati onMet hod"/>
1220 <xs: el ement ref="AC: extension” m nCccurs="0"
1221 maxQccur s=“unbounded”/ ></ xs: sequence>

1222 </ xs: conpl exType>

1223 </ xs: el enent >

1224 <xs: el ement name="Aut henti cati onMet hod" >

1225 <xs: conpl exType>

1226 <Xs: sequence>

1227 <xs:el ement m nCccurs="1" maxCccurs="1"

1228 ref ="Pri nci pal Aut henti cati onMechani sni'/ >

1229 <xs: el ement ref="AC: extension” m nCccurs="0"
1230 maxQccur s=“unbounded”/ ></ xs: sequence>

1231 </ xs: conpl exType>

1232 </ xs: el enent >

1233 <xs: el ement name="Ceneration">

1234 <xs: conpl exType>

1235 <xs:attribute nane="nmechani sm fixed="principal chosen" />
1236 </ xs: conpl exType>

1237 </ xs: el enent >

1238

1239 <xs: el ement name="Princi pal Aut henti cati onMechani sni' >
1240 <xs: conpl exType>

1241 <Xs: sequence>
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<xs:el ement m nCccurs="1" maxCccurs="1" ref="Token"/>
<xs: el ement ref="AC: extension” m nCccurs="0"
maxQccur s=“unbounded”/ ></ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Ti meSyncToken" >
<xs: conpl exType>
<xs:attribute nane="devi ceType" fixed="hardware" />
<xs:attribute nane="seedLength" fixed="64" />
<xs:attribute nane="devi cel nHand" fixed="true" />
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nanme="Token">
<xs: conpl exType>
<XSs: sequence>
<xs:el ement m nCccurs="1" maxOccurs="1" ref="Ti meSyncToken"/>
<xs:el ement ref="AC: extension” nm nCccurs="0"
maxQccur s=“unbounded”/ ></ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: schema>

5.1.11 Internet Protocol
The Internet Protocol classisidentified when aPrincipa is authenticated through the use of a provided | P address.

5.1.11.1 Associated Liberty URI
http://www.projectliberty.org/schemas/authctx/classes/ | AP-IPAddress

5.1.11.2 Class Schema

<?xm version="1.0" encodi ng="UTF- 8" ?>
<xs:schema xm ns: xs="http://wwmw. w3. or g/ 2001/ XM_Schema"
el enent For nDef aul t =" qual i fi ed" >
<Xs:annot ati on>
<xs: docunentati on>http://ww. projectliberty. org/schemas/aut hct x/ cl asses/ | AP-
| PAddr ess</ xs: docunent ati on>
</ xs:annot at i on>
<xs: el ement nane=" Aut henti cati onCont ext St at enent " >
<xs: conpl exType>
<Xs: sequence>
<xs: el ement ref="AuthenticationMethod"/>
<xs: el ement ref="AC. extension” m nCccurs="“0" maxQccur s=“unbounded”/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement nane=" Aut henti cati onMet hod" >
<xs: conpl exType>
<Xs: sequence>
<xs: el ement ref="Authenticator"/>
<xs: el ement ref="AC. extension” m nCccurs=“0" maxQccur s=“unbounded”/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement nane="Aut henti cator">
<xs: conpl exType>
<Xs: sequence>
<xs: el ement ref="1PAddress"/>
<xs: el ement ref="AC. extension” m nCccurs=“0" maxCOccur s=“unbounded”/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement nane="| PAddress" >
<xs: conpl exType>
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<Xs: sequence>
<xs: el ement ref="AC. extension” m nCccurs=“0" maxQccur s=“unbounded”/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
</ xs: schema>

5.1.12 Internet Protocol + Password

The Internet Protocol Password class isidentified when a Principal is authenticated through the use of a provided 1P
address, in addition to username/password.

5.1.12.1 Associated Liberty URI
http://www.projectliberty.org/schemas/authctx/classes’ | AP-Password
5.1.12.2 Class Schema

<?xm version="1.0" encodi ng="UTF- 8" ?>
<xs:schenma xm ns: xs="htt p://wwmw. w3. or g/ 2001/ XM_Schema"
el enent For nDef aul t =" qual i fi ed" >
<Xs:annot ati on>
<xs: docunentati on>http://ww. projectliberty. org/schemas/aut hctx/ cl asses/ | AP-
Passwor d</ xs: docurent ati on>
</ xs:annot at i on>
<xs: el ement nane=" Aut henti cati onCont ext St at enent " >
<xs: conpl exType>
<Xs: sequence>
<xs: el ement ref="AuthenticationMethod"/>
<xs: el ement ref="AC. extension” m nCccurs=“0" maxCOccur s=“unbounded”/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement nane=" Aut henti cati onMet hod" >
<xs: conpl exType>
<Xs: sequence>
<xs: el ement ref="Authenticator"/>
<xs: el ement ref="Principal Authenti cati onMechani sn'/ >
<xs: el ement ref="AC. extension” nm nCccurs=“0" maxCccur s=“unbounded”/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement nane="Aut henti cator">
<xs: conpl exType>
<Xs: sequence>
<xs: el ement ref="1PAddress"/>
<xs: el ement ref="AC. extension” m nCccurs=“0" maxCccur s=“unbounded”/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement nane="| PAddress" >
<xs: conpl exType>
<Xs: sequence>
<xs: el ement ref="AC. extension” m nCccurs=“0" maxCOccur s=“unbounded”/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement name="Princi pal Aut henti cati onMechani sni' >
<xs: conpl exType>
<Xs: sequence>
<xs: el ement ref="Password"/>
<xs: el ement ref="AC. extension” m nCccurs=“0" maxQccur s=“unbounded”/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
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<xs: el ement name="Length">
<xs: conpl exType>
<xs:attribute nanme="mn" fixed="3"/>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement nane="Password">
<xs: conpl exType>
<Xs: sequence>
<xs:el ement ref="Length"/>
<xs: el ement ref="AC. extension” m nCccurs=“0" maxQccur s=“unbounded”/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
</ xs: schema>

5.2 Authentication Context Schema

The rdationship between authentication context statements, authentication context classes, and the authentication
context XML schemais shown in Figure 3.

AC statements AC class
schemas

L]

AC schema

Figure 3: Relationship between authentication context statements, classes, and XML schema

-

Authentication context statements may conform to authentication context classes, which arethemselveslogical subsets
of theauthentication context XML schema.

5.2.1 XML Schema

<?xm version="1.0" encodi ng="UTF- 8" ?>
<xs:schena target Namespace="urn: liberty:ac:1.2"
xm ns: xsd="htt p: // ww. w3. org/ 2001/ XM_Schema " xm ns="urn:|iberty:ac:1.2"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema" ver si on="1. 2- 04" >
<!-- added to get the Extension el enent -->
<xs:include schemaLocati on="1ib-arch-utility.xsd"/>
<xs: annotati on>
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1394 <xs:documentation> ### | MPORTANT NOTI CE ### The source code in this XSD
1395 file was excerpted verbatimfrom Li berty Authenticati on Context Specification
1396 (liberty-architecture-authentication-context-v1.2) Version 1.2 04 April 2003
1397 The followi ng notices pertain to this source file: Copyright (c) 2002, 2003

1398 ActivCard; American Express Travel Related Services; America Online, Inc.; Bank
1399 of America; Bell Canada; Catavault; G ngular Wreless; G sco Systens, Inc.;

1400 Citigroup; Conmunicator, Inc.; Consignia; Cyberun Corporation; Deloitte &anp;
1401 Touche LLP; Earthlink, Inc.; Electronic Data Systens, Inc.; Entrust, Inc.;

1402 Ericsson; Fidelity Investnments; France Tel ecom Genplus; CGeneral Mtors; Hew ett-
1403 Packard Conpany; i2 Technol ogies, Inc.; Internet2; Intuit Inc.; MsterCard

1404 International; NEC Corporation; Netegrity; NeuStar; Nextel Communications; N ppon
1405 Tel egraph and Tel ephone Conpany; Nokia Corporation; Novell, Inc.; NIT DoCoM,
1406 Inc.; OneNanme Corporation; Openwave Systens Inc.; Phaos Technol ogy;

1407 Pri cewat er houseCoopers LLP; Regi ster.com RSA Security Inc; Sabre Hol di ngs

1408 Corporation; SAP AG Schl unbergerSema; SK Tel ecomy Sony Corporation; Sun

1409 M crosystems, Inc.; Trustgenix; United Airlines; VeriSign, Inc.; Visa

1410 International; Vodafone Goup Plc; Wave Systens;. All rights reserved. Thi s
1411 speci fication docunent has been prepared by Sponsors of the Liberty Alliance.
1412 Permission is hereby granted to use the docunent solely for the purpose of

1413 i mpl enenting the Specification. No rights are granted to prepare derivative works
1414 of this Specification. Entities seeking permnission to reproduce portions of this
1415 document for other uses nust contact the Liberty A liance to determ ne whether an
1416 appropriate |license for such use is avail able. I mpl enent ati on of certain

1417 el enments of this Specification may require |licenses under third party

1418 intellectual property rights, including without Iim-tation, patent rights. The
1419 Sponsors of and any other contributors to the Specification are not, and shall
1420 not be held responsible in any manner, for identifying or failing to identify any
1421 or all such third party intellectual prop-erty rights. This Specification is

1422 provided "AS I S', and no participant in the Liberty A liance nakes any warranty
1423 of any kind, express or inplied, including any inplied warranti es of

1424 merchantability, non-infringement of third party intellectual property rights,
1425 and fitness for a particul ar purpose. Inplenmentors of this Specification are
1426 advised to review the Liberty Al liance Projectéem™s website

1427 (http://ww. projectliberty.org) for informati on concerning any Necessary d ai ms
1428 Di scl osure Notices that have been received by the Liberty Alliance Managenent
1429 Boar d. Liberty Alliance Project Licensing Adm nistrator c/o | EEE-1STO 445
1430 Hoes Lane Piscataway, NJ 08855-1331, USA

1431 </ xs: docunent ati on>

1432 <xs: document at i on>

1433 http://ww. projectliberty. org/schemas/ aut hct x/ 2002/ 05/ </ xs: docunent at i on>

1434 </ xs:annot ati on>

1435 <xs: el ement name="Aut henti cati onCont ext St at ement " >

1436 <xs:annot ati on>

1437 <xs: document ati on>A particul ar assertion on an identity provider's part
1438 with respect to the authentication context associated with an authentication
1439 assertion. </xs:documentation>

1440 </ xs:annot ati on>

1441 <xs: conpl exType>

1442 <xSs: sequence>

1443 <xs: el ement ref="ldentification" m nQccurs="0"/>

1444 <xs: el ement ref="Technical Protection" m nCccurs="0"/>

1445 <xs: el ement ref="Cperational Protection" m nQccurs="0"/>

1446 <xs: el ement ref="AuthenticationMethod" m nCccurs="0"/>

1447 <xs: el ement ref="Coverni ngAgreenents" mi nCccurs="0"/>

1448 <xs: el ement ref="AuthenticatingldP" nminCccurs="0"/>

1449 <xs: el ement ref="Extension" m nQccurs="0" maxCQccurs="unbounded"/>
1450 </ xs: sequence>

1451 <xs:attribute name="1D" type="xs:1D"'/>

1452 </ xs: conpl exType>

1453 </ xs: el emrent >

1454 <xs: el ement name="Identification">

1455 <xs:annot ati on>

1456 <xs: document ati on>Refers to those characteristics that describe the

1457 processes and mechani sns t he identity provider uses to initially create an
1458 associ ati on between a Principal and the identity

1459 (or name) by which the Principal will be known</xs: document ati on>

1460 </ xs:annot ati on>
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<xs: conpl exType>
<XxSs: sequence

>

<xs: el ement ref="Physical Verification" m nCccurs="0"/>
<xs:element ref="WittenConsent" m nOccurs="0"/>
<xs: el ement ref="Extension" mnCccurs="0" maxCccurs="unbounded"/>

</ xs: sequenc
<xs:attribut
<XS: anno

e>
e nanme="nyn >
tati on>

<xs: docunent ati on>This attribute indicates whether or not the

I dentification nmecha

nisnms allow the

actions of the Principal to be linked to an actual end

user . </ xs: docunent at
</ Xs: ann

<XS:si nmp

<XS:

</ xs

i on>

otation>

| eType>

restriction base="xs: NMTOKEN' >
<xs:enumeration val ue="anonymty"/>
<xs:enumneration value="verinymty"/>
<xs:enumneration val ue="pseudonynity"/>
‘restriction>

</ xs:sinpl eType>

</xs:attribu
</ xs: conpl exType
</ xs: el enent >

<xs: el ement nanme="Ph
<xSs: annot ati on>
<xs: docunent
performed in a physi
onli ne manner. </xs
</ Xxs: annot ati on>
<xs: conpl exType>
<xs:attribut
<XS:si nmp

<XS:

</ Xs

te>
>

ysi cal Veri fication">

ation>This elenment indicates that identification has been

cal face-to-face nmeeting with the principa

docunent ati on>

e nane="credenti al Level ">

| eType>

restriction base="xs: NMITCKEN' >
<xs:enumeration val ue="primry"/>
<xs:enumneration val ue="secondary"/>
:restriction>

</ xs:si npl eType>

</xs:attribu
</ xs: conpl exType

</ xs: el enent >
<xs: el ement name="W
<xs: conpl exType>
<XS: sequence

te>
>

ittenConsent ">

>

and not

in an

<xs: el ement ref="Extension" mnCccurs="0" maxCccurs="unbounded"/>

</ xs: sequenc
</ xs: conpl exType

</ xs: el enent >
<xs: el ement name="Te
<xS: annot ati on>

e>
>

chni cal Protection">

<xs:docunent ati on>Refers to those characterstics that describe how the

'secret' (the know edge or possession of which allows the Principa

authenticate to the
</ Xxs: annot ati on>
<xs: conpl exType>
<XS: sequence

to

identity provider) is kept secure</xs:docunentation>

>

<xs: el ement ref="PrivateKeyProtection" nm nCccurs="0"/>
<xs: el ement ref="SharedKeyProtection" mi nCccurs="0"/>
<xs: el ement ref="Extension" m nQccurs="0" maxCQccurs="unbounded"/>

</ xs: sequenc
</ xs: conpl exType

</ xs: el enent >
<xs: el ement nanme="Sh
<xSs: annot ati on>
<xs: docunent

facilities of a UA used to protect a shared secret key from unauthorized

access and/or use. </
</ Xs: annot ati on>

e>
>

ar edKeyPr ot ecti on">

ation>This el ement indicates the types and strengths of

xs: docunent ati on>
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1528 <xs: conpl exType>

1529 <xs: choi ce m nCccurs="0">

1530 <xs: el ement ref="Mobil eDevice"/>

1531 <xs: el ement ref="Mobil eAuthCard"/>

1532 </ xs: choi ce>

1533 </ xs: conpl exType>

1534 </ xs: el ement >

1535 <xs: el ement name="Mbi | eDevi ce">

1536 <xs:annot ati on>

1537 <xs: docunent ati on>This el enent idicates that the shared secret key is
1538 securely nmaintained in a nobil e device

1539 (as opposed to being stored in a nobile authentication card). </xs: docunentati on>
1540 </ xs:annot ati on>

1541 <xs: conpl exType>

1542 <xs:sequence>

1543 <xs: el ement ref="Extension" m nQccurs="0" maxQccurs="unbounded"/>
1544 </ xs: sequence>

1545 </ xs: conpl exType>

1546 </ xs: el ement >

1547 <xs: el ement name="Mbi | eAut hCard">

1548 <xs:annot ati on>

1549 <xs: docurent ati on>This el enent indicates that the shared secret key is
1550 securely maintained in a nobile authentication card (e.g., a SIM

1551 card). </ xs: docunent ati on>

1552 </ xs:annot ati on>

1553 <xs: conpl exType>

1554 <xs:sequence>

1555 <xs: el ement ref="Extension" m nQccurs="0" maxQccurs="unbounded"/ >
1556 </ xs: sequence>

1557 </ xs: conpl exType>

1558 </ xs: el ement >

1559 <xs: el ement name="Privat eKeyProtecti on">

1560 <xs:annot ati on>

1561 <xs: docurent ati on>Thi s el enent indicates the types and strengths of
1562 facilities of a UA used to protect a private key from unauthorized access
1563 and/ or use. </ xs: docunent ati on>

1564 </ xs:annot ati on>

1565 <xs: conpl exType>

1566 <xSs: sequence>

1567 <xs: el ement ref="KeyActivation" m nQccurs="0"/>

1568 <xs: el ement ref="KeyStorage" m nCccurs="0"/>

1569 <xs: el ement ref="Extension" m nQccurs="0" maxCQccurs="unbounded"/>
1570 </ xs: sequence>

1571 </ xs: conpl exType>

1572 </ xs: el emrent >

1573 <xs: el ement name="KeyActivation">

1574 <xs:annot ati on>

1575 <xs: docurent ati on>The acti ons that nust be performed before the private
1576 key can be used. </xs:docunentation>

1577 </ xs:annot ati on>

1578 <xs: conpl exType>

1579 <xs: choi ce>

1580 <xs: el ement ref="Password"/>

1581 </ xs: choi ce>

1582 </ xs: conpl exType>

1583 </ xs: el emrent >

1584 <xs: el ement nanme="KeySt orage" >

1585 <xs:annot ati on>

1586 <xs: docurent ation>In which nediumis the private key stored.

1587 menory - the private key is stored in nenory.

1588 ecard - the private key is stored in a smartcard.

1589 token - the private key is stored in a hardware token.

1590 Mobi | eAuthCard - the private key is stored in a nobile authentication card
1591 (e.g., SIMcard). </ xs: docunent ati on>

1592 </ xs:annot ati on>

1593 <xs: conpl exType>

1594 <xs:attribute name="nmedi um' use="required">
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1595 <xs: si npl eType>

1596 <xs:restriction base="xs: NMTOKEN' >

1597 <xs:enumeration val ue="nmenory"/ >

1598 <xs:enumneration value="smartcard"/>

1599 <xs:enumeration val ue="t oken"/>

1600 <xs:enumeration val ue="Mbil eAut hCard"/ >

1601 </xs:restriction>

1602 </ xs:si npl eType>

1603 </ xs:attribute>

1604 </ xs: conpl exType>

1605 </ xs: el ement >

1606 <xs: el ement nanme="Password">

1607 <xs:annot ati on>

1608 <xs: docurent ati on>Thi s el enent indicates that a password (or PIN or
1609 passphrase) has been used to authenticate the Principal or to gain access to some
1610 resource (for exanple, to gain access to the private key).</xs:docunent ati on>
1611 </ xs:annot ati on>

1612 <xs: conpl exType>

1613 <XSs: sequence>

1614 <xs: el ement ref="Length" m nCccurs="0"/>

1615 <xs: el ement ref="Ceneration" m nCccurs="0"/>

1616 <xs: el ement ref="Extension" m nCccurs="0" maxCccurs="unbounded"/>
1617 </ xs: sequence>

1618 </ xs: conpl exType>

1619 </ xs: el emrent >

1620 <xs: el ement name="Token">

1621 <xs:annot ati on>

1622 <xs: docunent ati on>This el enent indicates that a hardware or software
1623 token is used as a nethod of identifying the Principal.</xs:docunentation>
1624 </ xs:annot ati on>

1625 <xs: conpl exType>

1626 <XSs: sequence>

1627 <xs: el ement ref="Ti neSyncToken"/>

1628 <xs: el ement ref="Extensi on" m nCccurs="0" maxCccurs="unbounded"/>
1629 </ xs: sequence>

1630 </ xs: conpl exType>

1631 </ xs: el emrent >

1632 <xs: el ement name="Ti meSyncToken" >

1633 <xs:annot ati on>

1634 <xs: docunent ati on>This el enent indicates that a time synchronization
1635 token is used to identify the Principal. hardware - the tine synchoni zati on token
1636 has been inplenmented in hardware. software - the time synchroni zati on token has
1637 been i npl enented in software. SeedLength - the length, in bits, of the random
1638 seed used in the time synchronization token. </xs:docunmentation>

1639 </ xs:annot ati on>

1640 <xs: conpl exType>

1641 <xs:attribute name="Devi ceType" use="required">

1642 <xs: si npl eType>

1643 <xs:restriction base="xs: NMTOKEN' >

1644 <xs:enumneration val ue="hardware"/ >

1645 <xs:enumeration val ue="software"/>

1646 </xs:restriction>

1647 </ xs:sinpl eType>

1648 </ xs:attribute>

1649 <xs:attribute name="SeedLength" type="xs:integer" use="required"/>
1650 <xs:attribute name="Devi cel nHand" use="required">

1651 <xs: si npl eType>

1652 <xs:restriction base="xs: NMTOKEN' >

1653 <xs:enumeration value="true"/>

1654 <xs:enumeration val ue="fal se"/>

1655 </xs:restriction>

1656 </ xs:sinpl eType>

1657 </ xs:attribute>

1658 </ xs: conpl exType>

1659 </ xs: el ement >

1660 <xs: el ement nanme="Snartcard">

1661 <xs:annot ati on>
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1662 <xs: document ati on>Thi s el ement indicates that a smartcard is used to
1663 identity the Principal.</xs:docunentation>

1664 </ xs:annot ati on>

1665 <xs: conpl exType>

1666 <xs:sequence>

1667 <xs: el ement ref="Extension" m nQccurs="0" maxQccurs="unbounded"/>
1668 </ xs: sequence>

1669 </ xs: conpl exType>

1670 </ xs: el ement >

1671 <xs: el ement name="Length">

1672 <xs:annot ati on>

1673 <xs: document ati on>Thi s el ement indi cates the m ni mum and/ or maxi mum ASC |
1674 | ength of the password which is enforced (by the UA or the IdP). |n other words,
1675 this is the m ni mum and/ or mexi mum nunber of ASCI| characters required to
1676 represent a valid password. mn - the nmini mum nunber of ASCI | characters
1677 required in a valid password, as enforced by the UA or the IdP.

1678 max - the nmaxi mum nunber of ASC | characters required in a valid password,
1679 as enforced by the UA or the |dP.</xs:docunentation>

1680 </ xs:annot ati on>

1681 <xs: conpl exType>

1682 <xs:attribute name="m n" type="xs:integer" use="required"/>

1683 <xs:attribute name="max" type="xs:integer" use="optional"/>

1684 </ xs: conpl exType>

1685 </ xs: el ement >

1686 <xs: el ement name="GCeneration">

1687 <xs:annot ati on>

1688 <xs: documnent at i on>l ndi cat es whet her the password was chosen by the
1689 Princi pal or auto-supplied by the identity provider.

1690 princi pal chosen - the Principal is allowed to choose the value of the
1691 password. This is true even if the initial password is chosen at

1692 random by the UA or the IdP and the Principal is then free to change the
1693 password. automatic - the password is chosen by the UA or the IdP to be

1694 cryptographically strong in sone sense, or to satisfy certain password rul es,
1695 and that the Principal is not free to change it or to choose a new password.
1696 </ xs: docurnent ati on>

1697 </ xs:annot ati on>

1698 <xs: conpl exType>

1699 <xs:attribute name="mechani sni' use="required">

1700 <xs: si npl eType>

1701 <xs:restriction base="xs: NMTOKEN' >

1702 <xs:enumeration val ue="princi pal chosen"/>

1703 <xs:enumeration val ue="automatic"/>

1704 </xs:restriction>

1705 </ xs:sinpl eType>

1706 </ xs:attribute>

1707 </ xs: conpl exType>

1708 </ xs: el emrent >

1709 <xs: el ement name="Aut henti cati onMet hod" >

1710 <xs:annot ati on>

1711 <xs: documentati on>Refers to those characteristics that define the
1712 mechani sms by which the Principal authenticates to the identity

1713 provi der. </ xs: docunent ati on>

1714 </ xs:annot ati on>

1715 <xs: conpl exType>

1716 <xSs: sequence>

1717 <xs: el ement ref="Principal Authenticati onMechani sni'/ >

1718 <xs: el ement ref="Authenticator" m nCccurs="0"/>

1719 <xs: el ement ref="Authenticator Transport Prot ocol "/ >

1720 <xs: el ement ref="Extension" m nQccurs="0" maxQccurs="unbounded"/>
1721 </ xs: sequence>

1722 </ xs: conpl exType>

1723 </ xs: el ement >

1724 <xs: el ement name="Princi pal Aut henti cati onMechani sni >

1725 <xs:annot ati on>

1726 <xs: docurent ati on>The nmethod that a Principal enploys to perform

1727 authentication to | ocal system conponents. </ xs: docunent ati on>

1728 </ xs:annot ati on>
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<xs: conpl exType>
<xs: choi ce m nCQccurs="0" nmaxCccur s="unbounded" >
<xs: el ement ref="Password"/>
<xs: el ement ref="Token"/>
<xs: el ement ref="Snartcard"/>
</ xs: choi ce>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Aut henti cator">
<xs: annotati on>
<xs: docurent at i on>The nmethod applied to validate a principal's
aut henti cation across a network </xs:docunentation>
</ xs:annot at i on>
<xs: conpl exType>
<xs: choi ce m nQccurs="0" maxCccur s="unbounded" >
<xs: el ement ref="Previ ousSessi on"/>
<xs: el ement ref="Dig-sig"/>
<xs: el ement ref="ZerokKnow edge"/>
<xs: el ement ref="SharedSecret Chal | engeResponse"/>
</ xs: choi ce>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Previ ousSessi on" >
<xs:annotati on>
<xs: document ati on>I ndi cates that the Principal has been strongly
aut henticated in a previous session during which the IdP has set a cookie in the
UA. During the present session the Principal has only been authenticated by the
UA returning the cookie to the |IdP.</xs:docunentati on>
</ xs:annot at i on>
<xs: conpl exType>
<xs: sequence>
<xs: el ement ref="Extension" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Zer oKnow edge" >
<xs: annotati on>
<xs: docunent ati on>This el enent indicates that the Principal has been
aut henti cated by a zero know edge techni que as specified in | SO | EC 9798-
5. </ xs: docunent ati on>
</ xs:annot at i on>
<xs: conpl exType>
<xSs:sequence>
<xs: el ement ref="Extensi on" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Shar edSecr et Chal | engeResponse" >
<xs: annotati on>
<xs: docurent ati on>This el enent indicates that the Principal has been
aut henti cated by a chal |l enge-response protocol utilizing shared secret keys and
symmetri c cryptography. </ xs: docunent ati on>
</ xs:annot at i on>
<xs: conpl exType>
<xSs: sequence>
<xs: el ement ref="Extension" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nanme="Di g-si g">
<xs:annotati on>
<xs: docurent ati on>This el enent indicates that the Principal has been
aut henti cated by a mechani sm whi ch i nvol ves the Principa
conputing a digital signature over at |east chall enge data provided by the
I dP. </ xs: docunent ati on>
</ xs:annot at i on>
<xs: conpl exType>
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<XSs: sequence>
<xs: el ement ref="Extension" mnCccurs="0" maxQccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement name="Aut henti cat or Transport Prot ocol ">
<xS: annot ati on>
<xs: document at i on>The protocol across which Authenticator information is
transferred to an identity provider verifier.</xs:docunmentation>
</ Xxs: annot ati on>
<xs: conpl exType>
<xs: choi ce m nCccurs="0" maxCccur s="unbounded" >
<xs: el ement ref="HTTP'/>
<xs: el ement ref="SSL"/>
<xs: el ement ref="Nbbil eNet work"/>
<xs: el ement ref="WLS"/>
<xs: el ement ref="1PSec"/>
</ xs: choi ce>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement name="HITP">
<xS: annot ati on>
<xs: docunent ati on>This el enent indicates that the Authenticator has been
transmitted using bare HTTP utilizing no additional security
pr ot ocol s. </ xs: docunent ati on>
</ Xs: annot ati on>
<xs: conpl exType>
<XSs: sequence>
<xs: el ement ref="Extension" mnCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement nanme="1|PSec" >
<xSs: annot ati on>
<xs: docunent ati on>This el enent indicates that the Authenticator has been
transmitted using a transport nechanism protected by an | PSEC
sessi on. </ xs: docunent ati on>
</ Xxs: annot ati on>
<xs: conpl exType>
<XSs: sequence>
<xs: el ement ref="Extension" mnCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el emrent name="WLS">
<xS: annot ati on>
<xs: docunent ati on>This el enent indicates that the Authenticator has been
transmitted using a transport nechanism protected by a WLS
sessi on. </ xs: docunent ati on>
</ Xxs: annot ati on>
<xs: conpl exType>
<XSs: sequence>
<xs: el ement ref="Extension" mnCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement nanme="Mbi | eNet wor k" >
<xSs: annot ati on>
<xs: docunent ati on>This el enent indicates that the Authenticator has been
transmitted solely across a nobile network using no additional security
mechani sm </ xs: docunent ati on>
</ Xxs: annot ati on>
<xs: conpl exType>
<XSs: sequence>
<xs: el ement ref="Extension" mnCccurs="0" maxCQccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
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</ xs: el ement >
<xs: el ement name="SSL">
<xs:annot ati on>
<xs: docurent ati on>Thi s el enent indicates that the Authenticator has been
transmitted using a transport nechnani smprotected by an SSL or TLS
sessi on. </ xs: docunent ati on>
</ xs:annot ati on>
<xs: conpl exType>
<xSs:sequence>
<xs: el ement ref="Extension" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Cperati onal Protection">
<xs:annot ati on>
<xs: docurent ati on>Refers to those characteristics that describe
procedural security controls enployed by the identity
provi der. </ xs: docunent ati on>
</ xs:annot ati on>
<xs: conpl exType>
<xs:sequence>
<xs: el ement ref="SecurityAudit" m nQccurs="0"/>
<xs: el ement ref="DeactivationCall Center" m nOccurs="0"/>
<xs: el ement ref="Extensi on" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="SecurityAudit">
<xs: conpl exType>
<xs:sequence>
<xs: el ement ref="Swi tchAudit" m nCccurs="0"/>
<xs: el ement ref="Extension" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="SwitchAudit">
<xs: conpl exType>
<xSs:sequence>
<xs: el ement ref="Extension" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Deacti vationCal | Center">
<xs: conpl exType>
<xSs:sequence>
<xs: el ement ref="Extensi on" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="CGover ni ngAgr eenent s" >
<xs:annot ati on>
<xs: docurent ati on>Provi des a mechanismfor linking to external (likely
human readabl e) documents in which the identity provider can define business
| evel authentication context, e.g. liability constraints, contrctua
obl i gati ons. </ xs: docunent ati on>
</ xs:annot ati on>
<xs: conpl exType>
<xSs:sequence>
<xs: el ement ref="Cover ni ngAgreenent Ref"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="CGover ni ngAgr eenent Ref " >
<xs: conpl exType>
<xs:attribute name="governi ngAgr eenent Ref " type="xs:anyURl"
use="requi red"/ >
</ xs: conpl exType>
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</ xs: el enent >

<xs: el ement name="Aut henti cati ngl dP">
<xs:annotati on>
<xs: docunent ati on>The |dP that originally authenticated the Principal.
</ xs: docurnent ati on>
</ xs:annot at i on>
<xs: conpl exType>
<xs:sequence>
<xs: el ement ref="Coverni ngAgreenents" mi nCccurs="0"/>
</ xs: sequence>
<xs:attribute name="1D" type="xs:anyUR " use="required"/>
</ xs: conpl exType>

</ xs: el enent >

</ xs: schema>
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