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71

1 Introduction72
73

This document lists errata in the Liberty v1.1 specification set. This specification set is listed in74
section 2 below. This is not an authoritative document, nor a final version, but a precursor for changes75
that will likely be included in a next revision of the Liberty v1 specification set76

77
Liberty v1.1 protocols as initially specified contained certain material errors, collectively referred to78
as errata. Readers of the Liberty v1.1 Specification Set should note the errata79
in this document and incorporate it into their reading of the specification set. Also, implementers of80
the Liberty v1.1 specification set should use the Liberty schemata contained in the files:81

82
Filename: liberty-architecture-protocols-schema-v1.1-errata-01.xsd83
Location: http://www.projectliberty.org/specs/liberty-architecture-protocols-schemas-v1.1-errata-84
01.xsd85

86
Filename: liberty-architecture-authentication-context-v1.1-errata-00.xsd87
Location: http://www.projectliberty.org/specs/liberty-architecture-authentication-context-v1.1-errata-88
00.xsd89

2 Target Specifications90
91

The following specifications and XSD file are the targets of this errata document, and are referred to92
by the numbers in square brackets in the remainder of this document:93

94
[1] Liberty Protocols and Schemas Specification95
http://www.projectliberty.org/specs/liberty-architecture-protocols-schemas-v1.1.pdf96
[2] Liberty Protocols and Schemas Specification XSD file97
http://www.projectliberty.org/specs/liberty-architecture-protocols-schemas-v1.1.xsd98
[3] Liberty Authentication Context Specification99
http://www.projectliberty.org/specs/liberty-architecture-authentication-context-v1.1.pdf100
[4] Liberty Authentication Context Specification XSD file101
http://www.projectliberty.org/specs/liberty-architecture-authentication-context-v1.1.xsd102

103

3 Abbreviations104
105

The following abbreviations are used in this document:106
107

SE - Substantive Errata designator108
CR - Change Request entry number (CR numbers are included for Liberty Alliance internal reference only)109

110
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4 Substantive Errata (SE)111
112

This section details substantive errata in the Liberty v1.1 specification set. “Substantive” means that113
the resolution of any of these errata causes a material change to the protocol specification. Because114
the Liberty v1.1 protocols are specified using a set of discrete specifications, the resolution of a given115
substantive erratum may affect more than one of the specification documents. See erratum SE1 for116
an example.117

118

4.1 [SE1] AuthnRequestEnvelopeType instances fail validation119
120

4.1.1 Summary121
122

The AuthnRequestEnvelopeType schema was written by derivation from the123
RequestEnvelopeType. The RequestEnvelopeType allows the addition of extra non-Liberty content124
into the <AuthnRequestEnvelope> message. Due to the way in which this portion of the schema125
was written, using an <any> element that allows elements from the core Liberty namespace to be126
used, we have created a non-deterministic content model. In addition, the derivation of127
AuthnRequestEnvelopeType does not actually allow this extra content to be introduced.128

129

4.1.2 Resolution130
131

1) Insert after line 724 in [1]:132
133

In addition to the above elements, a wildcard <any> element is provided to allow arbitrary extensions134
to the <AuthnRequestEnvelope>. Use of this element is not normatively defined in this135
specification, and the element MUST be from a namespace other than the core lib: namespace.136

137
2) Insert after line 736 in [1]:138

139
<any namespace="##other" processContents="skip" minOccurs="0"140
maxOccurs="unbounded"/>141

142
3) Change line 743 of [1] to read:143

144
<any namespace="##other" processContents="skip" minOccurs="0"145
maxOccurs="unbounded"/>146

147
4) Insert after line 1396 in [1]:148

149
<any namespace="##other" processContents="skip" minOccurs="0"150
maxOccurs="unbounded"/>151
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152
5) Change line 1403 of [1] to read:153

154
<any namespace="##other" processContents="skip" minOccurs="0"155
maxOccurs="unbounded"/>156

157
6) Insert after line 78 in [2]:158

159
<any namespace="##other" processContents="skip" minOccurs="0"160
maxOccurs="unbounded"/>161

162
7) Change line 85 of [2] to read:163

164
<any namespace="##other" processContents="skip" minOccurs="0"165
maxOccurs="unbounded"/>166

4.2 [SE2] AuthnResponseEnvelopeType instances fail validation167
168

4.2.1 Summary169
170

The AuthnResponseEnvelopeType schema was written by derivation from the171
ResponseEnvelopeType. The ResponseEnvelopeType allows the addition of extra non-Liberty172
content into the <AuthnResponseEnvelope> message. Due to the way in which this portion of the173
schema was written, using an <any> element that allows elements from the core Liberty namespace174
to be used, we have created a non-deterministic content model. In addition, the derivation of175
AuthnResponseEnvelopeType does not actually allow this extra content to be introduced.176

177

4.2.2 Resolution178
179

1) Insert after line 824 in [1]:180
181

In addition to the above elements, a wildcard <any> element is provided to allow arbitrary extensions182
to the <AuthnResponseEnvelope>. Use of this element is not normatively defined in this183
specification, and the element MUST be from a namespace other than the core lib: namespace.184

185
2) Insert after line 832 in [1]:186

187
<any namespace="##other" processContents="skip" minOccurs="0"188
maxOccurs="unbounded"/>189

190
3) Change line 839 of [1] to read:191

192
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<any namespace="##other" processContents="skip" minOccurs="0"193
maxOccurs="unbounded"/>194

195
4) Insert after line 1412 in [1]:196

197
<any namespace="##other" processContents="skip" minOccurs="0"198
maxOccurs="unbounded"/>199

200
5) Change line 1419 of [1] to read:201

202
<any namespace="##other" processContents="skip" minOccurs="0"203
maxOccurs="unbounded"/>204

205
6) Insert after line 94 in [2]:206

207
<any namespace="##other" processContents="skip" minOccurs="0"208
maxOccurs="unbounded"/>209

210
7) Change line 101 of [2] to read:211

212
<any namespace="##other" processContents="skip" minOccurs="0"213
maxOccurs="unbounded"/>214

215

4.3 [SE3] Authentication Context instances fail validation216
217

4.3.1 Summary218
219

There are a number of elements in the Authentication Context schema that contain an <any> element,220
used to permit arbitrary content to be added to those elements. This causes validation of instances that221
reference such elements to fail, due to the non-deterministic nature of the content model expressed in222
this schema.223

224

4.3.2 Resolution225
226

The general resolution is to disallow content from the lib: namespace in these extension elements,227
by changing the namespace allowed from “##any” to “##other”. This affects all lines in both [3] and228
[4] that currently read:229

230
<xs:any namespace="##any" minOccurs="0" maxOccurs="unbounded"231
processContents="lax" />232

233
These should now read:234

235
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<xs:any namespace="##other" minOccurs="0" maxOccurs="unbounded"236
processContents="lax" />237

238
In [4] the following lines are affected:239

240
42,57,93,105,128,138,151,200,212,254,306,343,354,365,376,401,412,423,434,445,457,465,472,479241

242
A list of line numbers for [3] is not provided due to the large number of affected lines, and the243
widespread use of global search and replace technologies that allow this change to be made in all244
affected lines without regard to specific line numbers.245


