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1 Introduction 109 

 110 

1.1 Summary of Contents of this Document 111 

This specification defines a test suite for ebXML Messaging basic interoperability.  The testing procedure 112 
design and naming conventions follow the format specified in the Standard for Software Test 113 
Documentation IEEE Std 829-1998. 114 

This specification is organized around the following topics: 115 

• Interoperability testing architecture 116 
• Test cases for basic interoperability 117 
• Test data materials 118 

 119 

1.2 Document Conventions 120 

Terms in Italics are defined in the ebXML Glossary of Terms in the TestFramework specification 121 
[ebTestFramework].  Terms listed in Bold Italics represent the element and/or attribute content.  Terms 122 
listed in Courier font relate to test data.  Notes are listed in Times New Roman font and are informative 123 
(non-normative).  Attribute names begin with lowercase.  Element names begin with Uppercase. 124 

The keywords MUST, MUST NOT, REQUIRED, SHALL, SHALL NOT, SHOULD, SHOULD NOT, 125 
RECOMMENDED, MAY and OPTIONAL, when they appear in this document, are to be interpreted as 126 
described in [RFC2119] as quoted here: 127 

• MUST: This word, or the terms "REQUIRED" or "SHALL", means that the definition is an absolute 128 
requirement of the specification. 129 

• MUST NOT: This phrase, or the phrase "SHALL NOT", means that the definition is an absolute prohibition of 130 
the specification. 131 

• SHOULD: This word, or the adjective "RECOMMENDED", means that there may exist valid reasons in 132 
particular circumstances to ignore a particular item, but the full implications MUST be understood and 133 
carefully weighed before choosing a different course. 134 

• SHOULD NOT: This phrase, or the phrase "NOT RECOMMENDED", means that there may exist valid 135 
reasons in particular circumstances when the particular behavior is acceptable or even useful, but the full 136 
implications should be understood and the case carefully weighed before implementing any behavior 137 
described with this label. 138 

• MAY: This word, or the adjective "OPTIONAL", means that an item is truly optional.  One vendor may 139 
choose to include the item because a particular marketplace requires it or because the vendor feels that it 140 
enhances the product while another vendor may omit the same item.  An implementation that does not 141 
include a particular option MUST be prepared to interoperate with another implementation which does 142 
include the option, though perhaps with reduced functionality. In the same vein an implementation that does 143 
include a particular option MUST be prepared to interoperate with another implementation which does not 144 
include the option (except, of course, for the feature the option provides). 145 

 146 

1.3 Audience 147 

The target audience for this specification is: 148 

• The community of software developers who implement and/or deploy the ebXML Messaging 149 
Service (ebMS),  150 
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• The testing or verification authority, which will implement and deploy conformance or 151 
interoperability testing for ebXML Messaging implementations. 152 

 153 

1.4 Caveats and Assumptions 154 

It is assumed the reader has an understanding of communications protocols, MIME, XML, SOAP, SOAP 155 
Messages with Attachments and security technologies. 156 

 157 

1.5 Related Documents 158 

The following set of related specifications are developed independent of this specification as part of the 159 
ebXML initiative, they can be found on the OASIS web site (http://www.oasis-open.org). 160 

• ebXML Collaboration Protocol Profile and Agreement Specification [ebCPP]  – CPP defines 161 
one business partner's technical capabilities to engage in electronic business collaborations with 162 
other partners by exchanging electronic messages. A CPA documents the technical agreement 163 
between two (or more) partners to engage in electronic business collaboration. The MS Test 164 
Requirements and Test Cases will refer to CPA documents or data as part of their material, or 165 
context of verification. 166 

• ebXML Messaging Service Specification [ebMS]  – defines the messaging protocol and 167 
service for ebXML, which provide a secure and reliable method for exchanging electronic 168 
business transactions using the Internet. 169 

• ebXML Test Framework [ebTestFramework]– describes the test architecture, procedures and 170 
material that are used to implement the MS Interoperability Test Suite, as well as the test harness 171 
for this suite. 172 

• ebXML MS Conformance Test Suite [ebMSConfTestSuite]– describes the Conformance test 173 
suite and material for Messaging Services. 174 

 175 

1.6 Objectives and Methodology 176 

 177 

1.6.1 Interoperability Profiles 178 

It is in impractical to test all combinations of messaging features and configuration features for 179 
interoperability between two message handler implementations: there is generally a large number of 180 
combinations – and of possible failure scenarios. As two or more message handlers are involved, these 181 
combinations are even greater than for conformance testing, which typically focuses on a single message 182 
handler. 183 

When testing interoperability, a small set of significant test cases must be selected. One way to do this 184 
selection is to observe the interoperability requirements of a user community, and to address them. 185 
Because of the “combinatorial” problem of features and scenarios, and also because it involves several 186 
business partners, interoperability testing usually must be restricted to reflect the particular needs of a 187 
business community. This is in contrast with conformance testing, which mostly focuses on verifying 188 
adherence to the standard.   189 

Interoperability tests should then focus on the kind of usage that is most meaningful for a business 190 
community. These forms – or modes - of interoperability are called profiles. An interoperability profile 191 
should be verified by an appropriate test suite. 192 

 193 
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1.6.2 A Basic Interoperability Profile 194 

This document specifies the Basic Interoperability Profile (BIP) for ebXML messaging. The primary 195 
objective of this profile is to define the baseline of business interoperability (it exercises basic ebXML MS 196 
core services, secure and reliable messaging). This profile may not be sufficient to address all the 197 
business requirements of a user community: Specific requirements – for example, using very large 198 
messages, or security features such as encryption - will be addressed by additional, more specific profiles 199 
that expand on basic functions or combinations of functions relevant to user communities. 200 

The number of requirements test requirements for the Messaging BIP is relatively small (as compare to 201 
the number of test requirements for the conformance test suite.) This is intentional, to enable 202 
interoperability and lower the cost of entry of testing. The reasons for keeping an interoperability test suite 203 
small are:  204 
  205 

• Interoperability testing requires more efforts in logistics than conformance testing, as coordination 206 
between parties is required. 207 

• Interoperability may be affected by several factors such as operating environment, third-party 208 
software or utilities, testing should be done under normal operating conditions. This creates 209 
constraints and disturbance for business. 210 

 211 

Users or industry groups are encouraged to design additional interoperability profiles, if these are not 212 
already specified in the test suites produced by the ebXML IIC Technical Committee. In order to be 213 
conforming to the IIC testing guidelines, any new messaging interoperability profile definition: 214 

• MUST include the Basic Interoperability Profile (i.e. extend it) 215 
• MUST be described using the test material (test case scripting, test architecture) specified in the 216 

ebXML IIC Test Framework. 217 
 218 

1.6.3 Related Initiatives and Contributing Parties  219 

In accordance with the notion that interoperability testing - more than conformance testing - should be 220 
aligned with business requirements –, the IIC TC has consulted some user communities in order to 221 
establish a minimal, yet universal set of messaging interoperability requirements. 222 
 223 

• In the United States, UCC (Uniform Code Council) and DGI (Drummond Group, Inc.) have been 224 
conducting ebXML interoperability test rounds between several ebXML vendors. The 225 
requirements of UCC-DGI tests have been studied, and after investigation, a subset of test 226 
requirements defined by UCC-DGI have been used as an input for the Basic Interoperability 227 
profile test requirements. 228 

• In Asia, ECOM (E-Commerce consortium of major Asian IT vendors and government agencies) 229 
has also organized ebXML interoperability testing rounds. The requirements of this community of 230 
users have also proved valuable and have been taken into account for the Basic Interoperability 231 
profile. 232 

• In Europe, the e-Business Board for European Standardization workshop (eBES) is a forum for IT 233 
vendors and users, sponsored by the European Committee for Standardization (CEN) and 234 
Information Society Standardization System (ISSS). eBES focus is on business-to-business and 235 
interoperability testing. The group is also organizing ebXML testing, and has provided useful 236 
feedback to IIC, in particular about their implementation plan and test harness requirements.  237 

 238 
The Basic Interoperability Profile (BIP) is the result of this consulting, and is addressing a common set of 239 
interoperability requirements. This common set may not cover every interoperability feature that each 240 
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community requires, but it addresses the most essential ones, and is reasonably complete.  We noticed 241 
that the test plans in the above industry initiatives included both interoperability tests and (some) 242 
conformance tests. The IIC approach is to clearly separate test suites for conformance, and test suites for 243 
interoperability. One reason the BIP has a smaller number of test requirements is that only the 244 
requirements relevant to interoperability have been kept. Other requirements relevant to conformance 245 
have been moved to the MS conformance test requirements. By doing so, the cost of operating an 246 
interoperability test suite is reduced, as conformance should normally be verified prior to interoperability, 247 
by a testing procedure that does not require coordination with other parties. 248 
 249 

1.7 Concept of Operation 250 

1.7.1 Driving the Tests 251 

The MS interoperability test harness described in this document is based on the ebXML Test Framework 252 
[ebTestFramework], described in another document. This test harness is assumed for testing the Basic 253 
Interoperability Profile, and has been designed to achieve the following objectives: 254 
 255 

• The MS Interoperability Test Suite can be run entirely and validated from one component of the 256 
framework, called the Test Driver.  This means that all test outputs will be generated - and test 257 
conditions verified - by the Test Driver, even if the test harness involves several – possibly remote 258 
– components of the framework. Significant events occurring in such components are 259 
communicated back to the Test Driver. 260 

 261 
The verification of each Test Case can be done at run-time by the Test Driver itself, as soon as the test 262 
case is completed.  The report of the verification can be generated immediately as the Test Suite has 263 
been completed. 264 
 265 

1.7.2 Interoperability vs. Conformance 266 

Interoperability in no way guarantees conformance (conformance being defined as the adherence of a 267 
software implementation to a specification).  Two implementations can be made to interoperate well with 268 
each other without necessarily adhering to the specification.  It is expected that some level of 269 
conformance testing be done prior to interoperability testing.  For example, the interoperability test does 270 
not verify or diagnose the following: 271 

 272 

• Invalid SOAP header and message 273 
• Invalid ebXML information in SOAP header and message 274 
• CPA Error and Resolution 275 
• Unrecognized service 276 
• Duplicate messages  277 
• Simple error handling 278 

 279 

All the tests above are defined in the ebXML Messaging conformance test suite, and are to be passed 280 
prior to undergoing interoperability tests.  If only from a logistic perspective, it is preferable to do as many 281 
verifications as possible during conformance testing, which typically involves a single message service 282 
handler (MSH), and is much easier to set-up than interoperability testing. 283 

 284 
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Before testing two MSH implementations for the MS Basic Interoperability Profile (BIP), it is strongly 285 
RECOMMENDED that each candidate MSH has passed initially the MS Conformance test suite (released 286 
by the ebXML IIC in another specification, [ebMSConfTestSuite]), since otherwise, some problems might 287 
be observed when testing for BIP, which in fact are caused by a lack of conformance to the ebMS 288 
specification. 289 

Any MSH behavior that can be verified in a test harness that includes a single MSH (plus a test driver 290 
simulating another MSH) is relevant to conformance. Testing such behaviors should not belong to an 291 
interoperability test suite, but instead to a conformance test suite.  MSH behaviors, which necessitate 292 
exchanges between two MSH’s for verification, should be tested in interoperability mode.  Because 293 
organizing interoperability tests (administration and logistics) is usually costly, only those tests that are 294 
essential to interoperability are included here. 295 

 296 

1.7.3 Interoperability and Testing 297 

Having passed a round of interoperability testing only ensures interoperability with other software 298 
implementations that have participated in that specific round of testing.  There are two major reasons for 299 
this: 300 

• Specific implementation options defined by a testing body or the participants may affect 301 
interoperability.  For example, because there are different ways to implement digital signatures, 302 
this can cause a MSH to reject a message as invalid.  Where possible, this documents makes 303 
recommendations on these implementation options. 304 

• Interoperability is not transferable (or transitive).  In other words, if MSH A interoperates with 305 
MSH B, and MSH B interoperates with MSH C, this does not guarantee that MSH A interoperates 306 
with MSH C (although there is a high probability that it will). 307 

 308 

1.7.4 Asymmetric Testing 309 

The basic interoperability test suite defined here is intended to be driven from one party (or node) of the 310 
network called the “driver party” (this is the party that communicates with the Test Driver).  As it involves 311 
two parties, it is called a “binary” test suite. 312 

The test suite is asymmetric.  This means, when run between two parties A and B, the same test suite 313 
may produce different results when driven from A (driver party = A) than when driven from B (driver party 314 
= B). For example, a test case that requires a party to sign a message, and the other party to validate the 315 
signature, may succeed from A to B, and fail from B to A. This is because the test cases in this suite do 316 
not verify exactly the same capability on each side.   317 

In order to achieve a well-rounded interoperability testing, a binary, asymmetric interoperability test suite 318 
is supposed to be run twice.  At each run, a different party acts as the driver party. 319 

 320 

1.7.5 Interoperability as a Contract between Applications and Messaging 321 

The test suites described here – in their current version - are interoperability testing at the application 322 
level only, not at “wire” level. This means that the combination: 323 

{ MSH1 + communication medium(transport) + MSH2 } 324 

is treated as a black box.  The test cases only verify that the contract Application1 – Application2 is 325 
satisfied. The test cases actually verify another contract as well: the contract between the two parties at 326 
each end-point (the applications), and the communication middleware that includes the two MSH and the 327 
transport they use. A failure of the test cases will simply indicate that the communication layer did not 328 
fulfill the expected service. The test cases do not intend to verify the particular output of one MSH or the 329 



 

ebxml-iic-basic-interop-test-suite-10  03 April 2003 
Copyright © OASIS Open 2003. All Rights Reserved.  Page 10 of 43 

other, as this is relevant to conformance.  For example, no “sniffing” on the wire is needed in order to 330 
process these test cases, as everything related to the internal behavior of an MSH, or message 331 
conformance at transport level, is supposed to have been verified by conformance testing. 332 

For example, when verifying that a digital signature is: 333 

(a) well inserted by the sender, when the CPA requires so, and 334 

(b) that the recipient is able to validate it should not require monitoring the wire or the internal behavior 335 
of an MSH, during interoperability tests.   336 

Testing for (a) should occur during conformance tests, which involve monitoring the “wire” for 337 
conformance of message elements such as a well-formed signature.  As for recipient validation (b), only 338 
the effect of the “Service” behavior (application contract) will be checked: i.e. the received signed 339 
message is passed to the application, and no error is generated.  340 

 341 
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2 Harness for MS Interoperability Testing 342 

 343 

2.1 Architecture 344 

This section describes how to configure the Test Framework elements for interoperability testing between 345 
two implementations of the ebXML Messaging Service specification (2.0), identified here as party A and 346 
party B. 347 

As mentioned above, interoperability testing will be asymmetric: one party – called the driver party – will 348 
drive the test cases, the other party – called the responder – will respond to messages initiated by the 349 
driver party. Two options for the interoperability test harness are described in Appendix A. This section 350 
will focus on the “point-to-point” test harness. With this test harness, the Test Suite will be controlled from 351 
the “driver” party, and does not necessarily verify the same capabilities on both sides i.e. is asymmetric). 352 
In order to get a full interoperability test between Party A and Party B, the test suite should be repeated 353 
after both parties have swapped the (driver/responder) roles.  354 

The components of the framework that are involved in interoperability testing are: 355 

On the driver party: 356 

• An instance of the Test Driver component, coupled with an instance of a Test Service. This 357 
coupling consists of: (1) the ability for the Test Driver to trigger an action of the Test Service 358 
(typically, the Initiator action), (2) the ability for the Test Driver to be notified of actions triggered in 359 
the Test Service by received messages. In this configuration, the Test Driver is in “service” mode 360 
(see [ebTestFramework]). The driver party will process and initiate all test cases from the Test 361 
Driver. 362 

• An instance of the Test Service component, which will directly interact with the driver party’s MSH 363 
Service Interface. Note that the Test Driver does not need to interact directly with the MSH. In this 364 
configuration, the Test Service will operate in “reporting” mode. When installed on the same host, 365 
as suggested here, the reporting will be local: notifying the test driver of received messages is 366 
done via the “Receive” interface. 367 

On the responder party: 368 

• An instance of the Test Service component (same as in the driver party), which will support test 369 
actions invoked by messages received by the responder MSH. This Test Service instance will 370 
operate in “loop” mode. 371 

 372 
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Figure 1 illustrates a point-to-point test harness for MS interoperability testing. 373 

 374 
The typical Interoperability test case procedure will consists of a sequence of test steps.  The Test Driver 375 
will control each of these steps.  These steps will be: 376 

• Sending messages – the content of which is specified in the test case – to some action of the 377 
responder’s Test Service. 378 

• Receiving messages from the responder’s Test Service. 379 
• Analyzing the content of received messages, possibly in correlation with other message data, 380 

received or sent during the same test case, in order to validate the requirement of the test case. 381 
• Reporting on the test case outcome. 382 
• Optionally (and prior to executing a test case), configure the MSH(s) for the message 383 

conversation(s) that will be generated by the Test Case(s), with CPA data. Normally, the 384 
installation of CPAs to be used for a test suite is supposed to be done prior to executing the test 385 
suite. However, the Configurator action of a Test Service may be invoked – either locally by the 386 
Test Driver on the driver party, or remotely by a message, with new CPA data. The expected 387 
effect is the dynamic creation and installation of a new CPA, on the MSH associated with this 388 
Test Service. 389 

Appendix A illustrates how this test harness can be implemented. 390 

 391 
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2.2 The Test Service and its Actions 392 

The Test Service name is: urn:ebXML:iic:test 393 

A Test Case is described as a sequence of Test Steps. These Test Steps will consist of atomic operations 394 
executed by the components of the test Framework, e.g. sending a message, verifying a condition on a 395 
received message, etc. Most operations about messages are supported by the Test Service component, 396 
described in the Test Framework specification.  397 

 398 

2.2.1 Test Service Actions 399 

The standard test actions are completely described in the ebXML Test Framework specification 400 
[ebTestFramework]. They are: 401 

 402 

• Mute action 403 

• Dummy action 404 

• Reflector action 405 

• Initiator action 406 

• PayloadVerify action 407 

• ErrorAppNotify action 408 

• ErrorURLNotify action 409 

• Configurator action 410 

 411 



 

ebxml-iic-basic-interop-test-suite-10  03 April 2003 
Copyright © OASIS Open 2003. All Rights Reserved.  Page 14 of 43 

3 The MS Basic Interoperability Profile Test Suite 412 

 413 

3.1 Overview 414 

In a nutshell, the MS-BIP is verifying: 415 

• Various types of messages exchanged: no payloads, multiple payloads, different types of 416 
payloads. 417 

• Asynchronous responses as well as Synchronous if the transport protocol allows for this, e.g. 418 
HTTP. 419 

• All signals normally expected from an MSH (Acks and Errors). This ensures that other MSH will 420 
“understand” them properly. The “conformance” semantics of these signals has already been 421 
tested during conformance testing, e.g. they manifest as well-formed envelope elements, or they 422 
are generated when they should. When digital signatures are used, they must be properly understood 423 
and validated on each side, especially with various combinations and options that may affect interoperability 424 
(e.g., about key info, about signature of Ack signals.) 425 

 426 

3.2 Options of the Basic Interoperability Profile  427 

The ebXML MS basic interoperability profile (ebXML MS-BIP) provides users with options that must be 428 
specified, prior to testing. A primary set of options must be selected when testing such a profile. These 429 
options are: 430 

• The transport protocol: The RECOMMENDED values are: HTTP/1.1 and SMTP. 431 

• The canonization method (for digital signatures): The recommended value is: ([ebMS] section  432 
4.1.3) “http://www.w3.org/TR/2001/REC-xml-c14n-20010315” 433 

• The signature algorithm: The recommended value is: "http://www.w3.org/2000/09/xmldsig#dsa-434 
sha1" 435 

When mentioning the MS Basic Interoperability Profile (e.g. when claiming the ability to interoperate 436 
according to the MS-BIP), the actual values chosen for these three options should always be mentioned. 437 
For example: 438 

• Incorrect way to state an interoperability claim:  439 

o Partners A and B can interoperate according to the MS Basic Interoperability Profile. 440 

• Correct way to state an interoperability claim:  441 

o Partners A and B can interoperate according to the MS Basic Interoperability Profile, with 442 
transport=” HTTP/1.1”, canonization=”http://www.w3.org/TR/2001/REC-xml-c14n-443 
20010315”, and sig-algorithm=” http://www.w3.org/2000/09/xmldsig#dsa-sha1”.  444 

 445 

These profile options define an interoperability space: if a set U1 of users can interoperate according to 446 
MS-BIP with a combination of option values, and another set U2 of users can interoperate according to 447 
MS-BIP with a different combination of option values, this does not tell anything about the ability of U1 448 
and U2 to interoperate across them. In fact, it is very likely that different MSHs that are configured for 449 
different values of these options will not be able to interoperate. 450 
 451 
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3.3 Parameters of the Test Suite and of its Test Cases 452 

 453 

The MS-BI test suite and its test cases have parameters that can be considered as parameters of the test 454 
harness.  455 

Three of these parameters correspond to the MS-BIP options described in 3.2, and can be considered as 456 
global parameters of the MS-BIP test suite, i.e. they will characterize a particular instance of the MS-BIP 457 
test suite. The RECOMMENDED parameter notation and order, for precisely defining a particular instance 458 
of the MS-BIP test suite is: MS-BIP (<transport-protocol>, <canonicalization-method>, <signature-459 
algorithm>) 460 

 461 

Other parameters are used by the MS-BIP test suite, which are specific to each test case of the suite (i.e. 462 
they may change from one test case to the other.) All parameters are defined in the BIP testing parameter 463 
table, of which a sample is given below. 464 

 465 

The recommended parameter values in the table below only reflect the most common - or expected - 466 
options, or those recommended by the Messaging specification [ebMS].  The table also reflects the 467 
recommended minimum set of parameters used for test execution.  This representative set includes a 468 
subset of configuration options for an ebMS implementation and a subset of relevant attributes of a 469 
Collaboration Protocol Agreement (CPA) between the partners or endpoints.  In addition, some 470 
parameters fall outside the scope of a CPA, but are nevertheless critical messaging features that must be 471 
set to correctly run a test or a test suite.  The table contains a column with an XPath reference to the 472 
location within a CPA that a parameter refers (if it is defined in a CPA).   473 

The set of instances of the parameter table, as needed by the set of test cases in the MS-BIP test suite, 474 
are reported in section 4.1.3. 475 

 476 

This basic interoperability profile assumes symmetric configurations between partners, and therefore a 477 
symmetrically configured CPA.   478 

 479 

BIP Testing Parameter Table 480 

The parameters below identify the MSH configuration for a single Test Case, or a group of Test Cases.  481 
These parameters can be used to “profile” an MSH configuration under test, and provide a context for test 482 
reporting.  In addition, such a set of parameters may (in a future versions of the ebXML Test Framework 483 
Specification) be used as metadata to “tag” conformance or interoperability tests, and permit filtering of 484 
test cases based upon these parameter values.  Currently, these parameters serve only as a 485 
recommended MSH configuration context under which tests may be executed. 486 

 487 

Name Commonly Used 
Values  

Equivalent CPA field(s) (using XPath notation) 

Transport Protocol HTTP 1.1 | SMTP CollaborationProtocolAgreement/PartyInfo/Transport//TransportProto
col 

Canonicalization Algorithm “http://www.w3.org/TR/2001/
REC-xml-c14n-20010315”  
(spec recommended) 

N/A – explicitly defined in individual message declaration 

Signature Algorithm http://www.w3.org/2000/09/x
mldsig#dsa-sha1  (spec 

 
CollaborationProtocolAgreement/PartyInfo/DocExchange//SenderNo
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recommended) nRepudiation/SignatureAlgorithm 

Signed Message true|false CollaborationProtocolAgreement/PartyInfo/CollaborationRole/Servic
eBinding//BusinessTransactionCharacteristics/isNonRepudiationReq
uired 

Signed Acknowledgment true|false CollaborationProtocolAgreement/PartyInfo/CollaborationRole/Servic
eBinding//BusinessTransactionCharacteristics/isNonRepudiationRec
eiptRequired 

Confidentiality (not required for 
BIP testing) 

none | transient | persistent | 
transient-and-persistent 

CollaborationProtocolAgreement/PartyInfo/CollaborationRole/Servic
eBinding//BusinessTransactionCharacteristics/isConfidential 

Authentication (not required for 
BIP testing) 

none | transient | persistent | 
transient-and-persistent 

CollaborationProtocolAgreement/PartyInfo/CollaborationRole/Servic
eBinding//BusinessTransactionCharacteristics/isAuthenticated 

Retries An integer value CollaborationProtocolAgreement/PartyInfo/DocExchange//ReliableM
essaging/Retries 

RetryInterval PT30S (a typical value) CollaborationProtocolAgreement/PartyInfo/DocExchange//ReliableM
essaging/RetryInterval 

AckRequested always | never | perMessage CollaborationProtocolAgreement/PartyInfo/DeliveryChannel/AckReq
uested 

PersistDuration 

 

P10D (a typical value) 

 

CollaborationProtocolAgreement/PartyInfo/DocExchange// 
ReliableMessaging/ReliableMessaging/PersistDuration 

duplicateElimination  always | never | perMessage CollaborationProtocolAgreement/PartyInfo/DeliveryChannel/Messagi
ngCharacteristics/@duplicateElimination 

MessageOrder Semantics Guaranteed|NotGuaranteed CollaborationProtocolAgreement/PartyInfo/DocExchange// 
ReliableMessaging/MessageOrderSemantics 

HTTP Timeouts   PT5M (a typical value) N/A – explicitly defined in Test Suite ConfigurationGroup XML 

SyncReply (used to globally 
define all messages are sent 
witih a SyncReply element) 

true|false N/A – explicitly defined in Test Suite ConfigurationGroup XML 

syncReplyMode  mshSignalsOnly | 
responseOnly | 
signalsAndResponse | 
signalsOnly | none 

CollaborationProtocolAgreement/PartyInfo/DeliveryChannel/syncRep
lyMode 

ErrorURL URL of driver party MSH CollaborationProtocolAgreement/PartyInfo/Transport/Endpoint/uri 

NotifyURL URL of the Test Driver (in a 
hub configuration), or to the 
driver party MSH (in point-
to-point config) 

N/A –explicitly defined in Test Suite ConfigurationGroup XML 

 488 

3.4 MS-BIP Test Cases Specification 489 

The following test cases are specified using test material described in the ebXML Test Framework 490 
specification. The test data used by these test cases (MSH settings, generated message headers, 491 
payloads, configuration) are described in section 4. 492 
Some of the MSH settings can be set using a Collaboration Protocol Agreement (CPA).  While this 493 
document does not provide specific CPA values, it does provide information on what these values should 494 
be.  It is recommended that a full CPA be used to configure the MSH. 495 
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Each message in the test cases includes a Conversation ID; it is recommended that each test case have 496 
a unique Conversation ID (i.e. a new conversation be started for each test case execution). This will help 497 
test reporting, and also avoid possible run-time problems if messages of a test case get intertwined with 498 
messages of another test case, as message correlation within a test case is done based on the 499 
conversation ID. 500 
 501 

3.4.1 Test Case 1.1:  No payload basic exchange 502 

Rationale: 503 

The test case verifies that an incoming message is well received and triggers the correct action on 504 
Responder side. There is no check of the integrity of the received message, except its ability to trigger the 505 
Dummy action of the responder Test Service.  A predefined response message (no payload) is 506 
generated by the Test Service of responder. There is no check on this message, except its ability to 507 
trigger the Mute action of the driver Test Service, which will record the reception. 508 

Test Data Material: 509 

• MSH-configuration: mshc_1 510 
• Message Payloads: none 511 
• Message Header default: mhdr_0 512 

 513 

Test Steps: 514 
1. Test Driver (driver party) sends a sample message M1 to the Dummy action of the Test Service of the 515 

responder party. This is done by invoking the Initiator action of the driver party Test Service. 516 
2. Test Driver (driver party) receives within time limit a response message M2 via the Mute action of its local 517 

Test Service M2 is generated by the Dummy action of Responder). Correlation: (M2.CPAId= M1.CPAId) and 518 
(M2.ConversationId = M1.ConversationId) and M2.Action = “Mute”.  519 

3. Verification. Test Case succeeds if: (Step 2 successful within time limit)  520 
 521 

MSH 1 MSH 2
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Service
(driver 
Party)

Test 
Service

Test 
Driver

Invoke
Initiator
action

Message to
Dummy
action Dummy

Action
invoked

Message to
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actionMute

Action
invoked

Notify

Verification condition:
•M2  received before timeout, correlates with M1
•No error message generated

Step 1

Step 2

Step 3

M1
(no payload)

M2

Fig 2. Diagram for Test Case 1.1

 522 
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 523 

 524 

3.4.2 Test Case 1.2: Basic exchange with one payload 525 

Rationale: 526 

The test case verifies that an incoming message is well received, triggers the right action on Responder 527 
side, and passes its payload to application (Reflector action of Test Service). A response message is 528 
generated by the Test Service of responder (Reflector action), sending back the same message - except 529 
for expected changes in header - with same payload. The received message triggers the Mute action of 530 
the driver Test Service, which will record the reception. The received payload is compared with the 531 
payload initially sent.  532 

Test Data Material: 533 

• MSH-configuration: mshc_1 534 
• Message Payloads: payload_1 535 
• Message Header default: mhdr_1 536 

  537 
Test Steps: 538 

1. Test Driver (driver party) sends a sample message M1 to the Reflector action of the Test Service of the 539 
responder party. 540 

2. Test Driver (driver party) receives within time limit a response message M2 via the Mute action of its local 541 
Test Service ( M2 is generated from the Reflector action of Responder). Correlation: (M2.CPAId= 542 
M1.CPAId) and (M2.ConversationId = M1.ConversationId) and M2.Action = “Mute”. 543 

3. Verification. Test Case succeeds if: (Step 2 successful) AND (M2.payload = M1.payload) 544 
 545 
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Fig 3. Diagram for Test Case 1.2
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 546 
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3.4.3 Test Case 1.3: Basic exchange with three payloads 547 

Rationale: 548 

The test case verifies that an incoming message with multiple payloads of different types  (two XML, one 549 
binary) is well received, triggers the correct action on Responder side, and passes its payload to the 550 
application (Reflector action of Test Service). A response message is generated by the Reflector action 551 
of the responder Test Service, sending back the same message - except for expected changes in the 552 
header - with same payloads. The received message triggers the Mute action of the driver Test Service, 553 
which will record the reception. The received payloads are compared with the initially sent payloads 554 

Test Data Material: 555 

• MSH-configuration: mshc_1 556 
• Message Header default: mhdr_3 557 
• Message Payloads:  payload_1, payload_2, payload_3 558 
 559 

Test Steps: 560 
1. Test Driver (driver party) sends a sample message M1 to the Reflector action of the Test Service of the 561 

responder party. 562 
2. Test Driver (driver party) receives within time limit a response message M2 via the Mute action of its local 563 

Test Service (generated from the Reflector action of the Responder). Correlation: (M2.CPAId= M1.CPAId) 564 
and (M2.ConversationId = M1.ConversationId) and M2.Action = “Mute”.  565 

3. Verification. Test Case succeeds if: (Step 2 successful) AND (M2.payload1 = M1.payload1) AND 566 
(M2.payload2 = M1.payload2) AND (M2.payload3 = M1.payload3) 567 

 568 
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 569 
 570 

3.4.4 Test Case 1.4: Basic exchange with Error message 571 

Rationale: 572 
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The test case verifies that error messages are well received by the driver party. The driver party should 573 
provide its URL as ErrorURL, as mandated by the CPA “mshc_1”. The test does not cover that errors are 574 
generated with the right code: that is done by conformance tests. An erroneous message is sent to a non-575 
existent action of the responder Test Service. The responder MSH will send back an Error, which should 576 
be notified to the sender (driver party) via its ErrorURLNotify action, which will record the reception.  577 

Test Data Material:  578 

• MSH-configuration: mshc_1 579 
• Message Header default: mhdr_1 580 
• Message Payloads: payload_1 581 
 582 

Test Steps: 583 
1. Test Driver (driver party) sends a sample message M1 to the  unresolvable action of the Test Service of the 584 

responder party. In the message header, the Service/Action fields are set to non-existantService/Action 585 
values. 586 
• Header modified: mhdr_1’ <here, introduce the error by modifying header Service/Action in default 587 

mhdr_1>. It is recommended to use the erroneous Action value: “non-existent-action”, with the correct 588 
Service value for the Test Service. 589 

2. Test Driver (driver party) receives within time limit an error message M2 via the ErrorURLNotify action of its 590 
local Test Service. Correlation: (M2.CPAId= M1.CPAId) and M2.Action = “ErrorURLNotify”. 591 

 592 
 593 
NOTE: the only reliable way to correlate an error message to its cause, is based on RefToMessageId, which is 594 
communicated to the recipient (here the Test Driver). The correlation: (M2.RefToMessageId = M1.MessageId) 595 
should then be used. However, this correlation assumes that the Test Driver, as sender of the error-causing 596 
message  (M1) knows the MessageId generated by the MSH. This is not always easy to obtain and depends on 597 
the implementation: the MessageId may not be returned to the Test Driver, and instead be reported in a log that 598 
needs to be accessed separately, e.g. browsed by the user, for doing this correlation. Because of this, 599 
automating this test cannot always rely on  RefToMessageId. In case the participant MSHs can return 600 
MessageIds, then (M2.RefToMessageId = M1.MessageId) should be used. 601 
 602 
3. Verification. Test Case succeeds if: (Step 2 successful) 603 

 604 
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 605 

3.4.5 Test Case 1.5: Simple Signed Exchange Using Certificate 606 

Rationale: 607 

The test case verifies message exchange with digital signature (without key info). The key info is NOT 608 
embedded in the message. It is available on recipient side from a certificate. This test case exercises the 609 
ability to resolve the key info based on the right certificate. It is not essential for the response to be 610 
signed, although the CPA setting will require so for the convenience of having similar configurations on 611 
each party  (the ability to sign messages from the other party, will be tested when running the same test 612 
case from the other party, as the test suite is asymmetric, see Section 1). 613 

Test Data Material: 614 

• MSH-configuration: mshc_4 615 
• Message Payloads:  payload_1 616 
• Message Header default: mhdr_1 617 
 618 

Test Steps:  619 
1. “Initiator” on driver side sends signed message to Reflector action of recipient. The entire message is 620 

signed. 621 
2. “Mute” action on driver side receives (unsigned) notification message from Reflector, with the same payload. 622 
3. Verification: (payloads are same) and (no error message received)   623 

 624 
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 625 

3.4.6 Test Case 1.6: Synchronous Basic Exchange with one payload 626 

Rationale: 627 

This is the synchronized version of Test Case 1.2 (SyncReply element is present in sent message). The 628 
CPA used will have SyncReplyMode set to “signalsAndResponse”.This test case is for synchronous 629 
transport only (test suite parameter: < transport-protocol >). 630 

Test Data Material: 631 

• MSH-configuration: mshc_5 632 
• Message Payloads:  payload_1 633 
• Message Header default: mhdr_1 634 
 635 

Test Steps: 636 
1. Test Driver (driver party) sends a sample message M1 to the Reflector action of the Test Service of the 637 

responder party. 638 
2. Test Driver (driver party) receives within time limit a response message M2 via the Mute action of its local 639 

Test Service (from the Reflector action of Responder). Correlation: (M2.CPAId= M1.CPAId) and 640 
(M2.ConversationId = M1.ConversationId) and M2.Action = “Mute”.  641 

3. Verification. Test Case succeeds if: (Step 2 successful) AND (M2.payload = M1.payload) 642 
 643 
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 644 

3.4.7 Test Case 1.7: Acknowledgment exchange: Unsigned Data, Unsigned 645 
Ack 646 

Rationale: 647 

Test the ability of two MSHs to exchange and understand each other’s ack signals. 648 

Test Data Material: 649 

• MSH-configuration: mshc_1 650 
• Message Payloads: payload_1 651 
• Message Header default: mhdr_1 (add Acknowledge element) 652 
 653 

Test Steps: 654 
1. “Initiator” on driver side sends unsigned message to Dummy action of recipient, with AckRequested 655 

element. 656 
2. “Mute” action on driver side receives a single (unsigned) response message from Dummy. NOTE: in case 657 

Ack is not received or understood, driver MSH will resend message of step 1, and several responses from 658 
Dummy will be observed. 659 

3. Verification: within a time period equal or greater than (Retries + 1) * RetryInterval from (step 1): (exactly 660 
ONE  response message from Dummy is received in Step 2)and (no error message received) 661 

 662 
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 663 
Because Acknowledgements are MSH-level signals, it is not possible to observe them from the 664 
application side. However, the objective of this test is not to verify the proper generation of well-formed 665 
Ack signals: this must have previously been verified using conformance tests.  666 

The objective of this test only consists of verifying that Acks generated by an MSH are well interpreted by 667 
the other MSH implementation. Two failure cases may be observed by the test driver 668 

• Two or more response messages (M2), (with different message Ids), are received by the test 669 
driver, within a time period equal or greater than (Retries + 1) * RetryInterval. This means that 670 
the receiver party (Test Service, “Dummy” action) has responded several times to as many 671 
incoming messages (M1). The reason why M1 was resent several times, is that the Ack from 672 
the receiver party has either not been received, or not been understood by the driver party. 673 
This situation is illustrated in figure 9 below. 674 

• No response (M2) is received, within the time period equal or greater than (Retries + 1) * 675 
RetryInterval. This however does not imply anything on the interoperability of Ack messages. 676 
Rather, it reveals another type of failure, e.g., the initial message (M1) has not been received 677 
by the receiver party, or (2) the response message (M2) has not been received by the driver 678 
party.  679 

 680 

However, even if one and only one response message M2 is received by the sender, it is not possible to 681 
infer that the test case successfully demonstrated Ack interoperability, only by observing the events 682 
occurring in the test driver. The following failures will still result in a single response message to the test 683 
driver:  684 

• The sender retry mechanism is not working properly, so no multiple invocations of the 685 
Dummy action on receiver side will occur – only the initial invocation (message M1). In that 686 
case, a single response will be observed on sender side, which is also the observed effect in 687 
case of successful verification. Therefore, the only way to detect such a failure is to 688 
“manually” access the log of the MSH to ensure the Ack was well received by the driver party. 689 
It must be noted that this case should be considered as exceptional, since the ability to 690 
resend is supposed to have been checked by conformance testing. 691 
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• The Ack was not well received by the driver party, but in addition, the retry mechanism did 692 
not work well, so no resending occurred. Consequently, a single response M2 was received 693 
by the test driver. 694 

 695 

In order to confirm a successful outcome of this test case, a “manual” check of the message log in the 696 
driver party MSH is required in order to reveal the presence of a received Ack. 697 

 698 

MSH 1 MSH 2

Test 
Service
(driver 
Party)

Test 
Service

Test 
Driver

Invoke
Initiator
action

Message to
Dummy
action

Dummy
Action
invoked

Message to
Mute
action

Notify M2

Verification condition (failure):
• More than one M2  received before timeout, correlating with M1
OR: no Ack logged by MSH1 (manual check)
OR: error message generated

Step 1

Step 2

Step 3

M1
(one payload)

Fig 9. Diagram for Test Case 1.7 (failure)

M2
(one payload)

Ack

M1 (resend)
Dummy
Action
invoked

Message to
Mute
action

M2
(one payload)

Mute
invoked

Mute
invoked

Notify M2

 699 
 700 

3.4.8 Test Case 1.8: Acknowledgment exchange: Signed Data, Signed Ack 701 

Rationale: 702 

Test the ability of two MSHs to exchange and understand each other’s signed ack signals (for non-703 
repudiation), while the business messages are signed.  704 

Test Data Material:  705 

• MSH-configuration: mshc_2 706 
• Message Payloads:  payload_1 707 
• Message Header default: mhdr_1 (add Acknowledge element) 708 
 709 

Test Steps: 710 
1. “Initiator” on driver side sends a signed message to Dummy action of recipient, with AckRequested element. 711 
2. “Mute” action on driver side receives a single (unsigned) response message from Dummy. NOTE: in case 712 

Ack is not received or understood, driver MSH will resend message of step 1, and several responses from 713 
Dummy will be observed. 714 

3. Verification: within a time period equal or greater than (Retries + 1) * RetryInterval, from (step 1): (exactly  715 
ONE  response message from Dummy is received in Step 2) and (no error message received)  716 
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 717 
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 718 

3.4.9 Test Case 1.9: Synchronous Unsigned Acknowledgment exchange 719 

Rationale: 720 

Test the ability of two MSHs to exchange and understand each other’s ack signals, in a synchronous set-721 
up. The CPA will have SyncReplyMode set to “mshSignalsOnly”, so there is not overlap with Test Case 722 
1.7.  This is a fairly common case where the HTTP connection is not kept open for business messages 723 
(for which response time may be long), but is kept open for MSH signals, for efficiency purpose. So the 724 
Ack is immediately sent back on the same connection as the message.  725 

Notes:  726 

• The actual ability of  each party to send Acks (e.g. on a same HTTP connection), based on CPA 727 
requirement, is assumed to be to be previously tested by conformance tests. Only the 728 
interoperability aspect of it is tested here. 729 

• This test case is only to be used with a synchronous transport protocol ( test suite parameter: < 730 
transport-protocol >). 731 

 732 

Test Data Material: 733 

• MSH-configuration: mshc_3 734 
• Message Payloads: payload_1 735 
• Message Header default: mhdr_1 (add Acknowledge element) 736 
 737 

Test Steps: 738 
1. “Initiator” on driver side sends unsigned message to Dummy action of recipient, with AckRequested 739 

element. 740 
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2. “Mute” action on driver side receives a single (unsigned) response message from Dummy. NOTE: in case 741 
Ack is not received or understood, driver MSH will resend message of step 1, and several responses from 742 
Dummy will be observed. 743 

3. Verification: (exactly ONE  response message from Dummy is received in Step 2) and (no error message 744 
received) 745 

 746 

 747 

3.5 Two Instances of the Basic Interoperability Profiles and related 748 
Test Suites 749 

 750 

3.5.1 The HTTP/1.1 Basic Interoperability Profile 751 

The test suite, MS-BIP(“HTTP/1.1”), verifies the Basic Interoperability Profile for messaging over 752 
HTTP/1.1. It includes synchronous and asynchronous test cases (a total of 9) which exercise the 753 
capabilities of HTTP/1.1. The Test Cases are: 754 

• Test Case 1.1: No payload basic exchange over HTTP/1.1. 755 

• Test Case 1.2: Basic exchange with one payload over HTTP/1.1. 756 

• Test Case 1.3: Basic exchange with three payloads over HTTP/1.1. 757 

• Test Case 1.4: Basic exchange with Error message over HTTP/1.1. 758 

• Test Case 1.5: Signed Message Without Embedded Key Info over HTTP/1.1. 759 

• Test Case 1.6: Synchronous Basic Exchange with one payload over HTTP/1.1. 760 

• Test Case 1.7: Acknowledgment exchange: Unsigned Data, Unsigned Ack over HTTP/1.1. 761 

• Test Case 1.8: Acknowledgment exchange: Signed Data, Signed Ack over HTTP/1.1. 762 

• Test Case 1.9: Synchronous Unsigned Acknowledgment exchange over HTTP/1.1. 763 
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 764 

3.5.2 The SMTP Basic Interoperability Profile 765 

The test suite, MS-BIP (“SMTP”), verifies the Basic Interoperability Profile for messaging over SMTP. It 766 
includes only asynchronous test cases (a total of 7), which exercise the capabilities of SMTP. The Test 767 
Cases are: 768 

• Test Case 1.1: No payload basic exchange over SMTP. 769 

• Test Case 1.2: Basic exchange with one payload over SMTP. 770 

• Test Case 1.3: Basic exchange with three payloads over SMTP. 771 

• Test Case 1.4: Basic exchange with Error message over SMTP. 772 

• Test Case 1.5: Signed Message Without Embedded Key Info over SMTP. 773 

• Test Case 1.7: Acknowledgment exchange: Unsigned Data, Unsigned Ack over SMTP. 774 

• Test Case 1.8: Acknowledgment exchange: Signed Data, Signed Ack over SMTP. 775 

 776 
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4 Details of Test Material  777 

 778 

4.1 Configuration of the Test Harness and MSH Implementation 779 

 780 

4.1.1 Test Harness and MSH Settings 781 

As described in [ebTestFramework], Test Harness and MSH settings are defined through either: 782 
• Explicit declaration of MSH parameters in a Test Suite ConfigurationGroup declaration 783 

MSH configuration through CPA (or CPA-like) methods 784 
Explicit declaration of message content value in message declarations 785 
 786 

4.1.2 Test-specific MSH Configuration Parameters 787 

The table below contains the recommended and required MSH configuration parameters defined for the 788 
BIP Test Suite.  The configuration groups are identified using the corresponding CPAId specified in 789 
individual Test Cases in the Test Suite. 790 
 791 
Required (bold/highlighted) and Recommended Parameter Values for all test MSH configurations 792 
 793 

Parameter Name mshc_1 mshc_2 mshc_3 mshc_4 mshc_5 

Transport Protocol HTTP 1.1 or 
SMTP 

HTTP 1.1 or 
SMTP 

HTTP 1.1 or 
SMTP 

HTTP 1.1 or 
SMTP 

HTTP 1.1 or 
SMTP 

Canonicalization 
Algorithm 

“http://www.w3.or
g/TR/2001/REC-
xml-c14n-
20010315”  (spec 
recommended) 

“http://www.w3.or
g/TR/2001/REC-
xml-c14n-
20010315”  (spec 
recommended) 

“http://www.w3.or
g/TR/2001/REC-
xml-c14n-
20010315”  (spec 
recommended) 

“http://www.w3.or
g/TR/2001/REC-
xml-c14n-
20010315”  (spec 
recommended) 

“http://www.w3.or
g/TR/2001/REC-
xml-c14n-
20010315”  (spec 
recommended) 

Signature Algorithm http://www.w3.org
/2000/09/xmldsig
#dsa-sha1  (spec 
recommended) 

http://www.w3.org
/2000/09/xmldsig
#dsa-sha1  (spec 
recommended) 

http://www.w3.org
/2000/09/xmldsig
#dsa-sha1  (spec 
recommended) 

http://www.w3.org
/2000/09/xmldsig
#dsa-sha1  (spec 
recommended) 

http://www.w3.org
/2000/09/xmldsig
#dsa-sha1  (spec 
recommended) 

Signed Message false true false true false 

Signed Acknowledgment false true false false false 

Confidentiality (not 
required for BIP testing) 

none none none none none 

Authentication (not 
required for BIP testing) 

none none none none none 

Retries 3 3 3 3 3 

RetryInterval PT30S  PT30S  PT30S  PT30S  PT30S  
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AckRequested perMessage perMessage perMessage perMessage perMessage 

PersistDuration 

 

P10D  

 

P10D  

 

P10D  

 

P10D  

 

P10D  

 

duplicateElimination  perMessage perMessage perMessage perMessage perMessage 

MessageOrder 
Semantics 

NotGuaranteed NotGuaranteed NotGuaranteed NotGuaranteed NotGuaranteed 

HTTP Timeouts  PT5M (if HTTP) PT5M (if HTTP) PT5M (if HTTP) PT5M (if HTTP) PT5M (if HTTP) 

SyncReply (used to 
globally define all 
messages are sent witih 
a SyncReply element) 

false (if HTTP) false (if HTTP)  true (if HTTP) false (if HTTP) false (if HTTP) 

syncReplyMode none none mshSignalsOnly none signalsAndResp
onse 

ErrorURL URL of driver 
party MSH 

URL of driver 
party MSH 

URL of driver 
party MSH 

URL of driver 
party MSH 

URL of driver 
party MSH 

NotifyURL URL of the Test 
Driver (in a hub 
configuration), or 
to the driver party 
MSH (in point-to-
point config) 

URL of the Test 
Driver (in a hub 
configuration), or 
to the driver party 
MSH (in point-to-
point config) 

URL of the Test 
Driver (in a hub 
configuration), or 
to the driver party 
MSH (in point-to-
point config) 

URL of the Test 
Driver (in a hub 
configuration), or 
to the driver party 
MSH (in point-to-
point config) 

URL of the Test 
Driver (in a hub 
configuration), or 
to the driver party 
MSH (in point-to-
point config) 

 794 

4.1.3 Generated Message Headers  795 

The ebXML Message Headers below are dynamically generated by the Test Harness, using the 796 
declarative message syntax described in [ebTestFramework]. Key message content value is supplied by 797 
the Test Harness, either through configuration parameters or through interpretation of the values provided 798 
in the message declaration itself.  799 
 800 

4.1.4 Key Message Parameters 801 

The default values for these run-time parameters should be set in the test suite ConfigurationGroup 802 
element when the test suite XML file is deployed: 803 
 804 
$SenderParty (set to the Test Driver MSH host) 805 
$ReceiverParty (set to the remote MSH host) 806 
 807 
The values of the parameters below must be set (either by the Test Harness or through explicit 808 
declaration in a message) for each test case: 809 
 810 
$CPA 811 
$ConversationId 812 
 813 
The value of this parameter may vary (in the MessageDeclaration element) for each test step: 814 
 815 
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$Action 816 
 817 
The value of these parameters is not under control of the Test Driver, and will be set by the MSH 818 
implementation at run-time: 819 
 820 
$MessageId 821 
$TimeStamp 822 
 823 

4.1.5 Sample Headers 824 

4.1.5.1 mhdr_0 825 

This sample header is constructed for messages with no payload. The parameters will be instantiated by 826 
the Test Driver or the MSH implementation.  827 
 828 
<SOAP:Envelope xmlns:xlink="http://www.w3.org/1999/xlink" 829 
  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 830 
  xmlns:SOAP="http://schemas.xmlsoap.org/soap/envelope/" 831 
  xmlns:eb="http://www.oasis-open.org/committees/ebxml-msg/schema/msg-header-2_0.xsd" 832 
 xsi:schemaLocation="http://schemas.xmlsoap.org/soap/envelope/ 833 
            http://www.oasis-open.org/committees/ebxml-msg/schema/envelope.xsd 834 
            http://www.oasis-open.org/committees/ebxml-msg/schema/msg-header-2_0.xsd  835 
            http://www.oasis-open.org/committees/ebxml-msg/schema/msg-header-2_0.xsd"> 836 
<SOAP:Header> 837 
 <eb:MessageHeader SOAP:mustUnderstand="1" eb:version="2.0"> 838 
  <eb:From> 839 
   <eb:PartyId> $SenderParty</eb:PartyId> 840 
  </eb:From> 841 
  <eb:To> 842 
   <eb:PartyId>$ReceiverParty </eb:PartyId> 843 
  </eb:To>  844 
  <eb:CPAId>$CPA </eb:CPAId> 845 
  <eb:ConversationId> $ConversationId</eb:ConversationId> 846 
  <eb:Service> urn:ebXML:iic:test</eb:Service> 847 
  <eb:Action>$Action </eb:Action> 848 
  <eb:MessageData> 849 
   <eb:MessageId>$MessageId </eb:MessageId> 850 
   <eb:Timestamp>$Timestamp </eb:Timestamp> 851 
  </eb:MessageData> 852 
 </eb:MessageHeader> 853 
</SOAP:Header> 854 
<SOAP:Body> 855 
</SOAP:Body> 856 
</SOAP:Envelope> 857 
 858 

4.1.5.2 mhdr_1 859 

This sample header is constructed for messages with one payload, before instantiation of parameters. 860 
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 861 
<SOAP:Envelope xmlns:xlink="http://www.w3.org/1999/xlink" 862 
  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 863 
  xmlns:SOAP="http://schemas.xmlsoap.org/soap/envelope/" 864 
  xmlns:eb="http://www.oasis-open.org/committees/ebxml-msg/schema/msg-header-2_0.xsd" 865 
 xsi:schemaLocation="http://schemas.xmlsoap.org/soap/envelope/ 866 
            http://www.oasis-open.org/committees/ebxml-msg/schema/envelope.xsd 867 
            http://www.oasis-open.org/committees/ebxml-msg/schema/msg-header-2_0.xsd  868 
            http://www.oasis-open.org/committees/ebxml-msg/schema/msg-header-2_0.xsd"> 869 
<SOAP:Header> 870 
 <eb:MessageHeader SOAP:mustUnderstand="1" eb:version="2.0"> 871 
  <eb:From> 872 
   <eb:PartyId>$SenderParty </eb:PartyId> 873 
  </eb:From> 874 
  <eb:To> 875 
   <eb:PartyId>$ReceiverParty </eb:PartyId> 876 
  </eb:To> 877 
  <eb:CPAId>$CPA </eb:CPAId> 878 
  <eb:ConversationId>$ConversationId </eb:ConversationId> 879 
  <eb:Service> urn:ebXML:iic:test</eb:Service> 880 
  <eb:Action>$Action </eb:Action> 881 
  <eb:MessageData> 882 
   <eb:MessageId>$MessageId </eb:MessageId> 883 
   <eb:Timestamp>$Timestamp </eb:Timestamp> 884 
  </eb:MessageData> 885 
 </eb:MessageHeader> 886 
</SOAP:Header> 887 
<SOAP:Body> 888 
 <eb:Manifest eb:version="2.0"> 889 
  <eb:Reference xlink:href="cid: payload_1" 890 
      xlink:role="XLinkRole"   xlink:type="simple"> 891 
      <eb:Description xml:lang="en-US">Purchase Order 1</eb:Description> 892 
  </eb:Reference> 893 
 </eb:Manifest> 894 
</SOAP:Body> 895 
</SOAP:Envelope> 896 
  897 

4.1.5.3 mhdr_2 898 

This sample header is constructed for messages with two payloads, before instantiation of parameters. 899 
 900 
<SOAP:Envelope xmlns:xlink="http://www.w3.org/1999/xlink" 901 
  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 902 
  xmlns:SOAP="http://schemas.xmlsoap.org/soap/envelope/" 903 
  xmlns:eb="http://www.oasis-open.org/committees/ebxml-msg/schema/msg-header-2_0.xsd" 904 
 xsi:schemaLocation="http://schemas.xmlsoap.org/soap/envelope/ 905 
            http://www.oasis-open.org/committees/ebxml-msg/schema/envelope.xsd 906 
            http://www.oasis-open.org/committees/ebxml-msg/schema/msg-header-2_0.xsd  907 
            http://www.oasis-open.org/committees/ebxml-msg/schema/msg-header-2_0.xsd"> 908 
<SOAP:Header> 909 
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 <eb:MessageHeader SOAP:mustUnderstand="1" eb:version="2.0"> 910 
  <eb:From> 911 
   <eb:PartyId>$SenderParty </eb:PartyId> 912 
  </eb:From> 913 
  <eb:To> 914 
   <eb:PartyId>$ReceiverParty </eb:PartyId> 915 
  </eb:To> 916 
  <eb:CPAId>$CPA </eb:CPAId> 917 
  <eb:ConversationId>$ConversationId </eb:ConversationId> 918 
  <eb:Service> urn:ebXML:iic:test</eb:Service> 919 
  <eb:Action>$Action </eb:Action> 920 
  <eb:MessageData> 921 
   <eb:MessageId>$MessageId </eb:MessageId> 922 
   <eb:Timestamp>$Timestamp </eb:Timestamp> 923 
  </eb:MessageData> 924 
 </eb:MessageHeader> 925 
</SOAP:Header> 926 
<SOAP:Body> 927 
 <eb:Manifest eb:version="2.0"> 928 
  <eb:Reference xlink:href="cid:payload_1 " 929 
      xlink:role="XLinkRole"   xlink:type="simple"> 930 
      <eb:Description xml:lang="en-US">Purchase Order 1</eb:Description> 931 
  </eb:Reference> 932 
  <eb:Reference xlink:href="cid:payload_2 " 933 
      xlink:role="XLinkRole"   xlink:type="simple"> 934 
      <eb:Description xml:lang="en-US">CPPA</eb:Description> 935 
  </eb:Reference> 936 
 </eb:Manifest> 937 
</SOAP:Body> 938 
</SOAP:Envelope> 939 
 940 

4.1.5.4 mhdr_3 941 

This sample header is constructed for messages with three payloads, before instantiation of parameters.  942 
 943 
<SOAP:Envelope xmlns:xlink="http://www.w3.org/1999/xlink" 944 
  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 945 
  xmlns:SOAP="http://schemas.xmlsoap.org/soap/envelope/" 946 
  xmlns:eb="http://www.oasis-open.org/committees/ebxml-msg/schema/msg-header-2_0.xsd" 947 
 xsi:schemaLocation="http://schemas.xmlsoap.org/soap/envelope/ 948 
            http://www.oasis-open.org/committees/ebxml-msg/schema/envelope.xsd 949 
            http://www.oasis-open.org/committees/ebxml-msg/schema/msg-header-2_0.xsd  950 
            http://www.oasis-open.org/committees/ebxml-msg/schema/msg-header-2_0.xsd"> 951 
<SOAP:Header> 952 
 <eb:MessageHeader SOAP:mustUnderstand="1" eb:version="2.0"> 953 
  <eb:From> 954 
   <eb:PartyId>$SenderParty </eb:PartyId> 955 
  </eb:From> 956 
  <eb:To> 957 
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   <eb:PartyId>$ReceiverParty </eb:PartyId> 958 
  </eb:To> 959 
  <eb:CPAId>$CPA </eb:CPAId> 960 
  <eb:ConversationId>$ConversationId </eb:ConversationId> 961 
  <eb:Service> urn:ebXML:iic:test</eb:Service> 962 
  <eb:Action>$Action </eb:Action> 963 
  <eb:MessageData> 964 
   <eb:MessageId>$MessageId </eb:MessageId> 965 
   <eb:Timestamp>$Timestamp </eb:Timestamp> 966 
  </eb:MessageData> 967 
 </eb:MessageHeader> 968 
</SOAP:Header> 969 
<SOAP:Body> 970 
 <eb:Manifest eb:version="2.0"> 971 
  <eb:Reference xlink:href="cid:payload_1 " 972 
      xlink:role="XLinkRole"   xlink:type="simple"> 973 
      <eb:Description xml:lang="en-US">Purchase Order 1</eb:Description> 974 
  </eb:Reference> 975 
  <eb:Reference xlink:href="cid:payload_2 2" 976 
      xlink:role="XLinkRole"   xlink:type="simple"> 977 
      <eb:Description xml:lang="en-US">CPPA</eb:Description> 978 
  </eb:Reference> 979 
 <eb:Reference xlink:href="cid:payload_3 " 980 
      xlink:role="XLinkRole"   xlink:type="simple"> 981 
      <eb:Description xml:lang="en-US">Binary Document</eb:Description> 982 
  </eb:Reference> 983 
 </eb:Manifest> 984 
</SOAP:Body> 985 
</SOAP:Envelope> 986 
 987 

4.1.6 Message Payloads 988 

Message payloads for the BIP Test Suite are supplied in the normative BIP Test Suite described in 989 
section 4.3.  There are three payloads used for testing in this test suite.  They include: 990 

4.1.6.1  Payload_1 991 

 Payload_1 is representative of a “small XML payload”. This payload is 992 
 embedded in the Test Suite and is included in the message using an ID reference.  The code for this 993 
payload is: 994 
 995 
 <purchase_order> 996 
 <po_number>1</po_number> 997 
 <part_number>123</part_number> 998 
 <price_currency=”USD”>500.00</price> 999 
</purchase_order> 1000 
 1001 
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4.1.6.2  Payload_2 1002 

This payload represents an “average size” (22KB) XML business document. This payload is included in 1003 
the test message through a file reference.  The XML code used for this payload is the OASIS ebXML 1004 
CPP/A example 2.0b on the OASIS CPPA Technical Committee web page. 1005 
 1006 

4.1.6.3 Payload_3 1007 

This payload represents a “large” (1.236MB) binary document payload.  This Test Suite uses the 1008 
OASIS/ebXML Messaging Services Specification V2.0 document, available on the OASIS ebXML MS 1009 
Technical Committee web page to represent a large binary ebXML message payload 1010 

4.2 Non-normative Basic Interoperability  Profile Test Requirements 1011 

The table below defines the testing requirement for the ebXML MS V2.0 Basic Interoperability Profile.  1012 
These data values map to the test requirements schema defined in [ebTestFramework] and its semantic 1013 
test requirement model.  The XML version of the test requirements, conforming to the schema defined in 1014 
the ebXML Test Framework Specification, can be found in [ebMSInteropReqs]. 1015 
 1016 

ID Name Specificati
on Ref Precondition Requirement 

Level Assertion 

req_id_1 BasicInteroperabilityProfileTests ebMSBIP#
3.3    

funreq_id_1 CorrectMessageHeaderNoPayload ebMSBIP#
3.3.1 

(After receing a message 
with no payload addressed 
to the test service Dummy 
action,)  

REQUIRED 

The candidate Test 
Service returns a response 
message that correlates 
with the sent message 
based on CPAId, 
ConversationId and 
contains a “Mute” Action 
name. .  

funreq_id_2 ValidOnePayloadMessage ebMSBIP#
3.3.2 

(After receing a message 
with one payload 
addressed to the test 
service Reflector action.) 

REQUIRED 

The response message 
correlates with the sent 
message based on CPAId, 
ConversationId and a 
“Mute” Action name, and 
the received payload is 
identical to the sent 
payload.  

funreq_id_3 ValidateThreePayloadMessage ebMSBIP#
3.3.3 

(After receing a message 
with one payload 
addressed to the test 
service Reflector action)  

REQUIRED 

The response message 
correlates with the sent 
message based on CPAId, 
ConversationId and a 
“Mute” Action name, and 
the received payloads are 
identical to the sent 
payloads. 

funreq_id_4 ReportBasicError ebMSBIP#
3.3.4 

(For a received response 
message, after sending a 
message with  an 
unresolvable 
Service/Action  element 
value)  

REQUIRED 

The response message 
contains an error message, 
directed to the the 
ErrorURLNotify action, and 
reports the CPAId, 
ConversationId and Action 
name of the erroneous 
message in the message 
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payload.  

funreq_id_5 VerifyMessageSignature ebMSBIP#
3.3.5 

(For a received response 
message, after sending a 
signed message with one 
payload to the Reflector 
action)  

REQUIRED 

The response message 
correlates with the sent 
message based on CPAId, 
ConversationId and “Mute” 
Action name, and the 
received payload is  
identical to the sent 
payload.(this means the 
certificate for that message 
has been resolved and the 
signature verified.)  

funreq_id_6 SyncMessageOnePayload ebMSBIP#
3.3.6 

(For a received  
synchronous response 
message, after sending a 
synchronous unsigned 
message with one payload 
to the Reflector action and 
CPA syncReplyMode is set 
to “signalsAndResponse”)  

REQUIRED 

The response message 
correlates with the sent 
message based on CPAId, 
ConversationId and “Mute” 
Action name, and the 
received payload is 
identical to the sent 
payload 

funreq_id_7 UnsignedMessageUnsignedAck ebMSBIP#
3.3.7 

( For all received response 
messages, after sending an 
unsigned , asynchronous 
request message with one 
payload  to the Dummy 
action, with an 
AckRequested element 
AND the AckRequested 
"signed" attribute is set to 
"false" AND CPA 
"isNonRepudiationReceipt
Required" is set to "false" 
AND CPA 
"isNonRepudiationRequire
d" is set to "false")  

REQUIRED 

There is only one response 
message that correlates 
with the sent message 
based on CPAId, 
ConversationId and Action 
name, and this response 
has triggered the Mute 
action, and the received 
payload is identical to the 
sent payload 

funreq_id_8 SignedMessageSignedAck ebMSBIP#
3.3.8 

(For all received response 
messages, after sending a  
signed , asynchronous 
message with one payload  
to the Dummy action, with 
an AckRequested element 
AND the AckRequested 
"signed" attribute is set to 
"true" AND CPA 
"isNonRepudiationReceipt
Required" is set to "true" 
AND CPA 
"isNonRepudiationRequire
d" is set to "true"))  

REQUIRED 

There is only one response 
message that correlates 
with the sent message 
based on CPAId, 
ConversationId and Action 
name, and this response 
has triggered the Mute 
action, and the received 
payload is  identical to the 
sent payload 

funreq_id_9 SyncUnsignedAck ebMSBIP#
3.3.9 

(For all received response 
messages, after sending  a 
synchronous request 
message to the Dummy 
action with an unsigned 
AckRequested element 
AND CPA syncReplyMode 
is set to "mshSignalsOnly") 

REQUIRED 

There is only one response 
message that correlates 
with the sent message 
based on CPAId, 
ConversationId and Action 
name, and this response 
has triggered the Mute 
action, and the received 
payload is identical to the 
sent payload 

 1017 
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4.3 Normative ebXML MS Basic Interoperability Profile Executable 1018 
Test Suite 1019 

[ebMSInteropTests]  is an XML document containing the executable ebXML MS V2.0 Interoperability Test 1020 
Suite.  The XML document consists of a “bootstrap” ConfigurationGroup data, Test Case, Test Step and 1021 
Test Operation XML content that provides the necessary information for the execution of the Test Suite 1022 
by the Test Driver.  The syntax and semantics of this Test Suite are described in detail in the 1023 
[ebTestFramework]. 1024 
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Appendix A Implementations of the Test Harness 1025 

Two variants of the test harness described in Section 2 are described below. 1026 
 1027 

A.1 The “Point-to-point” Test Harness Implementation 1028 

This configuration (Figure 12) is appropriate when two parties engage in interoperability testing without 1029 
any third-party assistance, Each party will in turn play the driver party, and operate the Test Driver (install 1030 
test cases, drive the executions, generate the reports.) 1031 
 1032 

 1033 
In this configuration, the Test Driver invokes directly the Initiator action of the associated Test Service in 1034 
order to trigger an exchange. The Test Driver is in service mode, and the associated Test Service is in 1035 
local reporting mode, as it directly notifies the Test Driver. There is no need to generate messages on the 1036 
wire for doing this, as both components reside on the same host. 1037 
 1038 

A.2 The “Hub Driver” Test Harness Implementation 1039 

This configuration (Figure 13) is appropriate when two parties engage in interoperability testing with the 1040 
help of a third-party, which facilitates the testing. Each party will still in turn play the driver party (due to 1041 
the asymmetric character of the BIP test suite), but the third party will operate the Test Driver (install test 1042 
cases, drive the executions, generate the reports.) The two candidate parties would only make sure their 1043 



 

ebxml-iic-basic-interop-test-suite-10  03 April 2003 
Copyright © OASIS Open 2003. All Rights Reserved.  Page 39 of 43 

MSH and Test Service are up and running, and that the CPAs associated with the test suite are 1044 
accessible. 1045 
 1046 

 1047 
In this configuration, the Test Driver invokes remotely the Initiator action of the Test Service of the driver 1048 
party, in order to trigger an exchange. The Test Driver, in connection mode, interfaces directly at transport 1049 
level, generating message material as done in conformance testing. The notification from the actions of 1050 
the Test Service (driver party side) will be done by messages sent to the Test Driver (Hub URL), which is 1051 
proper to a Test Service in remote reporting mode. Once an exchange is triggered, both end-points can 1052 
send messages to each other, directly or through the Hub node, used as a simple route. 1053 
 1054 



 

ebxml-iic-basic-interop-test-suite-10  03 April 2003 
Copyright © OASIS Open 2003. All Rights Reserved.  Page 40 of 43 

Appendix B References 1055 

 1056 

B.1 Non-Normative References 1057 

[ebTestFramework] ebXML Test Framework specification, Version 1.0, Technical Committee 1058 
Specification, March 4, 2003, 1059 
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=ebxml-iic  1060 

[ebMS]  ebXML Messaging Service Specification, Version 2.0, 1061 
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=ebxml-msg 1062 

[ebMSInteropTests] ebXML MS V2.0 Basic Interoperability Profile Test Cases, 1063 
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=ebxml-iic 1064 

[ebMSConfTestSuite] ebXML MS V2.0 Conformance Test Suite, 1065 
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=ebxml-iic 1066 

[ebMSInteropReqs] ebXML MS V2.0 Interoperability Test Requirements, http://www.oasis-1067 
open.org/committees/documents.php?wg_abbrev=ebxml-iic 1068 

[XMLSchema] W3C XML Schema Recommendation, 1069 
http://www.w3.org/TR/2001/REC-xmlschema-0-20010502/ 1070 
http://www.w3.org/TR/2001/REC-xmlschema-1-20010502/ 1071 
http://www.w3.org/TR/2001/REC-xmlschema-2-20010502/ 1072 

[ebCPP] ebXML Collaboration Protocol Profile and Agreement specification, Version 1.0, 1073 
published 10 May, 2001, 1074 
http://www.ebxml.org/specs/ebCCP.doc 1075 

[ebBPSS] ebXML Business Process Specification Schema, version 1.0, published 27 April 2001, 1076 
http://www.ebxml.org/specs/ebBPSS.pdf. 1077 

 1078 



 

ebxml-iic-basic-interop-test-suite-10  03 April 2003 
Copyright © OASIS Open 2003. All Rights Reserved.  Page 41 of 43 

Appendix C Acknowledgments 1079 

The authors wish to acknowledge the support of the members of the OASIS ebXML IIC TC who 1080 
contributed ideas, comments and text to this specification by the group’s discussion eMail list, on 1081 
conference calls and during face-to-face meetings. 1082 

C.1 IIC Committee Members 1083 

Jacques Durand, Fujitsu <jdurand@fsw.fujitsu.com> 1084 
Jeffery Eck, Global Exchange Services <Jeffery.Eck@gxs.ge.com> 1085 
Hatem El Sebaaly, IPNet Solutions <hatem@ipnetsolutions.com> 1086 
Aaron Gomez, Drummond Group Inc. <aaron@drummondgroup.com> 1087 
Michael Kass, NIST <michael.kass@nist.gov>  1088 
Matthew MacKenzie, Individual <matt@mac-kenzie.net> 1089 
Monica Martin, Sun Microsystems <monica.martin@sun.com>  1090 
Tim Sakach, Drake Certivo <tsakach@certivo.net> 1091 
Jeff Turpin, Cyclone Commerce <jturpin@cyclonecommerce.com> 1092 
Eric van Lydegraf, Kinzan <ericv@kinzan.com> 1093 
Pete Wenzel, SeeBeyond <pete@seebeyond.com> 1094 
Steven Yung, Sun Microsystems <steven.yung@sun.com> 1095 
Boonserm Kulvatunyou, NIST <serm@nist.gov> 1096 

 1097 
 1098 
The OASIS ebXML IIC TC would especially like to thank the Drummond Group for their contribution to the 1099 
test cases. 1100 
 1101 



 

ebxml-iic-basic-interop-test-suite-10  03 April 2003 
Copyright © OASIS Open 2003. All Rights Reserved.  Page 42 of 43 

Appendix D Notices 1102 

OASIS takes no position regarding the validity or scope of any intellectual property or other rights that 1103 
might be claimed to pertain to the implementation or use of the technology described in this document or 1104 
the extent to which any license under such rights might or might not be available; neither does it 1105 
represent that it has made any effort to identify any such rights. Information on OASIS's procedures with 1106 
respect to rights in OASIS specifications can be found at the OASIS website. Copies of claims of rights 1107 
made available for publication and any assurances of licenses to be made available, or the result of an 1108 
attempt made to obtain a general license or permission for the use of such proprietary rights by 1109 
implementors or users of this specification, can be obtained from the OASIS Executive Director. 1110 
OASIS invites any interested party to bring to its attention any copyrights, patents or patent applications, 1111 
or other proprietary rights which may cover technology that may be required to implement this 1112 
specification. Please address the information to the OASIS Executive Director. 1113 
Copyright  © OASIS Open 2003. All Rights Reserved. 1114 
This document and translations of it may be copied and furnished to others, and derivative works that 1115 
comment on or otherwise explain it or assist in its implementation may be prepared, copied, published 1116 
and distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice 1117 
and this paragraph are included on all such copies and derivative works. However, this document itself 1118 
does not be modified in any way, such as by removing the copyright notice or references to OASIS, 1119 
except as needed for the purpose of developing OASIS specifications, in which case the procedures for 1120 
copyrights defined in the OASIS Intellectual Property Rights document must be followed, or as required to 1121 
translate it into languages other than English. 1122 
The limited permissions granted above are perpetual and will not be revoked by OASIS or its successors 1123 
or assigns. 1124 
This document and the information contained herein is provided on an “AS IS” basis and OASIS 1125 
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY 1126 
WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTS OR 1127 
ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. 1128 
 1129 
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