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An X-KISS Extension for Digital
Signature Verification

1 Introduction

This submission defines an extension to the XKMS X-KISS protocol that supports the verification
of digital signatures.

2 Terminology

The key words must, must not, required, shall, shall not, should, should not, recommended, may,
and optional in this document are to be interpreted as described in [RFC2119].

3 Protocol Elements

3.1 Schema Header and Namespace Declarations

The following schema fragment defines the XML namespaces and other header information for
the digital signature verification schema:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<xs: schemm t ar get Nanespace="si gver"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
xm ns: xkms="ht t p: / / www. W3. or g/ 2002/ 03/ xkns#"
el enment For nDef aul t ="qual i fi ed" attri but eFor nDef aul t ="unqual i fi ed">
<xs:inport nanespace="htt p://ww. W3. or g/ 2002/ 03/ xknms#"
schemaLocat i on="xkns. xsd"/ >
<xs:inport nanespace="htt p://ww. W3. or g/ 2000/ 09/ xm dsi g#"
schemalLocati on="htt p://ww. w3. or g/ TR/ 2002/ REC- xm dsi g- cor e-
20020212/ xm dsi g- cor e- scherma. xsd"/ >

3.2 <ToBeVerifiedSignature> Element

The <ToBeVeri fi edSi gnat ur e> element specifies the signature to be verified by the X-KISS
server. Itis included as a child of a <xkns: Quer yKeyBi ndi ng> or <xkns: KeyBi ndi ng>
element in a signature verification request or response. It includes one of the following elements
and attributes:

<Envel opi ngSi gnat ur e>
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<Envel

This element is used when verification of an encapsulating signature is required. It is of
type <Si gnat ur eType> and contains the encapsulating signature to be verified.

opedSi gnat ur e>

This element is used when verification of an encapsulated signature is required. It is of
type <Obj ect Type> and contains the encapsulated signature to be verified.

<Det achedSi gnat ur e>

This element is used when verification of a detached signature is required. Itis a
sequence of a <ds: Si ghat ur e> element, which contains the detached signature and a
<ds: Obj ect > element which contains the object that is signed.

<Si gnat ur eAndHash>

This element is used to convey just a signature and the message digest, or hash, or the
data that was signed. It consists of a sequence of the <ds: Si gnat ur eVal ue> which is
the actual signature computed, the <ds: Si gnat ur eMet hod> which indicates the type
of signature, the <ds: Keyl nf 0> which can be used to verify the signature, and a

<ds: Di gest Val ue> element, which contains the hash (usually of a

<ds: Si gnedl nf o> element) that is used as input to the signature generation algorithm.
Use of the <ds: Si gnat ur eAndHash> element would support constrained environments
where submitting the entire signed data is not appropriate, or allow signatures to be
verified on private data that should not be disclosed to third parties.

<Si gnat ur eRef erence>

This element is used when the signature is external to this element. It is of type
<Retri eval Met hodType> and includes the URI of the signature to be retrieved and
verified.

<NonXM_Si gnat ur e>

This element is used when verification of signature that is not an XML Signature is
required (e.g. CMS signature). It is contains a sequence of <ds: Cbj ect > which will
contain the signature and data to be verified.

Si gnat ur ePat h

Veri fi

This attribute contains a URI which points to (usually using Xpath/Xpointer) the signature
to be verified. This optional attribute only needs to be used when either the

<xkmns: Keyl nf 0> element or the <xkns: UseKeyW t h> element within the

<xkns: Val i dat eRequest > message cannot be used to uniquely identify the signature
to be verified.

cationTi ne

When used in a request, this attribute, if present, indicates the time that the server should
use as the signing time in the signature verification algorithm. When used in a response,
it indicates the time that was used in the signature verification algorithm.

The following schema fragment defines the <ToBeVer i f i edSi gnat ur e> element:

<xs: el ement name="ToBeVeri fi edSi gnat ure">
<xs: conpl exType>
<xs: choi ce>
<xs: el ement name="Envel opi ngSi gnat ur e"
type="ds: Si gnat ur eType"/ >
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<xs- el ement name="Fnvel nnedSi anat iir " t vne="ds- Chi ect Tvne"/ >
<xs: el ement name="Det achedSi gnat ure" >

<xs: conpl exType>
<XS:sequence>
<xs:el ement ref="ds: Signature"/>
<xs: el ement ref="ds: Object"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Si gnat ur eAndHash" >
<xs: conpl exType>
<XS:sequence>
<xs:el ement ref="ds: Si gnatureVal ue"/>
<xs:el ement ref="ds: Si gnat ureMet hod"/ >
<xs: el ement ref="ds: Keylnfo"/>
<xs:el ement ref="ds: D gest Val ue"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Si gnat ur eRef er ence"
type="ds: Retri eval Met hodType"/ >
<xs: el ement name="NonXM.Si gnhat ur e" >
<xs: conpl exType>
<Xxs: sequence>
<xs: el ement ref="ds: Object"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: choi ce>
<xs:attribute nane="Si gnat urePat h" type="xs:anyURl "
use="optional "/ >
<xs:attribute nane="VerificationTi ne" type="xs:dateTi ne"
use="optional "/ >
</ xs: conpl exType>
</ xs: el ement >

4 Request and Response Syntax and Processing

These are requirements on the relying party.

4.1 Request Syntax and Processing

A request to verify an XML Digital Signature consists of a <xkns: Val i dat eRequest > message
with the following restrictions.

If multiple signatures are present on the object, then either the <xkns: Keyl nf 0> element or the
<xkmns: UseKeyW t h> element MUST contain sufficient information to uniquely identify one of
the signers or the Si gnat ur ePat h attribute MUST be used to point to the signature to be
verified. The response will then return the status of the signature created by that signer.

The <xkns: KeyUsage> field MUST contain only the value xkns: Si gnat ur e.

The <xkns: Quer yKeyBi ndi ng> element MUST contain exactly one instance of a
<ToBeVeri fi edSi gnat ur e> element, which MUST contain the signature to be verified.
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4.2 Response Syntax and Processing

A response to a request to verify an XML Digital Signature consists of a <xkms:ValidateResult>
message with the following restrictions.

Either the <xkms:KeyInfo> and <xkms:UseKeyWith> elements MUST refer to exactly one
signature on the object or the Si gnat ur ePat h attribute MUST be used to point to the signature
that was verified.

The <xkns: KeyUsage> field MUST contain only the value xkns: Si gnat ur e.

At least one <xkns: Reason> element MUST include the value EESi gnat ur e. The description
of this reason code is “The Signature on signed data provided by the client in the
<ToBeVeri f i edSi gnat ur e> element was successfully verified.”

The <xkns: KeyBi ndi ng> element MUST contain exactly one instance of a
<ToBeVeri f i edSi gnat ur e> element, which MUST contain the signature that was verified.

5 Verification Server Requirements

These are requirements on the X-KISS Signature Verification Server.

TBD.
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