Appendix I: Event Log





In order to ensure that a proper audit trail is maintained for all payments, BIPS maintains an event log. Consequently, information maintained in the BIPS Event Log can be used to create BIPS response messages. The log can be implemented using either a flat file or a database management system.





The purpose of this appendix is to outline the data elements that should be maintained in the BIPS Event Log.  


I.1 Event Object





The BIPS Event Log is composed of multiple BIPS events. Although this event object could be implemented using a normalized relational database design, it is best to describe an event as a relatively independent object.  





Table I.1 The BIPS event object.


Item Name�
Data Type�
Description of Contents�
�
EventID�
ID�
The record ID and the primary key of the table.�
�
MessageID�
ID�
The record ID of the related message in the message table. This field should be null if not applicable. When BIPS starts, for example, an event should be generated with this field null since that event is not related to a specific BIPS message.�
�
IntraMessageID�
Text�
The ID of the related message within a message. This field should be null if not aplicable. It could be, for example, the payment request ID within a BIPS message that contains multiple payment requests.�
�
DateTime�
Date/time�
The data and time that the event occurred.�
�
Source�
Text�
The name of the module or class that generated or encountered the event.�
�
EventCode�
Integer�
A BIPS standard event code.�
�
Details�
Memo�
A freeform description of the specific event.�
�
I.2 Event Code Object


	


The event code object is described in Table I.2.








Table I.2 The BIPS event code object.


Item Name�
Data Type�
Description of Contents�
�
EventCode�
Integer�
A BIPS standard event code �
�
Type�
Character�
I = Informative, W = warning, E = Error�
�
Description�
Text�
A standard generic description of the event �
�
I.3 Standard Event Codes and Description





Standard event codes can be useful for displaying information regarding events in a BIPS event viewer. Table I.3 provides a partial listing of BIPS event codes.








Table I.3 Partial list of BIPS event codes.


EventCode�
Type�
Standard Description�
�
1000�
Informative�
The BIPS Event Log has started�
�
1001�
Informative�
The BIPS Event Log has stopped�
�
1002�
Informative�
This is a general information event�
�
2001�
Error�
A parsing error has occurred�
�
2002�
Error�
A required element was not found�
�
2003�
Warning�
An expected element was not found�
�
3000�
Error�
Input file found�
�
3001�
Informative�
Output file created�
�
3002�
Error�
Error reading input file�
�
3003�
Error�
Error creating output file�
�
3004�
Error�
File IO error�
�
4000�
Error�
Configuration invalid�
�
4001�
Informative�
Configuration information has been set�
�
9000�
Error�
An event with an invalid ID has been occurred�
�
9001�
Error�
A general error has occurred�
�



The standard BIPS event codes could be maintained in a database table or, possibly, in a computer program coded as static global variables.


I.4 Event Categories





Event categories (Table I.4) are defined with regard to event ID ranges.








Table I.4 BIS event categories.


EventCode Range�
Category�
�
1000 – 1999�
Administrative�
�
2000 – 2999�
Format�
�
3000 – 3001�
File�
�
4000 – 4999�
Configuration�
�
9000 – 9999�
Miscellaneous�
�



New event codes should always be organized by category. The category is also displayed when event details are shown. 
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