Chapter 6: Business Scenarios and Use Cases 





One approach to understanding BIPS is to look at it in terms of common business uses. This section presents two scenarios in which BIPS is used for standard business transactions (Section 6.1) and then describes BIPS in terms of use cases (Section 6.2).


6.1 Business Scenarios





The following scenarios illustrate two of several possible uses for BIPS. 


6.1.1 Dividend Payments with BIPS (Push Payment)





One use for BIPS is to support push payments. In this type of interaction, the Payor (the person purchasing the goods or services) initiates a payment transaction requesting that a payment be made to the Payee (the person selling the goods or services). One example is when a corporate customer (Payor) makes dividend payments to the shareholders (Payees) through their BIPS-enabled bank, as shown in Figure 6.1.





The corporate customer can instruct the bank by E-mail to pay dividends to the shareholders on a regular basis. The corporate customer needs to have previously acquired the bank account and transit numbers of the shareholders.  The BIPS Client creates a message that complies with the BIPS protocol, including a digital signature that is used to ensure the integrity of the data in the message. The BIPS message, which can be protected by an encryption mechanism, is then sent to the BIPS Server. If the contents of the message pass various checks on message integrity, data validity, and customer authentication, the BIPS Server processes the message and forwards it to the appropriate bank payment processing system, where the funds are pushed from the account of the Payor to the account of the Payee.
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Figure 6.1 Making dividend payments with BIPS.


6.1.2 Utility Payments with BIPS (Pull Payment)





Another use for BIPS is to support pull payments where the Payee initiates the payment transaction from the Payor, as shown in Figure 6.2.





The corporate Payor visits the corporate Payee’s Web site to view their bill (for instance, to make a utility payment). The Payor chooses to pay the bill and sends a BIPS payment instruction that contains the Payor’s digital signature and certificate to the BIPS Server at the Payee’s bank. The BIPS Server automatically determines the settlement method based on the selected cost and time. The payment instruction is then translated into the appropriate bank payment processing system transaction (e.g., ACH) for a funds transfer from the Payor’s bank account to the Payee’s bank account.
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Figure 6.2 Making utility payments with BIPS.








6.2	BIPS as Seen Through Use Cases





A use case is a description of a system that is arrived at by identifying various “actors” (or actors playing particular roles) and then understanding how each actor will use the system (i.e., scenarios for use). Thus, a view of what the system must do is generated based on each actor’s use of the system. This section identifies various BIPS actors and roles (Section 6.2.1), defines terms used in describing the use cases (Section 6.2.2), and then presents several major BIPS use cases (Section 6.2.3). 


6.2.1 Actors and Roles


6.2.1.1	Users of BIPS





Five major BIPS users have been identified. They are:





Initiator: the Payor who originates the request for a BIPS payment.


Payee: the entity receiving a payment. In BIPS the Payee is the seller of the goods or services and may be the user initiating a pull transaction.


Payee’s Bank: the financial institution in which the Payee holds an account that is credited.


Payor: the entity making a payment from their account. In BIPS the Payor is the purchaser of the goods or service and may be the user initiating a push transaction.


Payor’s Bank: the financial institution in which the Payor holds an account that is debited.





6.2.1.2	System Actors





Five BIPS actors have been identified. They are:





BIPS Client: a client application that interfaces to the BIPS Server or can send messages to the BIPS Server.


External Certificate System: a trusted entity that is responsible for setting security policies and assigning secure electronic identities in the form of certificates. 


Bank Payment Processing System: a bank system used to process and send payments to a clearing and settlement network.


BIPS Server: the bank system that receives the request for payment, validates the request, converts the request into a payment transaction, and routes the transaction to the appropriate bank payment processing system.


6.2.2 Terminology





This section describes the terminology used in the use cases (Section 6.2.3). The terms are:





Request: a message sent by a user who is asking for information or an action to be taken by BIPS.


Response: a message sent back from BIPS to the user to provide the information requested or an acknowledgment of the action requested.


Message: one or more of the same type of request or response. There are currently eight types of messages (a request and response message for each of four main message categories). They are:


Feasibility Request: a message that an initiator sends to a BIPS Server to inquire about the feasibility of a particular set of payment parameters and information.


Feasibility Response: the message that the BIPS Server sends to the initiator acknowledging receipt of the feasibility request message and providing an indication of the feasibility of the inquiry request message.


Payment Request: a message that the initiator sends to a BIPS Server to instruct the bank to make one or more particular payments.


Payment Response: the message that the BIPS Server sends to the initiator acknowledging receipt of the payment request message and either providing confirmation that a payment was sent to a bank payment processing system or indicating that there has been an error.


Status Request: a message that an initiator sends to a BIPS Server to inquire about one or more previous payment request messages.


Status Response: the message that the BIPS Server sends to the initiator acknowledging receipt of the status request message and either providing information on the state of previously requested payment transactions or indicating that there has been an error.


Stop Request: a message that an initiator sends to a BIPS Server to instruct the bank to stop one or more previous payment requests. 


Stop Response: the message that the BIPS Server sends to the initiator acknowledging receipt of the stop request message and stating either that the stop request was executed or indicating that there has been an error.


Message Identifier: a unique number identifying a BIPS message.


BIPS Repository: a database that contains each message and its supporting information.


BIPS Event Log: a database that captures all the events and actions associated with each request sent to the system. This is required for audit trails. The BIPS Event Log has a link to the BIPS Repository, where the contents of the messages are stored. 


6.2.3	Use Case Names and Descriptions





This section describes the major functional elements of the system in terms of a single use of the system by an actor, or by an actor playing a particular role. These use cases include:





Submit a Push Payment Request (Section 6.2.3.1),


Submit a Pull Payment Request (Section 6.2.3.2),


Initiator Status Request (Section 6.2.3.3),


Initiator Stop Request (Section 6.2.3.4), and


Feasibility Request about a Payment (Section 6.2.3.5).





Other foreseeable use cases are described briefly in Section 6.2.3.6. 


6.2.3.1 Submit a Push Payment Request 





Figure 6.3 shows the use case model of the push payment transaction.
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Figure 6.3 Push payment use case model.








The Payor creates a payment request message, providing such information as:


Payee account,


Payor account,


amount,


remittance information,


date to complete payment, and


which bank payment processing system to use to settle the payment.


The Payor can explicitly state how the payment is to be done, instruct the bank to make a payment based on profiles at the bank, or express the payment in terms that the bank can use to make the decision for the Payor.





The Payor digitally signs the payment request message.





The Payor sends the payment request message over the Internet to the BIPS Server at the Payor’s bank.





When it receives the payment request message, the BIPS Server:


 assigns an identification number to the payment request message,


 logs the receipt of the payment request message, and


validates the payment request message’s structure.





 The BIPS Server validates the Payor’s digital signature and certificate. 





If the Payor’s digital signature and certificate are valid, the BIPS Server:


selects the bank payment processing system after looking at the Payor’s instructions in the payment request message, the Payor’s profiles, and the bank’s rules;


validates the payment request message to ensure that it contains all the required information to create one or more payment transactions for the desired bank payment processing system;


reformats the payment request message and validates the payment request information into one or more valid bank payment processing system transaction records; 


transmits the bank payment processing system transaction record(s) to the bank payment processing system and logs the event in the BIPS Event Log; and


returns a payment response message to the Payor that states that the payment request message was received.





If the data, signature, or certificate is not valid, the BIPS Server logs the event in the BIPS Event Log and returns a payment response message to the Payor that states that the payment request message was received but that one or more of the requests in the payment response message failed, and why.�





6.2.3.2 Submit a Pull Payment Request 





Figure 6.4 shows the use case model of the pull payment transaction.
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Figure 6.4 Pull payment use case model.








The Payee sends a bill to the Payor.





The Payor creates a payment request message, providing such information as:


Payee account,


Payor account,


amount,


remittance information,


date to complete payment, and


which bank payment processing system to use to settle the payment.


The Payor can explicitly state how the payment is to be done, instruct the bank to make a payment based on profiles at the bank, or express the payment in terms that the bank can use to make the decision for the Payor.





The Payor digitally signs the payment request message.





The Payor sends the payment request message over the Internet to the BIPS Server at the Payor’s bank.





When it receives the payment request message, the BIPS Server:


 assigns an identification number to the payment request message,


 logs the receipt of the payment request message, and


validates the payment request message’s structure.





The BIPS Server validates the Payor’s digital signature and certificate. 





If the data, digital signature, and certificate are valid, the BIPS Server:


selects the bank payment processing system after looking at the Payor’s instructions in the payment request message, the Payor’s profiles and the bank’s rules;


validates the payment request message to ensure that it contains all the required information to create one or more payment transactions for the desired bank payment processing system;


reformats the payment request message and validates the payment request information into one or more valid bank payment processing system transaction records; 


transmits the payment processing system transaction record(s) to the bank payment processing system and logs the event in the BIPS Event Log; and


returns a payment response message to the Payor that states that the payment request message was received.





If the data, signature, or certificate is not valid, the BIPS Server logs the event in the BIPS Event Log and returns a payment response message to the Payor that states that the payment request message was received but that one or more of the requests in the payment response message failed, and why.





6.2.3.3 Initiator Status Request





Figure 6.5 shows the use case model for the initiator status request.
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Figure 6.5 Initiator status request use case model.








The initiator of a payment request message creates a request status message by providing:


the payment request identifier,


a range of identifiers, or


any combination of Payee, Payor, account, bank, name and date, or amount. 





The initiator digitally signs the status request message.





The initiator sends the status request message over the Internet to the BIPS Server at the bank.





Upon receiving the request, the BIPS Server:


assigns an identifier to the request,


logs the receipt of the request, and


checks to see if it is a valid BIPS message.





The BIPS Server validates both the digital signature and certificate of the initiator. 





If the request message data, signature, and certificate are valid, the system retrieves the status (last audit record) of each of the specified request identifiers from the BIPS Repository and BIPS Event Log, constructs a status response message, and sends the status response message to the initiator.





If either the request, signature, or certificate is not valid, the BIPS Server logs the event and returns a status response message to the initiator indicating that there is an invalid signature, certificate, or request.


6.2.3.4	Initiator Stop Request





Figure 6.6 shows the use case model for initiator stop request.
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Figure 6.6 Initiator stop request use case model.








The initiator creates the stop request message by providing the identifiers of the request(s) to be stopped. 





The initiator digitally signs the stop request message.





The initiator sends the stop request message to the BIPS Server.� 





Upon receiving the stop request message, the BIPS Server:


assigns a request identifier to the request,


logs the receipt of the request, and


checks to see if it is a valid BIPS message.





BIPS validates both the digital signature and certificate of the initiator. 





If the signature and certificate are valid, BIPS:


validates the stop request message and


checks the BIPS Event Log to determine the state of the transaction to be stopped. 





If either the request, signature, or certificate is not valid, BIPS logs the event and returns a stop response message to the initiator indicating there is an invalid signature, certificate, or request.





If the BIPS Server has not yet formatted or sent a transaction to the bank payment processing system (as in the case of requests to be reformatted and batched into one transaction file to go to the ACH at a later time), BIPS will either not format a transaction or will remove the transaction from the queue of transactions to be sent to the bank payment processing system (thus stopping the instruction within BIPS). The BIPS Server sends a stop response message to the initiator indicating that the payment has been stopped.





If the BIPS Server has previously sent a transaction to the bank payment processing system, the BIPS Server can either issue a stop payment to the bank payment processing system or not, depending on bank and payment settlement rules. The BIPS Server can send a response message to the initiator indicating that the transaction has been sent to the bank payment processing system and a stop transaction has been requested but a stop payment is not guaranteed. 


6.2.3.5	Feasibility Request about a Payment





Figure 6.7 shows the use case model of the feasibility request about a payment.
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Figure 6.7 Use case model for feasibility request about a payment.








The initiator creates a feasibility request message. He can provide all of the payment information that he wants confirmed for an actual payment request, including: 


Payor, 


Payee, 


payment origin, 


payment destination, 


payment accounts, 


payment amount, and 


delivery preferences in terms of priorities of cost, delivery time, confidentiality, and security.





The initiator digitally signs the feasibility request message.





The initiator sends the feasibility request to the BIPS Server.





Upon receiving the request, the BIPS Server:


assigns a request identifier to the feasibility request,


logs the receipt of the request, and


checks to see if it is a valid BIPS message.





The BIPS Server then validates the digital signature and certificate of the initiator.





If the signature and certificate are valid, BIPS evaluates the transaction values against the configured characteristics of the settlement channels supported by the bank. BIPS sends a feasibility response message to the initiator that indicates whether the payment request is feasible or not.�





If either the request, signature, or certificate is not valid, the BIPS Server logs the event and returns a feasibility response message to the initiator indicating that there is an invalid signature, certificate, or request.


6.2.3.6	Other Foreseeable Use Cases





At the time of the publication of this specification, other possible use cases have been identified by the BIPS Project Team but not explored. These other use cases are typical of most automated systems and describe functions that would normally be part of a vendor implementation. Examples of these possible use cases include (1) customer profiles and bank decision points or other parameters are fed into the BIPS Server and updated by BIPS system administrators; and (2) exception, audit, daily activity and performance reports are requested by BIPS system administrators. 











� Implementation Note: Although it is outside of the scope of BIPS, it is possible that the bank payment processing system could interact with BIPS and send data that could be passed back to the Payor. This would be dependent on the implementation.





� If the request identifier is not known, the initiator can first send a request status message to obtain the identifier.





� Implementation Note: Banks may wish to set terms for default payment terms such as lowest cost service for next-day settlement with normal confidentiality and security.
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